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ABSTRACT

The excitement about a futuristic Internet-of-Agents is nev-
ertheless tempered by reality checks on real-world reliability
of agents. Existing efforts in the ML community around
agentic deployments largely focus on taxonomies of failures,
offline benchmarks, and LLM-based evaluations in closed
settings. Drawing upon decades of wisdom from the Inter-
net evolution and the end-to-end design principle that has
stood the test of time, we posit that such approaches are
fundamentally insufficient if the agentic hype needs to live
up to its potential. Analogous to successful deployments of
“over the top” applications such as Internet video over an
unreliable network substrate, we envision agentic systems
will need a management plane driven by in situ, full census,
measurements of perceptual reliability in the field rather than
offline benchmarks, evaluations, and tests. We present an
early proof-of-concept and discuss open challenges.

1 INTRODUCTION

Agentic workflows are rapidly gaining traction across in-
dustries [46], enabling a wide range of applications—from
customer support automation to data analysis and decision-
making tools. As adoption grows, these systems are becom-
ing more complex and distributed, evolving into large-scale
interconnected networks. Their cooperative design, while
enabling powerful multi-agent coordination, also introduces
new risks: a single agent’s failure can cascade, corrupting the
outcome of the entire system. With their increasing scale and
ambition, these agentic applications are on a path toward be-
coming the new Internet-scale platforms and raising urgent
concerns around the effectiveness of the agent workflows
for the applications “in the wild” [5].

These concerns arise from a number of issues—the uncer-
tainty of the intents expressed by the users, stochasticity and
hallucinations in the Al models powering agentic workflows,
planning issues in agent orchestrators, ambiguity of the in-
put output behaviors of individual steps in the workflow, and
so on. These are further exacerbated by complexity of deal-
ing with third-party services outside the agentic developers’
control (e.g., [11, 18, 36, 36, 41, 44, 52]).

In response, the ML community has created an early tax-
onomy on agent failures in the real world (e.g., [21]). There
are also benchmarks on evaluating agent workflows both in
general and specific domains (e.g., [18, 36, 41]). While such
evaluation frameworks and benchmarks are useful, we argue
that they will be fundamentally insufficient given the long
tail of possible failure modes [26].

In this context, we believe that the agentic ecosystem
could benefit from the wisdom learned over decades of In-
ternet evolution. In particular, a guiding tenet for Internet
systems has been the end-to-end (E2E) design principle [48],
which has taught us the need for applications to ensure high
reliability even in the face of unreliable components.

We observe natural parallels between emerging agent sys-
tems and “over the top” applications such as Internet video,
mobile applications, video conferencing etc. (We give a brief
historical retrospective in Section 2.) First, there is a natural
corollary of the E2E principle that the endpoints are in the
best position to obtain measurements to model their reliabil-
ity requirements. Second, there is an argument for moving
“measurements up the stack” (e.g., [2]) from low-level qual-
ity of service (QoS) to quality of experience-centric (QoE)
measures (e.g., [23, 28, 43]). Finally, successful applications
developed application-layer control/management to work
around the unpredictability of the infrastructure (e.g., [39]).

Building on these historical lessons, we make the case for
an agentic management plane to continually improve and
enable agentic workflows to be ready for “prime time”. We
argue that this system needs to be powered by perceptual
reliability measures collected in situ with full census:

o By perceptual reliability we mean the need to track the
semantic outcomes of the workflows rather than mere per-
formance counters (e.g., time to first token, end latency
and so on) akin to QoS-vs-QoE arguments. Such outcome-
centric perceptual reliability measurements could be both
direct (e.g., binary task completion) and indirect (e.g., in-
ferring user frustration).

o By in situ, we mean that: (1) the agent endpoint coordinat-
ing the various substasks is in the best position to provide
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the contextual information to compute the perceptual re-
liability measures and (2) these measures are made “in
the field” rather than “closed world” offline tests. Such
context cannot be captured by in-network or backend
measurements or by offline benchmarks/tests.

e Finally, interactions and failure modes between agents,
users, and third-party services will be unpredictable. To
capture the long tail of possible interaction and outcome-
centric failures, we argue for full census measurements.
That is, randomly sampling a few agent endpoints or a
few interactions will not suffice to model the perceptual
reliability measures or diagnose when/why agents failed.
Rather, we need to capture events relevant to perceptual
reliability outcomes on for every agent and for all of its
actions /subtask rather than sampling a small subset.

We sketch an initial technical vision of an agentic manage-
ment plane. We identify key technical challenges across the
stack in terms of telemetry collection, analytics processing
capabilities, and cost/scale considerations. We develop an
early prototype: (1) showing the viability of instrumenting
agent endpoints; (2) using a late binding approach to com-
pute relevant perceptual reliability measures using stateful
event processing (e.g., [29, 42]); and (3) promising capabilities
to detect and diagnose perceptual reliability issues.

Admittedly, we have more questions than answers both in
terms of the problem and the solution space, as this agentic
future takes off (or collapses). Our goal in writing this paper
is to provide a Internet-history perspective to inform the
emerging agentic ecosystem. We hope this paper sparks the
conversation and helps share the wisdom of the networking
community to these emerging “killer apps”.

2 A BRIEF HISTORY OF THE INTERNET:
‘KILLER APPS’ AND E2E RELIABILITY

Those who cannot remember the past are con-
demned to repeat it. — George Santayana

In this section, we present a brief and incomplete historical
perspective of “killer apps” as the Internet evolved. This helps
contextualize the reliability requirements for an Internet-of-
Agents and what we need to enable it.

We logically divide this narrative into logical phases as
shown in Figure 1.! We identify different time periods, dom-
inant communication patterns, key stakeholders, and the
end-to-end reliability requirements for “users”. We also dis-
cuss the “power dynamics” and the “observability” evolutions
that ensued, and trends in management systems that evolved
to support E2E reliability.

1n the interest of brevity, we omit some interesting trends that occurred
such as peer-to-peer applications, video conferencing (e.g., Skype, Zoom),
IXPs, decentralized infrastructures, and so on.

We make three notes on terminology. We take a broad
view of “users”, “reliability”, and “observability” that may
depart from a classical or current industry view. First, w.r.t.
“users” we do not restrict ourselves to human users, but in-
clude any actor operating on the Internet, including bots
and agents. Second, w.r.t. reliability, we take a broader view
than systems notions such as availability or fault tolerance to
also consider user- and application-centric reliability needs.
Third, w.r.t. “observability” we refer to a formal notion of
measuring the intended state of a system to control its out-
come, than a narrower market notion focusing on server-side
infrastructure metrics, logs, and traces [9].

o The earliest killer apps enabled access to remote com-
puting service via protocols like Telnet/FTP. In this set-
ting, reliability was basic connectivity. Indeed, the design
philosophy of the early DARPA Internet protocols [24]
lists interoperability and availability as primary goals [24].
The dominant stakeholders were labs and universities and
TCP/IP emerged as the narrow waist of the Internet. Given
the limited focus on applications, there was little need for
observability into application-level requirements.

e The next wave involved human-facing applications such
as email and messaging. This raised new application-level
requirements on integrity, availability, and transfer time.
We also started seeing the balance shifting from a purely
academic/lab setting to a commercial Internet. Thus, the
pre-eminent stakeholders were Internet Service Providers.
TCP/IP continue to be the dominant protocol. We see
the early emergence network observability/monitoring to
drive routing and traffic engineering decisions within ISPs,
but offering limited control or visibility for endpoints.

o The next inflection point was the emergence of the web
and we see the early emergence of application-level per-
ceptual reliability measures such as page load time and
user perceived latency. We also see HTTP/HTTPS be-
coming dominant protocols, with TCP/IP relegated as an
enabler. In these early days, we also saw the emergence of
endpoint monitoring capabilities (e.g., [8]) to inform the
control decisions to manage their resources as an “overlay”
on top of the ISPs (e.g., [15]).

o As the scale and demands of the applications grew, we see
a shift in the balance of power from the ISPs to content
providers and CDNS, leading to a so-called flattening of
the Internet [37]. This phase saw further consolidation
of HTTP/HTTPS is the new narrow waist of the Inter-
net [45]. New applications that could be built on top of
web protocols allowed them to leverage the scale/com-
moditization of CDNs and bypass issues such as NATs and
firewalls. Somewhat contemporaneously, we see “OTT”
video delivery become the dominant traffic Internet in the
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Figure 1: A brief history of the evolution of the Internet as seen through the lens of killer apps, power dynamics
among stakeholders, reliability needs, and trends in observability tools to measure/inform the reliability needs

late 90s and early 2000s [28]. We also see renewed inter-
est in application-level QoE [28] to measure perceptual
reliability to inform the overlay resource management
decisions, including “meta CDN” solutions [39].

o A next big trend was the emergence of cloud to build and
deploy dynamic applications [17]. As more applications
moved to the cloud, we see a further flattening of the Inter-
net, concentrating power in cloud and content providers.
We also see a greater emphasis on delivering a high per-
ceptual reliability, often with multi-cloud solutions [22].
We see the emergence of commercial observability tools
to monitor complex backends (e.g., [9]).

This evolution has been far from linear or predictable. For
instance, the locus of observability moved from the client
(e.g., early ping/traceroute), to in-network (e.g., ISP tools),
back to endpoint (e.g., video), and then to the infrastructure
(e.g., commercial O11Y). The power dynamics has shifted
from end users to ISPs to CDNs and now to content/cloud/Al
providers. Despite these nonlinearities, as we enter an “agen-
tic” era, we can draw two key invariants from this history
lesson. First, there is a growing need to model the percep-
tual reliability requirements of Internet applications, as we
move from network- and performance-centric measures to
measures that capture “user” experience. Second, as ecosys-
tem complexity is growing, application providers need to
use endpoint-centric measures of reliability to inform “over-
lay” control mechanisms (e.g., using multi-CDN, multi-cloud,
multi-operator redundancies) in the presence of unreliable
ecosystem providers they rely on.
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Figure 2: A simplified view contrasting conventional
app workflows vs. agentic workflows

3 CASE FOR A MANAGEMENT PLANE
FOR AGENTIC DEPLOYMENTS

With this historical context, we can move to the present
and future of agents. We begin with a brief introduction
to agentic workflows, articulate how they differ from tradi-
tional applications. Given that context, we make a case for a
management plane.

Types of Agentic Workflows: There are many kinds of
possible agent-human and agent-agent interactions that are
possible. We outline a few candidate modalities below:
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e Chatbots: A visible use of agents today are in customer
service chatbots that help human users tackle everyday
issues and reduce cost of human agents in the loop.

o Human-agent app usage enhancements: Humans use agents
to automate their workflows on a digital application; e.g.,
navigating actions on a travel or e-commerce website.

e Human-agent collaboration using visual or code feedback:
This could be a human using graphical interfaces to inter-
act with the agent such as coding IDE or a human using a
graphical interface to complete a task together [13]; e.g.,
debugging systems or data analysis.

o Non-human workflow automation agents: Finally, in many
domains agents interact with a system or with each other
to automate common business workflows; e.g., automatic
patching, creating accounts, responding to messages, man-
aging calendars, and so on.

While this ecosystem is still in flux, for many of these
agentic workflows human-perceived outcomes are still rele-
vant. Furthermore, in many cases, the digital app frontends
that the human/agent uses will continue to exist and serve
as focal points for instrumentation/automation.

Why Agentic Workflows Are Different: At first glance,
we may be tempted to think that traditional and agentic apps
are similar—Both take some “user” intent as input, execute
some data/compute flow graph with multiple modules, and
produce the output that satisfies the intent. For instance, a
search feature on a mobile app may trigger multiple backend
microservices. Similarly, an agent may plan and compose
multiple functions to do a task.

Beyond this superficial similarity, there are some funda-
mental differences highlighted in Figure 2. First, the “intent”
in traditional applications is deterministic; e.g., a query or a
request for a webpage. In contrast, intents in agentic work-
flows, may be intrinsically fuzzy. Second, in classical apps
each “edge” in the data flow graph is fairly deterministic
as the input and functional modules are themselves scoped
(modulo load induced or failure induced edge cases). In con-
trast, agentic workflows could have non-deterministic be-
haviors from third-party agents or model providers. Third,
the notion of “success” of the workflow in traditional apps
is deterministic (e.g., request success, latency, time to first
byte). In agentic workflows, we need to explicitly consider
perceptual measures of reliability as perceived either by the
end user or the end point agent. Finally, when traditional ser-
vices do interact with third-party services, these interactions
tend to be few and scoped. In contrast, agentic systems may
involve more third-party services (e.g., LLM providers, other
agents) with non-deterministic behaviors, that can induce
cascading issues [7].

Status Quo and Limitations: We are not the first to identify
reliability problems with agentic workflows. Early efforts

have identified and taxonomized agentic failures including
specification issues (i.e., intent is fuzzy), inter-agent misalign-
ment (i.e., non-deterministic and error-prone workflows),
and task verification issues (i.e., unrelability in measuring
outcomes) [21].

Specifically, we identify three classes of solutions:

o Best practices for agentic workflows: Several industry sources
and academics have been developing guidelines for agen-
tic developers; e.g., modularity, creating formal specifica-
tions [50], exposing capabilities, adding abstractions, and
so on (e.g., [4, 7]). Analogous to best practices in software
development, these are useful to build reliable agentic
systems, but will not be sufficient “in the field”.

o Agentic benchmarking and testing: There is a prolifer-
ation of benchmarks for evaluating success of agents
(e.g.,[18, 36, 41]). While such benchmarking and “offline”
testing efforts are valuable, they cannot possibly capture
the myriad fuzzy interactions among unreliable compo-
nents in the field, or the actual perceptual reliability out-
comes perceived by the endpoints.

o Existing O11Y, product analytics solutions: Existing back-
end O11Y systems that offer post-deployment visibility are
also stepping into the agentic landscape. Unfortunately,
these systems are mostly intended to find “performance”
failures in the backend rather than end-to-end perceptual
failures. These could be augmented by sampled applica-
tion monitoring “RUM” or running “synthetic” bots to
simulate behavior in the field [10]. Sampling or using syn-
thetic agents will not suffice to capture the perceptual
outcomes and the “long tail’ of possible issues with fuzzy
intents and stochastic components. Instead, we need to
have “full census” measurement capabilities to capture
every single agentic endpoints’ perceptual reliability and
events relevant to their outcomes.

A Management Plane for Agentic Systems: If the history
lesson from Section 2 and the end-to-end design philosophy
has taught us anything, it is that applications need to ensure
their perceptual reliability requirements are met even in the
face of unreliable components and services. We argue this
will remain true for future agentic systems as well.

To this end, we envision a management plane for agentic
systems as shown in Figure 3. The management plane gets
continuous measurements from the endpoints as shown. As
discussed earlier, these measurements are in situ and full
census and can enable computing perceptual reliability met-
rics . The management plane ensures a continuous lifecycle
improvement in the field. This would involve both real-time
(e.g., suboptimal performance of specific model or third-party
services impacting outcomes) and longitudinal interventions
(e.g., some types of prompts for specific demographics have
worse outcomes).



Revisiting the End-to-End Design Principle
for An Internet-of-Agents

Agent
Developer

Workflow

Continuous
Stateful Monitoring

Perceptual
Reliability
Modeling

Continuous
Stateful Analytics/RCA

Agent Management Plane Optional telemetry from

other sources

In-situ, Full Census \ AT

Mensurements 3
- Providers

Third Party

- Q) — Agentic/

Legacy
Services

L e ] Cloud
GLAGES Infrastructure
2 - Providers

Figure 3: A Management Plane for Agentic Systems

The management plane needs the ability to detect possible
deviations from the intended outcomes and help system
operators and users effectively troubleshoot the sources of
these issues and find potential remedies to these problems. As
we discussed earlier, what makes agentic workflows uniquely
challenging is the combination of three factors: uncertainty of
input-output interactions, long tail of possible failure modes,
semantically fuzzy nature of the intended outcomes, and the
machine timescales at which agents may interact. As such,
when it comes to agent workflows, we need new technical
capabilities to collect, analyze, and analyze the telemetry:

e First, given the fuzzy nature of user intents, semantic na-
ture of the outcomes, and context-aware nature of the
processing, we argue the need for delaying the binding be-
tween telemetry collection and outcome-centric measures
of perceptual reliability. Given the diversity of possible
agentic deployments and many that look beyond pure
chat-based interactions, we argue that the domain experts
rolling out the agents are in the best position to define
perceptual reliability measures of interest, rather than
choose one-size-fits-all measures as suggested by existing
frameworks [16, 25, 32].

e Second, given the complexity of workflows and third-
party dependencies, we argue the need for extensible and
explainable detection and root causing capabilites, includ-
ing the ability to seamlessly integrate, external teleme-
try sources for localizing possible failures. To this end,
we envision the management plane can receive auxiliary
sources of telemetry (when available) to help debug and
diagnose outcomes in the field. Note, however, that these
auxiliary sources are optional; the true non-negotiable
source of telemetry from the end-to-end design principle
is the endpoint measurements that enable computing the
perceptual reliability measures.

4 PRELIMINARY DESIGN AND RESULTS

In this section, we discuss a preliminary proof of concept
design of the management plane components.
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Figure 5: Stateful Monitoring of Agent System

Exemplar Agent Application: Figure 4 shows a simple
travel agent app to facilitate travel planning we built for illus-
trative purposes. The app incorporates four APIs that enable:
(i) querying hotel availability, (ii) booking hotel reservations
for specified schedules, (iii) querying flight information, and
(iv) booking flights for designated itineraries. The agent uti-
lizes two foundation models—Llama 3 70B [34] and Gemini
2.0 Flash [33]—and is implemented using the Smolagents [47]
framework, generating Python code to orchestrate tools.
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We trace every request from the user’s browser through
the chat U], travel-planning agent, LLM model, and down-

For our current protoype, we rely on manual/offline “drill
down” analysis, but in the future we envision adding auto-

stream tools, with custom events (query_submit, assistant_responsenated real-time detection and diagnosis capabilities to drive

agent_step, tool_calling) captured by lightweight sensors
on both the front- and back-end. These events stream into
our streaming analytics pipeline, enabling per-step latency,
model-selection, and conversion analysis. All backend sen-
sors are implemented with our Python instrumentation SDK, ?
while the browser sensor is a lightweight JavaScript snippet.

Modeling Perceptual Reliability via Stateful Analysis:
Existing agentic/LLM monitoring focus on stateless met-
rics, such as token throughput (tokens per second). Other
solutions are constrained to collecting execution traces on
a per-session basis, which presents significant scalability
challenges at scale [27]. While LLM-as-judge [54] are also
emerging, they have key limitations: (i) lack of real-time scal-
ability, (ii) high computational costs associated with LLM
inference, and (iii) fundamental challenges inherent to LLMs,
including stochasticity and hallucination phenomena.

In contrast, we enable the agent developers to define em-
pirical perceptual reliability metrics based on critical state
transitions. We posit that stateful monitoring is essential
as agents are inherently stateful systems where each action
influences future decisions/outcomes. Thus, critical state
transitions provide deeper insights into perceptual reliability
compared to static snapshots of individual states.

We define an ensemble of stateful perceptual reliability
metrics [29, 42]: (1) Conversion rate from hotel query to hotel
booking: The percentage of user sessions that successfully
transition from an initial hotel search query to a completed
hotel reservation, indicating the agent’s ability to fulfill user
intent for accommodation needs; (2) Conversion rate from
flight query to flight booking: The percentage of user ses-
sions that progress from flight search inquiries to confirmed
flight reservations, measuring the agent’s effectiveness in
completing air travel arrangements; (3) Number of reason-
ing/calls steps per session: The total count of intermediate
LLM inferences performed by the agent between receiving
a user request and providing a final response, reflecting the
complexity of the agent’s decision-making process. We also
measure the number of API invocations executed during
each step as an indicator of system efficiency.

Stateful Monitoring and Analytics Backend: We use a
proprietary stateful analytics backend similar to prior work
(e.g., [14, 20, 29, 42]). This backend system takes in the raw
events from the endpoints and uses the perceptual reliability
metrics defined above. This stateful analysis enables the as-
sociation of metadata across complete execution trajectories,
enabling powerful cohort/subpopulation analysis to identify
how/why the perceptual reliability metrics are suboptimal.

2Redacted for review; the SDK will be released publicly after publication

control decisions.

Preliminary Results: To validate this system, we conduct
a controlled experiment to inject workflow failures when
one or more of the following conditions are met: (i) the
flight destination was “Sacramento, CA,” (ii) the user loca-
tion was “San Francisco, CA,” and (iii) the foundation model
was Llama 3. By aggregating conversion rates from flight
queries to bookings based on destination parameters, prob-
lem cohorts sharing the “Sacramento, CA” destination can
be identified. We constructed Sankey diagrams (Figure 5a)
visualizing tool-calling sequences. This revealed that failing
agents exhibited repetitive call patterns, indicating step rep-
etition failures in the control loop [21]. A further drill-down
analysis in Figure 5b shows that cohorts with Destination =
Sacramento, CA and UserLocation = San Francisco, CA exhibit
lower conversion rates. The early evidence validating the
efficacy of our monitoring methodology.

5 DISCUSSION

Interfaces for defining perceptual reliability metrics:
Defining the perceptual reliability will be an ongoing itera-
tive process with domain-specific expertise. While we have
early templates of stateful metrics, we need better interfaces
for helping domain experts to define and iterate such stateful
metrics. We envision new coding assistant, and low-/no-code
interfaces for data analysis to help domain experts express
their perceptual reliability intents [30, 53, 55].

Real-time management: Agent workflows might operate
at machine timescales with little to no human in the loop
direction. While a few minutes/hours of suboptimal opera-
tion may be tolerated in some deployments, other mission-
critical settings may be less delay tolerant. Thus, we will
correspondingly need machine-timescale detection and re-
sponse capabilities in the management plane as well.

Automatic detection/diagnosis: As agentic deployments
take off we need at-scale data processing capabilities to com-
pute perceptual reliability and diagnose problems at near-
term and longitudinal timescales. While there are recent
advances in streaming and stateful processing at scale and di-
agnostic capabilities (e.g., [12, 19, 20, 31, 35, 38, 40, 42, 49, 51],
the scale/dynamism of agentic deployments may require new
algorithmic and systems capabilities for automatic detection
and troubleshooting.

Privacy considerations: An important consideration for
agentic instrumentation is data privacy/compliance, espe-
cially in regulated industries. One natural question is if we
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can automatically identify the “least privilege” basis of con-
textual information needed from the endpoints to enable
metric definition, debugging, and troubleshooting.

Interfaces for collaborative debugging: As others have
observed [1], the complex landscape of agents will require
new inter-provider interfaces for information sharing and
context sharing. We argue that analogous to emerging pro-
tocols for agent-software [6] and agent-agent [3] interfaces,
we should also be thinking of “management plane” interfaces
for providers to share such information in addition to these
agentic data plane protocols.
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