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Report at least a portion of the obtained information to | ~ 304
a content distribution monitoring server

FIG. 3
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Receive performance information 502
associated with a first content player from L
a first client

l

Receive performance information 504
associated with a second content player |~
from a second client

l

Aggregate the received information |~ 506

l

Determine from the aggregated information| ~ 508
that a problem is indicated

FIG. 5
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,—602
Generate content distribution performance information
associated with the delivery of content

,—604
Report the content distribution performance information to
content distribution monitor at first reporting level

,—606
In response to triggering event, change the first reporting
level to a second reporting level

5—608
Report additional content distribution performance
information according to second reporting level

FIG. 6
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702
Receive, from a client, content distribution performance ;
information associated with the delivery of content to the client

704
Determine that the first reporting level should be changed to a )_
second reporting level

706
Instruct the client to provide additional content distribution )_
performance information at the second reporting level
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1
DYNAMIC CLIENT LOGGING AND
REPORTING

CROSS REFERENCE: 10O (TR
APPLICATIONS

This application is a continuation-in-part of co-pending
L8, patent application Ser. No. 12/780.784 entitled MONI-
TORING THID PERFORMANCE OF A CONTIINT
PLAYER filed May 14, 2010, Application Ser. No, 12/780,
784 is a continvation-in-part of co-pending 1S, patent
application Ser. No. 11/897.9537 entitled REASSIGNING
SOURCTE PIERS [iled Aug. 30. 2007, which claims priorily
o LS. Provisional Palent Application No. 60/859.428
entitled CONTENT DISTRIBUTION filed Nov. 15, 2006,
application Ser. No. 12/780,784 also claims priority 1o ULS.
Provisional Patenl Application No. 617227066 entitled
REAL-TIMIDTELEMITTRY FOR CONTENT filed Jul. 20.
2009 and to TLS. Provisional Patent Application No. 61/339.
925 entitled TELEMETRY FOR CONTENT filed Mar. 10,
2010,

‘This application alse claims priorily o LS. Provisional
Patent Application No. 61/481,554 entitled DYNAMIC
CLIENT LOGGING filed May 2, 2011,

All of the aforementioned applications are incorporated
herein by reference for all purposes.

BACKGROUND O TTIE INVENTION

Users are increasingly accessing content, such as video
files and live streaming/video on demand content, via the
Internet. When problems arise in that content distribution. it
would be desirable o have access (o detailed information
from the vsers’ clients. Unfortunately, at the scale of poten-
tially millions of concurrent clients, it is infeasible 1o send
complete lTogging inlormation [rom all clients al all times.

BRIEF DESCRIPTION OF THE DRAWINGS

Various embodiments of the invention are disclosed in the
lollowing detailed descriptiom and the accompanying draw-
ings.

FIG. 1 is an illustration of an environment in which
content is distributed.

I'IG. 2A illustrates an cmbodiment ol a client.

I'IG. 213 illustrates an cmbodiment ol a client.

FIG. 3 illustrates an example of a process for monitoring
the performance of a content plaver.

FIG. 4 is an illustration of an environment in which status
information is received and processed.

I'IG. 5 illustrates an example ol a process lor delecling a
problem in a content distribution.

FIG. & illustrates an example of a process tor dvnamically
adjusting a heartbeal.

I'IG. 7 illustrales an example of a process [or dynamically =

adjusting a heartbeal.
DETAILED DESCRIPTION

The invention can be implemented in numerous ways.
inecluding as a process; an apparatus; a svstelm; a composi-
tion of matter; a computer program product embodied on a
computer readable storage medium; and/or a processor, such
as a processor conligured (o cxecule instructions stored on
and/or provided by a memory coupled Lo the processor. In
this specification, these implementations, or any other form
that the invention may take, may be referred 10 as tech-

[

1

[
[y

3l

35

40

45

La

Gl

G5

2

niques. [n general, the order of the steps of disclosed
processes may be allered within the scope ol the invention.
Unless staled otherwise. 1 component such as a processor or
a moemory described as being conligured o perlorm a lask
may be implemented as a general component that is tem-
porarily confisured 1o perform the task at a given time or a
specitic component that is manutactured 1o pertorm the task.
As used herein, the lerm “processor’ relers 0 one or more
devices. cireuits. andior processing cores comligured 1o
process dala, such as computer program instructions.

A detailed description of one or more embodiments of the
invention is provided below along with accompanying fig-
vres that illustrate the principles of the invention. The
invention is deseribed in connection with such embaodi-
menis, but the invention is not limited 1o any embodiment.
The scope ol the invention is Timiled only by (he claims and
the invention encompasses numerous alternatives, modifi-
cations and equivalents. Numerous specific details are set

2 torth in the tollowing description in order to provide a

thorough understanding of the invention. These details are
provided [or the purpose ol example and the invention may
be practiced according to the claims without some or all of
these specific details. For the purpose of clarity, technical
material that is known in the technical fields related to the
invention has not been deseribed in detail so that the
invention is not unnecessarily obscured.

FIG. 1 is an illustration of an environment in which
content is distributed. In the example shown, clients 170-184
are used Lo access content, such as audiovisual content (e.g.,
movies. songs. lelevision shows. sporling eventls. gamoes,
images. ete.y that is owned by conlent owners. The conlent
is stored (or captured) at origin servers 196-198, then
distributed via other servers, caches, content distribution
networks  (CDNs). proxics, cle. {collectively. “conlent
sources”). Conlent sources employ a variely ol technologics
and include ITUTE Adobe lilash Media. and Microsoll
Internet Information Service servers. In some embodiments
content is also distributed by clients (e.2., using peer-to-peer
lechnigues).

Ixamples of clients include personal computers (1707,
laptops (182), cellular phones/personal digital assistants
(178), and other tvpes of information appliances (not
shown), such as set-top boxes, game consoles, broadband
roulers. [ile servers. video servers, and digital video record-
crs. as applicable. The clients shown are used by subscribers
to various Internet service providers (ISPs). For example,
clients 170, 172, and 174 are subscribed to SP'1 (122}, while
clients 176. 178, and 180 arc subscribed o 8P2 (124), and
clients 182 and 184 are subscribed (0 SP3 (126).

In the example shown. a movie studio (“Studio™) has
contracted with content distributor 142 to provide down-
loadable copies of its filns in exchange for a fee. Similarly,
4 lelevision network (XY™ has contracted with conlent
distributors 142-146 10 provide viewers with access o live
streams of its broadcasts as well as streams of television
show episodes and sporting events. In some cases, the
content distributor is owned/operated by the content owner,

Conlent distributor 142 has a data center thal is provided
with network access by backbone 18P 132, Though repre-
sented here by a single node (also referred to herein as a
“CDN node™), content distributor 142 may typically have
mulliple data centers (nol shown) and may make use of
mulliple backbone or other 18Ps. Content distributor 144 hag
a data center that is provided with network access by
backbone ISP 134, Advertisements are served to various
clients via ad servers 150-152.
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Suppose a vser of client 172 (hereinafter “Alice™) would
like 1o walch a live soceer game owned by XY /. Client 172
includes a web browser application. Alice uses the web
browser application (0 navigale o a portal owned by XY /.
such as “hipe/xyzivnetwork.comilivegames.” Her request
for the game is directed to a CDN node that is closest to her.
In this case, CIIN 146 1s the [ewest hops away from her
client. Iler client then beging streaming the conlent [rom
CDN 146, which is in turn rendered in her browser (e.g., via
a Flash or Silverlight plaver). Advertisements, associated
with the portal, are served to her by ad server 150,

In addition o CION 146 and ad server 130, Alicc’s client
is also In communicalion with conlent distribution monitor
102, As will be described in more detail below, client 172
provides status information (also referred to variously herein
as a “heartbeal.” as “content distribution performance infor-
mation,” “lelemelry information,” and “log inlormation™).
on a reewrring basis. (o conlent distribution monilor 102,

The status intormation includes a variety of telemetry data
such as information that captures the quality of the user
experience {e.g. video stream qualily), and information
pertaining o user behavior, xamples ol quality metrics
include: failed connection attempts, the length of time 1t
takes tor the soccer game video 1o start playing, the number
of butfering events (if any), the length of buffering events,
the number ol frames per second rendered by the video
player, and premature conneclion lerminations. ixamples ol
user behavior include: starting and stopping plaving a video
or audio stream, seeking within the stream, switching the

player o [ull sereen mode. minimizing/restoring the player. 3

4 change in the volume level ol the player. and clicking on
an adverlisement.

Ag other vsers of clients 170-184 request content, their
respective plavers similarly obtain content from content

sources such as CION 144, communicaie stalus information 3!

1o conleni distribution monitor 102, and receive commands.
Such players may be browser-based as with Alice’s. or they
may be standalone applications, as applicable. In various
embodiments, all clients in the environment provide status
information (o conient distribution monitor 102.

Dillerent elients can provide contlent distribution monilor
102 with different levels of detail, and can also do so with
differing frequency. For example, client 178 is a smartphone
with less powerful hardware than clienr 172 and more
limited bandwidih. It is conligured (o provide less inlorma-
tion o content distribution monitor 102 than client 172 and
also does so less frequently than client 172, As will be
described in more detail below, a given client can also be
conligured 1o dynamically adjust the amount of information

it colleets. the amount of nlormation it sends, and (he s

[requency with which the inlormation is sent.

Content distribution monitor 102 collects and processes
the information received from Alice’s client along with other
clicnis. The collecied inlormation s made available in

real-lime o control enlities/foperators and can be used o 5

detect and remedy problems in the content distribution.
Examples of such problems include excessive buffering,
freezing, and frame skipping. Additional information per-
laining (o delivery resources (c.g., CIDN 142) and network
providers (c.g., ISP 126) is also made available. as is other
intormation pertaining to clients such as demographic intior-
mation.

In the example shown in FIG. 1. a single content distri-
bution monitor 102 is used. Portions of conlent distribution
monilor 102 may be provided by andfor replicated across
various other modules or infrastructure depending, for
example, on factors such as scalability and availability
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{reducing the likelihood of having a single point of failure),
and the lechnigues deseribed herein may be adapled accord-
ingly. In some embodiments content distribution monitor
102 is implemented across a set of machines distributed
among several data centers. A Resilience Service Laver
{REI.) can also be used 1o ensure that the moniloring service
i not disrupled when/il a subscl ol machines lail or a subsel
of data centers hosting the content distribution monitor are
disconnected from the Internet. In some embodiments enti-
lies such as the operator of CIIN 142 run their own conlent
distribution memitors 102, In such cases. the content distri-
bution monitor may provide a subset of the fonctionality
described herein, such as by detecting, predicting, and/or
remediating content delivery problems with respecet 1o the
servers (hal comprise the CIIN.

Examples of Client Architecture

In various embodiments, collection ol status inlormaiion
and reporting of that information 1o the content distribution

20 manager is pertormed by a “monitoring module™ included in

the client. The moniloring module can also receive com-
mands. such as rom content distribution monitor 102 1o
adjust a level or frequency of reporting,

FIG. 2A illustrates an embodiment of a client. In the
example shown, client 202 includes a content plaver appli-
cation 204 which in tum incorporaies memitoring module
206. Conltent is received by the player rom content source
208. Monitoring module 206 is in communication with
content distribution monitor 210.

In the example shown. module 206 is implemented in
ActionSeript and deployed as an 8WIT library thal is
dynamically loaded by player 204, In lilash, the
NetStream{ ) class is mainly responsible for streaming,
buffering, and plaving the video. The monitor is imple-
menied as an clement in the content player which wraps the
video clement. and provides the same inlerlface as the video
clement.

Module 206 can also be implemented using other
approaches, such as in the NET platform for Silverlight and
deployed as a DI library that is dynamically loaded by
player application 204. In Silverlight. the Mediallement( )
class is mainly responsible for streaming, buttering, and
plaving the video. The monitor is implemented as an ele-
ment in the content plaver which wraps the video element,
and provides the same interface as the video clement.

Iixamples ol some ol the information collected by moni-
toring module 206 include the following, expressed in
kev-value pairs:

(player_state, “bullering™): The stream is bullering.

(buller_lengih, 5s8): ‘The current buller lengih is [five

seconds.

(join_time, 33): The join tine was 3 sec.

(frame_per_second, 30): The number of frames per sec-

ond is 30.

(player-mode. “liull Screen™): ‘The player is running in

full-screen mode.

FIG. 2B illustrates an embodiment of a client. In the
example shown, client 252 includes a web browser appli-
calion 254 which in tum incorporales memitoring module
256. Conlent is received by the player rom content source
258. Monitoring module 256 is in communication with
content distribution monitor 260, In the example shown,
module 256 s implemented in JavaScripl. The monitor
periodically collects inlormation aboul the current web page
and the browser. Lxamples ol some ol the inlormalion
collected by monitoring moduole 256 include the following,
expressed in kev, value pairs:
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(browser_minimized, “ves”): The browser window is
minimired.
(tab_wisible, “no™): The tab conlaining the web page is not
visible.

(pointer_pos, “x, ¥} The position of the pointer on the

web page.

(banner_display, “ACMECars™): The banner ad on the

wib page is lor ACMIL Cars,

As explained above, the monitoring module can be imple-
menied in a variely of ways. For example, the moniloring
module can be included in the ¢lient’s plaver by the author
of the plaver. The monitoring module can alse extend the
[unctionality of an existing player, such as by being imple-
mented as a plugin. library, or standalone application {c.g..
a helper application). Various examples of techniques for
integrating a monitoring module with an existing plaver will
now be described.

In ome embodiment, the monitoring module is a wrapper
around the lowest level streamer module (e.g., “Nel8tream™
in Flash, or “MediaElement™ in Silverlight). The plaver uses
the wrappert, which provides the same or enhanced version
of the API provided by the streamer module, 1o stream video.
l.ogic in the wrapper caplures the appropriate telemoetry data.

Ixample: “ComvivaNetStream® exlends and wraps “Nel-
Stream™:

var ns:NetStream  new ConvivaNetStream( )

ns.play(<slream=Yy,

In a second embodiment. the moniloring module exists as
4 side attachment and s not present in the code path lor
streaming, 1o oceur. The plaver passes the streamer module
10 the monitoring module either directly or through a proxy
module. The menitoring module reads propertics and listens
lor events [rom (he streamer module or proxy module Lo
collect data. The proxy module method prevents the moni-
toring module from interfering with the streaming.

lixample 1

var ns:NetStream new NetStream( )
bs plav(<stream>};
LivePass.creatcMonitoringScession{ns

Example 2. “NetStreamDProxy™ Wraps “NetStream,”
but Prohibits any Calls that May Adversely Impact

“NetStream™

var ns:NelStream=ncw NelStream( )

var nsProxy:NetStreamProxy new NetStreamDProxyins);

bs plav(<stream>};

LivePass.crealicMonitloringSession(nsProxy):

In a third embodiment, the monitoring module is built into
the streamer module, The plaver uses the streamer module.
The monitoring module within collects data.

lixample

var ns:NetStream new NetStream( )
bs plav(<stream>};

Additional Status Information ixamples

Asg mentioned above, clients downloading/streaming con-
Lent from comtent providers are also In communication with
content distribution monilor 102 on a recurring. time-driven
bagis. In some cmbodiments. cach hearlbeal contains a
snapshot of the session state at the time the heartheat was
sent out and a summary of the events and measurements
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since the last heartbeat or since the start of the session, as
applicable. xamples ol information that can be included in
# heartbeatl (though need not be present in every heartbeat)
include the [ollowing:
version: The version of the heartbeat.
clientID): A unique identifier associated with the client’s
monitoring, moduole (described in more detail below)
when 1t is downloaded/installed om the client.
clientVersion: The version ol the monitoring module.
customer!l): An identifier associaled with an entity such
as XY Z or Studio.
sessionID: A unique identifier associated with the content
viewing session.
objeetIl): A unigue identifier associaled with the conltent
heing streamed. In Alice’s case, this is the soceer game.
cuwrrentResource: The source [rom which the content is
currently being obtained. In Alice’s case, this is CDN
146.
candidateResourcelist: A list of potential sources from
which the player can oblain the conlent. In Alice™s case,
this could include CIIN 144, (1IN 142, cache 148. cic.
The “currentResource” is one resource in the “candi-
dateResourcelist.”
resourcellsage: The number of bytes loaded/streamed
since the starl of the session.
currentBullerS8ive: The current buller sive.
minBufferSize: The minimum butter size during the pre-
vious heartbeat interval.
maxl3uller8ive: “The maximum bufler sive during the
previous heartheat interval.
num!3ullerl:mpiylivents: The number of bullering empty
events since the previous heartbeat.
currentBitrate: The bitrate at which the content is cur-
rently streamed.
playheadlime: Vor video-on-demand content {(i.c.. nol a
live eveni), this is the time offsel of the stream ile.
currentlvPlaving: For live content, this is the time offset
of the stream since the plaver started.
join'lime: The amount ol time that it ook the player o
enler the player state [or the session.
averagelF’S: The average rendering frame per second
(FPS) at which the content was rendered since the last
heartbeat.
encodedl'PS: “The TP al which the content was cncoded.
averagel'PR: Can be lower than the “encodedlPS™ 1T the
client's CPU is unable 1o render the content at the
“encodedFD'S™ or if the client cannot stream the content
[iagt enough.
Lotal Play U'ime: “The (olal play Gime since the beginning of
the session.
totalBuitering Time: The total buffering time since the
beginning of the session.
totalPause Time: The total pause lime since the beginning
ol the session.
totalSleepTime: The total sleep time since the beginning
of the session.
The client is in a sleep state it the client is suspended.
session lime: The tolal Gme clapsed since the session
started.
currentState: The state of the plaver when the heartbeat
was sent. Examples of plaver states include: play,
pause. bullering, jeining. and secking.
numRateSwilches: The number of bitrale swilches since
the beginning of the session.
numResourceSwirches: The number of resource switches
since the beginning of the session.
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rateSwitchingBvent time: The time at which a bitrate
swilch was allempled. measured from the start of the
sesslon.

raleBwitching] ivent. [rom: “The bitrate of the stream at the
time the switch was attempted.

rteSwitchingBvent.to: The target bitrate of the switch.

raleBwitching] ivenlresulc Indicales whether the swilch
was successul or nol. Vor example, a swilch may not
succeed if the client cannot sustain the “rateSwitchin-
aEvent.result” bitrate.

resourceSwitchingEvent.time: The time at which a
resource swilch was allempled, measured from the start
ol the session.

resourceSwitchingEvent from: The resource from which

the content was streamed at the time the switch was
allempled.

resourceSwitchingliventio: "The largel resource lor the
swilch.

resourcebwitchingEvent results: Indicates whether the

switch was successtul or not.

errorl st A list of errors encountered from the starl of the

session.

FIG. 3 illustrates an example of a process for monitoring
the performance of a content plaver. In some embodiments
the process shown in FIG. 3 is pertormed by a client such as
cliecnt 172. "The process beging al 302 when information
relaling to the stale of a content player is oblained. For
example, at 302, client 172 collects various intormation
pertaining to the video plaver that Alice uses 1o watch the

streaming soccer game. Information such as the amount ol 3

time an advertisement ook 0 load and which ad server
supplicd the advertisement is also oblained. In some
embodiments, additional processing is performed in the
collected intormation. Examples include computing aver-

ages. minimums, maximums. and (he ™ percentile over the 3

last fow samples.

AL 304, al least a portion ol the oblained information is
reported to a content distribution monitoring server. For
example, at 304, client 172 sends a heartbeat 1o content
distribution monitor 102, including some or all ol the
information collected at 302, Information sent al 34 can
also include processed results such averages and minimums,
instead of or in addition 10 raw data.

In varous embodiments, the process shown in FIG. 3
repeals (hroughoutl a conlent playing scssion. "The process
may repeal regularly (e.g., once every second), and may also
repeat with varving frequency.

The amount of data reported by the client in a heartbeat
Lo content distribution monitor 102 can afleet the scalability

ol the content distribution monilor. The amount of dala =

collected and reported by the client can also potentially
wpact the performance of the client. It the client is other-
wise resource constrained (e.g., due to other processes or
due 1o hardware limitations), adjustments can be made as (o

how much information is collecied and with what [requency. s

For example, suppose the butler size is expected to be of size
three seconds. The time period emploved by the monitoring
module can be set to one second or a few hundred milli-
sccomds. The adjustment can be dynamically adjusted as
necded. The period can be decreased il the bufler grows and
increased it the buffer shrinks, thus minimizing overhead
while still being able to detect a low butter size which can
impact the video quality.

The amount of data senl can also be adjusied. Two
example parameters [or doing so include: the heartheat
“period,” and the size of heartbeats, both of which can be
adaptively changed by the client, the content distribution

[
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monitor, or a combination of the client and the content
distribution monitor, as needed. As one example. il the
quality experienced by the client is acceplable. the client
may reduce the heartbeat frequency. This can entail colleet-
ing state information less trequently and can also entail
sending collected information less frequently. If the quality
degrades, the client can increase the heartbeat frequency
accordingly. As one example, clicnt 172 can employ a rule
thal. as long as the bullering ratio is less than or equal 1o
0.5%. the heartbeal period 1s 30 sceonds. I the bullering
ratio 15 between 0.5% and 1%, the heartbeat period is
adjusted 1o 20 seconds. If the butfering ratio is equal 10 or
areater than 1%, the lheartbeat period is adjusted to 10
seconds.

Conlent distribution monitor 102 can direet client 172 10
increase or deercase the heartbeal [requency based on fac-
tors such as the current load on the contenr distribution
monitor (or applicable component thereot). For example, it

2; the load on content distribution monitor 102 exceeds a
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predefined threshold. clients are instructed to increase the
heartbeat interval and/or reduce the detail of the inlormation
sent i a heartbeat. As one example, content distribution
monitor 102 can employ a rule that, if'its resource utilization
exceeds B0%, clients are instructed to double their respective
heartbeat intervals. Monitor 102 can also selectively send
such instructions Lo clients. For example. clients with peri-
ods under 30 seconds can be instructed to double their
petiods, while clients with periods above 30 seconds are not
sent such instructions. As another example, when monitor
127 utilizaiion excecds 80%. it can Insiruct clients o
reduce heartbeal sive by sending less inlormation. This can
be less detailed intormation (e.g., sending only the number
of resource switches, instead of the detailed information
aboul these swilches), or can include aggregale measure-
menis aboul cerlain evenls instead of sending individual
details. I the client is already aggregaling cerlain inlorma-
tion, the measurements can be aggregated over a longer time
interval (e.g., 10 seconds instead of 2 seconds). Additional
cxamples (ollow.
Instead ol sending every bullering cvent, send the aggre-
gate time the session spent i the bultering state since
the last heartbeat.
Instead of sending every measurement of the rendering
rale, send the average over the entire heartbeal inlerval.
Instead ol sending information aboul a switch event at the
time when the switch event happened, store the event
on the client and send it with the next heartbeat.
Additiomal discussion regarding the dynamic adjustment
ol data collection and reporting is provided below.

Inlerring State Inlormation

In some cases, the monitoring and reporting functionality
described herein as being provided by a client is wholly
integrated with the player itselll For example. Studio might
make available a custom player application thal can be
installed on a client by users that want to wateh Studio filins,
The custom plaver includes all of the necessary logic 1o
provide complete heartbeat intormation, and also includes
logic for communicating with the content distribulion moni-
lor. adjusting the [requency with which status inlormation is
communicated 1o the content distribution monitor, and other
tunctionality described herein. However, depending on the
player deployed on a client. not all of the example heartbeal
inlormation described above may be direetly accessible lor
collection and transmission. For example. the Plash player
plugin used by Alice 1o view the soccer game does not
provide direct access 1o its state. Using the techniques
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described herein, content distribution monitor 102 can none-
theless be provided with the state of the player.

In some embodiments, a monitoring module is embedded
in the content player deployed on the client. lor example.
when Alice directs her browser to XYZ's website, a custom
Flash-based plaver is loaded. The custom plaver has direct
access to the APT of the video plugin. Possible states of the
player are as [ollows:

Playing: The player’s buller is not emply. and the player

renders frames on the sereen.

BPuttering: The plaver’s buffer is either empty or is less
than a predefined threshold, making it impossible tor
the plaver to render new frames.

Joining: The player has just connecled and has nol yel
accumulated cnough data in its buller to start rendering
lrames.

Pavse: The player is pansed, usually as a result of a user
action. During the pavse state, no new frames are
rendered even if the buffer is full.

Sleep: "The client 15 suspended.

In the case of the alorementioned Flash player. NetStalus
events provided by the plaver can be used 1o infer the state,
as described below:

BPuttering: When one of a NetStatus. Buffer Empty, Net-
Stream. Play.8tart, or NeiStream. Play.Resel cvenls s
received, an inference is made (hat the player is bull-
ering data and the video is not plaving, For live RTMD
streams, the mentioned events might not be available.
In that case. il the playhead time has stopped moving
and there is no dala in the conlent player buller, an
inlerence is made that the player is bullering data and
the video is not playing.

Plaving: When a NetStatus Buffer.Full event is received,

an inference is made that the player is playing video. [ 3

the player is currenily in a Paused state and the play-
head lime starts (o move. an inflerence is made that the
plaver is plaving video.

Pavsed: If the plavheadTime does not progress for 1.6
seeonds. an inflerence is made that the player s paused.

Sleep: I the amount ol time that has elapsed between two
firings of a periodic one second timer is greater than 30
seconds, an inference is made that the client has been
in a sleep mode since the last firing of the timer.

Stopped: Vor TP streams, when a NetStatus. Play.Stop
event is received, an inlerence 1s made that the sircam
has ended. For RTMP streams, when a NetStatus. Play-
.Complete event is received, an inference is made that
the stream has ended. When a NelStatus. Play Slop is

reecived, an inlerence is made that the download has s

finmished. bul the stream is still playing.

Error: It the stream stavs in stopped state for fifteen
seconds at the start of a session, an inference is made
that it has ailed o conneet.

In addition to the player stales deseribed above. an s

additional state can also be inferred:

Zombie state: An inference is made that the plaver is in a
Zombie state (a non-operating state with 0o user
actively using it) il il persisls in 4 non-playing stale for
more (han a specified Gme. Onee the player is in a
zombie state, the transmission of heartbeats 1o content
distribution monitor 102 is halted. Reporting will
resume il the player relurns o a playing slate. Non-
playing  states  include:  “DBullering,”  “Paused,”
“Stopped,” and “lirror.”

In addition to the plaver states, the monitoring module

monitors varions metrics, eluding the number of bytes
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downloaded/streamed since the session started, the bitrate of
the stream. and the rendering rate.

Some players, such as the 1lash 9 pluging, do not provide
a dircet APL [rom which the number of byles streamed!
downloaded or the stream bitrate. Nonetheless, a variety of
techniques can be used 1o obtain or estimate the bitrate. As
ole example, the developer of the plaver might expose the
bitrate through an APl call.

Anolher technigue lor oblaining a bitrale 1s o use meta-
data associaled wilth the contenl. For example. suppose
metadata is made available through a configuration file
associated to the content. The configuration resides on an
origin server such as origin server 198 and also includes
other information such ag the title of the content. its genre,
and a list of CIINs where the content is available.

Yet another technique lor oblaining a bitrale is o examine
the content URL. For example, a movie might be accessible
at the URL htp:/fwww.CDN-C.conv/Studio/JaneEyvre300

2 Kbps. In this case, the bitrate of the content is likely 10 be

300 Kbps.

An estimation of the stream bitrale can also be made. The
estimation, along with the amount of tine the plaver was in
the plaving state, and the size of the bufter, are used 10
estimate the number of bytes downloaded/streamed. As one
cxample, supposc a player streamed data at 400 Kbps, was
in a playing state [or 315 soconds. and at the ime ol 1aking
the measurement the butter size contained data for plaving
another 135 seconds. The total humber of bytes downloaded
ig: 400 Kbps*(315 sceonds+13 sceonds)=16 MI3.

In the event that the bitrate s available through mulliple
ol the #bove technigues. in various cmbodiments cach
applicable approach is used, in a specified order, vntil a valid
bitrate (e.g., greater than 0 and less than 10,000 Lkbps) is
oblained.

The number of byles downloaded can be estimaled as
{lotalPlay Time+bullerl engthybitrate. 1T mulliple bitrates
are vsed, 11 some embodiments the bytes downloaded is
estimated as the sum of totalllayTime[bitrate]*bitrate+
bullerl ength*current] 3itrate.

Rendering quality is another example metrie that can be
obtained and provided to monitor 102, Rendering quality is
the ratio between the frames per second (FPS) rendered by
the plaver and the FP’S at which the stream was encoded.

Some players do nol direetly provide the inlormalion
needed (o compute the rendering quality. For example. lash
9 has an AP that exposes rendered frames per second, but
not encoded frames per second. One technique to compute
the encoded I'PS, in such a scenario, is as [ollows. The
rendering PP 1s measured and an assumplion is made that
the encoded PP is the maximum P8 observed over the
course of the session. Another technique is to estimate the
encoded FI'S as the maximwom of a three second sliding
average ol rendered 1PS sampled five times a second.

In order o ensure aceurale accounting ol the player status
over the course of the session, it is important 1o determine
the time intervals when the system is in sleep or suspend
mode, These intervals can be detected using notification
APIls provided by the system lor this purpose. lor systems
that do not provide such APl (e, 1ash Player. or Silver-
light), the intervals can be estimated by setting a timer 1o fire
at periodic intervals (e.g., every 1 second). At each firing of
the tmer the current system lime is recorded, and the tme
clapsed since the last liring is compuled. [T the Gme clapsed
s grealer than a given threshold (eg., 10 seconds). an
inference is made that the given elapsed time interval was
spent in sleep or suspend mode.
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Interring Plaver Capability Information
‘The lollowing are example player capabilitics (hat impact
the quality ol the video cxperience: processing speed, video
rendering capabilitics, amount o memory available. and
amount of bandwidth available.

Processing speed: The monitoring module can use the APT
ol the content player. or the underlying platlorm Lo read
the processing speed of the player. lor example. il the
content plaver is implemented on the Silverlight plat-
torm the monitor can vse the Environment.Processor-
Count to obtain the count of the processors available,

lor platlorms whose API does not provide direet reading

ol processing speed capabilities. the monitoring module can
derive it by using a timer 1o measure the time required to
perform a fixed CI'U-intensive computation.

Video rendering capabililics: Some conlent players have
the abilily o use hardware aceeleration Lo render video.
The menitoring module can determine the speed at
which the content plaver can render video, either by
vsing the API of the content plaver or the nnderlving
platform. For example. a monitoring module using the
I'lash platlorm can use the flash.system Capabilitics.S-
creenResolutionX 1o determine the screen resolution.

Avgilable memory: The amount of available memory has
a direct influence on how well the content plaver can
support rendering video while performing the compu-
tation required for monitoring and other uscr-inlerac-
tion tasks. The monitoring module can obtain the
amount of available memory by vsing the AT of the
underlying platform. For example. a2 monitoring mod-
ule using the Lilash platform can use the API (lash.sys-
lem.System lolalMemory o delermine how  much
memaory is available.

Available download bandwidth: The available download

bandwidth has a direet impact on the quality ol the 3

video stream that can be downloaded and played. The
monitoring module can inler the available bandwidih
by measuring the time interval it takes 1o download a
fixed size file from the server. Alternatively, the under-
lying platform can provide API thal can be used Lo
determine (he download bandwidth. lior example, a
plaver using the Flash plattorm can vse the AP flash-
et NetStreamInto currentBytesPerSecond.

FIG. 4 is an illustration of an environment in which status
information is recelved and processed. In various embodi-
moents. the services provided by content distribulion monilor
102 are implemented across a scalable infrastructure, par-
ticularly in embodiments where telemetry data is received
[rom all clients. In the example shown, (he clements con-

lained within dashed region 402 collectively provide the s

[unctionality of content distribution monilor 102, Lach ol
the lavers (e.g., dispatcher laver 420) is horizontally scalable
and their respective components can be inmplemented on
slandard commercially available server hardware (c.g.. hav-

ing a mulli-core processor. 40+ of RAM. and (igabit s

network interface adaptors) running a typical server-class
operating svstem (e.2., Linux).

Clients 404-412 each include a monitoring module that
colleets status information. When the monitoring module on
a client 1s activated. the client is mapped Lo a dispatcher
server. As one example, when the monitoring module stats,
it reads a configuration file that includes a list of dispatcher
servers. The monitoring module sclects a dispalcher server
al random [rom the list.

A dispatcher server (414) includes two conceplual mod-
ules. The first module implements a communication inter-
face for receiving status information from clients. In some
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embodiments the module is implemented vsing an off-the-
shell web server. and allows clienis (0 connect over the
ITI"TP protocol (and also allows clients o seeurcly commu-
nicale via 8813, Data received by the first module is passed
to the second module. The second module normalizes the
data (10 a tormat suitable for further processing) and passes
the normalivzed data to a real-lime stream processing com-
ponent (416).

The real-time stream processing (RSP) laver includes an
optimized sottware component that processes the telemetry
data that it receives from the dispatcher in real-time. A
dispatcher sends all hearlbeats belonging o the same session
lo the same RSP component.

In some embodiments the RSP component is imple-
mented as a contiwwously running service that reads and
processes (he welemetry data recelved [rom dispalchers via
the network over TCP. The elemetry dala stream comprises
individual records. cach of which represents the telemetry
data sent by the monitoring module. The RSP component

20 reads network data one record at a time and parses the data

inte a local data representation. The data received by the
REP component can be stored as in-memory hash tables ol
records allowing fast execution, and very high throvghputs.
Since the RSP component does not require old information,
it can periodically purge the in-memory hash tables and
increase scalability accordingly. In other cmbodiments. opti-
mived in-memory databases are used.

A mapping tunction 1o map heartbeats having a session
identifier “ID™ to a particular RSP component *1” is as
ollows:

i=hash{ 113} mod m.

where hash{ Y is a hash [unction and “m™ is the lotal
nuber of RSP components.

Once an RSP component parses the data records, it
performs two main tasks. lirst, il perlorms data Ollering. A
[iller 1s a logical expressiom and 1s installed at cach R8P
component instance. As one example. the lollowing filer
would identify viewers located in San Franeisco, connected
to ISP SP1, streaming from CDN A, one of two particular
shows:

(city="8an  lirancisco™
CDN “CDN A"  AND
{show “SundavMagazine™))

For each message of incoming telemetry data, the (key,
value) pairs in (he record are matched against the (ilter. IT the
filter is maiched, the data is associated with the filier.

The second task performed is to compute snapshots and
ob-line statistics over the telemetry data matching each filter.
One example ol a snapshol is (he number ol players that are
in a particular state (ec.g. “playing™). The RSP component
generales soquences o these snapshols (cg.. one every
second). Examples of statistics computed by the RSI® com-
ponent include: the average number of bytes plaved over all
video streams matching a filler over a given time interval
fe.g.. 10 seconds) and the minimum frames per second
experienced by a stream matching a filter over a time
interval. Snapshots and statistics are vpdated continuously,
from new telemetry data received from clients.

The REP component provides its compuled snapshots and
statistics (o a real-lime global ageregation component (418).
The real-time global aggregation (RGA) component aggre-
aates the information provided by the RSP component for
cach fller specilied by a user.

Ag explained above. cach REP component (416) receives
{via a dispalcher) lelemetry data rom a subsel ol the
monitoring modules and caleulates snapshots and statistics
for all filters. Each RGA component instance is in tum

AND  IBP="5P1
((show “NewsAtrl0™)

AND
OR
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responsible for a sulset of the filters. Based on the identifier
of the iilter, all RSP components send data lor that filter (o
4 single RGA component. The RGA component combines
the data from all RSP components lor the (Tlers that il is
responsible for, resulting in a global shapshot and statistics
based on information from all monitoring modules.
Iixamples ol aggregation operalions performed by an RGA
component include: counting the tolal number ol viewoers
that match a particular filter, determining the percentage of
viewers matching a given filter that are in buitering state, the
Jointime distribution experienced by viewers joining a given
stream, the cwrrent number of viewers in a given cily. the
rank ol the most popular live events. and so on.

In some embodiments an RGA component’s functionality
is inplemented as a continuously running service. It reads
records sent by the REPs asynchronously, thus achieving a
high throughput. The RGA component stores the records it
receives in in-memory hash lables allowing oplimived
access for real-time processing. Old intormation is periodi-
cally purged trom the hash tables to improve efficiency.

As shown in PIG. 4, galeway 422 provides a web service
APIL 424 lor accessing data. Through the APL the RGA’s
data is available on a per-filter basis. In addition, it also
exposes APIs to edit and install new filters and aggregation
functions. In some embodiments gateway 422 is imple-
mented using an all-the-shell web server (such as Apache)
with customired code 1o handle the various web service API
calls. The handlers return data for a given web ATT call in
various data formats incliding XML, JSON, SOAD, and

ITTMI ., as applicable. The handlers serve as middleware for 3

querying and interaclively controlling the R8Ps and RGGAs.

Galeway 422 also provides access controls and persis-
tently stores the intormation regarding the ATI requests, data
access and presentation policies, and filter descriptions, The

information is maintained in a persistent database. such as 3

my8QI. or Oracle database.
Aulomatically Delecting and Resolving Conlent 1istri-
bution Problems
Ag explained above, content distribution monitor 102
aggregales lelemetry inlormation [rom all elicnts, processes
the inlormation, and makes available multi-dimensional
results in real-time. Examples of dimensions include:
Client properties: Including browser type and version,
plaver tvpe and version, operating system, CPU speed,
commeelion type, 1P address, geographic location, lan-
guage, dulomomous system. and ISP
Content properties: Including category, title, show, epi-
sode number, duration, encoding tormat, encoding
quality, and language.

Content source propertics: Including CIDN. data cenler. =

and clients served.

User properties: Including whether the user {(of the client)
is a premium or tree user, and returning or first-time
visllor.

Using the technigques herein, real-lime, granular informa- s

tion such as the quality experienced by viewers located in
Depver, connected to SP2, and streaming videos from CDN
B, vsing Flash Plaver 10 can be tracked. Further, by aggre-
galing and corrclating the data il recelves [rom all clients.
content distribution monitor 102 exposcs. in real-lime, the
performance of content sources and network providers
(ISPs). Problems in content delivery can be automatically
detected by examining the results.

I'IG. 5 illustrates an example ol a process lor delecling a
problem in a content distribution. In some embodiments the
process shown i1 F1G. § is performed by content distribution
monitor 102, The process bepins when intormation associ-
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ated with a first content plaver and a second content plaver
is received [rom a first client (502) and sccond client (5047,
respeclively. lior example, al 302, telemelry inlormation is
received rom client 404 by dispaicher 414, AL 504, telem-
elry intormation is received trom client 406 at dispatcher
426. Ar 506, the received information is aggregated. For
example, at 506, distributed processing of the received data
i perlormed by the RSP and RGA Tayers. linally. al 508, a
determination is made from (he aggregale information thal a
content distribution problem is indicated. For example, at
508, gateway 422 determines that the CDN from which
client 404 is oblaining conlent is cxperiencing a problem.
Specific examples ol analysis and diagnosis will now be
given.

Example: Diagnosing Client Problems (Single
Clienl. Single CDN)

Suppose a coltent owner, such as Studio-A, distributes irs

21 content via a single CDN, such as CDN C. Suppose that the

conlent is encoded al multiple bitrates 131 and 132 where
131132, I[a client A is able (o sustain the download rate. bul
detects problems rendering the [rames, an inference can be
made that the client A likely has problems with its CPU
vtilization. An example of performing such an interence
lollows.

Observe the client buller sive over a period ol time 'L (e,
T 10 seconds) when the client is streaming at bitrate B2,
Observe the rendering quality measured vsing dropped
frames reported by the plaver. It the client buffer size is
grealer than 13_threshold (e.g.. 13_threshold=0.5%13_max) al
all times during the period of observation. and the rendering
quality is less than R_threshold_1 (sav, R_threshold_1 0.6},
then a conclusion can be made that the client cannot sustain
displaving bit-rate B2 due 10 CPU issves on the client.

Perlorm the same observation with the client playing al
bitrate 131, 1 the client bufler sive is greater than 13_thresh-
old {(e.g., B_threshold 0.5*B_max) at all tines during the
petiod of observation, and the rendering quality is greater
than R_threshold_2 {e.g.. R_threshold_2=0.75Y, then a con-
clusion can be made that the client can sustain displaying
bit-rate 131.

A munerical example is now provided. Consider a setting
where a client streams a 1 Mbps stream for 10 seconds with
buller sive varying between 9 and 10 sceonds. Suppose that
13_max is 10 sceonds and B3_threshold is 3 seconds. Assume
that the rendering quality at 1 Mbps is 0.35 over this interval.
When the client plays a 500 kbps stream instead, the buffer
size is in the same range (9-10 seconds), but the rendering
quality is 0.9 instead. Then. assuming that R_thresh-
old_1=0.6 and R_threshold 1=0075. a conclusion can be
made that the client can sustain 500 kbps but not 1 Mbps.

lixample: Diagnosing C1ON Problems (Single
Client. Twao CI1INx)

Suppose a coltent owner, such as Studio-A, distributes irs
content via two CDNs, such as CDN D and CDN E. If a
client A is able (o sustain the download raie from CION 1D,
but notl C1IN 11, then the client can conclude thai C1ON 1 has
problems streaming 1o client A, An example of performing
such an interence tollows.

Compule an aggregale qualily melric (@ using various
measurcments [rom the client over a lime T (c.g., =60
seconds). Fxamples ol measurements which can be direetly
vsed as the metric } across a group of clients over a time T
include:
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buttering ratio: The total number of seconds the client
experienced bullering divided by the total playing time
ol the clients during interval ol lime 1.

join ime: The average joining lime over all clients during

time T over a group of clients.

join failures: The fraction of cases (across all attempts)

where the join [ailed during time 1.

II' the quality Q is greater than a threshold ‘I (c.g..
T1=0.93) for CIIN . bul lower than another threshold "1'2
(e.g., T2 0.50) for CDN E, then a conclusion can be made
that CDN E has problems streaming to client A,

One example remedial action (hat can be taken al the
client is to seleet CION D Tor streaming the current stream.
or use it first for future streams.

A pomerical example is provided. Consider a sefting
where a client M streams from CDN D and experiences a
bullering ratio ol (.5 over K1 allempls and time "I, Also.
cliecnt M streams [rom CION 11, and over K2 atlempts and
time T2 experiences a butfering ratio of 0.02. In this case,
given that K1 and K2 are above a threshold (e.g., both
greater than 2, and '] and 12 are above a threshold {(e.g..
hoth are greater than 10 minules). a conclusion can be made
that CIN 13 has problems streaming (o the client. A Turther
refinement can be performed by computing the buifering
ratio for each of'the K1 (or K2) streaming attempts from the
CIONs 1o the client. In this case. it can be staled that CDON
1 has problems streaming Lo clicnt M il more than 75%, ol
the attempts trom CDN D (out of the K1 attempts) have
buffering ratio greater than 0.3, and more than 75% of the
attempts trom CDN D have buffering ratio less than 0.02.

Ixample: “Two Clicnts in the Same [Location Using
Different ISPs Both Streaming from a Single CDN

Suppose a content owner, such as Studio XY 7. distribules 3

ity content via a single CDN, such as CIN . The CDN
compriscs sceveral geographically distributed  servers. As
clients request content, they are assigned to a particular
server based on their geographical location. It many clients
al the same geographical location, bul using dillerent [8Ps.
experience quality problems. an inference can be made that
the CDN servicing that geographical location is having a
problem. Note that since XY Z also uses the services of CDN
C, the experiences of clients obtaining XYZ's content from
the same localion can be included in the analysis. One way
this analysis can be implemented on content distribution
monitor 102 is as follows,

First, obtain location and network information for all
clients. Ixamples ol location inlormation include city, state.

couniry, 12M7 code, and geographic coordinates. The loca- s

tion information can be obtained n a varicly of ways. such
as by providing the client’s I’ address 1o a geo-location
service such as Quova. Also obtain network intormation
such as Autonomous System Number (ASN) information
and ISP information flor the client.

Second, group clients based on their ASN and one geo-
graphic attiribute, such as DMZ code, city, or state. Let
G{ASNI], Geol) denote the set of clients connected 10 a
speeific ASN. ASNIT. which have the same goographic
aliribute value, Geol.

Third, compute an aggregate quality Q for each group
G{ASN, Geo) over last T seconds. Denote this aggrepate
quality by Q(G{ASN. Geo)). Ixamples ol qualily metrics
are provided above.

Finally. Tor cach (e attribule value Geo 1, check whether
there are at least two group of clients connected via diftferent
ASNs, If the aggregate quality of a certain fraction F of the
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aroups is greater than a threshold Buttering Thresholdl, then

conclude that the CIIN is experiencing problems serving the
clients at location Geol. In some cmbodiments 4 minimum
group sive is defined so that only groups having a number of
clients larger than a given threshold are considered. As one
example, the fraction F is selected between 0.75 and 1.

A numerical cxample is now provided. Consider a system
selling  where  Buflering Threshold1=0.1.  MinCiroup-
Size 200, and F 1.0. Based on an analysis of their I
addresses, 20,000 viewers are determined to be located in
San Francisco, connected to CDN C, and watching a new
release by Swudio. Assume 5,000 clients are conneeled 1o
ASN1 belonging o 8P1; 5,000 clients are connected 1o
ASNZ belonging to 5P2; 9,900 clients are connected 1o

3 ASN3 belonging to SP'3; and 100 clients are connected 1o

ASN4 which belongs 1o a wireless company. lour groups
exist: GESIL ASNID), GESL, ASN2). GISIL ASN3), and G817,
ABN4). respectively.

Each client reports for each session (a) the total time it

20 spent in buttering during every 10 second interval and (b)

the total playing time during the same 10 sceond inlerval.
lior example, supposc a user Charlic has the 1P address
1.2.3 4 which belongs to ASN1, and watches the stream with
the URL rtmp:/wwrw CDNC example.com/12346/video flv,
Charlie reports in a particular heartheat that he has experi-
cneed 1 second ol bullering and 9 sceonds of playing lime.
Another user, Bob. has the 1P address 2.3.4.5 which belongs
to ASN3, and watches the stream with the same URL. Bob
reports 10 g particular heartbeat that he has experienced 0.3
seconds of bulfering and 5 sceonds ol playing time. Bob’s
player spent the remaining 5 sceonds in pause slate. ‘The
pause lme s not used in the computation ol the bullering
ratio.

Content distribution monitor 102 computes over each
interval of time T=5 minules, the aggregaie average buller-
ing ratio. defined as the (1) the total buflering ime experi-
cneed by all sessioms in a group during '| divided by (2) the
total playing time over all sessions in the group during, the
same time interval T. The aggregate quality ratio tor each of
the Tour groups is as lollows:

CHGESIASNT =014, QUGIEE AN =021, 0007 81,
ASK3y 0,18, G(GISFASNAY .04,

Since the number of clients in G{SF, ASN4) is less than
MinGroupSize. the diagnosis analysis ignores this group.
Also, since the bullering ratio ol all remaining groups is
areater than BufferingThresholdl, a conelusion is made that
CDN C experiences quality issues serving clients in San
Francisco.

Suppose the above example is modilied such that ASN4
has 1000 clients, and Q{G(SI, ASNIN=0.02, Q(G{SI,
ASN2Y 0.21, Q(G(SF, ASN3)) 018, Q{G(SE,
ASN4)) 0.04. In this case, an interence can be made that
CDN C does nol experience qualily issues serving clients in
San lirancisco in general. The problem can then be narrowed
down lurther and smaller or dillerent sets ol clients inves-
tigated, such as clients that are connected to ASN1 served by
CDN C.

Iixample: Inferring Problems in a Particular ASN

(5ingle CDN)

Supposc a content owner. such as Studio XY7, distributes
ils conlent via a single CIN. such as CDN C. I the quality
ol'clients at the same location bul using different I8Ps is very
different, an inference can be made that the quality problems
experienced by the clients are due to the ISP (and not due 10
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the CDN). One way this analysis can be implemented on
content distribution monitor 102 1s as [ollows.

Perform the (irst three sleps ol the previeus diagnosis
(deseribing the diagnosis ol CDN qualily issucs). As a [inal
step, let G{ASNI, Geol) be a group experiencing low
quality. It there is at least another group, G{ASN2, Geol) at
the same location experiencing high quality, then conclude
that ABNI is the cause ol quality issues. In particular, a
conclusion that ASN2 has quality issucs 1s reached 1M, and
only il QECHASNZ, Geol N=-Q(GIASN]L, GeolYy=Bullerin-
gRatioDiscrepancy.

A numerical example is now provided. Consider a system
setting where BufferingRatioDiserepancy 0.1, Suppose
5.000 viewers are delermined (o be Tocated in New York.
connecled 0 ASNT. and streaming 4 baschall game [rom
CIIN . Another 4,000 viewers in New York are connecled
10 ASNZ2 and streaming the same game from CDN C,

Each client reports for each session (a) the total time it

spent in buffering during every 10 second interval and (b) 2

the total playing time during the same 10 second interval.
The aggregale quality ratio lor cach group as computed by
content distribution monitor 102 15 QUGINY. ASN1DY)=D 14,
and (MGNY, ASN2)) 0.03, respectively.

Since QUG(SE, ASN1))—(HG(SF, ASN2))=BufterRatio-
Diserepancy. the qualily issucs arc pinpoinled as being
ASNIL

Example: Inferring Problems with a Particular
CDN (Multiple CIINs)

Suppose a conlenl owner. such as XY7Z. distribules its
content via multiple CDNs (e.g., CDN A, CDN B, and CDN
C). It clients at the same location and using the same ISP

experience signilicantly dillerent quality when connected o 3

different CDNs. the difference in quality can be attributed o
CIONs. One way this analysis can be implemented on
content distribution monitor 102 is as follows.

First, obtain location and network information for all
clients. Sceond. classily cach client based on its ASN, the
CION it gets data [rom. and one of its geographic atiribules
(e.g., DMYZ code, city, or state). Let G{ASN,, CDN1, Geo)
denote the set of clients connected to a specific ASN and a
geographic region (e, fori 1,2, 3, 4, 3), getting data from
the same CDN, CDNT. One way ol delermining the par-
ticular CDN rom which a client is receiving content is o
extract it from the URL used by the client to obtain the
content.

Third. compule an aggregale quality () flor cach group

G{ASN, CDN, Geo) over the last 'I seconds. enote this s

aggregale quality by Q{G{ASN, CIIN. (reo)).

Finally, check whether there are at least K pairs of groups
that share the same ASN and geo-location, but get their data
[rom dillerent C1INs. and which experience dillerent qual-

ity. In particular. let GIASNI, CINL Geol) and G{ASNT. s

CDNj, Geol) be one such pair of groups. Then it Q{G(ASNI,
CDN1, Geoi))-Q(G(ASNI, CDNZ, Geoi))»QualityThresh-
old2 for greater than a traction F of the K pairs, a conclusion
is made that CIIN2 has problems serving clients in general
across a large sel ol reglons. Allematively. iT this happens lor
smaller than a fraction F but a non-zero set, then a conclu-
sioh can be made that CDN2 has problems serving those
{ASN. (feo) combinations lor which the dillerence in qualily
exceeds the quality threshold.

In some embodiments, a minimum group sive 15 delined
s0 that only groups having a number of clients larger than a
given threshold are considered.
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A numerical example is provided. Content owner Char-
lie’s Studio uses CDNs A and 13 Tor delivering content. Al
some poinl. there are 1100 streams rom [8P-1 in San
lirancisco, 1200 streams from 18P-2 in Los Angeles, 1500
streams from ISP-3 in New York, 1050 streams from ISI>-4
in Boston, and 600 streams from ISP-1 in Denver, with
exactly hall the users in cach group streaming rom CHDN A
and the other hall rom CDN B, A minimum group sive of
500 users streaming [rom a particular {ASN. CIIN. Geo)
aroup is wsed, and hence there are four groups 1o consider,
A requirement of at least four pairs (K 4) exists. For CDN
A, the bullering ratios for users in San rancisco, [os
Angeles, and Boston is 0.3, and for users in Denver 1t is 0.1,

For CDN B, the buffering ratio of all user groups i5 0.05. The

3 quality threshold to separate good and bad quality is 0.1, and

the fraction F required is 75%. This condition is satisfied,
since three oul ol the four groups have a quality difference
between CIDN A and CDN 13 as (.25, [lence, a conclusion
is made that CDN A is having problems streaming to vsers.

Iixample: Mulliple CIONg with CDN Optimization

Suppose a content owner, such as XYZ, distributes irs
content via multiple CDNs (e.g., CDN A, CDN B, and CDN

3 (). Assume that it'a client connected to CDN A experiences

bullering beyond a threshold. it switches 10 another C1ON
{and stays there for al least a threshold interval of Gme).
Based on the amount of switching observed from a CDN, the
relative extent of quality problems the CDNs have can be
quantified. One way this analysis can be implemented on
content distribution monitor 102 is as lollows.

l'or cach CIDNI [or a period . determine the number ol
clients Ni that start with CDNi, and the number of clients Mi
that start with CDNi and switch away trom CDNi (1.e., count
only the first switch ola client). Compute the swilch fraction
SWi=Mi/Ni lor all CDNs. I[ {(SWi-avg(SW)=8W_Thresh-
old). A conclusion can be made that CONi has quality
problems in general. Similar analysis can also be performed
with respect 10 a geographic region or an ASN restriction.

A numerical example is provided. A conlent owner Char-
lie's Studios uses CDN A and CDN B3 o deliver content.
Orver a 10-minute period, 10,000 vsers watch content start-
ing streaming from CDN A, and in the course of viewing,
1000 vsers switch 1o CDN B based on a client-based quality
detection algorithm. In the same period. 10,000 users walch
the same conlent starting streaming from CIN 3. and oul ol
these, 2,500 switch to CDN B. The switch traction tor CDN
Ais 0.1 and that for CDN B is 0.25, Switching threshold
SW_Threshold is 0.1, and a conclusion is made that CION A
has quality problems in general.

Other content distribution problems can also be detected
vsing the techniques described herein. For example, a prob-
lem with a content item itself (e.g., a particular movie) can
be inforred il several clients, wsing dillerent C1INs and
dillerent 18Ps. experience quality issucs wilh the same
content. As another example, a problem with ad server 150
can be inferred it several clients report excessively long
advertisement load times or timeouts.

A numerical example is provided. A conlent owner pub-
lishes 100 clips daily using two C1Ns: CDN A and CDN 13,
One of the clips, clip X, has 100% join failures on both
CDNs. Using this information, an interence can be made
that there 1s & problem in publishing clip X. Now assume thal
there is 100% join failure for clients thal join CDN AL bul
2% ol the users have problems with CDN 13, Then an
inference can be made that CDN A’s publishing path has
problems for that clip (but CDN B’s does not).
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Other content distribution problems can also be detected
using the lechnigues deseribed herein. or example. a prob-
lem with a content ilem itsell (e.g., a particular movie) can
be inlerred il several clients. using different CIDNs and
different ISDs, experience quality issues with the same
content. As another example, a problem with ad server 150
can be inferred 10 several clients report excessively long
advertisement load times or limeouts.

In variows embodiments, when problems are detected by
content distribution monitor 102, corrective actiohs are
automatically taken, such as by a control module included in
content distribution monilor 102, or by a separale control
syslem, conligured o work in conjunction with content
distribution monitor 102.

Dynamic Client Logging and Reporting

A mentioned above, the logging and reporting perlormed
by a client can be dynamically adjusied based on a varicly
ol parameters. lour such example paramelers are as [ollows:

(1) Triggering Event (“Trigger”): The decision to dvnami-

cally adjust logging/reporting can be based on the
oceurrence ol a riggering evenl. As one example, i a
particular error oceurs at a clienl. the verbosily ol the
status information sent by the client 1o the content
distribution monitor can be increased from one level to
another. As another example, it a performance metric
{c.g.. CPU usage or number ol bullering cvents) indi-
cales thatl the client is experiencing poor perlormance.
the verbosity of the status information can be increased.
It a client that was previously experiencing perfor-
mance has recovered, the improvement in a perfor-
mance metric can similarly be used 10 deerease the
verbosily of the status information.

(2) Deciding Component (“Decider”): The decision to

dvnamically adjust logging/reporting can be made by

the client, by the content distribution monilor. or both 3

devices working in cooperation. lor example, supposc
clients in & parlicular geographical regiom are experi-
encing a sudden reduction in bandwidih. Content dis-
tribution monitor 102 can instruct a subset of clients in
thal geographical region Lo provide additional informa-

lion and/or 1o provide information more [requently.
When a decision 10 make a dvpamic adjustment to log-
ging/reporting is made solely by the client, it is possible that
a syvstemic issue could result in the contenr distribution
monilor being overwhelmed by (he increased data {c.g..
where all clients suddenly increase their reporting levels).
One approach 1o preventing this from oceurting is tor each
client to request permission from the monitor prior to
sending more verbose information (or sending (he informa-

tion more [requently). The monitor can then enloree a limit s

on the number ol clients it allows Lo increase their verbosily
levels. A second approach is for each client to generate a
random number, and only increase verbositv/frequency if
the random number [alls within a particular range.

(3) Client Subset (“Who™): A subsel ol clients thal expe- s

rience a particular problem can be selected to send full
logging information to diagnose the problem. For
example, a diverse geographic or ISP spread can be
scelected 1o help diagnose a problem with distribution ol
a video stream and a diverse content spread can be used
to help diaghose a content publishing problem. Simi-
larly, clients across a spread of CDNs can be instructed
lo increase thelr reporting levels (o learn more infor-
mation helplul in diagnosing CDN Issues.

() Contents (“What™): The level ol detail o be used when
sending intormation by a client to the monitor can be
identified using verbosity levels. Lower verbosity lev-
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els can be used 10 provide typical status intormation or
indicale the oceurrence ol problems. while higher ver-
hosity levels can be used o provide details usable 1o
diagnose and correet the problem. Dillerent modules
can be instrueted to adjust their verbosity levels inde-
pendently. For example, suppase a video application
comprises a networl connection management module,
4 video streaming prolocol module. a video decoding
module, a video rendering module. and a user interface
module. When a problem is encountered. one or more
ndividual modules implicated in the problem can have
their verbosity levels increased.

The time range of the contents reported by the client to the
monitor can also be adjusted dynamically. While in some
cascs diagnosing a problem will require only the logs
collected alior the problem has manilested, in other cases,
diagnosing the problem may require logs that precede the
manifestation of the problem. Accordingly, clients can be

2 confipured to store information (at least temporarily) with

grealer verbosily than is sent (o the monilor. and can. upon
request. retroactively supply the more detailed inlormation.

Various examples of problem diagnosis using dynamic
adjustments 1o client logging and reporting will now be
provided.

Dynamic Adjustment |ixample 1: Clients
lixperience Poor 13ullering Perlormance

In video streaming, bultering is a significant performance
igsue. It can thus be inportant to understand the exact cavses
ol bullering.

Soluion  A: Trigger=Threshold,
Who Subset; What DPast and Current.

One approach to diagnosing buffering is to let each client
determine that it is buffering and request permission to send
the monitor more detailed logs o help isolaie the cause ol
bullering for the client. The monitor decides whether 1o
allow a given client o send more detailed logs or not based
ol the number of other clients currently logging detailed
logs.

One example of this solution is to configure a threshold
for bullering by using a metric called a “bulfering ratio.” The
bullering ratio is the percent ol Gime that a player is in a
bullering stale (as opposed 1o a playing stale). I the bull-
ering ratio exceeds the threshold, the client will wrigger the
request 1o send more detailed logs. In some embodiments,
the state ot the plaver for the past five minutes is considered
lo accuralely caplure the current state of the player and nol
react Lo briel spikes in bullering. An example threshold lor
# bullering ratio is 2%, meaning that il more than 2% of the
time in the last five minutes (i.e., more than six seconds) was
spent in a butfering state, the client requests 1o send more
detailed information to the monitor, The monitor will accept
the request only il it has sullicient capacily o handle the
additional log inlormation. One way (o accomplish this is 1o
conligure a threshold [or the maximum number of concur-
rent clients that can send detailed logs. It the current number
is less than the threshold, the client sending the request is
allowed (o send more detailed log inlommation. The request-
ing client then sends detailed informalion starting [rom that
point on and including information about the past five
minutes. In this example, five minutes of data is sent because
it corresponds to the window of time nsed in the buffering
ratio calculation.

Decider=Joint;
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Solution  B:  Trigger Threshold;

Who=Subscl: Whal=Pasl and Current.

A socond approach o diagnosing bullering s for all
clients o send thelr player stale {c.g., “bullering”™ or “play-
g™y 1o the monitor and for the monitor 1o decide when and
which clients should send detailed log information.

One example ot this solution again vses the butfering ratio
metric. [lowewver, in this case the threshold is set and
evaluated by the monitor. The monitor evaluates the bull-
ering ratio of each client and decides which clients should
send detailed logs. Within this decision the monitor will take
inte account the capacity ol the monilor (o handle the logs
using the maximum concurrent client threshold as belore.
l'or example. suppose the monitor can handle verbose log
information from a total of 100 clients and the monitor
determines that 200 clients have a butter ratico that exceeds
the threshold (or, their respective thresholds, in an embodi-
ment where dillerent elients have dillerent thresholds). The
monitor will then select a subset of 100 of the clients and
send them a message 1o request detailed log information.
The subset of clients can be selected randomly and can also
he selecled based on additional criteria. lor example so that
several goographies and 15Ps are included, 10 gel a regional
spread, and/or so that the 100 ¢clients selected obtain content
from diverse CDNs.

Decider Monitor;

Dynamic Adjustment lxample 2: Clients arc in an
Error State

Certain errors are very good indicators of problems in an 3

application. lior example. in a Plash-based video streaming
application, the error NetStream.SireamNol'ound is a clear
indication of a problem with retrieving a video asset trom a
CDN server. This error sayvs that the CDN server does not

have the video asset being requested. The root canse of this ¥

may be a distribution problem within the CIDN where the
assel does not get distribuled (o all the servers or a publish-
g problem where the asset is not published 1o the CDN.
When the error oceurs, knowing: (1) the location of the
clients, (2) the time. (3) the assel name or identifier. and (4)
CION or CION server’s 1P that returned the error are very
uselul in resolving the problem.

Solution: Trigger Errors; Decider Joint; Who Subset;
What Current.

One approach 1o resolving errors is [or the client 1o store
detailed information aboutl (he error locally and also Lo
request permission 1o send detailed information to the moni-
tor. Based on factors such as the number of clients request-
g 10 send detailed log intormation and the tvpe of issues

encountered by a particular client, the monitor can allow a 3

given client 1o provide more detailed data. As with the
previous example, secondary considerations such as what
content is being consumed and where the client is located
can be used when delermining whether a given client should

provide detailed imformation o the monitor. Once a client =

receives a response [rom the monitor allirming that addi-
tional log information should be provided, the client will
send the detailed information about the error. In various
embodiments, (he client continues 10 send detailed log
information until it exits the crror state.

Dvnamic Adjustment Example 3: Clients
lixperience liailed Player Actions

An example ol a player action is a request by a user Lo
switch trom a compact mode to a full screen mode. Failures
i playver actions can be very annoving to the viewer and can
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cause viewers 1o navigate away trom a site (in the case of
web-based viewing) or close the player application (in the
case ol a standalone application).

Solution: “Trigger=lrror: Decider=loint:  Who=8ubsct,
What Past and Current.

One way to resolve plaver action problems is for the
client, upon detection of the crror, o request permission
from the monilor 1o send detailed log inlormation aboult the
lailure. In the case ol diagnosing why @ user action o “go
to full screen mode™ failed, any errors that occurred while
attempting to switch to full screen mode, and any previous
actions thal were laken, will be of inierest.

Ome example of this solution is for the client o continu-
ously store and update the user actions taken in the last five
minutes, as well as the internal plaver state. The client sends
a request 1o the monitor 1o log the information when a vser
action such as “go o [l sereen™ mode fails. I the monitor
responds positively. the client sends the past (ive minules of
information it has stored.

ynamic Adjustment Ixample 4: Clients ]ixhibil
Similar Characteristic/Behavior

In addition to individual client problems, global and
regional problems can also occur. For example, suppose all
viewers in the New York City area have a high bullering
ratio.

Solition: Trigger Threshold;
Who Subset; What Current.

The monitor sees the perlormance ol a large number of
clients across a wide variely ol locations, machine types. ele.
One way 1o implement reglonal problem isolation and
diagnosis is as follows. High-level aggregate quality metrics
cal be used to localize buffering issves to a subset of clients.
lior example, a ratio of clients who have experienced bull-
cring of more than a few seconds 1o users who did not have
much bullering can he used Lo construct a high level melric
to quantify the experience of viewers. In this scenario, a
client that experienced more than five seconds of bhuffering
i denoled as having a low qualily experience. A threshold
ol 8% can be used lor the ratio ol clients having a low
quality experience vs. other clients. The threshold implies
that it' more than 5% of the viewers are experiencing low
quality, it is likely that there is a wide spread systemic root
cause.

Telemetry data can be grouped with respoect 1o dillerent
dimensions, and principal component analysis can be per-
formed on the data. In doing so, subsets of clients that are
experiencing quality issues can be discovered. Lixample
dimensions lor classifying clients include: geolocation of
clients (indicating a geolocalized problem), 18P used by end
vsers tor connecting 1o the Internet (indicating a problem
with access link of viewers), CDN servers that the clients
commeel 0 (indicating an issue with the scrver [rom which
the video is being downloaded). and browser (ype or oper-
ating svstem of the viewer (indicating a problem with the
end vser’s software).

High level metrics, such as geolocation, ISP, and CDN
inlormatiom corrclale well with network  related  issucs.
Using the metrics o group clients and perform principal
component analysis can help localize a low quality client
experience to a subset of atfected viewers which share
cerlain attributes. However, once the subsel ol allected
clients has been determined, additional inlormation may be
needed to Murther diagnose the issue and (ind the rool cause
of'the problem that is resulting in the deterioration of quality
of the users. In such a scenario, the monitor can issue a

Decider Monitor;
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command 1o a subset of clients (e.g., identified by specific
allributes) o send additional inlormation. xamples ol such
additional inlormation include (a) higher fidelity measure-
ments. [or example higher [requency measurement of the
download rates (by looking at bytes downloaded); (b) com-
puted correlations and trends of measurements, for example,
intormation representing trends of the buffer lengths; and (¢)
measurements that might typically not otherwise be taken.
such as a scquence of dropped [rames. In some embodi-
ments. the monitor drills down inte the detailed data by
ireratively sending commands to clients for increasingly
detailed information.

Iynamic Adjustment xample 50 Vatal Lrror

In g video streaming application, failure to start plaving
video is an example of a fatal error

Solution: Trigger Error; Decider Monitor; Who Subset;
What=Past and Current.

Successlully diagnosing client side issues such as lalal
errors can require detailed information from the client.
ecluding past events.

One approach to diagnosing tatal errors is for the client to
inform the monitor that a fatal error has occurred. Based on
knowledge of how to diagnose the particular error. the
monilor can request specific information. Por example. the
information could include all errors that occurred, the state
transitions that occurred during the join phase, and any
configuration files that were downloaded.

l'urther, past inlormation can be summarized (o reduce the
amount ol data transmitled. Vor example, (1) counts ol error
codes can be sent instead of listing each error code; (2)
measured data can be sent at a lower frequency (e.g., one

sample every ten seconds instead of five samples per sec- 3

ond); and (3) stalistics over the data. such as averages.
variances. and distribulions can be sent.

Dyvnamic Adjustment Example 6: Predefined
Schedule

In some cases, such as the start of a football game, a
particularly large number of clients may be expected to
initiate the consumption of content.

Solution: Irigger=8chedule;
Who=Subscl: Whal=Current.

When it is anticipated that an evewr will draw more
viewers than wsual, and/or when the content being served is
ol particular importance, cerlain clients can be instructed Lo

Decider=Maonitor:

provide detailed log inlormation, even il they have not yel s

experienced any problems.

In some embodiments, monitor 102 iz confipured to
nstruet certain clients to provide detailed log information in
accordance with a schedule. Clients periodically poll the

monilor o ind oul whether they should send detailed logs s

or hot, Based on the schedule, the monitor will respond to
each client with either a nepative response (meaning it
should not send detailed logs) or a positive response with
predelined keywords specilying which additional informa-
tion o send. Ixamples ol keywords are: (1) “bil rale™  send
intormation about bit rate and bit rate switches, (2) “buft-
ering”—send information about buttering events and butter
length changes, (3) “available bandwidth™  send informa-
tion about the current available bandwidth and continuous
measurements 10 (rack the trend. and (4) “user actions”

send all actions by the user, such as full screen toggle and
any errors that resulted from them. The monitor can send
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multiple kevwords to the same client, and/or send different
combinations ol keywords (o different clients.

Ag another example, and irrespective of whether the
conlent being delivered implicales a planned increase in
viewers, monitor 102 can instruct certain clients that are not
experiencing problems to provide additional information. In
particular, monitor 102 can randomly select 100 clients,
once an hour. 1o send detailed log inlormation. So. in a [first
hour, client 404 might be instructed o provide detailed
information, and in a second hour, client 408 might be
instructed o provide detailed intformation.

Dynamic Adjustment lxample 7: Version Upgrade

Software version updates happen frequently and in most
cases the final stage of testing a software version update is
by releasing il o a portion of the production users.

Solulion: Irigger=Schedule: Decider=Monilor,
Who Subset; What Current.

The ability 10 request detailed logs from a subset of the
users who gel a new version can be uselul 1o ensure thal the
new version is perlorming as expecled. For example, sup-
posc a new sollware version is deployed to 3% ol an
audience, Detailed logs can be requested from 10% (or 0.5%
of the overall audience) of the clients with the new version.

In some embodiments, monitor 102 receives periodic
messages (rom cach client that include the client’s current
software version. When a software update is released, the
meanitor tracks a portion of the clients with the new version
by requesting that those clients send detailed logs. The
portion can be determined as a percentage of the new client
andi/or can be limited by a (ixed number ol slots. Once the
new software release has been verified, the server can stop
collecting detailed logs from clients running the new sofi-
ware,

Dynamic Adjustment lixample 8: Customer Service

Subscription-based services tvpically engage customer
call cenlers o provide customer supporl. When a user ol a
conlent streaming application has an 1ssue, il can be advan-
tageous for a customer support representative to be able 1o
receive detailed information pertinent to diagnosing the
problem.

Solulion: Irigger=liror; ecider=Monilor;
Who=8pecilic Client; What=Past or Past and Current.

In various embodiments, customer support representa-
tives are able to request a caller’s client 1o send detailed
inlormation about the speeilic problem reporied by the caller
in real-time. 1] the caller is complaining about bullering. the
detailed information requested can include higher hdelity
measurements of the download rates, buffering and buffer
length, the current bit rate and recent bit rate switches, and
the clien’s capabilitics and performance. I the caller is
complaining aboul blank video. t(he detailed inlormalion
requested can include errors, plaver state transitions during
join, and configuration files. If the caller is complaining
about g trozen plaver, the detailed information requested can
include a stack trace and recent user actions. As a [inal
cxample, il the caller is complaining aboul a low bitrate. the
detailed information requested can include fine-grained
bandwidth measurements, CPU measurements, and memory
measurcmoents. The requested detail can also be adjusted by
the cuslomer service represenlalive Lo ileratively diagnose
the problem.

One example of this solution is to provide a console 1o the
call center representative that allows him to identity the
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caller’s client and request that it send specific information.
One way Lo perlorm the identification is through the use ol
a login 1) {c.g., the user’s cmail address). The user provides
the login 113 o the customer service representalive. and the
client also includes the login ID in heartbests. The console
matches the login ID entered by the representative with the
client sending the same login ). The representalive then
speeifies the inlormation o be requested [rom the client
based on the problem desceribed by the caller.

Example Processes for Performing Dynamic
Adjustment 1o Client Logging and Reporling

FIG. & illustrates an example of a process tor dvnamically
adjusting a heartbeat. In some embodiments the process
shown in I'1(3. 6 is performed by a client such as client 172.
The process begins al 602 when content distribution perfor-
mance information associaled with the delivery ol conlent is
generated. As one example, at 602 client 172 captures
telemetry data and formats it into a heartbeat message.

AL 604, the content distribution perlormance information
is reported 1o a content distribulion monitor al a first
reporting level. As one example, at 604, client 172 sends
minimal status intormation 1o monitor 102 (e.g., indicating
the client version and client state, only).

AL 606, in response 0 a triggering event. the [irst report-
ing level is changed 0 a sccond reporting level. One
example of a trhiggering event is the client experiencing a
performance degradation. Another example of a triggering

evenl is the client encounlering an crror. Yol another 3

example ol a triggering event is the client receiving an
exlernal instruction, such as from monitor 102, 1o adjust the
reporting level.

Finally, at 608 additional content distribution perfor-

mance inlormation is reported according o the sccond 3

reporiing level. As one example. al 608. client 172 provides
detailed log information o monitor 102, In various embodi-
ments, if the client is vnable to connect with monitor 102,
the client stores the content distribution pertormance intor-
mation lor delivery 10 monitor 102 once the connection 1s
restored.

FIG. 7 illustrates an example of a process tor dvnamically
adjusting a heartbeat. In some embodiments the process
shown in FIG. 7 is performed by monitor 102, The process
hegins at 702 when content distribution performance infor-
mation associated with (he delivery ol content is received
from a client. As one example, at 702, monitor 102 receives
the heartbeat information sent by client 172 at 604,

AL 704, a determination is made thal the (irsl reporting

level should be changed 1o a second reporting level. As one s

example. monitor 102 determines thatl a client is experienc-
g a degradation of performance. As another example, at
704 monitor 102 randomly selects client 172 to provide
more information. As yol another example, al 704 monilor

102 determines that a problem has been resolved lor a client s

currently providing verbose log information.

Finally, at 706 monitor 102 instruets ¢lient 172 1o provide
additional content distribution performance information at a
socond reporting level. As one example. al 706. monitor 102
instructs client 172 lo provide its bitrale and ils available
memory o monitor 102, in addition to the information it
provided at 604 in the process shown in FIG. 6. As another
example. al 706 monilor 102 instructs a client thal was
previously providing verbose log information Lo stop doing

s0 (c.g., bocause the problem has been resolved).
Althovgh  the foregoing embodiments have been

described in some detail for purposes of clarity of under-
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standing, the invention is not limited to the details provided.
There are many aliernative ways ol implementing the inven-
tion. The disclosed embodiments are illustrative and nol
reslriclive.

What is ¢laimed is:

1. A syslem, comprising:

one or more processors conligured (o:

generate content distribution performance information
associated with a delivery of content;

report the content distribution performance information
o a remole content distribution memitor al a [irst
reporting level, wherein (he first reporting level is
associated with a minimal level of information;

based at least in patt on an external instruction provided
by the remole content distribution menitor, change
the first reporting level o a second reporling level;
and

report additional content distribution performance
information according, to the second reporting level,
wherein the sceond reporting level is associaled with
more detailed inlormation than the (irst reporling
level; and

wherein a plurality of clients are configured 1o provide
content distribution performance information at the
first reporting level, wherein a subset of the elients in
the plurality ol clients are selected, based at least in
part on an evalvation by the remote content disti-
bution monitor of at least a portion of the content
distribution performance information at the [first
reporting level provided by the plurality ol clients, 1o
provide additional information at the second report-
ing level, and wherein instructions are provided by
the remote content distribution monitor 1o the subset
ol clients selected based al least in parl on the
cvaluation ol the al least porlion ol the conlent
distribution performance information at the [first
reporting level provided by the plurality of clients;
and

a4 memory coupled (o the one or more processors and

conligured (o provide the one or more processors with
nstructions.

2. The svstem of claim 1 wherein the content distribution
performance intormation reported at the first reporting level
includes information oblained [rom a first and second mod-
ule included in the system. and wherein reporting informa-
tion at the second reporting level includes increasing the
verbosity of information reported reparding the second
module and not increasing the verbosity ol inlormaltion
reported regarding the first module.

3. The system ol claim 1 wherein the first reporting level
corresponds 10 a first predefined log level and wherein the
second reporting level corresponds 10 a second predefined
log level.

4. "The system of claim 1 wherein reporting the additional
content distribution performance information includes
reporting  information generated while the system was
reporting 1o the remote content distribution monitor at the
first reporting level.

5. The system of claim 1 wherein the external instruction
is provided by the remote content distribution monitor based
at least in part oo a performance metric exceeding a thresh-
old.

6. The system of claim 1 wherein the conlent comprises
4 video stream.

7. The system of claim 1 wherein the content comprises
an advertisement.
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8. The system of claim 1 wherein the system is a first
syslem and wherein the extemal instruction is provided by
the remote conlent distribution monitor based at least in part
om a second system lailing o connect.

9. The system of claim 1 wherein the additional content
distribution performance information comprises a summary
of a buffering state.

10, A method, comprising:

generaling content distribution performance information

associated with a delivery of content;

reporting the content distribution pertormance intorma-

tion 1o a remole content distribution menitor at a first
reporting level, wherein the lirst reporling level is
associaled with a minimal level ol inlormation:
based at least in part on an external instruction provided
by the remote content distribution monitor, changing
the first reporting level Lo a second reporting level: and
reporting  additional content distribution  performance
information according to the second reporting level,

wherein the second reporting level is associated with 2

more detailed information than the first reporting level;
and

wherein a plurality of clients are conligured to provide
content distribution performance information at the
first reporting level, wherein a subset of the clients in
the plurality ol clients are selected, based at least in part
on an evalualion by the remole conlent distribution
monitor of al least a portion ol the content distribution
performance information at the first reporting, level

provided by the plurality of clients, 1o provide addi- -

tional informaiion al the second reporting level. and
wherein instructions are provided by the remote content
distribution monitor o the subset of clients selected
based at least in part on the evaluation of the at least

portion of the content distribution pertformance infor- -+

mation al the first reporting level provided by the
plurality of clicnts.

1. A computer program produet embodied in a non-
Transitory computer readable storage medivm and compris-
g computer instructions tor:

generaling content distribution performance information

associaled with a delivery of conlent:

reporting the content distribution pertormance intorma-

tion 1o a remote content distribution monitor at a first
reporting level, wherein the lirst reporling level is
associaled with 1 minimal level ol inlormation:
hased al least in part on an external instruction provided
by the remote content distribution monitor, changing
the first reporting level to a second reporting level; and

reporting  additional content distribution  performance *

inlormation according Lo the second reporting level.
wherein the second reporting level is associated with
more detailed information than the first reporting level;
and

wherein a plurality of clients are conligured to provide ™

conlent distribution perlormance information at the
first reporting level, wherein a subset of the clients in
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the plurality of clients are selected, based at least in part
on an evaluation by the remote conlent distribulion
monilor of al least a portion of the content distribution
performance information at the first reporting level
provided by the plurality of clients, 1o provide addi-
tiomal inlormation at the second reporling level, and
wherein instructions are provided by the remole content
distribution monitor o the subsel ol clients sclected
based at least in part on the evaluation of the at least
portion of the content distribution performance infor-
mation al the [irst reporting level provided by the
plurality ol clienis.

12, A system, comprising:

a processor configured to:

recerve, from a plorality of remote clients, content
distribution  performance  information  associated
wilh a delivery of conlent 1o the remote clients,
wherein the content distribution pertormance infor-
mation i received in accordance with a first report-
ing level, and wherein the [irsl reporting level s
associaled with a minimal level of information:

seleel. based al least in part on an evaluation ol at least
a portion of the content distribution performance
information received in accordance with the first
reporting level. a subsel of the remote elients in the
plurality ol remole clients o provide additional
content distribution performance information in
accordance with a second reporting, level; and

transmit, to the selected subser of remote clients,
instructions 1o report the additional content distribu-
tion perlormance information in accordance with the
second reporting level, wherein a remote client in the
selected subset of remote clients is configured, based
al least in parl om a transmilted instruction, o change
the first reporting level o the sceond reporting level;
and

a memory coupled 1o the processor and configured 1o

provide the processor with instructions.

13. The system of claim 1 wherein the subsel ol remote
clients in the plurality of remole clients is selected based on
ole or more criteria including geography, associated Internet
Service Provider (ISI?), and associated Content Delivery
Network (CDN).

14. The system of claim 1 wherein the subsel ol remote
clients in (he plurality of clients is selected based at least in
part on a threshold number of concurrent clients allowed 10
send information at the second reporting level.

15. The svstem of c¢laim 12 wherein the subset of remote
clients in the plurality of remole clients is selected based on
one or more criteria including geography, associated Intemet
Service Provider (ISI?), and associated Content Delivery
Network (CDN).

16. "The system of claim 12 wherein the subsel ol remote
clients in the plurality ol remole clients 1s selected based at
least in part on a threshold number of concurrent clients
allowed 10 send information a1 the second reporting level.
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