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Designate a first source peer to function as 502
a first content source for a first destination |~
peer

l

Designate a second source peer to 504
function as a second content source fora b~
second destination peer

FIG. 5
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Send a first assignment of one or more | ~ 602
source peers to a destination peer

l

Detect network condition change and/or | ~ 604
policy change

l

Determine that modification should be | -~ 606
made to first assignment

l

Send a second assignment of one or more 608
source peers in the distribution manager to g
the destination peer

FIG. 6
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DATA CLIENT

CROSS REFERENCE: 10O (TR
APPLICATIONS

This application is a continmation of TS, patent applica-
tion Ser. No. 14/020434 (now U8, Pat. No. 9,124,601,
entitled DATA CLIINT and filed Sep. 6. 2013, which is a
continualion ol TLE. patent application Ser. No. 12/730.032
(now 1.8, Pat. No. 8,566,436), entitled DATA CLIENT and
filed Mar. 23, 2010, which is a contimuation in part of ULS.
patent application Ser. No. 11/897.953 (now .S, Pat. No.
8.458,333), enlitled CENTRALLY COORDINATID PEER
ASBIGNMENT and filed Aug. 300 2007, which claims
priority to ULS. Provisional Patent Application No. 60/839,
428 entitled CONTENT DISTRIBUTION filed Nov. 15,
2006, US. application Ser. No. 12/730,032 also claims
priority 1o U8, Provisional Palent Application No. 61/210.
928 entitled SEAMIESS SWITCTING FOR STRIAMING
CONTENT and filed Mar. 23, 2009, All of the atoremen-
tioned applications are incorporated herein by reference for
all purposes.

BACKGROUND OF THE INVENTION

In varlous compuling environmenls, such as enlerprise
environments or small and medium business environments.
users ol client computers are restricled in some of the actions
that they can take with respect 1o the client computers. As

one example, users may be prohibited trom installing soft- -

ware applications lor seeurily or other policy reasons. Indi-
viduals may similarly be prevented [rom installing sollware
applications om their personal computers by anlivirus sofl-
ware, or parental restrictions, or other rules. Untortunately,

such restrictions on the installation of sottware can signifi- -+

cantly hamper the ability of third parties o provide services
L0 UsCrs.

BRIEF DESCRIPTION OF THE DRAWINGS

Various embodiments of the invention are disclosed in the
lollowing detailed descriptiom and the accompanying draw-
ings.

FIG. 1 is an illustration of an embodiment of a system tor
distributing inlormation over a network.

I'ICr. 2 s an illustration of an cmbodiment ol a system lor
distributing information over a network.

FIG. 3 illustrates an example of a network through which
content is distributed.

I'IG 4 illustrates an example ol a nelwork (hrough which 5

content s distributed.

FIG. 5§ illustrates and example of a process for coordi-
hating the assignment of peers.

I'IGr. 6 illustrates an example ol a process [or coordinating
the assignment ol peers.

DETAILED DESCRIPTION

The invention can be implemented in numerous ways.
including as a process, an apparalus. 4 syslem, a composition
of matter, a computer readable medivm such as a computer
readable storage medivm or a computer networle wherein
program Inslructions are senl over oplical or communication
links. In this specilication, these implementations, or any
other form that the invention may lake. may be relerred o
as techniques. A component such as a processor or a memory
described as being configured 1o perform a task includes

[

1

2

both a general component that is temporarily configured 10
perform the task at a given Lime or a specilic component thal
is manulactured (o perform the task. In general. the order ol
the sleps of disclosed processes may be aliered within the
scope of the invention.

A detailed description of one or more embodiments of the
invention is provided below along with accompanying [ig-
ures that illustrale the principles of the invention. "The
invention is described in connection with such embodi-
ments, but the invention is not limited to any embodiment.
The scope of the invention is limited only by the claims and
the invention encompasses numerous allernatives, modili-
calions and equivalents. Numerous specilic details are sel
forth in the following description in order to provide a

3 thorough vnderstanding of the invention. These details are

provided [or the purpose ol example and the invention may
be practiced according (o the claims withoul some or all of
these speeilic details. or the purpose ol clarity, technical
material that is known in the technical fields related to the

20 invention has not been described in detail so that the
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invention is not unnecessarily obscured.

1G5, 1 15 an illustration o an embodiment of a system [or
distributing information over a networl In the example
shown, clients 170-184 are vsed 1o access content, such as

3 audiovisual content (e.g., movies, songs, television shows,

sporling events. games. cle that is owned by conlent
owners. Clients can include personal computers (e.g.. 1703,
laptops (182), and cellular phones/personal digital assistants
(178), as well as other types of information appliances (not
shown) such as set-lop boxes, game consoles, broadband
roulers. [ile servers. video servers, and digital video record-
crs. as applicable. As used herein. nodes can include clients
and servers, all of which can be peers—such as parents
{serving as source nodes to a destination node), and children
{destination nodes thal receive inlormation [rom source
nodes) ol one another.

The clients shown are used by subscribers (o various
Internet service providers (ISDPs). For example, clients 170,
172, and 174 are subscribed 10 SPP1 (122), while clients 176,
178. and 180 are subscribed to P2 (124}, and clients 182
and 184 arc subscribed o SP3 (126).

One tvpical goal of content owners is for their content 1o
reach their customers (who likely subscribe 1o different
networks) in an efficient, economic manner. In the example
shown. a movie siudio has contracted with content distribu-
lor 142 (o provide downloadable copies of its [ilms. Simi-
larly, a soccer league has contracted with content distributor
144 o provide season pass holders with access 1o live
streams of matches. In some cases. the content distributor is
ownedioperated by the conlent owner.

Conlent distributor 142 has a data center thal is provided
with nerwork access by backbone ISI* 132, Though repre-
sented here by a single node (also referred to herein as a
“CION node™). conlent distributor 142 may (ypically have
mulliple data centers (nol shown) and may make use of
multiple backbone or other IS's. Content distributor 144 has
a data center that is provided with network access by
backbone ISD 134.

Control center 102 gathers status inlormation [rom nodes
and dynamically constructs and adjusts distribution topolo-
aies (made up of “assighiments™) among nodes. As described
in more detail below, in some embodiments nodes provide
lightweight heartbeats o control center 102 with inflorma-
lion aboul their resource availability. their perlormance
experience when downloading [rom or streaming (o other
clients, etc. The distribution topology constructed by control
center 102 also takes into consideration the network traffic
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wnplications of the peers it associates. It can provide quality
ol service, cause resources 1o be used elliciently, converge
quickly in the presence of network changes. and satisly
nelwork-wide constraints and other policies. The control
center sends commands back 1o the nodes instructing them
where to obtain content, and in some embodiments also
indicates which prolocols they should use.

Suppose a user of client 170 desires o walch a soccer
match live (as the game occurs) and to simultaneously
download & movie for watching after the match ends.
Control center 102 might optimize delivery of the live event
over the delivery ol the movie  selecting peers accordingly.

In various embodiments, nodes run soliware thal monitors
resource availability and network congestion and imple-
ments data replication and forwarding. Additional visibility
inte network conditions may also be oblained [rom sources
such as network monitoring oels. The control cenler may
consider a variely and/or combination of [aclors such as
network conditions and resource availability, which files are
being distributed, the number of clients, the nature of the
content (e.g., live event vs. [ile: [ree conlent vs. premium or
ad supported content), and the nature ol the client {c.g.
whether the uwser has paid for premium service). As
described in more detail below, the control center can also
coordinate multiple file transters to different nodes (e.g.,
where a user ol client 176 wanis 1o download the movie. a
user of client 178 wants the sporting leed, and a user of
client 180 wants both).

In the example shown, a single control center 102 is nsed.

Portions of control center 102 may be provided by andior 3

replicated across various other modules or inlrastructure
depending, for example, on [aclors such as scalability and
availability (reducing the likelihood of having a single point
of failure), and the techniques described herein may be

adapled accordingly. In some embodiments control cenler 3

102 is implemented across a sel ol machines distributed
among several data cenlers. As described in more detail
below, in some embodiments control center 102 uses a
Resilience Service Laver (RSL) which ensures that the
contral center service is not disrupted whendil a subsel of
control machines [ail or a subscet ol data centers hosting the
control center are disconnected from the Internet.

FIG. 2 is an illustration of an embodiment of a system tor
distributing information over a network., In the example
shown, control center 102 includes & plurality of delivery
coordinator managers (12CMs) 204-210, a conlent dircelory
212, aclient manager 216, a service manager 214, a dynamic
network condition monitor 218, a policy database 220, and
4 history database 222, Other mechanisms may also be used

10 store the informaltion in addition to or insicad ol databases =

2200 and 222, such as an indexed (ile system (c.g., Birieve).
Whenever control center 102 performs a task (such as
commuunicating with a client or recording intformation in a
database). cither a single component or a subscl ol compo-

nents or all components of control center 102 may cooperale s

10 perform the task. For example, client manager 216 is a
component configured in FIG. 2 to communicate with cli-
ents such as client 170 in order 1o inplement control center
102 communicaling with client 170, Similarly. in some
embodiments portions of control center 102 are provided by
one or more third parties.

Client manager 216 receives heartbeats thom nodes that
include state information and in turn distribules information
1 olher components. lior example. in some embodiments
heartbeal messages sent by a particular node include the
sequence numbers of the last packets received by the node
from each of its parents, as well as the sequence numbers of

[

1

1

40

45

.t

Gl

G5

4

the last packets sent by the node to each of 1ts children.
Among other things, this information allows the conlrol
cenler o delermine which links are congested by comparing
the sequence numbers of the packels senbfreceived by every
node at the end of every heartheat wnterval, and is provided
as a feed in some embodiments into dvhamic network
condition monitor 218, In some embodiments, dynamic
network conditiom monilor stores network conditions as a
araph, with servers as nodes and attributes such as network
load stored as weights/edges.

History database 222 tracks the performance of particular
nodes in the past. Inlormation such as loss rale hislograms
ol gelting inlormation rom other nodes 1s stored in the
database and is vsed by control center 102 when assigning
and reassigning peers, as described in more detail below.,
[Tistory databasc 222 may also include information such as
a list ol the last 10 downloads performed by the client. and
the database may alse be queried using lechniques such as
pattern matching to evalvate/approximate the historic expe-

20 rence of clients similar to a particular client.

When a client requests content (such as might be triggered
by a user clicking on a “walich today’s soccer match live™
link in a browser), the client contacts control center 102 1o
determine if' a DCM is managing that content in & region,
consulting content directory 212, A region includes a set of
nodes that are grouped by a variety of crileria including but
not limiled (o network lopology. geographic proximily,
administrative domain (e.g., autonomous systelmn, enter-
prise), and network technology (e.g., DSL, cable modems,
fiber optic). IT no DCM s currenily responsible Tor the
conlenl. service manager 214 conligures a DCM as appro-
priate. Onee a 1CM for the content and region that the client
is in exists, the client is provided with instructions for
downloading the content, e.g., from specific peers, as
described in more detail below.

A client can download more than one content {also
relerred (o herein ag a “channel™) at the same lime. [Ta client
interacts with mwliple DCMs, these DCMs coordinate
among themselves the vse of the client resources, eg.,
uplink and downlink bandwidth, and storage. l'or example,
as shown in PIG. 2. node 298 is in communicalion with both
DCM 208 and DCM 210, DCM 208 and DCM 210 coor-
dinate with one another in managing node 298°s resources.

One goal of grouping nodes into regions is to optimize
trallic within a region  such as by being in close proximity
{and likely sharing a fast link), and‘or by having similar
characteristics (e.g. a group of DSL subscribers vs. a group
of cable modem subscribers). In some embodiments control
cenler 102 implements a multi-seale decomposition (MS1))
algorithm which partitions the computation ol a large dis-
tribution lopology into multiple compulation tasks that man-
age a smaller number of peers (e.g., thousands to tens of
thousands). In the example shown, MSD is vsed to organize
all the nodes that subscribe 1o a channel {data stream) inlo
a three-level hicrarchy.

In the example shown, nodes included in the top level of
a three-level hierarchy of nodes (230), include a few high
capacity and stable nodes trom each region which has peers
subseribing 10 the channel. In this example, high capacity
nodes include nodes whose outpul capacitly is larger than the
rate of the data being distributed. In some embodiments, it
a region has no high capacity nodes, nodes may be provided
{c.g.. by the entity that owns control center 102) on behall
ol that region located in a data center close (o thal region.
Such anode is relerred 1o herein as a waypoint server. In the
example shown in FIG. 1, waypoint server 146 has been
provided by the owner of control center 102, The waypoint
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server can also be provided by a third-party. Nodes may also
be provided by nstrucling high quality clients 1o oblain
content that they would not otherwise request.

‘The second level (2600 includes clusters connected o the
1op level. A cluster includes the high capacity nodes helong-
g to a single region. While the goal of the second level as
with the first level is robustness, the degree of redundancy
used al the seeond level {c.g., o ensure data delivery) is
typically Tower than al the top level.

The bottom level (290) includes mainly low-capacily
nodes (in this example, nodes whose output capacities are
lower than the data rate). Each cluster of nodes in level 290
shares at least a few high capacity nodes with the second
level. ensuring that cach cluster has several high-quality data
stream Jeeds.

Nodes oceupying one level ol the hicrarchy may com-
municate vsing distribution algorithims ditferent from nodes
occupving another level of the hierarchy. For example,
nodes in the top two levels (230 and 260) vse distribution
protocols that are oplimized primarily lor resilience. while
the bollom level (2907 uses distribution protlocols that opli-
mive lor elliciency. Robustness and ellicient bandwidth
utilization can be optimized for as applicable.

Difterent groups of nodes may also communicate between
levels (and al the lower levels amongst themselves) using
protocols optimived for laclors such as network conditions.
resource usage, cle. or example, one (op level node may
commuunicate with a group of bottom level nodes using a
protocol optimized for delivering information to ¢lients that
make use of dialup connections (where the bottom level
nodes conmeet o the Internet using modems). while a group
of boltom level nodes may communicale amongst them-
sclves using a prolocol oplimized [or communication among
cable modem subscribers of a particular telecommunication
company (where the bottom level nodes are all subscribers
of that particular cable modem service).

In the example shown. all nodes in the lop level (2307 are
managed by a single 1DCM such as DCM 210 (and as
represented in PIG. 2 by dashed lines). One role ol the 13DCM
is T0 maintain an accorate distribution topology of the nodes
at this level. The DCM computes the distribution topology
based on the client available resources, the connectivity to
the Internet {e.g.. whal kind of NAY/lirewall the client 1s
hehind), congestion in the network, and various network-
wide policies. In variouns embodiments, DCM 210 is logi-
cally a single DCM but is implemented across a plurality of
physical 13CMs.

In the example shown, cach clusier ol nodes in the third s

level (2907 1s managed by a DCM. such as 1CM 206 (and
as represented in FIG. 2 Dby dotted dashed lines) As
described in more detail below, the clusters change dvnami-
cally as nodes join and leave the distribution graph. Small

clusters are dynamically merged. and large clusters are split. s

Since this level inclodes the vast majority of nodes in the
data group, the distribution algorithm can be optimized for
efficient resource utilization. Each cluster of nodes in the
socond level (260) is managed by a DCM. such as 1DCM 204
{and as represented in UG 2 by dotled Tines).

Policies

Ag described in more detail below, policies, such as are
maintained in policy database 220 are considered when
control cenler 102 construets assignments ol nodes as par-
ents/children with respect 1o conlent. Lxamples ol policy
tvpes include network policies, provider policies, and client
policies.

[
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A network policy specifies rules such as throvghput limits
on specilie links, aggregale trallic in a given lime {c.g.. a
month). and prelerences [or using peering links vs. inlernal
links.

A provider policy (also referred to herein as a “content
policy™) specifies rules such as that when congestion is
cncounlered, season pass holders should be given belter
quality (prelerential) leeds (han [ree viewers. thal audio
content delivery should be prioritized over video content

3 delivery, that the delivery of advertising-supported content

should be given higher priority than free content, ete. Access
controls, such as that clients located in particular jurisdic-
lions may nol access parlicular contenl may also he
enforced.

A client policy is set by the client, or by an administrator
ol the client (such as a company’s 'l department) that lets
the client {or someone with authority over the client) specily
limitations such as thal the client should not act as a peer
during certain hours, that a cellular phone may be a peer of

20 a person’s desktop computer but nothing else, and that

cnlerlainment content (e.g., sporls and movies) are nol
permilled o be accessed. but other feeds {e.g.. news. and
streamed lectures) may be.

In some embodiments, clients may specify and/or belong
to affinity groups. An aflinity group is a group of peers which
preferentially  share inlormation with one another. lor
cxample, when [irst confliguring a clienl for use with the
svstem shown in FIG. 1, a vser may be presented with a
menu that allows the wvser 1o designate “fiiends™ or other
members of an allinity group. In some embodiments exisling
relationships are leveraged, such as lists of [riends [rom
social networking siles, Inslant messaging friends. or email
addressbooks. In other cases, vsers are prompted 1o enter
vsernames or other identifying information of friends (e.g.,
IP addresses or ranges of addresses) who have established
accounls with control center 102 or other entitics such as
conlent distributor 142, Allinily groups may also be cslab-
lished based on knowledge of a password, or other authen-
ticating information. Members of an atlinity may establish
policies favoring the use of their uplink capacity (o distribute
conlent w0 other members of the group. They may alse
specify policies such as allowing other members of the
affinity group 1o make use of their uplink capacity at all
times while restricting stranger’s vse of' their uplink capacity
cntirely. or during speeified times or circumstances.

Asg described in more detail below. when a distribution
structure s generated, certain constraints inside the network
may be explicitly considered. In some cases, some policies
{such as trallic localization or path sclection Lo a corpora-
lion) can be implemented al the corporale network.

Policies can be conligured (o apply 1o a variely ol objecls.
For example, users, servers, clients, internet routable
resources, video objects, and customers can all be involved
in a policy. Lach object may also have a varicly ol aliributes
that can be used in forming a policy. For example, a policy
may be written that only applies to users behind a NAT,
clients comnected 1o ISPs wia DSL, emplovees of XYZ
Corporation, and vsers that log into a particular website a
certain number of times per month. Policies can also apply
Lo arbitrary groupsfassocialions ol entitics, such as applying
to a whitelist or blacklist of II' addresses or I address
ranges.

Iixamples of policics include:

Specilying that it is prelerable lor traflic o make use of

peering Iinks whenever possible.

Specifving that the amount of traffic used by a content

provider’s servers should be minimized and that nsage
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of clients” uplink capacity should be maximized. (E.g.
lo minimire the content provider’s hosting costs.)

Specilying that nodes should use the uplink capacity of a
conlent provider's servers over the uplink ol peers, c.g..
for quality reasons.

Specitving that SI'2 does not want the bandwidth over a
specilic Iink used by a sporting event o exceed 20
Mbps.

Specitving that SI'3 does not want aggregate video tratlic
{including both live events like the sporting event and
files such as the movie) to exceed a certain amount,

Specilying that due o a boltlencek within P1%s network.
limits om video traflic along an internal link should be
imposed.

Specitving that particular content (e.g., a specific movie)
should not be distribuled 1o clients located in Germarny.

Specilying that a live sporling event should be streamed
immediately 1o paying customers, bul that non-paying
customers should receive a time-delaved version of the
content.

Specilying that when multiple client machines deter-
mined o be behind a common corporate [irewall or
NAT are tuning to the same broadeast channel, only one
stream of video is transmitted into the firewall before
the video is further disseminated to other machines
within the corporate network.

Specilying that il a corporation’s network is mulli-homed
{connected by two different ISDPs ), when a large number
of clients from the corporation tune 1o an important

broadcast, it is desirable that there will be minimal 3

service disruption even under heavy client churmning.
{lior example, by Improving the resiliency ol the broad-
cast by specifving that two complete video streams be
transmitted 1o the corporate network, each via a differ-
cnt 18P}

Specilying that a video should be transmitled via SP1
during normal network operation and only be transmil-
ted via SP2 if the link 1o SI’1 is congested.

Specitving that aggregate outgoing andio tratlic from S5P1
lo 8P2 should be less than 1 Gbps.

Specilying (hat aggregate trallic rom 8P lo P2 should
not exceed a certain limit.

Specitving that so long as the month-to-date aggregate of
traffic across a link does not exceed a certain threshold,
clients  requesting  content  should  preferably  be
assigned a data cenler as a source ol the conlent; 11 the
threshold is exceeded, the source should preterentially
become other clients.

In some cases, modiliers such as peak and long term

average are used in constructing  policies.  Additional s

examples of policics include providing dillerentiated ser-
vices for premium customers, defaulting to different down-
load/upload speeds during busy/idle cyeles, providing dit-

lerentiated upload speeds for dillerent peers. and giving

priority o premium users (such as those that buy more s

movies, tollow link ads more often, ete.) over standard
users.

In some embodiments, policies are implemented by a
process, called the policy manager. provided by control
center 102, The policy manager is responsible for maintain-
ing the relevant information 1o entorce the policy, such as by
keeping policy database 220 current, and providing dvnamic
nelwork condition menitor 218 with information.

In the example shown in VI 2. cach DOM has access o
all of the policies slored in policy database 2200 In some
cases, the DCMs all communicate with a single policy
database 220. In other cases, policy database 220 and/or
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portions of policy database 220 are replicated or mirrored
across multiple platlorms. “The set of policies typically
changes relatively slowly over Ume. and in some embaodi-
ments 4 simple gossiping protocol is used o maintain the
consistency of the set policies at all servers.

Dyvnamic network condition monitor 218 can be config-
ured (o receive inlormalion [rom a varicly ol sources. lor
cxample, lools such as 13GP peering and traceroule can be
vsed to provide/coordinate information. In some cases, ISP's

p provide insight imo their networks (e.g., to help prevent

internal bottlenecks). Client software and/or software run-
ning on nelwork devices such as switches can also be used
o augment the inlormation. For example, a client behind a
NAT or firewall may be able 1o provide additional insight not
visible with a tool such as traceroute.

In some cases. portions ol dynamic nelwork condilion
monitor 218 {c.g., database storage and retricval) are pro-
vided by and/or replicaled across various other modules or
infrastructure depending, for example, on factors such as
scalability and availability (reducing the likelihood of hav-
ing a single point of [ilure), and the eehnigues deseribed
herein may be adapled accordingly.

When network traflic travels from a source to a destina-
tion, it typically passes through several different logical and
plvsical network components. In the Internet, an autono-
mous system (AS) is a collection ol [P networks and roulers
under the control ol one administralive entity {or sometimes
more) that presents a common routing policy to the Internet.
At a high level, the traftic passes from one AS to another.
lig.. amovie [ile (and/or portions thereol) letehed by client
170 [rom content distributor 142 might traverse [rom the
Backbone 18P through SP1 {cach identified by an AS
nuber) 1o reach client 170, That same traffic is logically
routed through a plurality of laver 3 routing devices, and
linked at the data layer through a plurality of switches (layer
Vlayer 23, Ixamples of network components include cach
entity {e.g., the A8 the layer 3 rouler. and the layer Vlayer
2 switch) through which the data passes {or by which the
data is routed). Other examples of network components
include Tinks. inter-AS links. geography (such as country,
stale, and city), and hosts (scrvers andior clients).

In some embodiments off-net traffic for an access 15D is
included in the information collected by dynamic network
condition monitor 218, Access 1SPs connect directly 1o
subseribers. The off-net trallic traverses the links thal con-
neel the access 18P o other [SPs. One way ol collecling
information about off-net traffic is through the use of sofi-
ware mnning on the sending and/or receiving nodes. For
cxample, based on the source and destination 1P addresses of
# packel, the source and destination 18Ps can be inferred. IT
the source and destination [8Ps are (he same, the packel
stavs at the same ISP Otherwise, the packet traverses
between two different ISDs.

Additional information, such as the owner of the conlenlt
being (ranslerred. the number of byles translerred. the ime
of the start of the transter, the time of the end of the transfer,
the maximum data transmission rate of the event, the aver-
age rate of the transimission, and the title of the content, can
be collected by client manager 216 and associated with
inlormation collected by dynamic network condition moni-
tor 218, The level of detail of information can vary. For
example, in some cases the information may include noting
thal an event has occurred but liitle elsc. In other cases, such
as when the content distributor has or provides access 1o a
backend database o meta-information associaled with the
content, more detailed information (e.g., artist name) may be
included.
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FIG. 3 illustrates an example of a network through which
content is distributed. In the example shown, a subscriber
(via client 170) desires o download the movie, Robin |Hood.
The client contacts (350) (he movic studio®s web page (302)
and initiates a file transter vsing an agent resident on client
170 which is in communication with control center 102
(352). As deseribed in more detail below. control center 102
[acilitates the dirceting of clients 1o one or more appropriate
sources of content or portions of the content. For example,
client 170 may be directed to fetch the entire movie from
content distributor 142 (354).

While clicnt 170 is downloading the [ilm [rom content
distributor 142 (354). clients 180 and 182 similarly visit
page 302 1o request the content. In this example, they are
directed by control center 102 to fetch portions of the
content from client 170, rather than downloading the entire
content from content distributor 142. Client 102 accordingly
sends portions ol the content to client 180 (356 and client
182 (358).

FIG. 4 illustrates an example of a network through which
content 15 distribuled. "The example shown represenls a
scenario in which content distributor 142 is sceding multiple
pleces of content 1o clients and where content distrilutor 402
is also seeding content 1o clients. Control center 102, vsing
the techniques described herein, assigns nodes parents and
children. creating a distribution topology that elliciently
distributes multiple files to multiple clicnts. In the example
shown, client 170 is downloading the movie Robin Hood
from content distributor 142 and is wploading portions of

that movic o client 178. Clients 180 and 184 arc boih 3

downloading copics of [ Tamlet [rom content distributor 142,
Client 180 is uploading portions ol [amlet o client 178.
Meanwhile, content distributor 402 is seeding a song to
client 178, which is in Turn seeding the song 1o client 184,

It is likely that the song (“Pop lunc™ being transmitled 3

requires signilicantly less bandwidth than cither ol the
movic [iles.

Peer Assignment

FIG. 5§ illustrates and example of a process for coordi-
naling the assignment of peers. In some embodiments the
process shown in IG5 is implemenied by control cenler
102.

Suppose a client, such as client 180 (as shown in FIG. 3),
has indicated that it would like 10 access content, such by
scleeting a “download Robin Iood” link [rom a wcb inler-
[ace. In some embodiments an agent installed on client 180
communicates with control center 102 to receive instruc-
tions o how to retrieve the movie, whether as a file, or as
4 slreaming cvenl.

Ay deseribed in more detail below. control center 102 5

considers a variety of laclors. such as the network wrallic
wplications of the peers it associates, resource availability,
which files are being distributed, the number of clients
currently uploading or downloading conlent. the nature of

the client. historical inlormation [rom history database 222, s

ete. Control center 102 can coordinate multiple file transters
1o different nodes (e.g., where one vser wants the movie and
another vser wants the sporting teed). In various embodi-
ments. assignment ol poers may oceur sequentially (e.g., all
applicable peers are assigned Lo client A and then o client 13)
or may be interleaved (e.g., client A is assigned a peer, client
B is assigned a peer in light of client A, and client A is
assigned an additional {or new) peer).

I'ven in the case ol single file coordination. the technigues
deseribed herein can improve elliciency and provide a betler
cumuvlative effect (e.g., across multiple clients and on the
networl). For example, suppose that 1000 subscribers in

[

1
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SP2 all want to watch a copy of the same content. Control
cenler 102 can organive a distribution lopology such hat a
hand[ul o copics enler (are downloaded by) SP2 subscribers
from 8P1 or 8P3, a handlul ol copies leave (are uploaded by
SP2 subscribers to SP1 or SP3, and the majority of the
content distribution is performed intra-SP2.

The process begins al 502 when a [irst source peer is
designaied 10 lunction as a [irst content source [or a [irst
destination peer. For example, at 502, client 170 might be
designated to serve as a source of Robin Hood tor client 180,
One way of determining which node(s) should be designated
as content sources [or which destination peers is as [ollows:

I'irst. control center 102 evaluates (he exisiing distribution
topology (e.g., the comprehensive list of which nodes are
uploading/downloading which files) and creates a list of
leasible parents. A Teasible parent is a parent that can serve
al least a portion ol the content. withoul considering any
additional constraints. lor example, a leasible parent is one
that ig in possession of at least a portion of the desired

2 content.
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Next. the list ol leasible parents is evaluated against
policies {(e.g., in policy database 2223, Nodes which would
violate policies if assigned as parents are removed from the
list. For example, an otherwise desirable parent (e.g. one on
a fast link with a complete copy of the content) may be
removed il its link is already congested. Tt is served by 8P1
instcad of 8P2, il il has a client policy that dictates nol
sharing with the prospective child/destination, etc. Affiniry
aroup membership is also considered. Information such as is
found in history database 222 may also be evaluated when
removing [casible parents. or leasible parents may be ranked
bascd on inlormation in history database 222,

After the feasible parent list has been pruned, the remain-
ing prospective parents can be optinized as appropriate,
such as by associaling (he clienls thal are ncaresl one
anotlher. In some cases. parents may be assigned rom the
remaining prospeclive parents al random.

In some cases, it may not be possible to assign any parents
without violating a policy. For example, if'a destination node
it located in a country inlo which the desired conlent is nol
permitled o be (ranslerred. all prospective parents will be
removed from the list of feasible parents. Similarly, it an
age-based constraint is applied 1o the content, the destination
node may likewise be vnable to be assigned parents. An
appropriale error describing the reason that the conlent
camnol be provided may be given, as applicable.

In some cases, policies are ranked or otherwise tagged
with conditions that specity how strictly they are 1o be
applied. Policies may also be ranked  providing an indica-
tlion of which order policies should be applied in, in case the
policics conllict. lior cxample, a conlent provider may
specify that paving customers receive priority over non-
paving customers (among other constraints, such as band-
widlh limits). [owever. il such a node is unable 1o receive
the content at all {its 1ist ol leasible parents is reduced to O
by the application of policies), the content provider may
specity that the bandwidth limit constraint be ignored with
respect 1o the client, so that the client is able 1o receive the
conlent. albeil at signilicantly reduced quality.

AL 504, a second source peer 1s designaled o Tunction as
a second content source for a second destination peer. The
process described in conjunction with portion 502 of the
ligure shown in IG5 is. in some embodiments repeated al
S, Alist ol [easible parents o serve as content sources lor
the seeond destination peer is construcled and evaluated lor
policy violations and an optimal (or random) parent is
selected from the pruned list of teasible parents.
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The example shown in FIG. § is a process for selecting
parents and assigning them o requesting children. The
lechniques described herein can alse be adapted o select
children and assign (and reassign) them o requesting par-
ents, as applicable.

In some embodiments, the processing performed at 504 is
dependent on the processing perlformed at 502, or example.
il & client has a maximum uplink capacity ol 300 kbps. il 150
kbps is allocated at 302, only the remaining 150 kbps will be
considered available when evalvating the client’s potential
as a feasible parent tor another node at S04, Similarly,
suppose al 302 client A is instrucled o Tetech Robin [ood
[rom a set ol parents. I client 13 is on the same enlerprise
network as client A, and also wishes to fetch Robin Hood,
at 504 client B may be instructed 1o fetch Robin Hood from
client A, rather than the set of parents it would otherwise
have been assigned il client A hadn’t already requested
Robin Ilvod. In some embodiments the processing per-
formed at 502 and 504 is performed sequentially. In other
embodiments, the processing performed at 502 and 504
vccurs simullancously or substantially simullancously. For
example. in addition Lo (he determination made al 504 being
based al Teast in part on the determination made at 502, the
determination at 502 can likewise be based at least in part on
the determination made at 504,

Asg another example. suppose 13CM 206 wishes (0 connect
two nodes (nodes nl and n2) in its cluster."The 1M can use
the BGP feeds 1o determine whether the path from nl to n2
passes through the peering link S1—+52. It so, the DCM

sends a reservation request 1o a policy manager. The reser- 3

valion request includes the estimated bandwidth between nl
and n2. Upon receiving the request. the policy manager
determines whether the requested bandwidth can be allo-
cated. If so, the policy manager grants the request and nodes

0l and n2 are provided with instruetions to connect. A soft ¥

slale can be used o maintain the available bandwidth at the
policy manager. Once a DCM receives a granted request. the
DCM is configured 10 continvally retresh it. If the connec-
tion between nl and n? is tiered down, the DCM stops
sending refresh messages o the policy manager. which in
lurn causes the reservation o limeoul.

In some embodiments measurement admission control is
used to improve statistical multiplexing among the DCMs
sharing a peering link. In this case, a DCM includes in the
refresh messages 1t sends (o the policy manager the actual
handwidth used by its connections rather than the bandwidlh
it has reserved.

The bandwidth managed by the policy manager can be
partitioned across multiple DCMs 1o avoid a DCM from

contacting the policy manager every Ume il creales 4 new 3

connection. In this case. the bandwidth reservation request
ot a DCM is processed locally; if there is enough available
bandwidth allocated to that DCM, the request is granted
immediately without contacting the policy manager. The

bandwidth partition is periodically updated based on the =

actual bandwidih used by cvery 1DCM. I this period is much
higher than the number of reservation requests, the control
overhead of the bandwidth allocation can be significantly
reduced.

Example
Assignment Based on Peer Type
In some embodimenis, the clients included in the envi-

ronment shown in FIG. 1 are classified into two Types—
“regular” clients and “lightweight™ clients. A regular client
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is a client that is able to both initiate connections and 1o
accepl iIncoming conneclion requests. A regular client is also
able o serve comlent o other nodes. A lightweight client is
a client that has reduced Tunctionality compared o the
“regular” client.

As one example, a liphtweight client could be able 10
initiale conneetions bul nol be able 1o accepl incoming
commeelion requests. One reason that a client might be
vnable to accept incoming connection requests is that fire-

3 wall prevents it from doing so. Another reason is that the

client could be participating in the environment shown in
I'IC3. 1 through a “no-install” dynamically loaded player that
i execuled in a browser application (c.g., via AclionScripl,
_#, or JavaScript). The term “no-install” in this instance
means that a vser of the client was not prompted 1o approve
an install of a soliware application {or saving ol a plugin or
applet) n order (o participale in the reeeiving of conlent
from other nodes in the environment shown in VIGL 1 Dor
security reasons, ho-install implementations may prevent the

20 client from accepting incoming connections.

Anolher reason that a clienl may be designated as “light-
welght™ is because it is limited in the sources 1L can receive
content trom, irrespective of who initiates the connection.
For example, for security reasons, a client may be limited 1o
receiving, content from a node that is enumerated on an
access list. Nodes such as CDNs could be included in the
access list, while personal compuler peers would likely not
be included in the access list.

Yet another reason that a client may be desighated as
“lightweight™ is il il 1s unable 10 [orward the content that it
receives o downstream clionts. As one example. a no-install
client may not have aceess (o0 content that is cached on disk,
but instead only the content that is cached in memaory. The
networking tonctionality of the language in which the no-
install client is implemented may require conlent o be
trunsmilted 10 be accessible via disk.

Control center 102 can determine the type of client based
ol implementation information (e.g., that a particular client
is using a particular Flash implementation vs. a Java imple-
mentation). Control center 102 can also be conligured to test
the Tunctiomality of clients and classily their types based on
the results of the testing in addition to or instead of relving
ol reported version/implementation intormation.

In varions embodiments, control center 102 is configured
lo consider the type of client (regular v, lighlwelght) when
assigning poers. lor example, al 502 in the process shown in
FIG. 5, control center 102 can be configured to: (a) assigh a
regular client as a content source for a lightweight client; (b)
assign a regular clicnl as a content source [or a regular elicnt;
andior (¢) assign a CHON as a conlent source [or a lightweight
client. Conirol center 102 is confligured 1o not assign wo
lightweight clients to one another.

When control center 102 makes an assignment, in various
cmbodiments. the nodes assigned o one another mutually
initiale connection atlempls. lior example. suppose conlrol
center 102 assigns client 170 as a source of content for client
182. Clients 170 and 182 can both be configured to attempt
colnection attempts to one another, thus increasing the
chances (hat a single successlul connection will be made
between the two nodes. IT a client is determined to be a
lightweight client, in some embodiments, the node(s) with
which is paired by control center 102 are configured to not
allempl (o make conneclion altempts with the client. Instead,
only the lightweight client is confligured Lo initiale a con-
neclion. In various cmbodiments. control center 102 i
confipured to track whether two clients assigned to one
another by control center 102 are uvnable to establish a
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connection {i.e., neither is able to connect 1o the other).
Unsuceess[ul pairings can be blacklisted from being tried in
the [uture as applicable.

Ag another example ol how the client type (regular vs.
lightweight) can be considered by control center 102 when
malking an assignment decision, regular clients can be
assigned higher quality sources (e.g., having [asler connec-
lions or betier uplimes) while lightweight clients can be
assigned lower quality sources. Regular clients can also be
assigned better quality versions of the content (e.g., high
definition or commercial-free) than lightweight clients. If a
user has the ability 1o choose belween using a regular client
and a lightweight client, the dillerence in quality that will be
experienced by the user can be nsed to encourage the user to
select the regular client (and thus contribute to the environ-
menl shown in FIG. 1 ils services as a source).

Peer Reassignment

Typical P2P distribution schemes work by having a
tracker provide a list of peers to a client. Ifwhen the

specified peers “die” or otherwise cease providing access to 2

content, the client may request a new batch of poeers.
Using the techniques deseribed herein. control center 102
can be configured 1o conrinnally assess and reassign, on an
ongoing basis, the peers with which a client is exchanging
content. New peer lists may be provided to a client on a
periodic basis. In some embodiments the reassessment/
reassignment process oceurs with a very high [requency.
such as on second-level intervals. Such reassighment may be
used, for example, in the case of a live sporting event where

high availability ol a connection may be paramount. One 3

example way 1o perform [ast reassignment is as [ollows.
Clients are organized based on (heir available uplink capaci-
Ties using a priodty queve. When a client loses one or more
of its neighbors or the aggrepate rate it receives from its

neighbors is less than the stream rale, the reassignment 3

algorithm will seleet new neighbors for the client by choos-
ing the clients with the highest available bandwidth [rom the
priority quene. To balance between the neighbor (parent)
uplink capacity and geographic proximity, the reassignment
algorithm first scleels a larger set of polential parents and
then scleets the parents which are the closest o the client
from this set. A potential parent is a node whose available
bandwidth is larger than the additional required bandwidth
ot the child node. In this scenario, “parent” denotes any node
that sends data o another node and is applicable irrespective
ol whether tree-based protocoels (in which a parent is deflined
with respect 1o an entire (sub)stream) or swarming protocols
(in which a parent is defined with respect to a small
granularily dala unil such as 2 data packet or block) are used.

In some embodimenis cach clienl in a clusier sends =

periodic inlormation o its cluster’s 12CM. This information
can include (but is not limited to) CPU load, available
storage, geograplic location, the list of children and parents
in the distribution (opology, comgestion imformaltion [or cach

dala sircam receivedfsent fromflo other clicnis, and an s

IP-level path to other clients. In addition 1o this information,
the DCM has access to BGD feeds and the mappings
between I addresses and their geographic locations. The
DCM uses this information lo maintain a global and up-lo-
dale view ol the entire cluster. This view includes the
locations of the clients, whether a client is behind NATY
firewall (and if' wes, the tvpe of NAT/firewall), client
resource availability, and the level ol network congestion
along the paths between various clients.

The 1XCM uses this cluster-global view in some embodi-
ments to periodically recompute the distribution topology in
the cluster. If the topology changes atter the recomputation,
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the DCM sends instructions 1o the appropriate clients 1o
updale the distribution topology. In lum, upon receiving
such instructions a client changes ils sel o parents and
clients o realive the new lopology.

FIG. & illustrates an example of a process for coordinating
the assigniment of peers. In some embodiments the process
shown in I 6 is implemented by control center 102, "The
process begins al 602 when an assignment ol one or more
parents is sent to a destination node. [n some embodiments,
the set of parents is assigned to a node vsing the techniques
described in conjunction with FIG. 5. In other embodiments
other teehnigues are used (o provide a destination node with
an initial sel of parents al 602, such as by assigning parents
at random, assigning a server (and specifically ignoring
teasible peers, ete.). In varions embodiments, an assignment
ol one or more children is sent (o a source node at 602 and
the technigues deseribed herein are adapled accordingly so
that c¢hild sclection 1s perlormed, rather than or in addition
to parent selection.

At 604, a change in a network condition and/or a policy
change is detected. Por example. al 604 it may be deter-
mined by dynamic network condition monilor 218 that a
recent network failure has created a bottleneck along a link,
or that high demand for a popular live sporting event has
saturated a link. Similarly, at 604 it may be determined (e.g.,
by a policy manager) thal a new paolicy has been loaded inlo
policy database 220 or that an event. such as the end or starl
of a workday has occurred. In some cases, the detected
changes may be negligible, or may affect only a very small
portion ol the nodes managed by control center 102, In other
cascs lhe detecled changes may be signilicant cnough 1o
warranl (he recaleulation ol all or a portion of the distribu-
tion topology, Difterent thresholds can be used, as appli-
cable, for determining when and whether the distribution
lopology or a porlion thereol should be recaleulated. lor
cxample, il several high capacily nodes join or leave the
system shown in UG 1. the entire distribution wopology may
need to be refreshed. As smaller nodes (e.g., cellular phones
and personal computers on slow links) join and leave the
distribution graph, small clusiers can be dynamically
merged and large clusters can be dynamically split with
minimal impact on the distribution topology as a whole. In
some embodiments, recomputations are performed on recur-
ring basis, such as once every five mimutes.

One example of an cllicient distribulion topelogy is a
multi-tree. In the mulli-tree case, the stream is divided into
several streams. For each stream, a DCM computes an
overlay multicast tree including all clients in the cluster
subjeet w0 the capacily comstraints of the clients. and per-
formance and policy constraints. One way ol building a
mulli-tree lopelogy is by building (rees one al a time. A
areedy algorithm can be nsed that adds nodes 10 a sub-tree
ole by one, making sure that none of the additions violates
the existing constraints (and. lor cxample, starling with
higher priorily nodes, such as premium cuslomers vs. non-
paving clients). Heuristics can be used to increase the
probability that the greedy algorithin succeeds. An example
of such heuristic is to select the node with the highest
capacily. or lewesl constraints.

Il as a result of the recomputation, it s determined that
the parents (or children, in the case of a “child selection™
implementation) ot a destination (source) should be changed
{606), al 608 the revised assignment is propagated (o the
destination (source) peer. In some embodiments the revised
assignment is transmilled by control center 102 using client
manager 216, which is in regular communication with the
client. As used herein, a “revised™ assighment may include
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entirely new instructions—including directing the client to
obtain content [rom source peers with which it has not
previously communicaled. In some embodiments, the
revised assignment may be null. Such may be the case, lor
example, if a new node, with higher priority joins the system
and resources are sufficiently constrained that a node with
lower priorily must be displaced.

I'xamples ol scenarios in which recomputation ol the
distribution topology and/or portions thereot could be per-
formed include a significant failure in the network, increas-
ing congestion in the networl, the leaving and/or joining of
4 high qualily node (c.g.. a node in region 230 ol I'I(G. 2).
and (he rapid requests by many clients for the same content
{e.2., the beginning of an international sporting event).

One example of a technique tor accommodating, a tailure
in the network is as [ollows. Tach client reports in cach
heartbeat how much data it has received from each ol ils
parents. IT the client has not received any data from a parent
over a predefined number of consecutive heartbeat intervals,
the DCM will conclude that either the parent (i.e., the sender
node) has [ailed or a nelwork component on the communi-
catiom path [rom the parent o the elienl has [ailed. In cither
case, the DCM will reassign a new parent to the client. For
example, a parent with the available vplink capacity larger
than the additional bandwidth required by the child node
will be sclecied.

Network congestion 1s addressed in some embodiments
by vsing the tollowing technique. Using the information in
the heartheat messages, the DCM can compute the rate at
which cach client receives data from cach ol ils parents in
every heartbeat interval. 11 the compuled rate is lower than
the expected (sub)stream rale over a cerlain number ol
heartbeat intervals, the DCM concludes that the path
between the parent and the child is congested and initiates a
parent reassignment.

An example of a technigue [or addressing the addition of
4 high quality node (o the system is as lollows. When a high
quality node (e.2., a node that has high uplink capacity and
has had high availability in the past) joins the network, the
DCM can reassign some of the existing clients o the
high-gquality node. In some embodiments the 13CM opli-
nizes the distribution topology by placing these high quality
nodes close to the source. For example, if'a low quality node
A is connected 10 the source, the DCM could preempt A, and
replace it with a high quality client 13 that has just joined.
Further. the 1DCM will assign 13 as a parent lo client A,

One way of adapting to the departure of a high quality
node from the system is as follows. When a high quality
node leaves the system. the 1CM will seleel new parents lor
the children of thal node among other high quality nodes, 10
available. In some embodiments, 1 the syslem becomes
infeasible after a high quality node leaves, the DCM gjects
nodes with low uplink capacity varil the system becomes
leasible again. A system is Inleasible when the aggregale

uplink capacity ol all nodes plus the source does not exceed s

the aggregate rate required by all nodes to receive the
stream, 1.e., the stream rate multiplied by the number of
clients. By removing the clients with uplink capacities lower
than the stream rale. in the increasing order ol the clients”
uplink capacitics, the system is guaranteed (o become lea-
sible.

In the scenario in which millions of clients request the
same content ellectively simullancously, the ollowing lech-
nique can be used. Al the lowest level (c.g.. portion 290
shown in G, 2), DCMs are dynamically split when the
number of clients in a cluster exceeds a certain threshold.
Suppose at the lowest level there is one cluster per continent.

[
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When the number of clients joining the North America
cluster exceeds the predeiined threshold, the 1XCM in charge
ol the North America cluster is split into two 12CMs. one lor
the United Stales, and one lor all the other countries. I ihe
nuber of clients in the Tnited States is still larger than the
predefined threshold, the United States DCM is split into
three DCMs one for the Lastern region, one lor the Mid-
wesl, and one for the Western region. Another lechnique,
instead of geographic splitting, is to split the DCMs based on
the network topology. For example, the United States DCM
can be split into a DCM for Carrier A clients, a DCM for
Carrier 3 clients. and another 1)CM for all the other clients
in the United Stales.

One way 1o split DCMs is as tollows. First, the control
center creates n—1 DCMs, where 0 is the number of clusters
inte which the original cluster should be split; the original
DCM will own ome of these new clusters. Next, the original
DOCM will reassign the clients (thal no longer belong (o ity
cluster to the other DCMs. For example, the clients can be

20 informed in heartheat message responses which DCMs 1o
join.
Although  the  loregoing  embodiments  have  been
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described in some detail for purposes of clarity of under-
standing, the invention is not limited to the details provided.
There are many alternative ways of iimplementing the inven-
tion. The disclosed embodiments are illustrative and nol
reslriclive.

What is ¢laimed is:

1. A syslem, comprising:

sel of one or more processors conligured (o

receive a request lor conlent [rom a requesling pecr;
and

determine a peer type of the requesting peer, wherein
delermining the peer type of the requesting peer
includes determining whether the requesting peer is

a regular peer or a lightweight peer:
wherein a regular peer is a peer that is able 10 accept

incoming eonnection requests and initiate coLnec-

tions: and

wherein a lightweight peer is a peer thal has reduced
funectionality in comparison 10 the regular peer, and
wherein the lightweight peer is at least one of vnable
to accept incoming connection requests, limited in
the sources from which it can receive content, and
unable (o redirect comtent: and

a memory coupled 1o the set of one or more processors

and configured to provide the set of one or more
processors with instructions.

2. The system of claim 1 wherein delermining the peer
type ol the requesting peer includes westing a Tunctionality ol
the requesting peer.

3. The system of claim 1 wherein determining the peer
type of the requesting peer is based al least In parl on
implementation nlormation associated with the requesting
peer.

4. The system of claim 1 wherein the set of one or more
processors is further configured 1o assigh a sending peer 1o
the requesling peer.

5. The system ol claim 4 wherein the assigning s based
at least in part on the determined peer type of the requesting
peer.

6. The system ol claim 4 wherein the sending peer is
confligured 10 send a connection request 1o the requesting
peer.

7. The svstem of claim 4 wherein the requesting peer is
configured to send a connection request to the sending peer.

tl
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8. The system of claim 4 wherein the sending peer is
conligured Lo send a conneclion request o the requesting
peer and wherein the requesting peer is configured 1o send
a connection request 1o the sending peer.

9. The system of claim 4 wherein the allocation process
includes allocaling a plurality ol sending peers thatl cooper-
ale Lo deliver the content o the requesting peer.

10. The system of claim 4 wherein the sending peer is a
lightweight peer and wherein the sending peer is configured
1o send a connection request o the requesling peer.

11. "The system of claim 4 wherein the requesting peer is
a lightweight peer and wherein the requesting peer is con-
figured to send a connection request to the sending peer.

12. "The system ol ¢laim 4 wherein the sel ol one or more
processors is [urther conligured o determine whether a
conhection attempt involving the requesting peer and the
sending peer is successtil.

13. "The system ol claim 1 wherein the lightweight peer is
limited based al least in part on an access lisl

14. The system of claim 1 wherein the regular peer
comprises a content delivery network node.

15. "The system ol claim 1 wherein the lightweight peer is
a no-install client.

16. A method, comprising:

recerving a request for content from a requesting, peer;

delermining, using a sel ol one or more processors, 4 peer

type of the requesting peer, wherein determining the
peer type of the requesting peer includes delermining
whether the requesting peer is a regular peer or a
lightweight peer;

1
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wherein a regular peer is a peer that is able 1o accept
incoming conneelion requests and initiate connections;
and

wherein a lightwelght peer is a peer thal has reduced

[unctionality in comparison lo the regular peer, and
wherein the lightweight peer is a1 least one of unable 10
accept ihcoming connection requests, limited in the
sources [rom which 1t can receive conlent. and unable
Lo redireet content.

17. A compuler program product embodied in a non-
transitory computer readable storage medivm and compris-
ing computer instructions for:

receiving a request for content from a requesting peer;

determining a peer type of the requesting peer, wherein

determining  the peer type of the requesting  peer
includes delermining whether the requesling peer 1s a
regular peer or a lightweight peer;

wherein a regular peer is a peer that is able 10 aceepl

eoming connection requests and initiate connections;
and

wherein a lightweight peer is a peer that has reduced

[unctionality in comparison lo the regular peer, and
wherein the lightweight peer is at least one ol unable o
accept ihcoming connection requests, limited in the
sources from which it can receive content, and unable
10 redirect content.
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