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{57) ABSTRACT

Some content plavers use manitest files to obtain and play
video contenl. The manilest (Tles include metadata informa-
Lion [or oblaining video chunks that together constituie a full
video, and can be vsed by content playvers 10 obtain the
chunlks, stitch them together, and render the video as a
stream. Described herein are teclniques for dvnamically
generaling manilest (les. A request lor a manilest file is
received, such ag from a video player. Manilest [ile conlents
are retrieved, such as from an original manifest file. A
manifest file to be used by a video plaver to fetch video
chunks is then dvoamically generated and returned.

200 Claims, 8 Drawing Sheets
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1
DYNAMIC GENERATION OF VIDEO
MANIFEST F1LES

CROSS REFERENCE: 10O (TR
APPLICATIONS

This application claims priority 1o U.S. Provisional Patent
Application No. 61/621.973 entitled DYNAMIC GIENIERA-
TION OF VIDHO MANIFEST FILES filed Apr. 9, 2012
which is incorporated herein by reference for all purposes.

BACKGROUND O TTIE INVENTION

Chunk based protocols are used in online video delivery
10 various devices. As the bandwidth available to a video
plaver and the performance of video sources involved in the
delivery ol video chunks can vary signilicantly while video
is playing. there are challenges in mainlaining a good
viewing experience

BRIV DESCRIPTION OF TTIE DRAWINGS

Various embodiments of the invention are disclosed in the
following detailed description and the sccompanying draw-
ings.

IIG. 1A is an example illustration of a protocol o use
dynamic manilest [iles.

FIG. 1B is an example illustration of a static manitest file.

FIG. 1C is an example illustration of a dvnamically
rewritten manifest file.

I'ICr. 113 1 a flow diagram illustrating an cmbodiment ol
a process lor dynamically gencrating video manilest files.

FIG. 1E is an illustration of an environment in which
content is distributed.

FIG. 24 illustrates an embodiment of a client

I'IG. 213 illustrates an cmbodiment ol a client.

I'IGr. 3 llusirales an example of a process [or moniloring
the performance of a content plaver.

FIG. 4 is an illustration of an environment in which status
information is received and processed.

I'IG. 5 illustrates an example ol a process lor delecling a
problem in a conlent distribution.

DETAILED DESCRIPTION

The invention can be implemented in numerous ways.
inecluding as a process; an apparatus; a svstelm; a composi-
tion of matter; a computer program product embodied on a
computer readable storage medium; and/or a processor, such

as a processor conligured (o execule instructions slored on 5

and/or provided by a memory coupled Lo the processor. In
this specification, these implementations, or any other form
that the invention may take, may be referred 10 as tech-
niques. In general. the order of the sieps of disclosed

processes may be allered within the scope of the invention. s

Unless stated otherwise, a component such as a processor or
a memory described as being configured 1o perform a task
may be implemented as a general component that is tem-
porarily coniigured (o perform the task al a given lime or a
speeific component that is manulactured (o perlorm the task.
Asg used herein, the term “processor’ refers to one or more
devices, circuits, and/or processing cores configured to
process data. such as compuder program nstructions.
Adetailed deseriplion ol one or more embodiments of the
invention is provided below along with accompanying lig-
ures that illustrate the principles of the invention. The
invention is described in connection with such embodi-
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ments, but the invention is not limited to any embodiment.
The scope ol the invention is Timiled only by (he claims and
the invention encompasses numerous allernatives, modili-
calions and equivalents. Numerous specilic details are sel
forth in the following description in order to provide a
thorough vnderstanding of the invention. These details are
provided [or the purpose ol example and the invention may
be practiced according (o the claims withoul some or all of
these specific details. For the purpose of clarity, technical
material that is known in the technical fields related to the
invention has not been described in detail so that the
invention is not unnecessarily obscured.

Introduction

Chunk-based protocols dominate online video delivery in
mobile devices, game consoles and set top boxes. In a
chunk-based protocoel. the video player [irst [elches a mani-
fest (Le., meladata) (e that lists a sequence ol URLg
pointing o the chunks (Lypically 2-10 scconds long) that
together constitute a full video. The plaver then fetches the

20 chunks one by one, stitches them together, and renders the

video as ome smooth stream.

The bandwidth available o the video player and the
pertormance of the video servers/Content Delivery Net-
works (CDNs) involved in the delivery of the chunk bytes
can vary significantly while the video is playing. By dvnami-
cally adjusting the video bitrate and the CIN. a good
viewing expericnce for the user can be beller maintained.
Untortunately, current manitest files are static, and restrict
such dynamic adjustments.

Deseribed herein are technigques [or maintaining a good
viewing cxpericnce by dynamically gencraling manilest
[iles.

Static Manitest Files

A static manitest file fetched by a video player can be of
wior Lypes:

1. "The manilest file contains a 1ist of URLs o chunks al

one particular bitrale on one particular server/CIN.

2. The manifest file contains a list of URLs 1o different

sub-manitest files, each corresponding 10 one particular
bitrale and one particular server/CIDN. The sub-mani-
lest file lor bitrate 3 on CDN C contains URLs 1o
bitrate B chunks on CDN C.

In (1), the video plaver cannot change bitrate/CDN 10
improve video quality, as it does not know about the other
bitrale/CDN choices il can use (o play (he same video.

In (2). the video player can change bitrale/CDN by
downloading chunks from a different sub-manifest file, The
decision 1o change the bitrate/CDN is made solely based on
local information at the video player. lor example, the video
player can decide to lower the bitrate il 1t detecets (hat s
available bandwidth has decreased. It can decide o down-
load chunks from a different CDN if it experiences a
connection error when talking to the current CDN. One
limitation of this approach is thal the video player can rely
only on local information, which by itsell s not likely
sufficient 1o make the best decision.

Dynamic Generation of Manitest Files

FIG. 1A is a diagram illustrating an embodiment of a
protocol 1o use dynamic manilest [iles.

Instead ol requesting the manilest fle rom the aciual
“URL A" provided by the video content management system
(CMS), the video plaver requests the manitest file from a
dynamic manilest service. The request includes the follow-
ing inlormation:

a. The actual URL. A

b. Device Type

¢. Content Type
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d. Current and historical bandwidth estimate

¢. Bilrale history from prior videos

[L CON history [rom prior videos

g. Geographical information like country, slate. city. ASN

L Device resources (e.g., available memory, CPU)

1. Content length (e.g., sort form and long form VoD, live)

The dynamic manitest service fetches the contents of the
maniflest (e rom URL AL TUthen overwriles the conlents of
the manilest file o specily the bitrate and CIN/server that
can provide the best video quality to the requesting video
plaver. The overwritten manitest file is returned 1o the video
playoer.

The video player letches the chunks ol the spocilied
bilrale rom the CDNdserver specificd in the dynamically
generated manitest file,

The techniques described herein do not require the video
player Lo expose a new AP o control i, thus allowing the
video player sollware o0 remain unmodified.

Example

Start-"lime 3itrate and CON Selection lor Apple
ITI'TP Live Streaming (111.8)

Apple HTTP Live Streaming, or HLS in short, is a video
delivery mechanism widely used in 1Phones. iPads. Android
phones, and sct-lop boxes like Roku. In this example. we
desecribe how our dvnamic manifest service invention helps
the video plaver start playing at the best available bitrate/
CDN combination.

The wvideo player first requests the manifest  [file
My lavoriteVideo.m3u8 [rom the dynamic manilest service
using the standard HTTD protocol as follows:

HTTP GET

Lutp://BestQuality VideoC orp com/DvnamichManifest?

original Url=hipt 3 A% 21%2 Medn A com™

2I'My M avoriteVideo. m3uB&eily=Sanl ranciscod
lastBandwidthMeasuremernt 3000Kbps&deviceType
Pad&contentType VoD&isp Comeast

The dynamic manifest service al BestQuality Video
Corp.com letches the static 1S manilest (ile (shown in
IF1¢. 113) [rom hitpzfednA.com/MylavorileVideo.m3u8. 1L
then calculates the best bitrate/CDN to be used for this
particular video session. For example, it decides 1o use
bitrate 2000 Kbps since the request indicated that the video
player has previously experienced 3000 Kbps bandwidth. It
decides to use CDN B instead of CDN A, since it knows that
CDN B is currently the best performing CDN for iPads in
San Francisco on the Comecast ISP netwark, based on global

knowledge aggregated [rom a large number ol video players. 5

Onee the decision is made. the original manilest Ole is
rewritten 10 include URLs pointing 10 2000 Kbps chunks
from CDN B. The rewritten manifest file is shown in FIG.
1C.

When the video player receives this rewrillen manilest S

file, it directly starts playing 2000 Kbps bitrale video [rom
CDN B. Unlike existing solutions, the viewer does not have
10 endure watching video at the lowest quality for the first
lew tens ol seconds.

Example Deployment Options for the Dyvnamic
Manifest Service

The lollowing are lour dillerent example options for
deploying the Dynamic Manilest Service:

1. On the same device as the video plaver

2. On the video Content Management System

[
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3. On the CDN origin or edge servers

4. On a 3rdParty scervice provider

When the dynamic manifest service runs as a local proxy
ol the same device as the video plaver, it can overwrite all
chunk URLs 1o point to its local address. It then transpar-
ently translales cach chunk request o the appropriate bitrale
and CDN.

Selecting the Best Bitrate and CDN

The dyvhamic manitest service can rely on the following
inlormatiom to decide (he best C1IN and bitrate to be used for
a particular video player:

1. The atiributes sent by the video plaver in the request,
listed earlier. For example, the video player is running
on an iPad in San lrancisco on the Comeast ISP
network.

2. Global information about current network conditions
agaregated from other video plavers. For example, a
large number of iPad video players on CIDN A have
bheen experiencing high bullering {(and hence poor
video quality) on Comeast and ATT ISP networks in
San Francisco during the last 35 minutes. Hence, based
on global network nlormation. CION 13 s a beller
choice for iPad video players in San lrancisco on
Comeast or ATT.

3. Tratlic and business policies. For example, the cus-
tomer or CIIN may diclate that all viewers should
currenlly play a lower bitrale than whal they are
normally capable of because the network is currently
nndergoing maintenance or high congestion. In another
example. the conlent provider may diclale thal cerlain
devices {e.g.. 108 devices) only stream [tom a parlicu-
lar CDN, as that CDN provides better support for those
devices.

4. Local inlormation from the video player gathered via a
separale communication channel. The video player can
periodically update the dynamic manifest with infor-
mation about its local state like current bandwidth,
whether the user is playing in [ull screen mode, cle
through an independent communication channel.

Mid-Stream CDN/Bitrate Switching

The dvpamic manifest service can instruct the video
player Lo swilch the bitrate/CIDN being alier the video has
starled playing as [ollows:

When responding to the initial manifest file request from
the video plaver, the dvnamic manitest service only includes
URLs to the first few wvideo chunks. It also omits the
lind-OM-Iile marker. Chunk-based video players are already
designed to refetch a manilest file which does not have an
End-Of-File marker when it has finished plaving all the
chunks listed in the partial manifest file.

When the video player roquests the manilest (ile again. the
dynamic manilest service looks up inlernal per video player
session state o determine the next chunk o give (his video
plaver. It calculates the best bitrate and CDN 10 be vsed
currently and writes out a manifest file with the next few
chunks ol the selected bitrale [rom the selected CHNL I then
updates the intemal per video player sesslon slale counter
that tracks the chunks already provided to this video plaver.

The video player fetches and plays the chunks from the
URLs specified in the latest manitest file. This protocol is
applicable o both live and on demand video.

FIG. 11 is a [ow diagram illustrating an embodiment ol
a process for dvnamically generating video manitest files. In
some embodiments, process 110 is executed by the dynamic
manilest service deseribed herein. The process begins at 112
when a request Tor 2 manilest fle is received. The request
can be received [rom a video player. The request can include
information such a URL provided by a video content man-
agement syvstem (CMS), device type, content tvpe, current
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and historical bandwidth estimate, bitrate history trom prior
videos, CIIN history [rom prior videos. geographical infor-
mation {c.g., country. slale, city. ASN). device resources
(t.g.. available memory, CPLUY, content length (c.g.. short
form and long form VoD, live), or any other appropriate
information. At 114, contents (e.g., sequence of URLs
poinling o video chunks) ol a manilest (ile (c.g., original
manifest speeified in a URIL included in a request) are
leichedfretricved. In some embodiments. a manilest [file
(e.2., original manitest file) is fetched. At 116, a manifest file
is dvnamically generated. For example, the contents of an
original, static, manifest ile specified in a TURI. included in
4 request can be overwrillendrewrillen Lo speeily the bitrale
and CDN/server that can provide the best video quality to
the requesting video plaver. In some embodiments, the best
bitrate/CDN to be used for a particular video session are
caleulated, lor example. based on global knowledge agere-
galed [rom a large number of video players. The best
bitrate/CDN can be selected, as described above, based on
the attributes sent by the video plaver in the request, listed
carlicr, global information aboul current nelwork conditions
aggregaled from other video players, traflic and business
policics, local inlormation [rom the video player gathered
via a separate coumunication channel, ete. The manifest file
can be written with chunks of the selected/calculated best
bilrale and selectedicaleulated best CDN. The dynamically
generated manilest (e can then be relumed o the video
plaver. The video plaver can then fetch the chunks of the
specified bitrate trom the CDN/server specified in the
dynamically generated manifest file.

lixample Lnvironment

Additional detail regarding an example environment in

which the wechnigques desceribed above can be deploved are 3

provided helow.

FIG. 11 is an illustration ol an enviromment in which
content is distributed. In the example shown, clients 170-184
are used 10 access content, such as audiovisual content (e.g,.,
movics, songs, lelevision shows, sporling cvenls, gamoes.
images, cle.) thal is owned by content owners. The content
is stored (or captured) at origin servers 196-198, then
distributed via other servers, caches, content distribution
networks (CDNs), proxies, etc. (collectively, “‘countent
sources™). Content sources employ a variely ol leehnologics
and include ITTTP. Adobe Flash Media, and Microsoll
Internet Informartion Service servers. In some embodiments
content is also distributed by clients (e.g., vsing peer-to-peer
lechnigques).

Ixamples of clients include personal compulers (1700, 5

laptops (182). cellular phones/personal digital assistants
(178), and other types of information appliances (not shown)
such as set-top boxes, game consoles, broadband routers, file
servers, video servers, and digital video recorders. as appli-

cable. The clients shown are used by subscribers 10 various

Internet service providers (ISPs). For example, clients 170,
172, and 174 are subscribed to SP'1 (122), while clients 176,
178, and 180 are subscribed 1o SP2 (124), and clients 182
and 184 are subscribed 10 SP3 (126).

In the example shown, a movie studio (“Studio™) has
contracted with content distributor 142 to provide down-
loadable copies of its films in exchange for a tee. Similarly,
a lelevision network (“XYZ™) has contracted with content
distributors 142-146 (o provide viewers with access (o live
streams of s broadeasis as well as streams of (clevision
show episodes and sporting events. In some cases, the
content distributor is owned/operated by the content owner.
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Content distributor 142 has a data center that is provided
with network access by backbone 18P 132, Though repre-
sented here by a single node (also relerred (o herein as a
“CION node™). conlent distributor 142 may (ypically have
multiple data centers (not shown) and mayv make use of
multiple backbone or other IS's. Content distributor 144 has
a data center that is provided with network access by
backbone ISP 134, Advertisements are served o various
clients via ad servers 150-152.

Suppose a user of client 172 (hereinatter “Alice™) would
like to watch a live soccer pame owned by XYZ. Client 172
includes a web browser application. Alice uses the web
browser applicalion 1o navigale o a portal owned by XY7,
such as “hrtp://xyztvnetwork convlivegames.” Her request
for the game is directed 10 a CDN node that is closest to her,
In this case. CDN 146 is the lewest hops away rom her
client. Iler client then beging streaming the content [rom
CIDN 146. which is in tum rendered in her browser (e.g.. via
a Flash or Silverlight plaver). Advertisements, associated

2y with the portal, are served to her by ad server 150,

In addition to CDN 146 and ad scrver 150, Alice™s client
ig also in communication with content distribulion monitor
102. As will be described in more detail below, client 172
provides status information (also referred to herein as a
“heartheat™), on a recurring basis, to content distribution
monitor 102,

The status inlormation includes a variely ol welemetry data
such as information that captures the quality of the vser
experience (e.g., video stream quality), and information
pertaining o user behavior. lixamples of quality metrics
include: the length of time it takes [or the soceer game video
Lo start playing. the number ol bullering events (il any), the
length of butfering events, and the number of frames per
second rendered by the video plaver. Examples of vser
behavior include: starting and stopping playing a video or
audio stream. secking within the sircam, swilching the
player o [ull sereen mode, minimiving/resioring the player,
a change in the volume level of the plaver, and clicking on
an advertisement.

Ag other users ol clients 170-184 request conlent. their
respeclive players similarly oblain content [rom conlent
sources such as CDN 144 and also communicate status
information (also referred to herein as telemetry informa-
tion) to content distribution monitor 102, Such plavers may
be browser-based as with Alice’s, or they may be standalone
applicalions, as applicable. In various embodiments, all
clients in the environment provide status information 1o
content distribution monitor 102,

A will he described in more delail below, dillerent clients
may provide content distribution monitor 102 with dillerent
levels ol detail, and may also do so with differing frequency.
For example, client 178 is a smartphone with less powertnl
hardware than client 172 and more limited bandwidth. It is
confligured (o provide less inlormation to conlent distribu-
lion monitor 102 (han client 172 and also does so less
frequently than client 172.

Content distrilwtion monitor 102 collects and processes
the information received from Alice’s client along with other
clients. "The collected information is made available in
real-lime 10 control entitics/operators and can be used 1o
detect and remedy problems in the content distribution.
Examples of such problems include excessive bufering,
freezing, and [rame skipping. Addilional information per-
laining 1o delivery resources (c.g.. CDN 142) and nelwork
providers (c.g., I8P 126) is also made available, as is other
information pertaining to clients such as demographic infor-
mation,
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In the example shown in FIG. 1E, a single content
distribution monitor 102 is used. Portions of content distri-
bution monilor 102 may be provided by andior replicated
dcross various other modules or infrastruciure depending.
for example, on factors such as scalability and availability
(reducing the likelihood of having a single point of failure),
and the techniques described herein may be adapted accord-
ingly. In some embodiments content distribulion monitor
102 is implemented across a sel ol machines distributed
among several data conters. A Resilience Service [ayer
(RSL) can also be nsed 1o ensure that the monitoring service
is not disrupted when/it'a subset of machines fail or a subset
of data centers hosting the content distribution monitor are
disconnected [rom the Internet.

I'xamples o Client Architecture

In various embodiments, (he collection ol siatus informa-
tion and the reporting of that information to the content
distribution manager are performed by a “monitoring, mod-
ule”™ included in the client.

IIG. ZA fllustrates an embodiment ol a client. In the
example shown, client 202 includes a content player appli-
cation 204 which in wrn incorporates monitoring module
206. Content is received by the plaver from content source
208. Monitoring module 206 is in communication with
content distribution monitor 21

In the example shown, module 206 is implemented
i ActionSeript and deploved as an SWFE library that
is dvhamically loaded by playver 204. In Flash, the Net-
Stream( ) class is mainly responsible lor streaming. bufTer-
ing, and playing the video. The monitor is implemented as
an c¢lement in the content player which wraps the video
element, and provides the same intertace as the video
element, as described in more detail below.

Module 206 can also  implemented  using  other
approaches, such as in the NITI platform for Silverlight and
deployed as a 1211 library that is dynamically loaded by
plaver application 204, In Silverlight, the MediaElement( )
class is mainly responsible for streaming, buffering, and
playing the video. The monitor is implemented as an cle-
ment in the content player which wraps the video element.
and provides the same interface as the video element, as
described in more detail below,

Examples of some of the information collected by moni-
loring module 206 include the Tollowing. expressed in
key-value pairs:

(plaver_state, “buttering™): The stream is buttering.

(butter_length, 5 s): The current bufer length is five

seconds.

(join_time. 3 8 The join (me was 3 sec.

([rame_per_sceond, 30): The number ol frames per sce-

ond is 30,

(plaver-mode, “Full Screen™): The plaver is running in

lull-sereen mode.

IFI¢r. 213 illustrales an embodimeni ol a client. In the 3

example shown, client 252 includes a web browser appli-
cation which in turn ineorporates monitoring module 256,
Countent is received by the plaver trom content source 258,
Moniloring module 256 is in communication with content
distribution monitor 260. In the example shown. module 256
i5 implemented in JavaScript. The monitor periodically
collects intormation about the current web page and the
browser. lixamples ol some ol the information collected by
moniloring module 256 include the ollowing. expressed in
key, value pairs:
(browser_minimized, “ves”): The browser window is
minimized.
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(tab_visible, “no™): The tab containing the web page is not

visible.

{pointer_pos, “x. ¥7) The position of the poinler on the

web page.

(banner display”, “ACMECars™): The banner ad on the

web page is tor ACME Cars.

As explained above, the monitoring module can be imple-
menied in a variely of ways. Uor example. the monitoring
module can be included in the client’s player by the author
ol the player. The monitoring module can also exiend the
tunctionality of an existing plaver, such as by being imple-
mented as a plugin, library, or standalone application (e.g.,
a helper application). Various examples ol techniques lor
integraling a monitoring module with an existing player will
now he described.

In one embodiment, the monitoring module is a wrapper
around the lowest level streamer module (e.g., “NetStream™
in Iash, or “Medial:lement™ in Silverlight). The player uses
the wrapper, which provides the same or enhanced version
ol the API provided by the streamer module, (o stream video.
Logic in the wrapper captures the appropriate telemetry data.

lixample

“ConvivaNetStream™ Extends and Wraps “NetStream”

var ns:NetStream new ConvivaNetStream( );

ns.play(<siream:):

In a second embodiment, the monitoring module exists as
4 side allachment and is notl present in the code path Tor
streaming to occur. The plaver passes the streamer module
to the monitoring module either directly or through a proxy
module. The monitoring module reads propertics and lislens
for events rom the streamer module or proxy module 1o
collect data. The proxy module method prevents the moni-
toring module trom interfering with the streaming,

lixample 1

var ng:NetStream new NetStream( );
ng play(<stream=);
|ivePass.createMoniloringSession(ns;

Example 2

“NetSreamProxy™ wraps “NetStream,” bul prohibits any
calls that may adversely impact “NetStream™

var ns:NelSream=new NetStream( :

var nsProxy:NetStreamProxy new NetStreamProxyins);

ng play(<stream=);

|ivePass.createMoniloringSession(msProxy );

In & third embodiment. the monitoring module is buill inlo
the streamer module. The plaver vses the streamer module.
The monitoring moduole within collects data.

lixample

var ng:NetStream new NetStream( )
ng play(<stream=);

Additional Stalus Inlormation lxamples

As mentioned above, clients downloading/streaming con-
lent [rom conlent providers are also in communication with
conlent distribulion monitor 102 on a recurring, (ime-driven
basis. lach heartbeal contlains a snapshot of the session stale
at the time the heartbear was sent out and a summary of the
events and measurements since the last heartheat or since the
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start of the session, as applicable. Examples of intormation
that can be included in a heartbeat {though need not be
present n every heartbeat) include the lollowing:

version: The version ol the heartbeat.

clientIl>: A unique identifier associated with the client’s
monitoring module (described in more detail below)
when it is downloaded/installed on the client.

clientVersion: The version of the moniloring module.

customerl] ) An identifier associated with an entity such
as XYZ or Studio.

sessionID): A vnique identifier associated with the content
viewilg, session,

objectlD: A unique identifier associated with the content
being sircamed. In Alice’s case. this is the soccer game.

curreniResource: The source rom which the content is
currently being oblained. In Alice’s case, this is CDN
146,

candiadateResourcelist: A list of potential sources from
which the plaver can obtain the content. In Alice’s case,
this could include C1IN 144, CIDN 142, cache 148. cle.
The “currentResource™ is one resource in the “candi-
dateResourcel 1517

resourcelUsage: The number of bytes loaded/streamed
since the start of the session.

currentl3uflerSize: The current buller size.

minBullerSize: The minimum buller sive during the pre-
vious heartbeal interval.

maxBufferSize: The maximum buffer size during the
previous heartbeat interval.

mmBufferEmptvEvents: The number of buttering empty
cvenls since previous heartbeal.

currenll3itrate: The bitrate at which the conlent is cur-
rently streamed.

plavheadTime: For video-on-demand content (i.e., not a
live event), this is the time offser of the stream file.

currentlyPlaving: For live content, this is the time offset
ol the stream sinee the player started.

joinlime: The amount of Gime that it ok (the player o
cnter the player state Tor the session.

averageF’S: The average rendering frame per second
(FP'S) at which the content was rendered since the last
heartbeat.

encodedl'PS: The I'PS at which the conlent was encoded.

averagel'PS: Can be lower than the “encodedlPS7 il the
client’s CPTJ is unable to render the content at the
“encodedEP5™ or it the client cannot stream the content
last cnough.

LtolalPlay’lime: The total play time since the beginning ol =

the session.

totalBuffering Time: The total buffering time since the
beginning of the session.

tolalPausc lime: The total pause lime since the beginning
ol the session.

totalSleepTime: The total sleep time since the bepinning
of'the session. The client is in a sleep state if the client
is suspended.

sesgion lime: The lotal time clapsed since the session
slarted.

currentState: The state of the player when the heartbeat
was sent. Examples of plaver states include: play,
pause, bullering. joining. and sceking

numBateSwilches: The number of bitrale switches since
the beginning ol the session.

mmRescurceSwitches: The number of resource switches
since the beginning of the session.
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rateSwitchingEvent.time: The time at which a bitrate
swilch was allempled, measured [rom the start ol the
session.

raleSwilchingl ivent.rom: The bitrate ol the stream at the
time the switch was attempted.

rateSwitchingEvent.to: The target bitrate of the switch.

raleSwilchingliventresult: Indicatles whether the swilch
was successlul or nol. Por example. a swilch may not
be succeed if the client cannot sustain the “rateSwitch-
mgEvent result” bitrate,

resourceSwitchingBvent.fime: The time at which a
resource swilch was atlempled. measured [rom the start
ol the session.

resourceSwitchingBvent. from: The resource from which

the content was streamed at the time the switch was
allempted.

resourceSwilchingl ventio: The targel resource lor the
switch.

resourceSwitchingBvent results: Indicates whether the

switch was successtul or not.

errorlist: A list ol crrors encountered from the start ol the

session.

FIG. 3 illustrates an example of a process for monitoring
the performance of a content plaver. In some embodiments
the process shown in FIG. 3 is performed by a client such as
client 172, The process beging at 302 when inlormalion
relaling lo the stale of a contenl player is oblained. lior
example, at 302, client 172 collects various information
pertaining 1o the video plaver that Alice vses to wateh the
streaming soceer game. Inlormation such as the amount ol
lime an advertisement ook o load and which ad server
supplicd the advertisement s alse oblained. In some
embodiments, additional processing is performed in the
collected information. Examples include computing aver-
ages. minimums, maximums, and the x® percentile over the
last [ew samples.

AL 304, at least a portion ol the obtained inlormation is
reported 10 a content distribution monitoring server. For
example, at 304, client 172 sends a heartbeat to content
distribution monitor 102, including some or all ol the
inlormation collected at 302, Inlormation scnt at 304 can
also include processed results such averages and minimuoims,
instead of or in addition to raw data.

In various embodiments, the process shown in FIG. 3
repeats (hroughout a conlent playing scssion. The process
may repeal regularly (c.g.. once every sccond). and may also
repeat with varving, frequency.

The amount of data reported by the client in a heartbeat
lo content distribution monilor 102 can allect the scalability
ol the content distribution monitor. “The amount ol data
collected and reporled by the client can also polentially
impact the performance of the client. If the client is other-
wise resource constrained (e.g., due to other processes, or
due 10 hardware limitations), adjustiments can be made o
how much inlormaiion is collected and with what frequency.
For example, suppose the bufter size is expected to be of size
three seconds. The time period emploved by the monitoring
madule can be set to one second or a few hundred milli-
seconds. “The adjustment can be dynamically adjusted as
needed. The period can be deereased 11 the buller grows and
increased if the bufter shrinks, thus minimizing overhead
while still being able 1o detect a low buffer size which can
impact the video quality.

The amount ol data sent can be adjusted according o (wo
paramelers: the heartbeat “period,” and the size ol heart-
beats, both of which can be adaptively changed by either the
client or the content distribution monitor as needed. For
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example, it the quality experienced by the client is accept-
able, the client may reduce the heartheatl frequency. This can
entail colleeting stale inlormation less [requently and can
also entail sending collected information less frequently. 11
the quality degrades, the client can increase the heartheat
frequency accordingly. As one example, client 172 can
employ a rule that, as long as the butfering ratio is less than
or equal 1o 0.5%. the heartbeat period is 30 seconds. I the
bullering ratio is betwoeen 0.5% and 1%, the heartbeatl period
is adjusted 1o 20 seconds. I (the bulTering ratio is equal lo or
greater than 1%, the heartbeat period is adjusted 10 10
seconds.

Content distribution monitor 102 can also direct client
172 (o increase or deerease the heartbeal [requency based on
[actors such as the cwrrent load on the content distribution
monilor {or applicable component thereol). lor example. i
the load on content distribution monitor 102 exceeds a
predefined threshold, clients are instructed to increase the
heartbeat interval and/or reduce the detail of the information
sent in a heartbeat.

Ag one example, conlent distribution monitor 102 can
employ a rule that, i its resource vtilization exceeds 80%,
clients are instructed 1o double their respective heartbeat
tervals. Monitor 102 can also selectively send such
instructions o clients. For example. clients with periods
under 30 scconds can be instructed (o double their periods.
while clients with periods above 30 seconds are not sent
such instructions.

Ag another example, when monitor 1027 ulilization 3

exceods 80%, it can instruct clients 1o reduce hearibeal sive
by sending less information. This can be less delailed
iformation (e.g., sending only the number of resource
switches, instead of the detailed information about these

swilches). or can include aggregale measurements about 3

certain events instead ol sending individual details. 1T the
client is alrcady aggregating cerlain inlormation. the mea-
surements can be aggregated over a longer time interval
{e.2., 10 seconds instead of 2 seconds). Additional examples
[ollow.

Instead of sending every bullering event. send the aggre-
aate time the session spent in the buffering state since
the last heartbeat.

Instead of sending every measurement of the rendering
rale. send the average over the entire hearlbeat interval.

Instead of sending inlormation aboul a swilch event al the
time when the switch event happened, store the event
ol the client and send it with the next hearthear.

Inferring State Information

In some cases, the monitoring and reporting lunctionality s

deseribed herein as being provided by a client 1s wholly
integrated with the plaver itselt. For exammple, Studio might
make available a custom plaver application that can be
installed on a client by users that want (o watch Studio ([lms.
The customer player includes all of the necessary logic o
provide complete heartheat information, and also inecludes
logic for communicating with the coumtent distribution moni-
tor, adjusting the trequency with which status intormation is
communicaied io the content distribution monitor, and other
[unctionality deseribed herein. However, depending on the
plaver deploved on a client, not all of the example heartheat
information described above may be directly accessible for
collectiom and (ransmission. lior example, the lash player
plugin used by Alice o view the soccer game does not
provide direcl access Lo ils stale. Using the techniques
described herein, content distribution monitor 102 can none-
theless be provided with the state of the plaver.
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In some embodiments, a monitoring module is embedded
in the content player deployed on the client. For example,
when Alice directs her browser 10 XY 775 websile. a cuslom
llash-based player is loaded. The custom player has direct
access to the APl of the video plugin. Possible states of the
plaver are as follows:

Plaving: The player’s butter is not empty, and the player

renders [rames on the screen.

Bullering: "The player's bufller is cither emply or is less
than a predefined threshold, making il impossible lor
the plaver 10 render new frames.

Joining: The plaver has just connected and has not vet
accumulated enough data in its bufter to start rendering
[rames.

Pause: The player is pauscd. usually, as a resull ol a user
dcliom. During (he pause stale, no new [rames are
rendered even it the butfer is full.

Sleep: The client is suspended.

In the case of the atorementioned Flash player, NetStatus
cvenls provided by the player can be used Lo inler the stale,
as described below:

Buffering: When one of a NetStatus Butfer Empty, Net-
Stream.Plav.Start, or NetStream.Play Reset events is
recerved, an inference is made that the plaver is buft-
ering data and the video is not playing. For live RITMP
streams, the mentioned events might not be available.
In that case, if the plavhead time has stopped moving
and there is no data in the content player buffer, an
inference 1 made that the player is bullering data and
the video is not playing.

Playing: When a NetStatus. B3ullerlinll event is received,
ab interence is made that the plaver is plaving video. It
the plaver is currently in a Paused state and the play-
head l'ime siarts 1o move, an inlerence is made that the
player is playing video.

Paused: IT the playheadlime docs not progress for 1.6
seconds, an inference is made that the plaver is paused.

Sleep: It the amount of time that has elapsed between two
firings of a periodic one sceond limer is greater than 30
scconds, an inlerence 1s made (hat the client has been
i a sleep mode since the last firing of the timer.

Stopped: For HTTD streams, when a NetStatus. Play. Stop
evelt is received, an inference is made that the stream
has ended. lor RIMP streams, when a NetSiatus.
Play.Complele evenlt 1s received. an inlerence is made
that the stream has ended. When a NetStatus. Play. Stop
is received, an inference is made that the download has
(inished, but the stream s still playing.

Lrror: IT the stream stays in stopped stale for (illeen
scconds al the start of a scssion, an inference is made
that it has failed 1o connect.

In addition to the plaver states described above, an

additional slale can also be inlerred:

Fombie state: An inference 1s made (hat the player is ina
zombie state (3 non-operating state with no vser
actively using it) if it persists in a non-playing state for
more than a specified time. Once the plaver is in a
sombic stale, the transmission ol heartbeals (o conienl
distribution monitlor 102 is halled. Reporting will
resume it the player returns 1o a plaving state. Non-
plaving  states  include:  “Buffering,” “Paused,”
“Stopped.” and “lirror.™

In addition to the player stales, the monitoring module
monitors various melrics, including the number ol byles
downloaded/streamed since the session started, the bitrate of
the stream, and the rendering rate,
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Some plavers, such as the Flash 9 plugin, do not provide
a direct APl from which the number ol byles streamoed/
downloaded or the stream bitrate. Nonetheless, a variely ol
lechnigues can be used (o oblain or estimale the bitrate. As
one example, the developer of the playver might expose the
bitrate through an ADPT call.

Another technique tor obtaining a bitrate is to vse meta-
dala associaled with the conlent. lior example, suppose
moetadata is made available (hrough a confliguration [ile
associaled to the contenl. The configuration resides on an
origin server such as origin server 198 and also includes
other information such as the title of the content, its genre,
and a list of CDNs where the content is available.

Yol another lechnigue [or oblaining a bitrale is 1o cxamine
the content URI . Vor example. a movie might be accessible
al the URI. hipyfwww. CN-CecomStudiodJancliyre300
Kbps. In this case, the bitrate of the content is likely to be
300 Klbps.,

An estimation of the stream bitrate can also be made. The >

estimation, along with the amount ol (ime the player was in
the playing slate. and the sive of the buller, are used Lo
eslimate (he number ol byles downloaded/streamed. As one
example, suppose a plaver streamed data at 400 Kbps, was
i1 a plaving state tor 315 seconds, and at the time of taking
the measurement the buller size contained data lor playing
another 15 sceconds. The wotal number ol bytes downloaded
is: 400 Kbps*(313 seconds+15 scconds)=16 MI3.

In the event that the bitrate is available through multiple
of the above techniques, in various embodiments each
applicable approach is vsed, in a specified order, until a valid
bilrale (e.g., grealer than (0 and less than 10,000 kbps) is
obtained.

‘The number ol byles downloaded can be cstimaled as
(totalPlaving Time+butterLength)*bitrate.  If  multiple
bitrates are used, in some embodiments the bytes down-
loaded is estimated as the sum of totalPlaving Time[ bitrate]*
bil-rate+bullerl engih*cuwrrentBitrate.

Rendering quality is another example metrie that can be
obtained and provided (o content distribution coordinatlor
102. Rendering quality is the ratio hetween the frames per
second (FPS) rendered by the plaver and the FP'S at which
the stream was encoded.

Some players do not directly provide the information
necded Lo compule the rendering quality. lor example, llash
9 has an AT that exposes rendered frames per second, but
1ot encoded trames per second. One technique to compute
the cencoded I'PS. in such a sconario. is as [ollows. The

rendering 1P 1s measured and an assumption is made that s

the encoded I'PS s the maximum I'PS observed over the
course of the session. Another technique is to estimate the
encoded FPS as the maximum of a tlree second sliding
average ol rendered I'PS sampled five times a second.

In order o ensure accurate accounting of the player stalus s

over the course of the session, it is important to determine
the time intervals when the svstem is in sleep or suspend
mode. These intervals can be detected vsing notification
APIs provided by the syslem for this purpose. For systems
that do not provide such API {c.g.. llash Player, or Silver-
light}, the intervals can be estimated by sefting a timer to fire
at periodic intervals (e.g, every 1 second). At each firing of
the timer (he current syslem Ume is recorded. and the time
clapsed since the last firing is computed. ] the time clapsed
is grealer that a given threshold {e.g., 10 scconds). an
inference is made that the given elapsed tine interval was
spent in sleep or suspend mode.
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Inferring Player Capability Information

The [pllowing are cxample player capabilitics thal impact
the quality of the video expericnce: processing speed. video
rendering capabilitics. amount of memory available, and
amount of bandwidth available.

Processing speed: The monitoring module canuse the AP
ol the content player. or the underlying platform (o read
the processing spocd ol the player. For example. il the
conitent plaver is implemented on the Silverlight plat-
form the monitor can use the Environment.P'rocessor-
Count to obtain the count of the processors available.

l'or platforms whose API does not provide direet reading
ol processing speed capabilitics, the monitoring module can
derive 1t by using a timer to measure the time required 1o
perform a fixed CPU-intensive computation.

Video rendering capabilitics: Some content players have
the ability 10 use hardware acceleration Lo render vidoeo.
The monitoring module can determine the speed at
which the content plaver can render video, either by
using the API of the content plaver or the underlving
platlorm. lior example, 2 moniloring module using the
I"lash platform can use the flash.sysiem. Capabilitics.S-
creenResolutionX to determine the screen resolution.

Available memory: The amount of available memory has
a direct influence on how well the content plaver can
support rendering video while perlorming the compu-
Lation required [or monitoring and other user-interac-
tion tasks. The monitoring module can obtain the
amount of available memory by vsing the API of the
underlying platlorm. or example. a moniloring mod-
ule using the Flash platlorm can use the API Nash.sys-
lem System.iotalMemory o lermine  how  much
memory is available,

Available download bandwidth: The available download
handwidth has a direel impact on the quality of the
video stream thal can be downloaded and played. "The
moniloring module can infer the available bandwidth
by measuring the time interval it takes to download a
fixed size file from the server. Alternatively, the under-
Iying platlorm can provide APl that can be used 1o
determine the download bandwidth. For example. a
plaver vsing the Flash platform can use the AP flash-
et NetStreamInfo. currentByteslPerSecond.

FIG. 4 is an illustration of an environment in which status
inlormation is received and processed. In varlous embodi-
menis, the services provided by content distribution monitor
102 are implemented across a scalable infrastructure, par-
ticularly in embodiments where telemetry data is received
from all clients. In the example shown. the clements con-
tained within dashed region 402 collectively provide the
lunctionality ol content disiribution monitor 102, Lach of
the lavers (e.g., dispatcher laver 4207 is horizontally scalable
and their respective components can be implemented on
standard commerclally available server hardware (c.g., hav-
ing a mulli-core processor, 4G+ of RAM. and Gigabil
network interface adaptors) running a typical server-class
operating system (e.g., Linux).

Clients 404-412 each include a monitoring module that
colleets status imformation. When the monitoring module on
a client is aclivated, the client 1s mapped 10 a dispatcher
server. As one example, when the monitoring module starts,
it reads a configuration file that includes a list of dispatcher
servers. The moniloring module selects a dispatcher server
4l random from the list.

A dispatcher server (414) includes two conceplual mod-
vles. The first module implements a communication inter-
tace for receiving status information thom clients. In some
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embodiments the module is inplemented using an off-the-
shell web server, and allows clients 1o connecel over the
ITTTP protoco! (and also allows clients w0 sceurely commu-
nicate via 8815 Dala reeelved by the first module is passed
to the second module. The second module normalizes the
data (to a format suitable tor further processing) and passes
the normalized data o a real-lime stream processing com-
ponent (416).

The real-time stream processing (RSP) laver includes an
optimized software component that processes the telemetry
data that it receives from the dispatcher in real-time. A
dispaicher sends all heartbeals belonging o the same session
o the same RSP component.

In some embodiments the RSP component is imple-
mented as a continuously rnning service that reads and
processes the telemelry data received from dispatchers via
the network over T'CP. The telemetry data stream comprises
individual records, cach ol which represents the elemetry
data sent by the monitoring moduole. The RSP component
reads network data one record at a time and parses the data
inte a local data representation. "The data received by the
RSP component can be stored as in-memory hash tables ol
records allowing fast execution, and very high thronghputs.
Since the RSP component does not require old information,
it can pericdically purge the in-memory hash tables and
increase scalability accordingly. In other embodiments, opii-
mived in-memory databases are used.

A mapping tonction to map heartheats having a session
identifier “ID™ to a particular RSP component “1™ as follows:

=hush(113) med 2,

where hash( ) is a hash Tunction and “m™ is the tlotal
number of RSP components.

Once an RSP component parses the data records, it
perlorms two main (asks.

First, it perlorms data filtering. A (iller is a logical
expression and 1s installed at cach R8P component instance.
Asg one example, the tollowing, filter would identity viewers
located in San Franeisco, connected 1o ISP SPP1, streaming
[rom CDN A, one of two particular shows:

(cily="8an  Drancisco™  ANI>  [8P="8P1”
CDN “CDN A" AND  ((show “NewsA1l0”)
(show “SundayMagazine™))

For each message of incoming telemetry data, the (key,
value) pairs in the record are maiched against the ilier. [ ihe
filter 1s matched. the data is associaled with the filter.

The second task performed is to compute snapshots and
on-line statistics over the telemetry data matching each filter.
One example of a snapshot is the number ol players that are

ANI
OR

in a parlicular stale (c.g., “playing™). The R8P component s

generates sequences ol these snapshols (g, one every
second). Examples of statistics computed by the RSP com-
ponent include: the average number of bytes playved over all
video streams matching a liller over a given lime inlerval
{c.g.
experienced by a stream matching a filter over a time
terval. Snapshots and statistics are vpdated continuously,
from new telemetry data received from clients.

The RSP component provides its computed snapshots and
slatistics 1o a real-lime global aggregation component (418).
The real-time global aggregation (RTGA) commponent aggre-
gates the information provided by the RSI' component tor
cach [ilter specilicd by a user (described in more detail
helow).

As explained above, cach R8P component (416) receives
(via a dispatcher) telemetry data from a subset of the
monitoring modules and calculates snapshots and statistics
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for all filters. Each RGA component instance is in tum
responsible for a subset of the (ilters. Based on the identifier
ol the filter, all REP components send data lor that (iller 1o
4 single RGA component. The RGGA component combines
the data from all RSP components for the filters that it is
responsible for, resulting in a global snapshot and statistics
based on information trom  all monitoring modules.
lixamples of aggregation operations perlormed by an RGA
component include: counting the lotal number ol viewers
that match a particular filler, determining the percentage ol
viewers matching a given filter that are in buffering state, the
join time distribution experienced by viewers joining a given
stream, the current number of viewers in a given eity, the
rank of the most popular live events, and so on.

In some embodiments an RGA component’s [unctionality
is implemented as a conlinuously running service. I reads
records sent by the RSDPs asvnchronously, thus achieving a
high throughput. The RGA component stores the records it

ap receives in in-memory hash tables allowing optimized

access lor real-lime processing. Old inlormation is periodi-
cally purged [rom the hash tables o improve cllicicney.

Asg shown in FIG. 4, gateway 422 provides a web service
APT 424 for accessing data. Through the AP, RGAs data is
available on a per-filter basis. In addition, it also exposes
APls 1o edit and install new [ilers and aggregation [une-
lions. In some cmbodiments galeway 422 is implemented
vsing an off-the shelf’ web server (such as Apache) with
customized cade to handle the various web service AP calls.
"Ihe handlers return data lor a given web AP call in various
data lormals including XMI.. JSON. SOAP, and ITI'MI ., as
applicable. The handlers serve as middleware [or querying
and interactively controlling the RSPs and RGAs.

Gateway 422 also provides access coutrols and persis-
lently stores the information regarding the AP requests, data
access and presentation policies. and [ler deseriptions. The
inlormation iy maintained in a persistent database, such as
mySQL or Oracle database.

Avtomatically Detecting and Resolving Content Dristri-
bution Problems

As explained above, content distribulion monitor 102
aggrepates telemetry information from all clients, processes
the information, and, as will be explained in more detail
below, allows users (e.g., via a user intertace) to view the
mulli-dimensional resulls in realtime. Examples of dimen-
sions include:

Client properties: Including browser tvpe and version,
plaver type and version, operating system, CPU speed,
connection type. [P address. geographic location. lan-
guage. autonomous syslem, and ISP

Conlent propertics: Including calegory, Gtle. show, cpi-
sode number, duration, encoding format, encoding
quality, and langnage.

Conlent source propertics: Including CDN, data center,
and clients served.

User properties: Including whether the user (of the client)
is a premivm or free vser, and returning or first-time
visitor,

Accordingly. using the teehniques herein, one is able 1o
track, in realtime, granular information such as (he quality
experienced by viewers located in Denver, connected 1o
SI2, and streaming videos from CDN B, using Flash Player
1. Purther, by aggregaling and correlaling the data il
receives [rom all clients. content distribution monilor 12
exposes. in reallime. the performance of conlent sources and
network providers. (ISPs). Problems in content delivery can
be automatically detected by examining the results.
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FIG. 5 illustrates an example of a process for detecting a
problem in a content distribution. In some embodiments the
process shown in IP1G. 5 is performed by content distribution
monilor 102, The process beging when information associ-
ated with a first content plaver and a second content plaver
is recerved from a first client (502) and second client (504),
respectively, For example, at 502, telemetry information is
received from client 404 by dispatcher 414, AL S04, iclem-
elry inlormation is recelved [rom client 406 al dispatcher
426. At 506, the received ntormation as aggregated. For
example, at 506, distributed processing of the received data
is performed by the REP and RGA layers. inally, al 508, a
determination is made from the aggregate inlormation that a
content distribution problem is indicaled. Vor example. at
508, gateway 422 determines that the CDN from which
client 404 is obtaining content is experiencing a problem.
Specilic examples ol analysis and diagnosis will now be
given.

Example

Diagnosing Client Problems (Single Client, Single
CDN}

Suppose a content owner, such as Studio-A, distributes its
content via a single CDN, such as CIIN . Suppose that the
content is encoded at multiple bitrates 131 and 132 where
B1<B2. It a client A is able to sustain the download rate, but
detects problems rendering the frames, an inference can be

made that the client A likely has problems with its CPU 2

ulilization. An example ol perlorming such an inlerence
lollows.

Observe the client buffer size over a period of time T (e.g,.,
T 10 seconds) when the client is streaming at bitrate B2,

Observe the rendering quality measured using dropped 3

[rames reported by the player. I the client buller size is
greater than 13_threshold (e.g., B_threshold=0.5*13_max) at
all imes during the period of observation, and the rendering
quality is less than R_threshold 1 (say, R_threshold_1
0.6). then a conclusion ¢an be made that the clienl cannot
sustain displaying bit-rate 132 duc 1o CPU issucs on the
client.

Perform the same observation with the client plaving at
bit-rate B1. If the client buffer size is greater than B_thresh-
old {c.g., 13_threshold=0.5%13_max) al all limes during the
period o observation. and the rendering quality is grealer
than R_threshold 2 (e.g., R_threshold 2 0.75), then a
conclusion can be made that the client can sustain displaving
bit-rate B1.

A numerical cxample is now provided. Consider a selling 5

where a client streams 2 | Mbps stream [or 10 seconds with
buffer size varies between 9 and 10 seconds. Suppose that
B_max is 10 seconds and B_threshold is 5 seconds. Assume
that the rendering quality at 1 Mbps is .55 over this interval.

When the client plays a 500 kbps stream instead. the buller =

sl 1% in (he same range (9-10 sceonds). bul the rendering
quality is 0.9 instead. Then, assuming that R_threshold 1
0.6 and R_threshold_1  0.75, a conclusion can be made that
the elient can sustain 500 kbps but not 1 Mbps.

Example

Diagnosing CDN Problems (Single Client. Two
CONs)

Suppose a content owner, such as Studio-A, distributes its
content via two CDNs, such as CDN D and CDN E. If a
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client A is able to sustain the download rate trom CDN D,
but notl C1IN 11, then the client can conclude thai C1ON 1 has
problems streaming Lo client A. An example of performing
such an inference follows.

Compute an aggrepate quality metric € using various
measurements from the client over a time T (eg., T 60
seconds). Examples of measurements which can be directly
used as the melrie Q across a group ol clients over a time T
include:

bullering ratio: The tolal number of seconds the client

experienced bultering divided by the total plaving time
of the clients during interval of time T.

join time: The average joining time over all clients during

time T over a group of clients.

join Failures: “The Traction ol cascs {across all allempls)

where the join [ailed during time "L

It the quality  is greater than a threshold T1 (e.g.,

T1 0.95) for CDN D, but lower than another threshold T2

2n (e.g., T2 0.50) for CDN E, then a conclusion can be made

that CDN 11 has problems streaming lo clicnl A.

One example remedial action thal can be taken at the
client is Lo select CION 1) lor streaming the current stream,
or vse it first for tuture streams.

A mumerical example is provided. Consider a setting
where a client M streams [rom CION 13 and experiences a
bullering ratio ol 0.3 over K1 altempls and Gime 11, Also,
client M streams from CDN E, and over K2 attemyps and
time T2 experiences a buffering ratio 0o 0.02. In this case,
aiven that K1 and K2 are above a threshold (e.g., both
grealer than 2). and "I and 12 are above a threshold (e.g.,
both are greater than 10 minutes), a conclusion can be made
that CDN D has problems streaming 1o the client. A further
refinement can be performed by computing the buffering
ratio tor each of the K1 (or K2) streaming attempts from the
CIDNs 1o the client. In this case. it can be stated thal (1N
13 has problems streaming 1o client M il more than 75% ol
the attempts from CDN D (out of the K1 attempts) have
butfering ratio greater than 0.5, and more than 75% of the
allempls [rom CDN 13 have bullering ratio less than 0.02.

Example

Two Clients in the Same Location Using Different
18Ps Both Streaming [rom a Single (1IN

Suppose a coltent owner, such as Studio XYZ, distributes
its content via a single CDN, such as CDN . The CDN
comprises several geographically distribuled servers. Ag
clients request conlent. they are assigned 1o a particular
server based on their geographical location. I many clients
at the same geographical location, but vsing different ISDPs,
experience quality problems, an inference can be made that
the CION servicing thal geographical location is having a
problem. Note that since XY 7 also uses the services ol CION
C, the experiences of clients obtaining XY7Z’s content from
the same location can be included in the analysis. One way
this analysis can be implemented on content distribution
monitor 102 is as lollows.

Iirst. oblain location and network nlormation for all
clients. Examples of location intormation include city, state,
country, DMZ code, and geographic coordinates. The loca-
tion information can be oblained in a variely ol ways, such
as by providing the clienCs 1P address o a geo-localion
service such as Quova. Also oblain network inlormation
such as Autonomovs System Number (ASN) information
and ISP information for the client.
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Second, group clients based on their ASN and one geo-
graphic aliribule, such as DMY code. cily, or state. et
G{ASNI. Geol) denote the set ol clicnts connected 1o a
speeific ASN. ASNIT. which have the same goographic
attribute value, Geol.

Third, compute an aggregate quality Q for each group
G{ASN, Geo) over last T seconds. Denote this aggrepate
quality by Q{G{ASN. (feo). Iixamples of quality melrics are
provided above.

Finally. Tor cach (e attribule value Geo 1, check whether
there are at least two group of clients connected via diftferent
ASNs, If the aggregate quality of a certain fraction F of the
groups is greater than a threshold Buffering Thresholdl, then
conclude that the CDN is experiencing problems serving the
clients at location Geol. In some embodiments a minimum
group sive 1s delined so thal only groups having a number ol
clients larger than a given threshold are considered. As one
example, the fraction F is selected between 0.75 and 1.

A numerical example is now provided. Consider a system
selting  where  DBullering Thresholdl=0.1,  MinGroup-
Size=200, and 1'=1.0. Based on an analysis of their [P
addresses, 20,000 viewers are determined to be located in
San Francisco, connected to CDN C, and watching a new
release by Stwdio. Assume 5,000 clients are connected to
ASNI belonging 1o 8P1: 5.000 clients are connecled Lo
ASNZ belonging 1o 8P2: 9.900 clients are connecled Lo
ASN3 belonging 1o SP3; and 100 clients are connected to
ASN4 which belongs to a wireless company. Four groups

exist: G(SL, ASNT). G(SI, ASN2), (81, ASN4). and G(SIi. 3

ASN4), respectively.

lach elicnl reports for cach session (a) the lotal lime it
spent in buffering during every 10 second interval; and (b)
the total plaving time during the same 10 second interval.

l'or example. suppose a user Charlic has the 1P address 3

1.2.3.4 which belong lo ASNT. and walches (he stream wilh
the URL rimpdiwww CDNC example.comd1 2346/ video. M.
Charlie reports in a particular heartbeat that he has experi-
enced 1 second of buftering and 9 seconds of plaving time.
Amnother user. 13ob, has the [P address 2.3.4.5 which belongs
10 ASN3, and walches the stream wilh the same URL.. Bob
reports in a particular heartheat that he has experienced 0.5
seconds of buffering and 5 seconds of plaving time. Bob's
plaver spent the remaining 3 seconds in pause state. The
pause Lime is nol used in the computation of the buflering
ralio.

Content distribution monitor 102 computes over each
mterval of time T 5 minutes, the agpregate average butter-
ing ratio. delined as the (1) the total bullering time experi-

enced by all sessions in a group during I divided by (2) the s

teal playing lime over all sessions in the group during the
same time interval T. The aggrepate quality ratio for each of
the four groups is as follows:

Q(GSI. ASNDI=0.14. QIG(SE, ASN2)=0.21, Q(G(SI.
ASNIY=0.18. QUGISL. ASN4)=0.04.

Since the mumber of clients in G{SF, ASN4) is less than
MinGroupSize, the diagnosis analysis ighores this group.
Also, since the buffering ratio of all remaining groups is
greater than Bullering Ihreshold]. a conclusion is made that
CION € experiences quality issues serving clients in San
Francisco.

Suppose the above example is modified such that ASN4
has 1000 clients. and Q(CGHSL. ASNIN=0L02, Q(GSL.
ASN2I=0.21. QUGSE, ASNIN=0.18, OGS, ASN4))=
0.04. In this case, an inlerence can be made that C1ON C does
ot experience quality issves serving clients in San Fran-
cisco i general. The problem can then be narrowed down
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turther and smaller or different sets of clients investigated,
such as clients thal are conneeted (0 ASNI served by CION
.

Example

Inferring Problems in a Particular ASN (Single
CHN)

Suppose a coltent owner, such as Studio XYZ, distributes
its content via a single CDN, such as CDN C. If the qualiry
ol'clients at the same location bul using different I8Ps is very
dillerent. an inlerence can be made that the quality problems
experienced by the clients are due to the ISP (and not due 10

3 the CDN). One way this analvsis can be inplemented on

content distribution monitor 102 is as follows.

Perlorm the [first three sleps of the previous diagnosis
{desceribing the diagnosis of CION qualily issues). As a [inal
step, let G{ASNI1, Geol) be a group experiencing low
quality. If there is at least another group, GIASN2Z, Geol) at
the same location experiencing high quality, then conclude
that ASNT is the cause of qualily issucs. In particular. a
conclusion that ASN2 has quality issues is reached il and
only i, QIGLASNZ, Geol)-Q(G(ASNI, Geol))»Bufferin-
aRatioDiscrepancy.

A numerical cxample is now provided. Consider a system
selling where  DBufTeringRatiol discrepancy=0.1. Supposc
5,000 viewers are determined to be located in New York,
connected to ASNI, and streaming a baseball game from
CDN C. Another 4,000 viewers in New York are connected
lo ASNZ and streaming the same game [rom CHDN C.

liach client reports Tor cach session (a) the total time il
spent 10 buttering during every 10 second interval; and (b)
the total playing time during the same 10 second interval.
The aggregate quality ratio for each group as computed by
conlent distribulion monitor 102 is: QGNY, ASN1))=0.14,
and Q{G(NY, ABN2N=0.03, respectively.

Since Q(G(SF, ASNI)-Q(G(SE, ASN2)j=BufferRatio-
Discrepancy, the quality issues are pinpointed as being
ASNI.

Example

Inferring Problems with a Particular CDN (Multiple
CDNs)

Suppose a content owner, such as XYZ, distributes irs
content via multiple CDNs (e.g., CDN A, CDN B, and CDN
Ch. 1l clients al the same location and using the same 18P
experience signilicantly dilferent quality when connecled 1o
dillerent C1INs, the dillerence in quality can be attribuled 1o
CDNs. One way this analysis can be implemented on
content distribution monitor 102 is as tollows.

Iirst. oblain location and network nlormation for all
clients. Second. classify cach client based on its ASN. the
CDN it gets data trom, and one of its geographic attributes
{e.g., DMZ code, city, or state). Let G{ASN,, CDN1, Geo,)
denote the set of clients connected 1o a specific ASN and a
geographic region (g, lor i=1, 2. 3, 4, 3). gelling dala [rom
same CDN. CDN1. One way of determining the particular
CDN trom which a client is receiving content is to extractit
from the URL used by the client to obtain the content.

Third, compule an aggregale quality Q lor cach group
GASN. CION. Geo) over the last T seconds. Denote this
aggregale qualily by QUUHASN. CDN, (eo)).

Finally, check whether there are at least K pairs of groups
that share the same ASN and geo-location, but get their data
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from different CDNs, and which experience different qual-
ity. In particular. let GIASNIL, CIINL Geol) and G{ASNT.
CION]. Geo 1)y be ome such pair ol groups. Then if Q(G{ASNI.
CIONL, Geoi)=Q{G{ASNIL CDN2. Geol)y=Quality T'hresh-
old2 for greater than a traction F of the K pairs, a conclusion
is made that CDN2 has problems serving clients in general
across a large set of repions. Alternatively, it this happens tor
smaller than a [raction 1Y bul a non-rero set. then a conclu-
slon can be made that CIIN2 has problems serving those
{ASN. (feo) combinations lor which the dillerence in qualily
exceeds the quality threshold.

In some embodiments, a minimum group size is defined
s0 that only groups having a number of clients larger than a
given threshold are considered.

A numerical example is provided. Conlent owner Char-
lic's Studio uses CIINs A and 13 [or delivering conlent. At
some point, there are 1100 streams from ISP-1 in San
Francisco, 1200 streams from ISP-2 in Los Angeles, 1500
streams from ISP-3 in New York, 1050 streams from ISP-4
in Boston. 600 streams from I8P-1 in Denver. with exactly
hall the users in cach group streaming [rom CIDN A and the
other hall rom CDN 13 A minimum group sive of 300 users
streaming from a particular (ASN, CDN, Geo) group is used,
and hence there are four groups 10 consider. A requirement
ol al least four pairs (K=4) cxists. lor CDN A, the buflering
ratios Tor users in San lirancisco. Los Angeles. and Boslon
is 0.3, and tor vsers in Denver it is 0.1. For CDN B, the
buffering ratio of all user groups is 0.05. The quality

threshold to separate good and bad quality is 0.1, and the 2

[raction I required is 75%.. "This condition is satislied, since
three out of t(he [our groups have a quality dillerence
between CDN A and CDN B as 0.25, Hence, a conclusion
is made that CDN A is having problems streaming, 1o users.

lixample
Multiple CDNs with CDN Optimization

Suppose a conlenl owner. such as XY7Z. distribules its
content via multiple CDNs (g, CION AL CDN 13, and CDN
(). Assume that if a client connected 1o CDN A experiences
buffering bevond a threshold, it switches to another CDN
(and stays there for at least a tlweshold interval of time).
Based on the amount o switching observed [rom a CDN, the
relative extent ol quality problems the C1INs have can be
quantified. One way this analysis can be implemented on
content distribution monitor 102 is as follows.

lor cach CDNi Tor a period I, delermine the number ol

clienis Ni that start with CDNIL and the number ol clients Mi =

that starl with CDNi and switch away from CIINI (Le. count
only the first switch of' a client). Compute the switch fraction
SWi Mi'Ni for all CDNs, If (SWi-ave(SW)=SW_Thresh-

old). A conclusion can be made that CIINI has qualily

problems n general. Similar analysis can also be perlormed s

with respect to a geographic region or an ASN restriction.

A pumerical example is provided. A content owner Char-
lie’s Smdios uses CDN A and CDN B to deliver content.
Over a 10-minuie period. 10,000 users walch content start-
ing sireaming from CDN A, and in the course of viewing.
1000 vsers switch 10 CDN B based on client-based quality
detection algorithm. In the same period, 10,000 nsers watch
the same conlent starling streaming [rom CDN 13, and out of
these. 2,500 swilch 1o CIN 130 The switch fraction [or CHDN
Ads 001 and that Tor CION 13 18 0.2, Swilching threshold
SW_Threshold is 0.1, and a conclusion is made that CDN A
has quality problems in general.

[

—

o

40

45

Gl

G5

22

Other content distribution problems can also be detected
using the technigues described herein. For example, a prob-
lem with a content item itsell {c.g., a parlicular movic) can
be inforred il several clients, wsing dillerent C1INs and
different 1SPs, experience quality issues with the same
content. As another example, a problem with ad server 150
can be inlerred il several clients reporl excessively long
advertisement load times or timeouls.

A pumerical example is provided. A content owner pub-
lishes 100 ¢lips daily using two CDNs: CDN A and CDN B.
One of the clips, clip X, has 100% join failures on both
CDNs. Using this information, an inference can be made
that there 1s & problem in publishing clip X. Now assume thal
there i3 100% join tailure for clients that join CDN A, but
<2% of the users have problems with CDN B. Then an
inlerence can be made that CDN A's publishing path has
problems for that clip (but CDN 1375 does not).

Other content distribution problems can also be detected
vsing the techniques described herein. For example, a prob-

20 lem with a content item itself (e.g., a particular movie) can

be inforred il several clients, wsing dillerent C1INs and
dillerent 18Ps. experience quality issucs wilh the same
content. As another example, a problem with ad server 150
can be inferred it several clients report excessively long
advertisement load times or timeouts.

In various embodiments, when problems are deteeled by
conlent distribution menitor 102, corrective aclions are
automatically taken, either by a control module included in
content distribution monitor 102, or by a separate control
system. conligured o work in conjunction with conient
distribution monilor 102.

Although  the  loregoing  embodiments  have  been
described in some detail for purposes of clarity of under-
standing, the invention is not limited to the details provided.
There are many aliernative ways ol implementing the inven-
tion. The disclosed embodiments are illustrative and nol
reslriclive.

What is claimed is:

1. A system, comprising:

a sel of one or more processors conligured 1o, using a sel

ol one or more interfaces:

recetve, from a video player, a request for a manitest
file, wherein the request includes location informa-
tion associated with the manifest file;

letch. [rom a remote source. the manilest [ile using the
location information included in the regquest:

rewrite the fetched manifest file, wherein the rewriting
of the tetched manifest file is based at least in part on
global imformaltion aggregated [rom a plurality of
video players; and

return the rewrillen manifest [ile w0 the video player,
wherein the video plaver is configured to obtain
video data according to the rewritten manitest file;
and

a4 memaory coupled to the set of one or more processors

and configured to provide the set of one or more
processors with instructions.

2. The svstem of claim 1, wherein the set of one or more
processors s lurther conligured 1o seleel al least one ol a
bitrale and a conlent delivery nelwork.

3. The system of ¢claim 2, wherein the selection is based
at least in part on at least one of a tratlic and a business
policy.

4. "The system of claim 2, wherein the at Teast one ol the
bitrate and the content delivery network is sclected based at
least in part on an evaluation of the global information
aggrepated from a plurality of video players.
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5. The system of ¢claim 2, wherein the fetched manitest file
is rewrillen to Include the selected at least one ol the bitrate
and the conlent delivery nelwork.

6. "The sysiem ol claim 2, wherein the sceloction is based
at least in part on the request.

7. The svstem of claim 6, wherein the request includes a
device type associated with the video player.

8. The system ol claim 6. wherein the request includes a
content lype assoclaled with the video player.

9. The system of claim 6, wherein the request includes
historical information associated with the video plaver.

10. The system of claim 1, wherein the rewriting includes
overwriting at least a portion of the ferched manifest file.

11. The system ol claim 1, wherein the rewritlen manilest
file, when [ollowed by the video player. causes a bitrale
swilch.

12. The svstem of claim 1, wherein the rewritten manifest
file, when followed by the video plaver, cavses a content
delivery network switch.

13. The system of claim 1. wherein the letched manilest
file compriscs a slatic manilest file.

14. The system ot claim 1, wherein the location informa-
Tion coprises a universal resource locator associated with
the manilest file.

15. A method, comprising:

receiving. [rom a video player, request lor a manilest file.

wherein the request includes location information asso-
ciated with the manitest file;

letching, [rom a remote source, the maniflest file using the

location information included in the request:
rewriting, vsing a set of one or more processors, the
fetched manitest file, wherein the rewriting of the

1

[
[y

30

24

fetched manifest file is based at least in part on global
information aggregated [rom a plurality of video play-
ers; and

returning the rewritten manitest file to the video plaver,

wherein the video plaver is configured to obtain video
data according (o the rewritlen manilest [ile.

16. The method ol ¢laim 15. [urther comprising sclecling
at least one of a bitrate and a content delivery networlk.

17. The method of claim 16, wherein the tetched manitest
file is rewrillen o include the sclecled at least one of the
bitrate and the content delivery network.

18. The method of claim 15, wherein the rewritten mani-
test file, when followed by the video plaver, cavses a bitrate
swilch.

19. "The method of claim 15, wherein the rewriilen mani-
fest file. when [ollowed by the video player. causes a conlent
delivery networle switeh.

20. A computer program product embodied in a non-
transitory langible computer readable storage medium and
comprising computer instructions for:

receiving, from a video player. a request lor a manilest

file, wherein the request includes location information
associated with the manifest file;
letching. rom a remole source. the manilest file using the
location inlormation included in the request;

rewriting the fetched manifest file, wherein the rewriting
of the fetched manitest file is based at least in part on
global intormation aggrepated trom a plurality of video
players: and

reluming the rewrillen manifest file o the video player,

wherein the video plaver is configured to obtain video
data according to the rewritten manitest file.
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