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MONITORING THE PERFORMANCE OF A
CONTENT PLAYER

CROSS REFERENCTETO TR
APPLICATIONS

This application claims priority 1o U.S. Provisional Patent
Application No. 61/227,066 catitled REAL-TIMI TELEM-
ITRY FOR CONTENT filed Jul. 20, 2004 and 10 U8, Pro-
visional Patent Application No. 61/339,925 entitled TELEM-
ETRY FOR CONTENT filed Mar. 10, 2010, both of which
are incorporated herein by reference for all purposes.

BACKGROUNIDY OLVTTIE INVENTION

Users are increasingly vsing networks such as the Internet
Loy aceess conlent, such as video [iles and live streamingsvideo
on demand content. via client machines. Such comtentisolien
large, time sensitive, or both. As demand tor such content
increases, there are challenges in distributing that content
efficiently and with high quality. As one example, it can be
difflicult to determine what impact modilications (o the deliv-
ery ol the conlent have on user experience.

BRIEF DESCRIPTION OF THE DRAWINGS

Various embodiments of the invention are disclosed in ihe
following detailed description and the accompanying draw-
ings.

FIG. 1is an illustration of an environment in which content 3

is distributed.

I'IG. 2A illustrates an cmbodiment ol a client.

FIG. 2B illustrates an embodiment of a client.

FIG. 3 illustrates an example of a process for monitoring
the performance of a content player.

I'IG. 4 illustrales an example ol a process [or dynamically
adjusting a heartbeal.

FIG. § is an illustration of an environment in which status
formation is received and processed,

I'IGr. 6 1llustrates an example ol a process lor delecting a
problem in a conlent distribution.

I'IG. 7 illustrates an example ol a process [or correeting a
problem in a content distribution.

FIG. 8 illustrates an example of an environment in which
content is distributed.

I'IG. 9 illustrales an embodiment of an inlerface through
which content distribution monitoring data is exposed.

FIG. 10 illustrates an embodiment of an intertace through
which content distribution monitoring data is exposed

I'IG 11 llustrales an embodiment of an interface through 5

which conlent distribution monitoring data is exposed

FIG. 12 illustrates an embodiment of an intertace through
which content distribution monitoring data is exposed.

I'I¢r. 13 illustrales an embodiment of an interface through
which conlent distribution moniloring data is exposed.

I'IG. 14A 15 & graph llustrating (he impact ol distribution
quality o0 a content ftem.

FIG. 14B is a graph illustrating the impact of distribution
quality on a content item.

I'ICr. 15 illustrates an example ola process lor improving a
content player engagement.

DIFTAILED DESCRIPTTON

The nvention can be implemenied in numerous ways.
including as a process; an apparatus; a sy siem; a COMPOsiTion
of matter; a computer program product embodied o0 a com-
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puter readable storage medium; and/or a processor, such as a
processor conligured 1o execule instructions stored on and/or
provided by a memory coupled Lo the processor. In this speci-
fication. these implementations. or any other [orm that the
invention may take, may be referred 1o as techniques. In
general, the order of the steps of disclosed processes may be
allered within the scope ol the invention. Unless stated oth-
crwise. 4 component such @8 8 Processor or 4 memory
described as being configured to perform a task mayv beimple-
mented as a general component that is temmporarily configured
to pertorm the task at a given time or a specific component
that is manulaciured o perform the task. As used herein. the
lerm “processor” relers o ome ormore devices. cireuits. and/or
processing cores configured to process data, such as computer
program instructions.,

A detailed deseription of one or more cmbodiments ol the
invention is provided below along with accompanying ligures
that illustrate the principles of the invention. The invention is
described in connection with such embodiments, but the

20 invention is not limited 1o any embodiment. The scope of the

invention s limiled only by the claims and the invention
cncompasscs numerous  allernatives.  modifications  and
equivalents. Numerous specific details are set forth in the
following description in order 1o provide a thorough under-
standing, of the invention. These details are provided for the
purposc ol example and the invention may be practiced
according 1o the claims withoul some or all of these speciliic
details. For the purpose of clarity, technical material that is
known in the technical fields related to the invention has not
been described in detail so that the invention is nol unneces-
sarily obscured.

1G5, 1 is an llustration ol an environment in which conient
is distributed. I the example shown, clients 170-184 are vsed
to access content, such as audiovisval content (e.g., movies,
songs, lelevision shows, sporling evenls. games, images, cle.)
that is owned by conlent owners. The conlent is stored {or
caplured) al origin servers 196-198, then distributed via other
servers, caches, content distribution networks (CDNs), prox-
ies, ete. (collectively, “content sources”). Content sources
cmploy a variely of lechmologies and include 1TTTR Adobe
I'lash Media, and Microsoll Internel Inlormation Service
servers. [n some embodiments content is also distributed by
clients (e.g., vsing peer-to-peer techniques).

Examples ot clients include personal computers (170), lap-
lops (182). cellular phones/personal digital assistanis (178),
and other types ol information appliances (nol shown ) such asg
set-top hoxes, game consoles, broadband routers, file servers,
video servers, and digital video recorders, as applicable. The
clients shown are used by subscribers 10 various Intemnel
service providers (I8Ps). For cxample, clients 1700 172, and
174 arc subscribed to 8P1 (122). while clients 176, 178. and
180 are subscribed 10 SP2 (124), and clients 182 and 184 are
subscribed to SP3 (124).

In the example shown, a movie studio (“Studio™) has con-
tracled with content distributor 142 (o provide downloadable
copies of'its films in exchange tor a fee. Similarly, a television
network (“XYZ™) has contracted with content distributors
142-146 w provide viewers with access to live streams of'its
broadeasts as well as streams ol elevision show episodes and
sporling evenls. In some cases. the content distributor is
owned/operated by the content owner.

Content distributor 142 has a data center that is provided
with network access by backbone I8P 132. Though repre-
sented here by a single node (also relerred (o herein as a
“CION node™). content distribulor 142 may typically have
multiple data centers (not shown) and may make nse of mul-
tiple backbone or other ISPs. Content distributor 144 has a



Us 9,203,913 Bl

3

data center that is provided with network access by backbone
ISP 134, Advertiscmoents are served o various clients via ad
sorvers 150-152,

Suppose a user of client 172 (hereinaller “Alice™) would
like 1o watch a live soccer game owned by XYZ. Client 172
includes a web browser application. Alice uvses the web
browser applicalion (o navigale 1o a portal owned by XY /.
such as “hilps/xyslvnelwork.comflivegames™ |ler request
for the game is directed to a CDN node that is closest to her.
Inthis case, CDIN 146 is the fewest hops away from her client.
Her client then begins streaming the content from CDN 146,
which i in turn rendered in her browser (c.g., via a llash or
Silverlight player). Adverlisements, associaled with the por-
tal, are served 1o her by ad server 150,

In addition to CDN 146 and ad server 150, Alice’s client is
also in communication with content distribution monilor 102,
As will be deseribed in more detail below, elient 172 provides
slatus information (also referred 1o herein as a “heartbeat™).
on a recurring basis, to content distribution monitor 102,

The status intformation includes a variety of telemetry data
such as information that caplures the quality ol the user expe-
ricnee (e.g., video stream quality). and information pertaining
1o user behavior. Examples of quality metrics include: the
length of time it takes for the soccer game video to start
plaving, the number of uttering events (it any), the length of
bullering events. and the number of rames per second ren-
dered by the video player. Ixamples ol user behavior include:
starting and stopping plaving avideo or andio stream, seelking
within the stream, switching the player 1o full screen mode,
minimizingiresioring the player, a change in the volume level
ol the player, and clicking on an advertiscment.

As other users of clients 170-184 request content, their
respective plavers similarly obtain content trom content
sources such as CDN 144 and also communicate status infor-
mation (also relerred Lo herein as telemetry inlormation) (o
content distribution monitor 102, Such players may be
browser-based as with Alice’s. or they may be standalone
applications, as applicable. In various embodiments, all cli-
ents in the environment provide statns information to content
distribution monitor 102,

As will be deseribed in more detail below, dillerent clienis
may provide content distribution monitor 102 with different
levels of detail, and may also do so with ditfering frequency.
For example, client 178 is a smartphone with less powertul
hardware than client 172 and more limited bandwidth. 1t is
conligured to provide less inlormation o content distribution
monitor 102 than client 172 and also does so less frequently
than client 172.

Content distribution monitor 102 collects and processes
the information received rom Alice’s client along with other
clients. The collected information is made available in real-
Time 1o control entities/operators and can bensed to detect and
remedy problems in the content distribution. Examples of
such problems include excessive bullering, freeving. and
[rame skipping. Additional information pertaining o delivery
resources (e.g., CDN 142} and networl providers (e.g., ISP
126) is also made available, as is other information pertaining
1o ¢lients such as demographic information.

In the example shown in FIG. 1, a single conlent distribu-
tion monilor 102 is used. Portioms ol content distribution
monitor 102 may be provided by and'or replicated across
various other moduvles or nfrastructure depending, for
example, on factors such as scalability and availability (re-
ducing the likelihood ol having a single point of filure). and
the techniques deseribed herein may be adapled accordingly.
In some embodiments content distribution monitor 102 is
wplemented across a set of machines distributed among
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several data centers. A Resilience Service Layer (R5L) can
also be wsed (o ensure that the moniloring service is nol
disrupted when/ila subsel ol machines [ail ora subscl of data
cenlers hosting the content distribution monitor are discon-
nected from the Internet,

Examples of Client Architecture

In various embodiments, (the collection of stalus informa-
lion and the reporting ol that information o the content dis-
tribution manager are performed by a “monitoring moduole™
included in the client.

FIG. 2A illustrates an embodiment of a client. In the
example shown, client 202 includes a content player applica-
tion 204 which in (urn incorporales monitoring module 208,
Content is received by the playver from content source 208.
Monitoring module 206 is in communication with content
distribution monilor 210.

In the example shown, module 206 is implemented in
ActionSeripl and deployed as an SW1 library that is dynami-
cally loaded by plaver 204. In Flash, the NetStream( ) class is
mainly responsible for streaming, buttering, and plaving the
video. The monilor 1s implemented as an clement in the
conlent player which wraps (he video element. and provides
the same interface as the video element, as described in more
detail below.

Module 206 can also implemented vsing other approaches,
such ag in the NI platform lor Silverlight and deployed as
a DI library that is dynamically loaded by player applica-
tion 204, In Silverlight, the MediaElement{ ) class is mainly
responsible for streaming, uttering, and plaving the video.
The monitor is implemented as an clement in the conlent
player which wraps the video clement. and provides the same
interlace as the video clement, as deseribed in more detail
below.

Examples of some of the intormation collected by momni-
loring module 206 include the lollowing. expressed in key-
value pairs:

(player_state, “bullering™): The stream is bullering.

(butter_length, 5 s): The current butfer length is five sec-

onds.

(join_time, 3 s): "The join time was 3 see.

(Frame_per_sccond. 307 The number o frames per second

is 30.

(plaver-mode, “Full Screen™): The plaver is running in

full-screen mode.

P16 213 illustrales an embodiment of a client. In the
example shown, clicnt 252 includes a web browser applica-
tion which in turn incorporates monitoring module 256. Con-
tent is received by the plaver from content source 258, Moni-
loring module 256 is in communication wilth conient
distribution monitor 260. In the example shown. module 256
is implemoented in JavaScripl. The monitor periodically col-
lects information about the current web page and the browser,
Examples ot some of the intormation collected by monitoring
module 256 include the Mollowing, expressed in key. value
pairs:

(browser_minimized, “ves™): The browser window is

minimized.

(tab_visible, “no™): The tab containing the web page is not

visible.

{pointer_pos, “x. ¥7) The position of the poinler on the

web page.

(banner display”, “ACMECars™): The banner ad on the

web page is lor ACMIE Cars.

Ag explained above, the monitoring module can be imple-
menied in a variely of ways. Uor example, the monitoring
module can be included in the client’s plaver by the author of
the player. The monitoring module can also extend the func-
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tionality of an existing plaver, such as by being implemented
as a plugin. library, or standalone application (e.g., a helper
application). Various examples ol lechniques lor inlegrating 2
moniloring module with an existing player will now be
described.

In one embodiment, the monitoring module is a wrapper
around the lowest level streamer module (e.g., “NetStream™
in Flash. or “Medial lement” in Silverlight). "The player uses
the wrapper, which provides the same or cnhanced version ol
the API provided by the streamer module, Lo stream video.
Logic in the wrapper captures the appropriate telemetry data.

lixample

“ConvivaNetStream™ extends and wraps “NetStream™

var ns:NetStream  new ConvivaNerStream( J;

bs plav(<stream>};

In & second embodiment. the monitoring module exists as
4 side attachment and s not present in the code path lor
streaming, to oceur, The plaver passes the streamer module to
the monitoring module either directly or through a proxy
module. The monitoring module reads properties and listens
lor events rom the streamer module or proxy module Lo
colleet data. "The proxy module method prevents the monitor-
g madule from interfering with the streaming.

lixample 1
var ns:NetStream  new NetStream( );
bs plav(<stream>};
Livel’ass.createblonitoring Session(ns);

lixample 2

“NetStreamProxy” wraps “NetStream,” but prohibits any

calls that may adversely impact “NetStream™

var ns:NetStream=new NelStream( )

var nsProxy: NetStreamProxy  new NetStreamDProxy{ns);

bs plav(<stream>};

Livel’ass.createbonitoring Session{nsProxy J;

In & third embodiment. the monitoring module is built into
the streamer module. The player uses the streamer module.
The monitoring, module within collects data.

lixample

var ns:NetStream  new NetStream( );
bs plav(<stream>};

Additional Status Inlormation Dixamples
Asg mentioned above, clients downloading/streaming con-

tent from content providers are also in communication with
content distribution monitor 102 on a recurring, lime-driven

bagis. 1lach heartbeal containg a snapshol ol the session stale s

at the time the heartbeat was sent out and a sumumary of the
events and measurements since the last heartbeat or since the
start of the session, as applicable. Examples of intormation
that can be included in a heartbeat (though need not be present
in cvery heartbeat) include the following:
version: The version of the heartbeat.
clientIl>: A vnique idenrifier associated with the client's
monitoring module (deseribed in more detail below)
when it is downloaded/installed on the client.
clientVersion: The version of the moniloring module.
customerID: An identifier associated with an entity such as
XYZ or Swdio.
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sessionID: A unique identifier associated with the content
viewing session.

objeetll): A unique identifier associated with the content
heing streamed. In Alice’s case, this is the soceer game.

currentResource: The source from which the content is
currently being obtained. In Alice’s case, this is CDN
146.

candiadateResourcel ist: A 1ist of potential sources [rom
which the player can oblain the conlent. In Alice™s case,
this could include CIIN 144, (1IN 142, cache 148. cic.
The “currentResource™ is one resource in the “candida-
teResourcelist”

resourcellsage: The number of bytes loaded/streamed
since the start ol the session.

currentBullerSive: The current buller sive.

minl3ullerSive: The minimum bufler sive during the pre-
vious heartbeat interval.

maxBufferSize: The maximum buffer size during the pre-
vious heartbeat interval.

num3ullerlimptylvents: The number of bullering empty
evenls sinee previous heartbeal.

currentBitrate: The bitrate al which the content is currently
streamed.

plavheadTime: For video-on-demand content (i.e., not a
live event), this is the time ollsel ol the sircam (ile.

currentlyPlaying: For live contlent. this is the time oflset of
the stream since the player started.

joinTime: The amount of time that it took the plaver 1o
enter the plaver state for the session.

averageFI'S: The average rendering frame per second
(I'PSY al which the content was rendered since the last
heartbeal.

encodedl/PS: “The PP at which the content was encoded.

averageFI'S: Can be lower than the “encodedFDPS™ if the
client's CPU is unable 1o render the content at the
“encodedFD'S™ or if the client cannot stream the content
[ast enough.

Lotal Play l'ime: “The (otal play (ime since the beginning of
the session.

totalButfering Time: The total buftering time since the
beginning of the session.

totalPauseTime: The total pavse time since the beginning
ol the session.

LotalSleep Time: The total sleep time since the beginning of
the session. The client is in a sleep state it the client is
suspended.

session lime: The tolal Gme clapsed since the session
started.

currentSlate: The state o'the player when the hearlbeal was
sent. Exammples of plaver states include: play, pause,
buffering, joining, and seelking

numRateSwilches: The number of bitrale swilches since
the beginming ol the session.

numResourceSwirches: The number of resource switches
since the bepinning of the session.

rateSwitchingEvent.time: The time at which a bitrate
swilch was allempled, measured [rom the start ol the
session.

rateSwitchingEvent. from: The bitrate of the stream at the
1ime the switch was attempted.

raleSwilchingl:ventio: The target bitrale ol the switch.

raleSwilchingl iventresult: Indicates whether the swilch

65 was success[ul or nol. lor example. a swilch may nol be

suceeed if' the client cannot sustain the “rateSwitchingEven-
t.result” bitrate.
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resourceSwitchingEvent.time: The time at which a
resource swilch was allempled, measured from the start
ol the session.

resourceSwitchinglivent. [rom: The resource [rom which
the content was streamed at the time the switch was

attempted.

resourceSwitchingEvent.1o: The target resource for the
swilch.

resourceSwitchingliventresults:  Indicales whether the
swilch was successful or nol.

errorList: A list of errors encountered from the start of the
session.

FIG. 3 illustrates an example of a process for monitoring
the performance of a conlent player. In some embodiments
the process shown in FIG. 3 s perlormed by a client such as
client 172. The process begins al 302 when information relal-
g 10 the state of a content plaver is obtained. For example, at
302, client 172 collects various intormation pertaining to the
video player that Alice uses to watch the streaming soccer
game. Inlormaltion such as the amount of lime an advertise-
mernt ook 1o load and which ad server supplied the advertise-
mentis also obtained. In some embodiments, additional pro-
cessing is pertformed in the collected intormation. Examples
ineclude computing averages, minimung, maximums, and the
x™ percentile over the Tast lew samples.

AL 304, al least a portion ol the oblained information is
reported to a content distribution monitoring server. For
example, at 304, client 172 sends a heartbeat to content dis-
tribution monitor 102. including some or all of the inlorma-
tioncollected at 302. Information sent at 304 can also include
processed results such averages and minimums. instead ol or
in addition to raw data.

In various embodiments, the process shown in FIG. 3

repeals (hroughoutl a conlent playing scssion. "The process 3

may repeal regularly (e.g., once every sceond). and may also
repeal with varying lrequency.

The amount of data reported by the client in a hearthest to
content distrilbution monitor 102 can affect the scalability of
the comtent distribution menitor. The amount of data collected
and reported by (he client can also potentially impact the
performance of the client. It the client is otherwise resource
constrained (e.g., due to other processes, or due to hardware
limitations), adjustments can be made to how much intorma-
tion 1s collected and with whal frequency. lior example, sup-
pose the buller size is expected Lo be ol sive three sceonds.
The time period emploved by the monitoring module can be
set 10 one second or a few hundred milliseconds. The adjust-
ment can be dynamically adjusied as needed. The period can

he deercased 11 the buller grows and increased il the buller s

shrinks, thus minimizing overhead while still being able (o

detect a low butter size which can impact the video quality.
The amount of data sent can be adjusted according 1o two

parameters: the heartbeal “period,” and the size o[heartbeats.

hoth ol which can be adaplively changed by cither the client s:

or the content distribution monitor as needed. For example, if
the quality experienced by the client is acceptable, the client
may reduce the heartbeat frequency. This can entail collecting
slate mformation less [requently and can also cntail sending
collected inlormation less frequently. 1] the quality degrades.
the client can increase the heartbeat frequency accordingly.
Asg one example, client 172 can employ a rule that, as long as
the bullering ratio is less than or equal 1o 0.5%, the heartbeat
period is 30 scconds. 1T the bullering ratio is between 0.5%,
and 1% the heartbeat period is adjusted lo 20 seconds. IT the
buttering ratio is equal to or greater than 1%, the heartbeat
period is adjusted to 10 seconds.
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Content distribution monitor 102 can also direct client 172
lo increasc or decrease the heartbeal frequency based on
lactors such as the current load on the content distribulion
monitor (or applicable component thereol). lor example, il
the load on content distribution monitor 102 exceeds a pre-
defined threshold, clients are instructed to increase the heart-
beal interval and/or reduce the detail ol the inlormation sent
in a heartbeal.

Az one example, content distribution monitor 102 can
employ a rule that, if’ its resource ntilization exceeds 80%,
clients are instructed to double their respective heartbeat
intervals. Monitor 102 can also selectively send such insirue-
lions Lo clients. lior example, clients with periods under 30
seconds can be instruected to double their periods, while cli-
ents with periods above 30 seconds are not sent such instruc-
lions.

Ag another example, when monitor 102%s utlilization
exceeds 80%. itcan instruct clients o reduee heartheat sive by
sending less information. This can be less detailed intorma-

20 tion (e.g., sending only the number of resource switches,

instcad of the detailed information aboul these switches). or
can include aggregale measurements aboul cerlain cvents
instead of sending individual details. It the client is already
apgregating certain information, the measurements can be
aggregated over a longer time interval (e.g., 10 seconds
instcad of 2 sceonds). Additional examples [ollow.
Instead ol sending every bullering event. send the aggre-
gate time the session spent in the buttering state since the
last heartbeat.
Instead ol sending every measurcment ol the rendering
rale, send the average over the entire heartbeat interval.
Instead ol sending imformation dboul a swilch evenlt at the
time when the switch event happened, store the event on
the client and send it with the next heartbeat.
1G5 4 illustrates an example of 4 process Lor dynamically
adjusting a heartbeal. In some cmbodiments the process
shown in IG. 4 is performed by a client such as client 172.
The process begins at 402 when an indication is received that
achange should be made to either the collection, or reporting
ol status information {or both). As explained above. the indi-
cation can be received as an instruction [rom content distri-
bution monitoring server 102, and can also be received as the
result of a determination made by the client irself. At 404, an
adjustment is made to the collection/reporting of status infor-
mation implicated by the indication recelved at 402,

Inlerring State Inlormation

In some cases, the monitoring and reporting functionality
described herein as being provided by a client is wholly
integrated with the player isclll For example. Studie might
make available a custom player application (hat can be
installed om a client by users that wanlt 10 walch Studio [lms.
The customer plaver includes all of the necessary logic 1o
provide complete heartbeat information, and also includes
logic for communicating with the content distribulion moni-
lor. adjusting the [requency with which slatus inlormation is
communicated 1o the content distribution monitor, and other
tunctionality described herein. However, depending on the
plaver deploved on a client, not all of the example heartbeat
inlormation described above may be direetly accessible lor
collection and transmission. For example. the Flash player
pluginused by Alice to view the soccer game does not provide
direct access 1o its state. Using the techniques described
herein, coniceni distribution monitor 102 ¢can nonciheless bhe
provided with the state ol the player.

In some cmbodiments. a monitoring medule is embedded

in the content plaver deploved on the client. For example,
when Alice directs her browser 1o XY Z's website, a custom
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Flash-based plaver is loaded. The custom plaver has direct
access o the APL ol the video plugin. Possible stales of the
player are as [ollows:

Playing: "he player’s buller is not emply, and the player
renders frames on the screen.

Buttering: The player’s butler is either empty oris less than
a predefined threshold, making it inpossible for the
player o render new [rames.

Joining: The player has just connecled and has nol yel
accumulated enough data in its buller Lo start rendering
frames.

Pause: The plaver is paused, usvally, as a result of a user
action. During the pause state, no new frames are ren-
dered even il the buller is Tull.

Sleep: The client is suspended.

In the case of the alorementioned Flash player. NetStalus
events provided by the plaver can be nsed to inter the state, as
described below:

Buttering: When one ot a NetStatus Butter Empty, Net-
Stream. Play.8tart, or NetBtream. Play Resel evenls s
received, an inference is made that the player is bulTer-
ing data and the video is not playing. For live RI'MP
streams, the mentioned events might not be available. In
that case, if' the plavhead time has stopped moving and
there 1s no data in the content player buller, an inlerence
is made that the player is bullering dala and the video is
not playing.

Plaving: When a NetStatus Buffer. Full event is received,
an interence is made that the plaver is plaving video. If
the plaver is currently in a Pavsed state and the play-
head lime starts (0 move, an inference is made that the
player is playing video.

Paused: 11 the playhead Time does not progress [or 1.6
seconds, an interence is made that the plaver is paused.

Sleep: If the amount of time that has elapsed berween two
firings of a periodic one second timer is greater than 30
seeonds. an inference is made that the client has been in
a sleep mode since the last firing of the timer.

Stopped: Vor ITTTP streams, when a NetStatus. Play.Stop
event is received, an inference is made that the stream
has ended. For RTMD streams, when a NetStatus.
Play.Complete event is received, an inference is made
that the streant has ended. When a NetStatus. Play Stop is
reecived, an inference is made (hat the download has
finished, but the stream is still plaving.

Error: If the stream stavs in stopped state for fifteen sec-
onds at the start ol a session. an inlerence is made that it
has [ailed 10 conneet.

In addition to the player states deseribed above, an addi-

tional state can also be inferred:

Zombie state: An inference is made that the plaver is in a
sombie stale (a non-operaling state with no user actively

using it) ilit persists in anon-playing state lor more than 3

aspecified time. Onee the plaver is in a zombie state, the
transmission of heartbeats to content distribution moni-
tor 102 is halted. Reporting will resume it the plaver
relurns o a playing state. Non-playing stales include:
“Bulfering,” “Paused.” “Stopped.” and “Lrror™
In addition to the plaver states, the monitoring module
monitors various metries, including the number of bytes
downloaded/streamed since the session started. the bitrale of
the stream. and the rendering rate.
Some players. such as the Flash 9 plugin, do not provide a
direct API from which the mumber of bytes streamed/down-
loaded or the stream bitrate. Nonetheless, a variety of tech-
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niques can be vsed to obtain or estimate the bitrate, As one
example. the developer ol the player might expose the bitrate
through an API call.

Amnolher technique loroblaining abitrate is lo use metadata
associated with the content. For example, suppose metadata is
made available through a configuration file associated to the
conlent. The conliguration resides om an origin server such ag
origin server 198 and also includes other inlormation such as
the title of the content, its genre, and a list of CDNs where the

3 content is available.

Yet another technique tor obtaining a bitrate is 1o examine
the conlent URI . lior example. a movie might be accessible al
the URI. hitp:/Awww. CION-Ceom/Siudio!
JaneBEvre300Kbps. In this case, the bitrate of the content is
likely to be 300 Khbps.

An estimation of the stream bitrale can also be made. The
cstimation. along with the amount of time the player was in
the playing stale, and the sive ol the buller. are used o esti-
mate the number of bytes downloaded/streamed. As one

20 example, suppose a plaver streamed data at 400 Klps, was in

a playing state [or 315 seconds, and at the time of laking the
measurcment the bulfer size contained data lor playing
another 15 seconds. Thetotal nnmber of bytes downloaded is:
400 Kbps™(315 seconds+15 seconds) 16 MB.

In the event that the bitrate is available through multiple of
the above lechniques. In various embodiments cach appli-
cable approach is used. in a speeilied order, until a valid
bitrate (e.g., greater than 0 and less than 10,000 Lkbps) is
obtained.

The number of byles downloaded can be estimaled as
{lotalPlaying lime+bulTerl .ength)*bitrate. Il mulliple
bitrates are used. in some embodiments the bytes downloaded
is estimated as the sum of totalPlaving Time[hitrate]*bit-
rate+bufterLength®*currentBitrate.

Rendering quality is another example metrie that can be
oblained and provided 1o content distribution coordinator
102, Rendering quality is the ratio between the frames per
second (FT’S) rendered by the player and the FIS at which the
stream was encoded.

Some players do nol direetly provide the inlormalion
needed (o compute the rendering quality. lor example, lash
9 has an API that exposes rendered frames per second, but not
encoded frames per second. One technique to compute the
encoded FP'S, in such a scenario, is as follows. The rendering
1'PS iy measured and an assumplion 1s made that the encoded
I'PS is the maximum P8 observed over the course ol the
session. Another technique is to estimate the encoded FP'S as
the maximum of a three second sliding average of rendered
I'PS sampled five times a sceond.

In order o ensure aceurale accounting ol the player status
over the course ol the session. it is important to determine the
time intervals when the system is in sleep or suspend mode.
These intervals can be detected using notification ATIs pro-
vided by the system [or this purpose. lor systems that do not
provide such API (c.g., I'lash Player, or 8ilverlight), the inter-
vals can be estimated by setting a timer to fire at periodic
intervals (e.g, every 1 second). At each firing ot the timer the
current system time is recorded, and the time elapsed since
the Tast firing is compuled. [['the time clapsed is greater that a
given threshold (e, 10 seconds). an inlerence is made that
the given elapsed time interval was spent in sleep or suspend
mode.

Inlerring Player Capability Inlormation

The [ollowing arc example player capabilities thal impact
the quality of the video expericnee: processing speed. video
rendering capabilities, amount of memory available, and
amount of bandwidih available.
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Processing speed: The monitoring module can use the APT
ol the content player. or the underlying platlorm Lo read
the processing speed ol the player. For example, il the
conlent player is implemented on the Silverlight plat-
form the monitor can use the Environment Processor-
Count 10 obtain the count of the processors available.

For platforms whose APT does not provide direct reading of

processing speed capabilities, the monitoring module can
derive it by using a limer 1o measure the time required o
perlorm a fixed CPU-Inlensive computation.

Video rendering capabilities: Some content plavers have
the ability to use hardware acceleration to render video.
The monitoring module can determine the speed at
which the content player can render video, cither by
using the AP ol the conlent player or the underlying
platform. For example. a monitoring module using the
Flash platforn can vse the flash.system Capabilities. S-
creenResolutionX 1o determine the screen resolution.

Available memory: The amount of available memory has a
direet influence on how well the content player can
support rendering video while performing the compula-
tion required for monitoring and other user-interaction
tasks. The monitoring module can obtain the amount of
available memory by vsing the API of the nnderlving
platform. For example. a monitoring module using the
Ilash platform can use the API Mash.system Syslem. lo-
talMemory to determine how much memoryis available.

Available download bandwidth: The available download

bandwidth has a direet impact on (he quality ol the video 3

stream that can be downloaded and played. The moni-
tloring module can inler the available bandwidth by mea-
suring the time interval it takes to download a fixed size
file from the server. Alternatively, the underlying plat-

form can provide API thal can be used to delermine the 3

download bandwidih. V'or example. a player using the
Iilash platform can use the AP (lash.nel. NetStreamIn-
fo.currentBytesPerSecond.

FIG. § is an illustration of an environment in which status

moents. the services provided by content distribulion monilor
102 are implemented across a scalable infrastructure, particu-
larly in embodiments where telemetry data is received from
all clients. In the example shown, the elements contained
within dashed region 502 collectively provide the Tunction-
ality ol content distribution monitor 102. Lach ol the layers
{e.g., dispatcher layver 520) is horizontally scalable and their
respective components can be implemented on standard com-
merelally available server hardware (e.g., having a mulli-core

processor, 40+ ol RAM, and Gigabit network interface adap- s

lors) rurming a lypical server-class operating system (c.g..
Linux).

Clients 504-512 each include a monitoring module that
colleets status information. When the monitoring module on

a client is activaled, the client is mapped Lo a dispalcher s

server. As one example, when the monitoring module starts, it
reads a configuration file that includes a list of dispatcher
servers, The monitoring module selects a dispatcher server at
random [rom the list.

A dispatcher server (514 includes two conceplual mod-
ules. The first module implements a communication interface
for receiving status intormation from clients. In some
embodiments the module is implemented using an off-the-
shellweb server, and allows clients 1o connect over the [T
protocol {and also allows clicnts 1o securely communicale via
SSL). Data received by the first module is passed to the
second module. The second module normalizes the data (to a
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format suitable for further processing ) and passes the normal-
ized data 1o a real-lime stream processing component (516).

The real-time stream processing (R8P) layer includes an
optimived sollware component (hal processes the lelemetry
data that it receives from the dispatcher in real-time. A dis-
patcher sends all heartbeats belonging 1o the same session 1o
the same RSP component.

In some embodiments the RSP component is implemented
as a continvously ronning service that reads and processes the
telemetry data received from dispatchers via the network over
TCP. Thetelemetry data stream comprises individual records,
cach ol'which represents the welemelry data sent by (the moni-
loring module. The REP component reads nelwork data one
record at a time and parses the data into a local data repre-
sentation. The data received by the RSI’ component can be
stored as in-memory hash tables of records allowing [ast
exceulion. and very high throughputs. Since the REP compo-
nent does not require old information. it can periodically
purge the in-memory hash tables and increase scalability

20 accordingly. In other embodiments, optimized in-memory

databases are used.
A mapping lunction (o map hearthbeats having a session
identifier “ID™ to a particular RSP component “i™ as tollows:

i lashe Iimad i,

where hash( ) is a hash [unction and “m™ is the total number
ol REP components.

Once an RSP component parses the data records, it per-
forms two main tasks. First, it performs data filtering . A filter
15 & logical expression and is installed al cach RSP component
instance. As one cxample, the following (ier would identily
viewers localed in 8an I'rancisco, connected to ISP 5P,
streaming from CDN A, one of two particular shows:

(city “San  Francisco” AND ISP S
CDON="CIDN  A” AN}  ({show="NewsAL107)
{show="SundayMagasinc™))

lor cach message of incoming lelemetry data, the (key,
value) pairs in the record are matched against the filter, It the
filter is matched, the data is associated with the filter.

The second task perlormed is 1o compute snapshotls and
on-line statistics over the telemetry data matching cach flter.
One example of'a snapshot is the number of plavers that are in
a particular state (e.g., “plaving™). The RSP component gen-
erates sequences of these snapshots (e.g., one every second).
lixamples of statislics compuled by the R8P component
include: the average number of byles played over all video
streams matching a filter over a given time interval {e.g., 10
seconds) and the minimum frames per second experienced by
# stream malching a [ilter over a ime interval. Snapshotls and
statistics are updated conlinuously, rom new telemetry data
received [rom clients.

The RSP component provides its computed snapshots and
statistics to a real-time global aggregation component (518).
The real-time global aggregation (RTGA) component aggre-
gates the informalion provided by the RSP component lor
each filter specified by a user (described in more detail
below ).

As explained above, each RSP component (516) receives
{via a dispatcher) (elemetry data [rom a subset of the moni-
loring modules and caleulates snapshots and statistics lor all
filters. Each RGA component instance is in twrn responsible
tor a subset of the filters. Based on the identifier of the filter,
all REP components send data lor that [ilter 10 a single RGA
component. The RGA component combines the data [rom all
REP components lor the Ters that it is responsible lor. result-
ing in a global snapshot and statistics based on information
from all monitoring modules. Examples of aggregation

AND
OR
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operations performed by an RGA component include: count-
ing the total number ol viewers that maich a particular (ilier.
determining the pereentage ol viewers malching a given filier
that are in bullering stale, the join time distribution experi-
enced by viewers joining a given stream, the current number
of viewers in a given city, the rank of the most popular live
events, and so on.

In some embodiments an RGA component™s Tunctionalily
is inplemented as a continuously running service. It reads
records sent by the RSPs asvochronously, thus achieving a
high throughput. The RGA component stores the records it
receives in in-memory hash tables allowing oplimived access
lor real-time processing. Old information s periodically
purged trom the hash tables 10 improve efficiency.

Ag shown in FIG. 5, gateway 522 provides a web service
API 524 for accessing dala. Through the API, RGAs data is
available on a per-filierbasis. In addition. italso exposes APls
1o edit and install new fillers and aggregation [unclions. In
some embodiments gateway 522 is implemented vsing an

oft-the shelf web server (such as Apache) with customized 2

code 10 handle the various web service API calls. The han-
dlers return data for a given web APL call in various dala
formats including XML, ISON, SOAP, and HTML, as appli-
cable. The handlers serve as middleware for querving and
interactively controlling the RSPs and RGAs.

Galeway 522 also provides access controls and persistently
stores the information regarding the AP requests, dala access
and presentation policies, and filter descriptions. The intior-
mation is maintained in a persistent database, such as mySQL
or Oracle database.

Automatically Detecting and Resolving Content Distribu-
tion Problems

Asg explained above, content distribution monitor 102
aggreaates telemetry information from all clients, processes

the information. and, as will be explained in more detall 3

below, allows users (c.g.. via a user inlerlace) 1o view the
multi-dimensional resulis in realtime. Vixamples of dimen-
sions include:

Client properties: Including browser type and version,
player type and version. operaling system. CPU speed.
commeelion type, [P address, geographic location, lan-
2uage, autonomaus system, and 151

Content properties: Including category, title, show, episode
nuber, duration, encoding format, encoding quality,
and language.

Content source propertics: Including CION. dala cenler.
and clients served.

User properties: Including whether the user {(of the client)
g a premium or [ree user. and retuming or first-lime
visilor.

Accordingly, using the technigues herein. one s able Lo
track, in realtime, granular information such as the quality
experienced by viewers located in Denver, connected 1o SP°2,
and streaming videos [rom CION 13, using 1lash Player 10.

l'urther. by aggregating and correlating (he data il receives s

from all clients, content distribution monitor 102 exposes, in
realtime, the pertormance of content sources and network
providers. (ISPs). Problems in content delivery can be auto-
matically detected by examining the results.

I'IGr. 6 1llustrates an example ol a process lor delecting a
problem in a content distribution. In some embodiments the
process shown in FIG. 6 is performed by coutent distribution
monilor 12, The process beging when information associ-
aled with a [irst content player and a second content player is
received [rom a first client (602) and sccond client (604).
respectively. For example, at 602, telemetry intormation is
recerved from client 504 by dispatcher 514, At 604, telemetry
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information is received from client 506 at dispatcher 526. At
606. the received inlormation as aggregated. or example, al
606. distribuled processing ol the received data is performed
by the REP and RGA layers. Finally, al 608, a delerminalion
is made trom the aggrepate information that a content distri-
bution problem is indicated. For example, at 608, gateway
522 determines that the CDN trom which client 504 is obtain-
ing content 1s experiencing a problem. Specilie examples ol
analysis and diagnosis will now be given.

Example

Diagnosing Clicnt Problems (Single Client, Single
CDN)

Suppose a content owner, such as Studio-A, distributes its
conlent via a single CDN, such as CIIN C. Suppose that the
conlent is encoded al multiple bitrates 131 and 132 where
B1=B2. If a client A is able to sustain the download rate, but
detects problems rendering the frames, an interence can be
made that the client A likely has problems with its (CPL
utilization. An cxample of perlorming such an inlerence lol-
lows.

Observe the client bufter size over a period of time T (e.g.,
T 10 seconds) when the client is streaming at bitrate B2,
Observe the rendering qualily measured using dropped
frames reporled by the player. I the client buller size is
areater than B_threshold (e.g.. B_threshold 0.5%B_max) at
all times during the period of observation, and the rendering
quality is less than R_threshold 1 (say, R_threshold 0.6},
then a conclugion can be made that the client cannol susiain
displaying bit-rate 132 due to CPU issucs on the client.

Perform the same observation with the client plaving at
bit-rate B1. If the client buffer size is greaterthan B_threshold
{e.g., B_threshold 0.5¥B_max) atall times during the period
ol observation, and the rendering quality is greater than
R_threshold_2 {e.g., R_threshold_2=0.75). thena conclusion
can be made that the client can sustain displaying bit-rate B1.

A pumerical example is now provided. Consider a setting
whoere a client streams a | Mbps stream [or 10 sceonds with
buller size varies belween 9 and 10 scconds. Suppose that
13_max is 10 sceonds and B3_threshold is 3 seconds. Assume
that the rendering quality at 1 Mbps is 0.55 over this interval.
When the client plays a 500 kbps stream instead, the buffer
size 1s In the same range (9-10 seconds). bul the rendering
quality is 0.9 instead. Then. assuming that R_thresh-
old_1 0.6 and R_threshold_1 0.73, a conclusion can be
made that the client can sustain 300 kbps but not 1 Mbps.

lixample

Diagnosing CDN Problems (Single Client, Two
CDNs)

Suppose a conlent owner. such as Studio-A, distribules its
content via two CDNs, such as CDN Dand CDN E. If a client
A is able to sustain the download rate from CDN D, but not
CDN E, then the client can conclude that CDN E has prob-
lems streaming Lo client AL An example ol performing such an
inlerence lollows.

Compute an aggregate quality metric Q using various lmea-
surements from the clientovera time T (e.g., T 60 seconds).
lixamples ol measurements which can be direetly used as the
metric (Q across a group ol clients over a time ' include:

bullering ratio: The total number ol seconds the client

experienced buftering divided by the total plaving time
of the clients during interval of time T.
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join time: The average joining time over all clients doring
lime 1 over a group ol clients.
join [ailures: The lraction of cases (across all allempls)
where the join [ailed during time 'L

If the quality Q is greater than a threshold T1 {eg.,
T1 0.95) for CDN D, but lower than another threshold T2
(e.g. '1'2=0.30% for CIIN 11, then a conclusion can be made
that CIIN |5 has problems streaming to client AL

One example remedial action that can be taken al the client
is to select CDN D for streaming the current stream, or use it
first for tture streams.

Anumerical example is provided. Consider a setling where
a client M streams from CIIN 1D and experiences a bullTering
ratio of 0.5 over K1 attempts and time T1. Also, client M
streams thom CDN E, and over K2 attempts and time T2
experiences a butfering ratio of 0.02. In this case, given that
K1 and K2 arc above a threshold {e.g.. both greater than 2).
and I'1 and '1'2 are above a threshold {c.g., both are grealer
than 10 minutes), a conclusion can be made that CDN D has

problems streaming to the client. A further refinement can be 2

perlovrmed by computing the bulTering ratio [or cach ol the K1
{or K2) streaming atiempls from the C1INs o the clienl. In
this case. it can be stated that C1IN 1> has problems streaming
1o client Mifmore than 75% of'the attempts from CDN D (ot
ot the K1 attempts) have uttering ratio greater than 0.5, and
more than 73% ol the attempts from CIDN D have bulTering
ratio less than (.02,

Example

Two Clients in the S8ame LLocation Using Dilferent
I8Ps Ioth Streaming from a Single CION

Suppose a content owner, such as Studio XYZ, distributes

ity content via a single CDN, such as CIDN . The CDN - 3

comprises several geographically distributed servers. As cli-
enls request conlent. they are assigned o a particular server
based on their geographical location. If many clients at the
same geographical location, but using ditterent 1SDs, experi-
ence quality problems. an inference can be made that the
CION servicing thal geographical location is having a prob-
lem. Note that since XY Z also uses the services of CDNC, the
experiences of clients obtaining XYZ's content from the
same location can be included in the analvsis. One way this
analysis can be implemented on content distribution monilor
102 is as [ollows.

First, obtain location and network information for all cli-
ents. Examples of location information include city, state,
couniry, 13M7 code, and geographic coordinates. The loca-

tion information can be oblained in a variely ol ways, such as s

by providing the client’s [P address 1o a geo-location service
such as Quova. Also obtain network information such as
Avtonomous System Number (ASN) information and ISP
informaltion [or the client.

Second, group clients based on their ASN and one geo- =

graphic atribute, such as DMZ code, city, or state. Let
G{ASN1, Geol) denote the set of clients connected 10 a
specific ASN, ASNI, which have the same geographic
altribule value, Geol.

Third. compule an aggregale quality Q for cach group
G{ASN, Geo) over last T seconds. Denote this aggrepate
quality by Q{G(ASN, Geo). Examples of quality metrics are
provided above.

Finally. lor cach (Geo altribule value (Geol. check whether
there are al least two group of clients connected via different
ASNs, If the aggregate quality of a certain fraction F of the
groups is greater than a threshold Butfering Threshold1, then
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conclude that the CDN is experiencing problems serving the
clients at location Geol. In some embodiments @ minimum
group sive is defined so that only groups having a number of
clients larger than a given threshold are considered. As one
example, the fraction F is selected between 0.75 and 1.

A numerical example is now provided. Consider a system
selling  where Bullering Threshold1=0.1.  MinCiroup-
Size 200, and F 1.0. Based on an analysis of their I
addresses, 20,000 viewers are determined to be located in San
lirancisco, conneeted to CIIN CL and walching a new release
by Studio. Assume 5.000 clicnls are connecled 10 ASN1
belonging to SP1; 5,000 clients are connected 1o ASN2
belonging to SP2; 9,900 clients are connected to ASN3
belonging 1o 8P3; and 100 clients arc connected o ASN4
which belongs o a wircless company. lour groups oxist:

- G(SF, ASNI), G(SF, ASN2), G(5F, ASN4), and G(SF,

ASNY), respectively.

liach client reports Tor cach session (a) the total time il
spentin bullering during every 10 second interval: and (b) the
total plaving time during the same 10 second interval. For
example, suppose a user Charlie has the II* address 1.2.3.4
which belong o ASNLL and walches the stream with the URIL
rimpfwww. CONCexample.com/ 1 2346/video v, Charlic
reports in g particular heartbeatl that he has experienced 1
second of buftering and 9 seconds of playing time. Another
vser, Bob, has the [I? address 2.3.4.5 which belongs to ASN3,
and walches the stream with the same URL . Bob reports in a
particular heartbeat that he has experienced 0.5 seconds ol
buftering and 5 seconds of plaving time. Bob’s plaver spent
the remaining 3 seconds in pavse state, The pause time i not
vsed in the computation of the buttering ratio.

Conlent distribution monitor 102 compules over cach
interval ol lime T=5 minutes, the aggregate average bullering
ratio, defined as the (1) the total butfering time experienced
by all sessions in a group during T divided by (2) the total
plaving time over all sessions in the group during the same
limeinterval 1. The aggregate quality ratio for cach ol the four
groups is as [ollows:

Q(G(SF, ASN1)) 0.14, Q(G(SF, ASN2)) 0.21, Q(G(SF,
ASNY)Y 018, Q(G(SE, ASN4)) 0.04,

Since the number of clients in ({81 ASN4) is less (han
MinGroupSize. the diagnosis analysis ignores this group.
Also, since the bullering ratio ol all remaining groups is
areater than ButteringThresholdl, a conclusion is made that
CDN C experiences quality issues serving clients in San
I'rancisco.

Suppose the above example 1s modified such that ASN4
has 1000 clients, and Q(G(SF, ASN1)) 0.02, Q(G(SF,
ASN2Y 0.21, Q(G(SF, ASN3I)) 018, Q{G(SE,
ASN4)) 0.04. In this case, an interence can be made that
CDN C does not experience qualily issues serving clients in
San lirancisco in general. The problem can then be narrowed
down further and smaller or ditferent sets of clients investi-
2ated, such as clients that are connected to ASN1 served by
CIN L

Example

Inferring Problems in a Particular ASN (Single
CINY

Suppose a coltent owner, such as Studio XYZ, distributes
its content via a single CDN, such as CDN C. If'the quality of
clients al the same location bul using dillerent I5Ps is very
dillerent. an inference can be made that the quality problems
experienced by the clients are due to the ISP {and not due 10
the CDNJ). One way this analvsis can be implemented on
content distribution moenitor 102 is as follows.
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Pertorm the first three steps of the previous diagnosis (de-
scribing the diagnosis ol C1IN qualily issues). As a [inal step.
let G{ASNIL, Geol) be a group experiencing low quality. 11
there is at least another group. GIASN2, Geol) al the same
location experiencing high quality, then conclude that ASN1
is the cause of quality issves. In particular, a conclusion that
ASNZ has qualily issues is reached il and only if, QG
(ASNZ, Geol))=QUG{ASNL. Geol)=BulleringRatiol dis-
crepancy.

A numerical example is now provided. Consider a system
setting where BufferingRatioDiscrepancy 0.1, Suppose
5.000 viewers are delermined 10 be located in New York.
connecled 0 ASNLL and streaming a baschall game [rom
CDN C. Another 4,000 viewers in New York are connected to
ASN2 and streaming, the same game trom CDN C.

Each client reports for each session (a) the total time it
spent in bulTering during every 10 second interval; and (b) the
tal playing lime during the same 10 second interval. The
aggreaate quality ratio for each group as computed by content

distribution monitor 102 is: Q(GINY, ASN1))y 0.14, and Q(G 2

(NY, ASN2))=0.03. respectively.
Since Q(G(SE, ASNIN=-QHSI. ASN2)=BullerRatio-
Diserepancy, the qualily issues are pinpointed s being ASN1.

Example

Inferring Problems with a Particular CDN (Multiple
CDNs)

Suppose a contenl owner. such as XY7Z, distribules ils 3

content via multiple CDNs (g, CION AL CDN 13, and CDN
. IT elients at the same location and using the same 18P
experience significantly ditterent quality when connected to
ditferent CDNs, the difference in quality can be attributed to

CIONg. One way this analysis can be implemented on content 3

distribution monitor 102 is as [ollows.

I'irst, obtlain localion and network inlormation for all ¢li-
ents. Second, classify each client based on its ASN, the CDN
it gets data from, and one of its geographic attributes (e.g.,
DM/ code. city. or state). et GEASN,. CDON1. Geo,) denole
the set of clients connected Lo a specilic ASN and a geo-
graphicregion(e.g. . fori 1,2,3,4,5), getting data from same
CDN, CDN1. One way of determining the particular CDN
from which a client is receiving, coutent is to extract it from
the URI . used by the client 1o obtain the content.

Third. compule an aggregale quality Q for cach group
G{ASN, CDN, Geo) over the last T seconds. Denote this
aggreaate quality by Q(G(ASN, CDN, Geo)).

Finally. check whether there are al least K pairs ol groups

that share the same ASN and geo-location, bul get their dala s

[rom different CDNs, and which experience dilTerent quality.
Inparticular, let G{ASNL, CDNi, Geol) and G{ASNIL, CDNj,
Geol) be one such pair of groups. Then if QUG{ASNi, CDN1,
Geon))=Q{G{ABNI, CIONZ, Geol))=Quality Threshold2 lor

greater than a fraction ¥ of the K pairs. a conclusion is made s

that CDN2 has problems serving clients in general across a
large set of regions. Alternatively, it this happens for smaller
than a fraction F but a non-zero set, then a conclusion can be
made that (C1IN2 has problems serving those (ASN, (feo)
combinations lor which the dilference in quality exceeds the
quality threshold.

In some embodiments, a minimum group size is defined so
thatonly groups having anumber olclients larger than a given
threshold are considered.

Anumerical example s provided. Content owner Charlic’s
Studio uses CDNs A and B for delivering content. At some
point, there are 1100 streams from ISP-1 in San Francisco,
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1200 streams from ISP-2 in Los Angeles, 1500 streams from
ISP-3 in New York. 1030 streams [rom 1SP-4 in Boston. 600
streams from 1SP-1 in Denver, with exacily hall the users in
cach group streaming [rom CDN A and the other hall [rom
CDN B. A minimum group size of 500 vsers streaming from
aparticular (ASN, CDN, Geo) group is used, and hence there
are four groups 1o consider. A requirement of at least four
pairs (K=4) exists. For CION AL the bullering ratios [or users
in San lrancisco, Los Angeles. and Boston is 0.3, and lor
users in Denver itis 0.1, For CIN 13, the buflering ratio ol all
vser groups is 0.035, The quality threshold to separate good
and bad quality is 0.1, and the traction F required is 75%. This
condition is satistied, since three out of the four groups have
a quality difference between CDN A and CDN 13 ag 0.25,
[Tence. a conclusion is made that CDN A is having problems
streaming Lo users.

Example
Multiple CDNs with CIIN Optimization

Suppose a content owner, such as XYZ, distributes irs
content via multiple CDNs (e.g., CDN A, CDN B, and CDN

3 (). Assume that it a client connected 10 CDN A experiences

bullering beyond a threshold, it swilches 10 another C1ON
{and slays there [or at least a threshold interval o[time). Based
ol the amount of switching observed from a CDN, the relative
extent of quality problems the CDNs have can be quantified.
One way (his analysis can be implemented on conlent distri-
bution monitor 102 s as [ollows.

lor cach CDNi Tor a period I determine the number ol
clients Ni that start with CDNi, and the number of clients Mi
that start with CDNi and switch away from CDNi (i.e. count
only the first switch ola client). Compute the swilch fraction
SWi=Mi/Ni lor all CDNs. IT (SWi—avg(SW)=BW_Thresh-
old). A conclusion can be made that CDNi has quality prob-
lems in general. Similar analvsis can also be performed with
respect 10 a geographic region or an ASN restriction.

A numerical example is provided. A content owner Char-
lie™s Studios uses CON A and C1IN 13 (o deliver content. Over
a 10-mimte period, 10,000 users watch content starting
streaming from CDN A, and in the course of viewing, 1000
vsers switch 1o CDN B based on client-based quality detec-
lion algorithm. In the same period, 10.000 users walch the
same conlent starling streaming from CION B and oul of
these, 2,500 switch to CDN B. The switch traction tor CDN
A is 0.1 and that for CDN B is 0.2, Switching threshold
SW_Threshold is 0.1, and a conclusion is made that CION A
has quality problems in general.

Other content distribution problems can also be detected
vsing the techniques described herein. For example, a prob-
lem with a content item itself (e.g., a particular movie) can be
inlerred il several clients. using dillerent C1Ns and dillerent
ISPg, experience qualily issucs with the same content. As
another example, a problem with ad server 150 can be
inferred if' several clients report excessively long advertise-
ment load times or timeouts.

A numerical example 1s provided. A content owner pub-
lishes 100 clips daily using two CDNs: CIDN A and CDN 13,
Oneofthe clips, clip X, has 100% join failures on both CDNs.
Using this information, an interence can be made that there is
a problem in publishing clip X. Now assume that there is
100%: join failure for clients that join CDN A, but <22% of the
users have problems with CDN 13, Then an inference can he
made that CDN A’s publishing path has problems for that clip
{but CDN B"s does not).
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Other content distribution problems can also be detected
using the lechnigues desceribed herein. or example. a prob-
lem with a content item itsell {e.g., a parlicular movie) can be
inferred i several clients, using different C1Ns and difTerent
I8Ps, experience quality issuves with the same content. As
another example, a problem with ad server 150 can be
inferred il several clients reporl excessively long advertise-
menl load times or imeouls.

In varions embodiments, when problems are detected by
content distribution monitor 102, corrective actions are auto-
matically taken, either by a control module included in con-
tentdistribution monitor 102, or by a separale control syslem.
conligured (o work in comjunction with content distribution
monitor 102.

FIG. 7 illustrates an example of a process for correcting a
problem in a content distribution. In some embodiments the
process shown in IP1G. 7 is performed by content distribution
monilor. The process beging at 702 when a delermination is
made that a problem in a content distribution exists. In some
embodiments the processing of portion 702 of FIG. 7 occurs
in accordance with the process shown in FIG. 6. AL 704, a
determination is made that at least one selling of a client
should be npdated, and at 706, the npdate is sent 1o the client.

As one example, suppose content distribution monitor 102
continuously monitors the quality of clients” receipt of con-
tent. IT this quality drops under a predelined threshold. the
control module (or control system) will try o localize the
problem to one or more {CDN, city) pairs, asdescribed above.,
It successtul, the control module instruets clients in each city

1o use a dillerent CDN. Ag another example. the content 3

distribution memitor can be confligured o monitor audience
quality lor triplets (CDN, city. 18P} and based on the dala
infer whether a quality issue is due to a client’s CDN, ISP, or
both,

The communication helween the conirol module and ihe 3

clicnts can be implemented in a variely of ways. In one
example, the contrel module updales a centrally maintained
configuration file that is periodically read by each client. In
another example, the control module opens a connection to
any clients implicated in the problem and sends commands
dircelly 1o those clients. In various embodiments, instead ol
specifically instructing the client to make a change, a list of
alternatives or suggestions is instead provided to the client,
and the client is configured 1o perform some local decision
making. As one example. suppose a client is experiencing
difficuliies oblaining advertisements rom  adverlisement
server 150, If multiple other advertising servers exist, rather
than content distribution monitor 102 determining which
advertisement server the elient should switch o using, con-

tent distribution monitor 102 sends a list ol three such serves. =

and the client is lasked with seleeting [rom the list.

If the problem is determined o be CDN A, and CDN A is
the only CDN able to provide the content, in some embodi-
ments the control module instructs those clients alfected by

CION A%s problem Lo reduce the rate at which they stream. In s

addition, new clients joining CDN A can be instructed to use
a lower rate than they might otherwise use.

If the problem is determined to be CDN A, and multiple
CIINg are able 1o provide the conlent. In some embodiments
the control module instructs those clients alfected by CDN
A’s problem to switch to another CDN. In addition, new
clients joining CDN A can be instructed 1o avoid CDN A,

II' the problem is delermined Lo be an ASN, in some
embodiments the control module nstruets the clients con-
necled 1o that ASN o reduce the rale al which they are
streaming,. In addition, newly clients joining from the ASN
can be instructed to use the lower rate,

[
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It the problem is determined 1o be the client (e.g., the
client’s connection is congested or the CPU is overloaded), in
some embodiments the control module instruets the client 1o
reduce the rate at which it streams.

It the problem is determined 1o be an ad server, in some
embodiments the control module instructs all clients to cease
letehing or allempling o leteh advertisements [rom the ad
server, and instead 1o felch them from a dillerent ad server.

In various embodiments, clients include logic to interpret

3 the control module instructions and information. A client

makes the vltimate decision based on the instructions and
inlormation received [rom control module inlormation and/?
or iis own internal state. 'The state can include both real-time
state aswell as historical state. Examples of states include, but
are not limited 1o CPU utilizations, rendering rate, and
whether the viewer waiches [ull screen or not.

Scleeting a CDN 3ased on ixternal Input

Supposc a content owner distribules s content via mul-

tiple CDNs (CDN A and CDN B). Suppose also that the

20 content owner’s desire is to use CDN A for clients in the
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United States and C1IN B lor clients in Furope. When a client
conneels o the conlent owner's wehbsile (o view a sircam, an
entity on the server side determines the location of the client
and returns the CDN that the client should used based on its
location. This technique can also be used with respect to more
sophisticaled policics, such as ones based on content being
walched. or user class (c.g.. promium versus regular).

Selecting a CDN Based on External Input of Multiple
CDNs

1I1(3. 8 llugirales an example ol an enviromment in which
conlentis distributed. In the example shown, a conlent owner
distribules its comtent via multiple CIONs - CDN A (808) and
CDN B (810). Suppose the content owner's policy is 1o use
the CDN that provides the best quality for a client at the
current me. When client A (812) conneets Lo the conlent
owner's website o view a stream, an entity al the backend
determines the CDN that is expecled o provide the best
quality 1o client A, The backend entity (814) determines this
vsing pertormance information from other clients such as
clients 13 (816) and C (818). The backend entity sends the list
ol CIINs 1o client A in the prelerred order based on the
expected performance for client A, Client A then chooses the
CDN based on this ordered list and local state. In some
embodiments the local state keeps a black list of CDNs spe-
cillc to client A based on atlempts made by client A o cach
CDN. One reason for doing this is lor when a CDN g
expected to perform well for a client based on information
known to the backend entity, but does not perform well in the
particular case [or a client. Onee client A chooses a C1NL il
commeels and streams [rom that CIN.

Scleeting 13it Rate 13ased on Hixternal Inpul and [ .ocal State

Suppose a content owner distributes its content using mul-
tiple bitrates (e.g., 300 kbps, 700 kbps, 1300 lkbps, and 2700
kbps). Suppose alse that the content owner wanls 1o make all
bitrates available 1o ils premiwm customers in country A, bul
ouly make the 300 kbps and 700 kbps bitrates available 1o its
regular customers in country A, In country B, the content
owher wants 10 implement similar rules, but not provide the
2700 kbps bitrale (o any cuslomer. lor sceurily reasons, the
knowledge of whether a customer is premiuwm or nol is main-
tained at the content owner’s servers rather than at the client.
One example of a premivm customer is one who pavs more
for a higher class of service. When a client comnects o the
conlent owner’s servers o siream the video. an entity on the
server side determines the set o bitrales available o the client
based on its location and service class and returns this set. The
client then selects one of the available bitrates based on local
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state on the highest bitrate it can play without experiencing
quality problems. This stale can be maintained at the client
hased on previous viewings ol content on this site or different
siles.

Placing an Advertisement on a Page Based on External
Input

Suppose a content owher wants 10 experiment with
whether placing an advertisement on the left side of the page
or the right side ol the page has a better chance of the user
clicking on the advertisement. When a client connects to the
content owner’s website, an entity on the server side deter-
mines which side the client should place its ad. The client
places its ad in the specified location and reports back il the ad
was over clicked.

Treating Inputs trom an External Entity as Commands

Suppose a content owner distributes content via multiple
content distribution networks (C1N A and C1ON 3). Suppose
also that the content owner wanlts Lo lightly control the trallic
usage ol the two CIINs and wanls 1o change the usage
helween the C1INs based on quality and pricing in a continu-
ous manner. In an extreme scenario the content owner may
wishto turn off'a CDN completely and migrate all nsers to the
other CDN within a short period ot time (e.g. a few minutes).
To achieve this, the client periodically (e.g., every minute)
sends a request Lo the conlent owner’s websile. An enlity on
the sever side delermines for cach client the CDN itshould be
connecled to based on current policy scllings. On the
response Lo the [irst request from a client. the client will
connect 1o the CDN provided. On subsequent responses, if the
client is connected 1o a different CDN than the one returned,
then it will immediately switch to the one returned. Here the
client treats the response as a command (o make sure the
policics in the back end are enloreed.

Trealing Inpuls lrom an External Intity as [lints

Suppose acontent owner distribules conlent using multiple
content distribution networks (CDN A and CDN B) and mul-
tiple bitrates (300 kbps, 700 kbps, and 1500 kbps). Suppose
also that the player used by the conlent owner aulomalically
adjusts the bitrate (o the highest bit rate that the clienl can
stream from the current CDN but does not switch between
CDNs it streaming is working well. With this setup, it is
possible that the client will getinto the scenario where it plays
the 700 kbps bitrate well on CIIN A but cannot play the 1500
kbps on CDN AL Now suppose that the client could play at
1500 kbps at CDN B, It the client does not know this, In
various embodiments, a “hint” from an external entity that has
knowledge of (his possibility (c.g.. through inlerence based

on other clients) can be sent o this clicnt letting the client s

know (hat it may be able o play 2 higher bil rate on CIIN 13,
The client may choose to ighore or take this hint based on
local state such as vser settings.

Decision on CDN is Updated Periodically

Suppose a conlent owner distribules its conlent via mul- s

tiple CDNs (CDN A and CDN B). Suppose also that the
content owner’s policy is 10 use the CDN that provides the
best quality for a client at the current time. When client A
connects o the content owner’s websile o view a slream. an
enlity at the backend determines the CDN that is expecled Lo
provide the best quality 1o client A, The backend entity deter-
nines this vsing performance intformation from other clients
(in this example clients 13 and CY. The backend entity sends
the list ol CIINs o client A in the preferred order based on the
expecled performance lor client AL Client A then chooses a
CDN based on this ordered list and local state. Once client A
chooses a CDN, it connects to and streams from that CDN.
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Network and CDN pertormance change over time and the
CDN selection decision is updated periodically accordingly.
Client A periodically {c.g., once every one minule) requests a
new list ol CINs [rom the backend entity. IT the backend
entity determines that the CDN currently being vsed by client
Ais nolonger best suited for client A, it will return a list with
a different CDN as the most preferred CDN. When client A
receives this new lisl. Ul makes a decision using (he new list
and local state on wheiher o stay on the current CDN or
swilch Lo the new one. IT 1L decides Lo swilch. it will immedi-
ately switch 1o the new most preferred CDN.

Client Decision when Communication with Backend
Entity is Lost

Suppose a content owner distributes its coutent via mul-
tiple CDNs (CDN A and CDN B). Suppose also that the
content owner's policy is to use the CDN that provides the
best quality for a client at the current time, When client A

2 conneels o the conlent owner’s websile o view a sircam, an

entity al the backend determines the CIIN that is expected 1o
provide the best quality to client A, The backend entity deter-
mings this using performance inlormation from other clients
{in this cxample clients 13 and C). "The backend entity sends
the list o CDNs Lo client A in the prelerred order based on the
expected performance for client A, Client A then chooses the
CDN based on this ordered list and local state. Once client A
chooses a CDN, it connects 1o and streams from that CDN.
During normal operation, if'client A detects a quality problem
with the CDN it is streaming [rom. il notifies the backend
entity to gel a dilferent CON. However. in the evenl it loses
commeelivily with the backend entity. the client uses the next
CDN in the most recent list provided by the backend enlity 1o
select the next CDN 1o trv.

The control module can use the information collected [rom
the clients to determine the correlation between the viewer
engagement and quality. Alternatively, an operator can uvse
the historical or real-time inlormation 1o determine this cor-
relation.

Quantitative Relationship Belween Video Quality and
Viewer Engagement

Viewer sessions can be classified based on a set of (N)
content attributes such as: (a) content format; (b) content
type; () content genre; (d) content length; and (e) content
publish time.

I'mgagement diflerence can be computed lor viewer ses-
sions viewing “similar” content. One definition of conlent
“similarity™ is equality of a majority of content atiributes
where (a) all (N) attrilutes are equal; () only (N-1) atiributes
may be equal; (¢} only (N-2) attributes may be equal; etc.

By computing and comparing engagement differences for
conlent with similar atiributes (where a majority ol aliributes
are similar). the impact ol content itsell on engagement can be
reduced, thus highlighting the impact of video quality on
viewer experience,

Example 1

Consider a live sporting event ol duration 13 {e.g.. D=2
hours). [ ¢l the number of viewers joining 1o walch the event
in the first minute be N=10.000. | ¢l the average video quality
and corresponding viewer engagement of various viewers be
as follows:
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TABLE 1
Viewor
Engage-
hll”thT rrent
of (Viewing
Category  Viewers Viewers Video Quality Duration)
el V10300 M= doin Lime =1 see, 121=1hr
3000 Duifering Ratia =17, 10 mung
Rendeting Quality =
10085
c2 WAL L VTION0 N2 = Join Time = 4 secs, D2 =1hr
A000 Bulloing Ratio = 3%,
Rendering Qualiny =
93%
3 WIIOL OOV T0000 N3 = doin Lime = 4 gees, 123 =
3000 Duifering Ratia = 6%, 40 mins
Rendeting Quality =
W%

Az shownin TABLE 1, viewers have been classified by video
quality into (hree calegories. Viewers with poorer video qual-
ity walched the video lor fewer minutes. The net loss ol
viewer engagement [or viewers with poor video qualily can
be computed as: [N2x[D1-D2]1+[N3x[D3-D17] 400010+
300030 13,000 minutes.

lixample 2

Consider a website where the viewer can view multiple
videos on demand. Atter viewing a video, the viewer is pre-

sented the same interface 1o optionally continue watching #

more videos., Tet there be a set of K videos with similar
allributes (genre="action”, lormal="cpisode”. duration="30
mins™). [ el the number of viewers who have watched at least
one of these videos in a given month be N 10,000, Let the

average number of videos watched by viewers with varying

video quality be as lollows:

TAIBLIE2
Viewor
Engage-
ment
{Average
Number
ol Vidvos
Nurrther Wéalched
of ina
Calegoty Viewers Viewers  Video Qualiy Month)
Cl 1., 83000 N1= Join Time =1 sec. D1=35
3000 Duifering Ratia =17, mins
Rendering Qualiny =
100%%
c2 WAL L VTION0 N2 = Join Time = 4 secs, Dz=3
A000 Bulloing Ratio = 3%,
Rendeting Quality =
YA
3 WIIOL OOV T0000 N3 = doin Lime = 4 gees, 123=12

3000 Duifering Ratia = 6%,
Rendering Qualiny =

0%,

A shown in TADBLL 2. viewers have been classified by video
quality into (hree calegories. Viewers with poorer video qual-
ity watched a fewer nuimber of videos. The net loss of viewer
engagement for viewers with poor video quality can be com-
puted ag [N2x|[D1=D2 ][+ N3x[133=131] |<{duration of cpi-
s0de F(A000x0.5+3000x 1. 5)%30=193.000 minulcs.
Visualization Tools and Manual Diagnosis o Problems
In addition 1o automatically detecting content distribution
problems, content distribution monitor 102 is configured to
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make available visualization tools 1o human operators. Using
the tools. such operators can quickly identify problems. The
interliace creates visualizations [or them based on quality
metrics such as (the percentage ol viewers in a bulTering stale,
the amount of time needed 1o start plaving a video stream as
perceived by the viewers, etc. Other vsers, such as business
and marketing executives can also use the tools to examine
data trends in general, and without needing a specilic purpose
ol problem detection. The interface creales visualizalions lor
them based on metrics that are correlated with revenue and
brand. Examples include the concurrent number of viewers,
the percentage of viewers dropping becauvse of quality prob-
lems, the number of advertising clicks, ete. Interactive con-
trols are provided Lo allow both operators and other users 1o
view virtually any slice ol the multidimensional data captured
by comtent distribulion monitor 102.

FIGS. 9-13 illustrate embodiments of an intertace through
which content distribution monitoring data is exposed. In
various embodiments, the interfaces are provided by content
distribution monitor 102, such as through gateway layer 526.

The interlace shown in UG 9 includes [our plots. "The
“Audience Size™ plot (upper-lett) shows the total number
viewers versus tilme. The “Resource Utilization™ plot (upper-
right) shows the total bandwidth delivered by each CDN. The
“Audience Quality™ plot (hotlom-lell) shows the aggregale
quality experienced by all viewers. The “Audience Geoloca-
tion™ plot (bottom-right) shows the location of the viewers on
a world map. Each plot shows data in realtime, and changes
are rellected through [requent refreshes of the inlerface.

Suppose an operator sees audience qualily dropping, as
shown in UG, T This drop in quality correlates with a drop
in the total number of viewers, and a drop of the bandwidth
delivered by CDN A, Based on this data, the operator hypoth-
csives that CDN A is likely part of the problem.

The operator can verily this hypothesis by crealing (wo
new plots, as shown in FICG. 11, "The upper-right plot shows
the audience quality ranked by CDNs, while the bottom-left
plot shows the audience quality ranked by city. Since, in both
ol these plots, CION A and cities in the Scattle region are the
only ones 1o perlorm poorly. the operator [urther hypoth-
esizes that the problem is localized to the viewers in the
Seattle region streaming trom CDN A,

To verify this new hypothesis, the operator adds a new plot
showing the quality of viewers in Scatile ranked by CDN, as
shown in the botlom-right plot in I, 12, This plot show thal,
indeed, only the Seattle viewers who stream trom CDN A see
quality issues; viewers from Seattle streaming from other
CDNs see no quality degradation. As a resull. the operator
concludes that the hypothesis was correcl. 1.e.. thal the prob-
lem is localized to the viewers n the Scattle reglon streaming
trom CDN AL

The operator can take actions to improve the viewer quality
in the Seattle region. lixamples ol such actions include calling
CDN Ao (ix the problem. orfand pushing new conliguralion
files to the players. Such confipuration file can, e.g., specify
that if the plaver is in the Seattle region, it should use a CDN
other than CDN A,

In addition (o diagnosing widespread problems. operalors
can alse use the visualivation wols provided by content dis-
tribution monitor 102 to diagnose quality issues experienced
by particular clients.

Suppose a user who reports qualily issues o a customer
service organization in charge with overseeing the delivery ol
the conlent. The user provides the service operalor with the IP
address or other vnique identifier (e.g., HITD cookie, vser
login) 1o help the operator identify the user’s end-host.
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The operator vses this identifier 1o see in real-time a sum-
mary of the inlormation associaled with the user’s client.
I"1€5. 13 shows an example in which the quality ol the client
with the [P address 123.456.7.8 is only 10% (upper-lelt plot).
In addition, the intertace indicates that the client is located in
Seattle and streams data from CDN A,

To determine the root cause the problem the operator nses
the interface o show (a) the audience quality of viewcers using
CION A (upper-right plot), and (b) the audience quality ol all
viewers in Sealtle ranked by CIDN (bottom-lelt plot).

Based on the second plot that shows that only the viewers
in Seattle which stream from CDN A experience quality
issues, the operator concludes that likely the problem expe-
ricniced by the client is duc o CDN AL Lo 1ix this problem, the
operator conligures the client remotely (e.g.. via a conligura-
tion iil¢) to use anoither CHN.

Additional Embodiments
Multivariale Testing

The techniques described herein can be vsed for a variety
of purposes in addition 1o detecting and remedying content
distribution problems. As one example, content owners (or
olher appropriale partics) can perlorm mullivariale lesting
and, based on the resulls, make adjustment o conlent distri-
bution settings.

FIGS. 14A and 14B are graphs illustrating the impact of
distribution quality on a content ilem. Specilically. FICG. 14A
indicates that. [or a [irst content item {e.g.. a lealure lenglh
{ilm). clients which experience a good experience tend Lo
watch the item approximately twice as long as those with a
poorexperience. FIG. 148 indicates that, for a second content

item (e.g., a breaking news report), the length of time a 3

particular client streams the content 1s largely unimpacted by
the quality of the expericnee.

FIG. 15 illustrates an example of a process forimproving a
content plaver engagement. The process begins at 1402 when
an engagement ol a [lirst content player with respect o a lirst
content item being downloaded by the first client is measured.
Asg one example, the amount of time a particular client, such
as client 176, views a particular feature length film is deter-
mined. At 1404, heartbeat information is received from the
client. Insome embodiments the processing ol 1402 and 1404
is combined. as applicable. AL 1406, a determination is made
as 1o the quantitative relationship between the engagement
and the performance information. In various embodiments,
the processing ol 1402 and 1404 s also performed with

respect (o other elients that are alse accessing the same con- 5

tent, and (he resulling inlormation s used at 1406. AL 1408. a
setting of a second plaver with respect to the same content is
adjusted. As one example, if'a determination is made that the
content can be provided. al reduced quality. withoul incwring

a gignilicant reduciion in cngagement, the conlenl owner may 5

instruct content distribution monitor 102 to send instructions
10 other clients receiving, the content to obtain the content at a
lower bitrate. Similarly, it' a determination is made that
changes in qualily signilicantly change engagement, instruc-
Lions 1o devole more bandwidth o clienis experiencing poor
performance might be provided to content distribution moni-
tor 102,

I'nflorcing Policies

In various embodimenis, content owners and other appro-
priate partics are granted access o a policy engine (hat allows
them 1o configure and revise a list of policies. Policies pro-
vided by the customer are based on the following patrern:
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1. matching rule A: action A

2. malching rule 13: action 13

3. malching rule 7 action

The matching rule determines the subsel ol the viewers on
which the policy is to be applied. In addition, multiple mateh-
ing rules can be provided for certain policies aceording to a
specilied priority order. When the policy engine needs 1o
deeide an action lor a viewer. it ilerales through the ordered
list and based on the first match selects the appropriate action.

The matching rules are composed of predicates on several
dimensions that identify the viewers. Example dimensions
include:

1. Location ol the viewer (e.g., Counlry, Stale, Cily, Zip
code).

2. The ISP and AS through which the viewer is connecting
to (he Internet.

3. Technographics ol the viewer {e.g.. browser. (8. net-
work speed)

4. Content being watched by the viewer (e.g., hame of

20 video, play list name, ete.)

Iixample actions include:

1. Maintain uninterrupled viewing by swilching between
an ordered list of resources (e.g., Data centers, CDNS) via
which the viewer downloads the video. This provides high
availability of the connection of the viewer 1o the content.

2. Maintain high quality viewing by switching in accor-
dance with an ordered list of resources via which the viewer
downloads the video. This provides a glitch free viewing
experience (e.2., minimizes the impact of overloaded delivery
servers, or nelwork path congestion).

3. Oplimiye video resolution by swilching the bitrate ol the
video. This allows the download bandwidih ol the viewer 1o
provide the highest resolution possible.

4. Optimize video viewing quality given limited bandwidih
available 1o the user by using a lower bitrale video. This
provides consistent delivery ol content even i the bandwidth
available 10 the user 1s low.

5. Minimize cost of delivery by switching the viewer 10
lower delivery cost resource it the quality of download
ollered by the lowoer cosl resource is consislent.

6. Maintain load balance between a list ol available
resources. The load balancing is done based on priority
weights associated with each resource in the list.

7. Enforce a usage limit on a resource by forcing viewersto
swilch away aller a bandwidth or downloaded byle threshold
is mel.

As mentioned above, in various embodiments, content dis-
tribution monitor 102 includes a control module or works in
conjunclion with a separale control syslem. The control sys-
lem is conligured o enforee policies speeified via the policy
cngine. As one example, in some embodiments whenever an
initial client request is made for content, the control system
determines an appropriate content source for the client based
on the policics and also based on telemetry inlormation made
available via conlent distribution monitor 102,

Although the forepoing embodiments have been described
in some detail tor purposes of clarity of understanding, the
invention is not limited to the details provided. There are
many allemative ways of implementing the inveniion. The
disclosed embodiments are illustrative and not restrictive.

What is claimed is:

1. A system for improving a content plaver engagement,
including:

a processor: and

amemory coupled with the processor. wherein the memory

is configured to provide the processor with instructions
which when executed cavse the processor to:
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measure an engagement of a first content plaver with
respect Lo a particular content liem being downloaded
by a first client associated with the (irst conlent player.
wherein measuring the engagement includes oblain-
ing one or more quantitative measurements of
engagement;

receive performance information associated with the
first content player, wherein the perlormance infor-
malion comprises one or more measures of al Teast
one ol
a download quality associated with the particular con-

tent item; and
a plavback quality associated with the particular con-
lent item:

determine a quantitative relationship between the mea-
sured engagement and the performance imformation.
wherein the determined quantitative relationship indi-
cates how changing a quality at which the particular
content item is provided changes engagement;

use the determined quantitative relationship o deler-
mine 4 sel of instructions o be transmitled that cause
a selling of a second content player with respect Lo the
same particular content item to be adjusted, wherein
the second content plaver is associated with a second
client different from the first client. and wherein the
seltling to be adjusted is associated with oblaining ol
the particular content item by the second client: and

transmit the determined set of instructions.

2. The system of claim 1 wherein the one or more quanti- ~

Tative measurements of engagement includes a length of time
that the [irst content player has been playing (he particular
content ilem.

3. The system ol claim 1 wherein the one or more quanti-

Tative measurements of engagement includes a length of time
that the first content plaver has been plaving a plurality of
content frems.

4. The system ol claim 1 wherein the one or more quanti-
Lative measurcments of engagement includes a length ol time
that the first client has been conneeted 1o a content distribu-
tion netwaork.

5. The system of claim 1 wherein the one or more quanti-
Tative measurements of engagement includes an amount of
dala associaled with a download of the particular content
ilem.

6. The system of claim 1 wherein the one or more quanti-
tative measurements of engagement includes a number of
content items viewed.

7. The system ol claim 1 wherein measuring the engage- =

menl measure compriscs capluring a display mode of a video
sereen.

8. The system of claim 1 wherein measuring the engage-
menl measure comprises capluring a viewer interaction with
al least ome player control.

9. The system of claim 1 wherein measuring the engage-
ment measure comprises capturing a viewer interaction with
an advertisement.

10, "The system ol claim 1 wherein the received perflor-
mance information compriscs information associated with a
join failure.

11. The swystem of claim 1 wherein the received perfor-
mance information compriscs information associated with a
Join time.

12. "The system ol claim 1 wherein the received perflor-
mance intormation comprises intormation associated with a
number of buttering events.
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13. The system of claim 1 wherein the received perfor-
mance informalion comprises information associaled with a
duration ol bullering events.

14. The system of claim 1 wherein the received perlor-
mance information comprises information associated with a
frequency of buttering events.

15. The system of claim 1 wherein the received perfor-
mance informalion comprises information associaled with a
frequency ol [rames per sceond ol video rendered.

16. The system of claim 1 wherein the received perlor-
mance information comprises information associated with a
rendering quality.

17. The system of claim 1 wherein the received perfor-
mance informalion comprises information associaled with a
video bil rale.

18. The system of claim 1 wherein the selling is a bilrale.

19. The system of'claim 1 wherein the serting is a source of
the particular content item.

20. The system of claim 19 wherein the source is a content
delivery network.

21. The system of claim 1 wherein the sclling 1s a buller
size.

22, The svstem of claim 1 wherein the adjusted setting is
associated with a download of the particular content item by
the Tirst client.

23, The system of claim 1 wherein the determined set of
instructions is transmitted to the second client.

24, The system of claim 1 wherein the received perfor-
mance inlormation s a first inlormation and wherein the
processor is conligured o receive additional perlormance
inlormation assoclaled with a plurality of respective addi-
tional content plavers.

25. The svstem of claim 1 wherein the processor is turther
conligured (o oblain measurements of engagement ol a plu-
ralily o content players with respect 1o the particular conlent
item.

26. The system of claim 1 further comprising obtaining one
or more measurements of engagement of a third content
player with respect o a conlent item dilferent rom the par-
ticular content ilem.

27. The svstem of claim 26 wherein the first and third
content plaver are ditterent.

28. The system of claim 1 wherein the memory is turther
conligured (o provide the processor with instructions which
when execuled cause the processor o delermine a qualily
metric based at least in part on the received performance
information.

29. The system of claim 1 wherein the received perlor-
mance information comprises a qualily metric.

30. A method of improving a conlent player cngagement,
including:

measuring an engagement of g first content plaver with

respect 1o a particular content item being downloaded by
a [irst client associated with the [irst content player,
wherein measuring the engagement includes obtaining
ole or nore quantitative measurements of engagement;
receiving performance intormation associated with the
first comtent player. wherein the perlormance inflorma-
Lion comprises one or more measures ol at least one ol
a download quality associated with the particular con-
tent item; and
a playback qualily associated with the particular content
item:
determining a quaniilative relationship between the mea-
sured engagement and the performance information,
wherein the determined quantitative relationship indi-



Us 9,203,913 Bl

29

cates how changing a quality at which the particular
conlent item is provided changes engagement;

using the determined quantitative relationship to determine
a sel ol instructions o be transmitled thal cause a selling
ol a sccond conlent player with respeet lo the same
particular content item to be adjusted, wherein the sec-
ond content player is associated with a second client
ditferent from the first client, and wherein the setting to
be adjusted is associaled with oblaining of the particular
conlent item by the sceond client; and

transmitling the determined set ol instructions.

31. A compuler program product lor improving a conlent

30

receiving performance intormation associated with the
first comtent player. wherein the perlormance inflorma-
Lion comprises one or more measures ol at least one ol
a download quality associated with the particular con-
tent item; and
a playback qualily associated with the particular content
item:
determining a quantitative relationship between the mea-
sured engagement and the performance information,
wherein the determined quantitative relationship indi-
cales how changing a quality al which the particular
content item is provided changes engagement;
using the determined quantitative relationship to determine
a sel ol instructions 1o be transmilled thatl cause a selling

plaver engagement, the computer program product being
embodied in a non-ransitory computer readable storage
medivm and comprising computer nstuctions for:

ol a sccond content player with respeet o the same
particular content item to be adjusted, wherein the sec-
ond content plaver is associated with a second client
different [rom the first client, and wherein the selling 1o
be adjusted is associated with oblaining of the particular
content item by the second client; and

20 transmitting the determined set of instructions.

—
1

measuring an engagement of'a first content with respect to
4 parlicular content item being downloaded by a first
client associated with the first content player, wherein
measuring the engagement includes obtaining one or
more quantitative measurements of engagement; EoOR ok k%
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