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AUGMENTING THE FUNCTIONALITY OF A
CONTENT PLAYER

CROSS REFERENCTETO TR
APPLICATIONS

This application claims priority 1o U.S. Provisional Patent
Application No. 61/227,066 catitled REAL-TIMI TELEM-
ITRY FOR CONTENT filed Jul. 20, 2004 and 10 U8, Pro-
visional Patent Application No. 61/339,925 entitled TELEM-
ETRY FOR CONTENT filed Mar. 10, 2010, both of which
are incorporated herein by reference for all purposes.

BACKGROUNIDY OLVTTIE INVENTION

Users are increasingly vsing networks such as the Internet
Loy aceess conlent, such as video [iles and live streamingsvideo
on demand content. via client machines. Such comtentisolien
large, time sensitive, or both. As demand tor such content
increases, there are challenges in distributing that content
efficiently and with high quality. As one example, plavers tor
such conlent are typically bulll using standard commercially
available third party components which oller few, il any.
monitoring capabilities.

BRI DESCRIPTION OF TTNE DRAWINGS

Various embodiments of the invention are disclosed in the
following detailed description and the accompanying draw-
ings.

I'I€T. 1 15 an illustration ol an environment in which content
is distributed.

FIG. 2A illustrates an embodiment of a client.

FIG. 2B illustrates an embodiment of a client.

FIG. 3 illustrates an example of a process for monitoring

the performance ol a content player.

I'IG. 4 illustrales an example ol a process [or dynamically
adjusting a heartbeat,

FIG. § is an illustration of an environment in which status
informaltion is received and processed.

I'IGr. 6 1llustrates an example ol a process lor delecting a
problem in a conlent distribution.

FIG. 7 illustrates an example of a process for correcting a
problem in a content distribution.

I'IG. 8 illustrates an example ol an environment in which
content is distributed.

FIG. 9 illustrates an embodiment of an interface through
which content distribution monitoring data is exposed.

FIG. 10 illustrates an embodiment of an intertace through
which conlent distribution monitoring data is exposed

I'IG. 11 illustrales an embodiment of an interface through
which content distribution monitoring data is exposed

FIG. 12 illustrates an embodiment of an intertace through
which conlent distribution moniloring data is exposed.

I'I¢r. 13 illustrales an embodiment of an interface through =

which conlent distribution moniloring data is exposed.

FIG. 14A i a graph illustrating the impact of distribution
quality o0 a content ftem.

I'IG. 1413 1s a graph illustrating the impact ol distribution
quality on a content item.

FIG. 15 illustrates an example of a process forimproving a
content player engagement.

DIFTAILED DESCRIPTTON

The invention can be inplemented in numerous ways,
including as a process; an apparatus; a sy siem; a COMPOsiTion
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of matter; a computer program product embodied on a com-
puter readable storage medium: andfor a processor. such as a
processor conligured 1o execule instructions stored on and/or
provided by a memory coupled Lo the processor. In this speci-
fication, these implementations, or any other form that the
invention may take, may be referred 1o as techniques. In
general. the order ol the sieps of disclosed processes may be
allered within the scope ol the invention. Unless stated oth-
erwise, a component such as a processor or a memory
described as being configured to perform a task mayv beimple-
mented as a general component that is temmporarily configured
Lo perform the task al a given time or a specille component
that is manulaciured o perform the task. As used herein. the
term “processor’ refers 1o one or more devices, circuits, and/or
processing cores configured to process data, such as computer
program inslructions.

A detailed deseription of one or more cmbodiments ol the
invention is provided below along with accompanying ligures
that illustrate the principles of the invention. The invention is

25 described in connection with such embodiments, but the

invention is not limited to any embodiment. The scope of the
invention s limiled only by the claims and the invention
encopasses Lumerous alternatives, modifications and
equivalents. Numerous specific details are set forth in the
following description in order 1o provide a thorough under-
standing of the invention. These detalls are provided lor the
purposc ol example and the invention may be practiced
according 1o the claims without some or all of these specific
details. For the purpose of clarity, technical material that is
known in the technical fields related to the invention has not
been described in detail so that the invention 1s not unneces-
sarily obscured.

FIG. 1is anillustration of an environment in which content
is distributed. I the example shown, clients 170-184 are vsed
lo access conlent, such as audiovisual conlent {e.g.. movics,
songs, lelevision shows, sporling evenls. games, images, cle.)
that is owned by conlent owners. The conlent is stored {or
captured) at origin servers 196-198, then distributed via other
servers, caches, content distribution networks (CDNs), prox-
ics. cte. (collectively. “content sources™). Conlent sources
cmploy a variely of lechmologies and include 1TTTR Adobe
Flash Media, and Microsoft Internet Information Service
servers. [n some embodiments content is also distributed by
clients (e.g., vsing peer-to-peer techniques).

lixamples ol clients include personal computers (1700, lap-
lops (182). cellular phones/personal digital assistanis (178),
and other tvpes of information appliances (not shown) such as
set-top hoxes, game consoles, broadband routers, file servers,
video servers, and digital video recorders. as applicable. The
clients shown are used by subscribers 10 various Intemnel
service providers (I8Ps). For cxample, clients 1700 172, and
174 are subscribed to SPP1 (122}, while clients 176, 178, and
180 are subscribed 10 SP2 (124), and clients 182 and 184 are
subscribed to SP3 (126).

In the example shown, a movie studio (“Studio™) has con-
tracted with content distributor 142 to provide downloadable
copies of'its films in exchange tor a fee. Similarly, a television
network (“XYZ™) has contracted with content distributors
142-146 (o provide viewers with access o live streams ol its
broadeasts as well as streams ol elevision show episodes and
sporting events. In some cases, the content distributor is
owned/operated by the content owner.

Conlent distributor 142 has a data center that s provided
with network access by backbone I8P 132. Though repre-
sented here by a single node (also relerred (o herein as a
“CDN node™), content distributor 142 may tvpically have
multiple data centers (not shown) and may make nse of mul-
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tiple backbone or other ISP's. Content distrilwtor 144 has a
datla center that is provided with network access by backbone
ISP 134, Advertiscmoents are served o various clients via ad
sorvers 150-152,

Suppose a user of client 172 (hereinafter “Alice™) would
like 1o watch a live soccer game owned by XYZ. Client 172
includes a web browser application. Alice uses the web
browser applicalion (o navigale 1o a portal owned by XY /.
such as “http://xyvztvoetworl com/livegames.” Her request
for the game is directed to a CDN node that is closest to her.
Inthis case, CDIN 146 is the fewest hops away from her client.
ler client then begins streaming the content rom CON 146,
which i in turn rendered in her browser (c.g., via a llash or
Silverlight plaver). Advertisements, associated with the por-
tal, are served 1o her by ad server 150,

In addition 1o CIDN 146 and ad server 130, Alice’™s client is
also in communication with content distribution monilor 102,
As will be deseribed in more detail below, elient 172 provides
status intormation (also referred 1o herein as a “heartheat™),
on a recurring basis, to content distribution monitor 102,

‘The status imformaltion includes a varicty of lelemetry data
such as information that caplures the quality ol the user expe-
rence (e.g., video stream quality ), and information pertaining
1o user behavior. Examples of quality metrics include: the
length of time it takes for the soccer game video to start
playing, the number ol bullering events (il any). the length ol
bullering events. and the number of rames per second ren-
dered by the video plaver. Examples ofuser behavior include:
starting and stopping plaving avideo or andio stream, seelking

within the stream, swilching the player 1o full sereen mode. 3

minimizingiresioring the player, a change in the volume level
ol the player, and clicking on an advertiscment.

Ag other vsers of clients 170-184 request content, their
respective plavers similarly obtain content trom content

sources such as C1IN 144 and also communicaie stalus infor- 3

mation (also relerred Lo herein as telemetry inlormation) (o
content distribution monitor 102, Such players may be
browser-based as with Alice’s, or they may be standalone
applications, as applicable. In various embodiments, all cli-
ents in the environment provide status inlormation Lo content
distribution monitor 102,

As will be described in more detail below, different clients
may provide content distribution monitor 102 with different
levels of detail, and may also do so with ditfering frequency.
l'or example. client 178 is a smarlphone wilh less powerful
hardware than client 172 and more limited bandwidth. 1t is
configured to provide less information to content distribution
monitor 102 than client 172 and also does so less frequently
than client 172,

Content distribution monitor 102 collects and processes =

the information received rom Alice’s client along with other
clients. The collected informartion is made available in real-
Time 1o control entities/operators and can bensed to detect and
remedy problems in the conlent distribution. lixamples ol

such problems include excessive buflering, freeving. and s

frame skipping. Additional intormation pertaining 1o delivery
resources (e.g., CDN 142} and networl providers (e.g., ISP
126) is also made available, as is other information pertaining
1o clients such as demographic inlormation.

In the example shown in FIG. 1, a single conlent distribu-
tion monitor 102 is used. Portions of content distribution
monitor 102 may be provided by and'or replicated across
various other modules or infrastruclure depending.  lor
example, on factors such as scalability and availability (re-
ducing the likelihood ol having a single point of filure). and
the techniques described herein may be adapted accordingly.
In some embodiments content distribution monitor 102 is
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implemented across a set of machines distributed among
several dala centers. A Resilience Service Layer (R8])) can
also be wsed (o ensure that the moniloring service is nol
disrupted when/ila subsel ol machines [ail ora subscl of data
centers hosting the content distribution monitor are discon-
nected trom the Internet.

Iixamples ol Client Architecture

In various embodiments, (the collection of stalus informa-
tion and the reporting of that information to the content dis-

3 tribution manager are performed by a “monitoring module™

included in the client.

IPIG. 2A illustrates an embodiment of a client. In the
example shown, client 202 includes a content player applica-
tion 204 which in turn incorporates monitoring module 206.
Content is received by the playver from content source 208.
Momitoring module 206 is in communicalion with conlent
distribution monilor 210.

In the example shown, module 206 is implemented in
ActionScript and deploved as an SWFE library that is dyvnami-

20 cally loaded by plaver 204, In Flash, the NetStream( ) class is

mainly responsible lor sireaming, bullering, and playing the
video. The monilor 1s implemented as an clement in the
content plaver which wraps the video element, and provides
the same interface as the video element, as described in more
detail below.

Module 206 can also implemented using other approaches,
such ag in the NI platform lor Silverlight and deployed as
a DLL library that is dyhamically loaded by plaver applica-
tion 204, In Silverlight, the MediaElement{ ) class is mainly
responsible lor streaming, bullering, and playing the video.
The monitor is implemented as an clement in the conlent
player which wraps the video clement. and provides the same
interface as the video element, as described in more detail
below.

Iixamples ol some ol the information collected by moni-
loring module 206 include the lollowing. expressed in key-
value pairs:

{plaver_state, “buftering”): The stream is buffering.

(butter_length, 5 s): The current butfer length is five sec-

onds.

(join_time, 3 s): "The join time was 3 see.

(frame_per_second, 30): The number of frames per second

is 30.
(plaver-mode, “Full Screen™): The plaver is running in
[ull-screen mode.

P16 213 illustrales an embodiment of a client. In the
example shown, client 252 includes a web browser applica-
tion which in turn incorporates monitoring module 256. Con-
lent is received by the player [rom content sowrce 258. Moni-
loring module 256 is in communication wilth conient
distribution monitor 260. In the example shown. module 256
is implemented in JavaScript. The monitor periodically col-
lects information about the current web page and the browser,
lixamples of some of the information collected by monitoring
module 256 include the Mollowing, expressed in key. value
pairs:

(browser_minimized, “ves™): The browser window is

minimized.

(lab_visible. “no™): The tab containing the web page 1s not

visible.

{pointer_pos, "X, ¥k The position of the pointer on the

web page.

(bamner_display™, “ACMIICars™): The banner ad on the

web page is lor ACMIE Cars.

Ag explained above, the monitoring module can be imple-
mented in a varety of ways. For example, the monitoring
module can be included in the client’s plaver by the author of
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the plaver. The monitoring module can also extend the fune-
tionality ol an existing player. such as by being implemented
as a plugin. library, or standalone application (e.g., a helper
application). Various examples ol lechniques lor inlegrating 2
monitoring module with an existing plaver will now be
described.

In one embodiment, the monitoring module is a wrapper
around the lowest level streamer module {e.g., “Nel8tream™
in Flash. or “Medial lement” in Silverlight). "The player uses
the wrapper, which provides the same or cnhanced version ol
the ATT provided by the streamer module, to stream video.
Logic in the wrapper captures the appropriate telemetry data.

Example. “ConvivaNetStream™ extends and wraps “Net-
Stream™

var ns:NetStream=ncew ConvivaNetStream( )

ns.play(<slream=Yy,

In a second embodiment, the monitoring module exists as
a side attachment and is not present in the code path for

streaming, to oceur, The plaver passes the streamer module to 2

the monitoring module cither dircetly or through a proxy
module. The menitoring module reads propertics and listens
for events from the streamer module or proxy module to
collect data. The proxy module method prevents the monitor-
g madule from interfering with the streaming.

I'xample 1.

var ns:NelStream=new NelStream( )

bs plav(<stream>};

Livel’ass.createblonitoring Session(ns);

Ixample 2. “NetStreamProxy™ wraps “NetStream,” bul 3

prohibits any calls that may adversely Impact “NetStream™:
var ns:NelStream=new NelStream( )

var nsProxy: NetStreamProxy  new NetStreamDProxy{ns);

bs plav(<stream>};

LivePass createMonitoringSession{nsProxy):

In & third embodiment. the monitoring module is built into
the streamer module. The player uses the streamer module.
The monitoring, module within collects data.

Example:

var ns:NelStream=new NelStream( )

ns.play(<slream=Yy,

Additional Status nformation Examples

Asg mentioned above, clients downloading/streaming con-
tent from content providers are also in communication with
content distribution monitor 102 on a recurring, lime-driven
bagis. 1lach heartbeal containg a snapshol ol the session stale
at the time the heartbeat was sent out and a sumumary of the
events and measurements since the last heartbeat or since the
slarl ol the session. as applicable. lixamples ol information

thatcan be included in aheartbeat (though need not be present. s

in cvery heartbeat) include the following:

version: The version of the heartbeat.

clientIl>: A vnique idenrifier associated with the client's
monitoring module (deseribed in more detail below)
when it is downloaded/installed on the client.

clientVersion: The version of the monitoring module.

customerID: An identifier associated with an entity such as
XYZ or Swdio.

sesgionlD): A unique identifier associated with the content
viewIng session.

objectlD: A vnique identifier associated with the content
being streamed. In Alice’s case, this is the soccer game.

curreniResource: The source rom which the content is
currently being oblained. In Alice’s case, this is CDN
146.

candiadateResourcelist: A list of potential sources from
which the plaver can obtain the content. In Alice’s case,
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this could include CDN 144, CDN 142, cache 148, ete.
The “currentResource™ is one resource in the “candida-
leResourcel s>

resourcelsage: The number of bytles lToaded/streamed
since the start of the session.

currentBuiterSize: The current buiter size.

minl3ullerSive: The minimum bufler sive during the pre-
vious heartbeal interval.

maxBufferSize: The maximum buffer size during the pre-
vious heartbeat interval.

numButferEmptvEvents: The number of buffering empry
evenls sinee previous heartbeal.

currentBitrate: The bitrate al which the content is currently
streamed.

plavheadTime: For video-on-demand content (i.e., not a
live event), this is the time ollsel ol the sircam (ile.

currentlyPlaying: For live contlent. this is the time oflset of
the stream since the player started.

joinTime: The amount of time that it took the plaver 1o
enter the plaver state for the session.

averagel PR “The average rendering frame per second
(I'PSY al which the content was rendered since the last
heartbeat.

encadedFD'S: The FI’S at which the content was encoded.

averageFI'S: Can be lower than the “encodedFDPS™ if the
client’s ("PU 1s unable 1o render the content al the
“encodedliPS™ or il the client cammol stream the content
fast enovgh.

totalPlavTime: The total play time since the beginning of
the session.

total3ullering lime: The wolal bullering lime since the
heginning of the session.

totalPauseTime: The total pavse time since the beginning
of the session.

LotalSleep Time: The total sleep time since the beginning of
the session. The client is in a sleep state il the client is
suspended.

sessionTime: The total time elapsed since the session
started.

currentSlate: The state o'the player when the hearlbeal was
sent.

Examples of player states include: play, pavse, butlering,
Joining, and seeldng

numRateSwitches: The number of bitrate switches since
the beginming ol the session.

numResourceSwilches: The number of resource switches
since the bepinning of the session.

rateSwitchingEvent.time: The time at which a bitrate
swilch was allempled, measured [rom the start ol the
session.

raleSwilchingl ivent. rom: The bitrate ol the stream at the
1ime the switch was attempted.

rateSwitchingEvent.1o: The target bitrate of the switch.

raleSwilchingl iventresult: Indicates whether the swilch
was successul or nol. For example. a swilch may not be
succeed if the client cannot sustain the “rateSwitchin-
gEvent result™ hitrate,

resourceSwitchingBEvent.time: The time at which a
resource swilch was altempled, measured [rom the start
ol the session.

resourceSwitchingBEvent from: The resource from which
the content was streamed at the time the switch was
allempted.

resourceSwilchingl ventio: The largel resource lor the
switch.

resourceSwitchingBvent. results: Indicates whether the
switch was successtul or not.
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errorlist: A list of errors encountered trom the start of the

sesslon.

I'IGr. 3 llustrales an example of a process [or moniloring
the performance of a conlent player. In some embodiments
the process shown in FIG. 3 is performed by a client such as
client172. The process beging at 302 when information relat-
ing o the stale ola content player is oblained. lor cxample. at
302, client 172 collects various informalion perlaining o the
video player that Alice uses to watch the streaming soccer
game. Information such as the amount of time an advertise-
menttook 10 load and which ad server supplied the advertise-
menl is also oblained. In some embodiments, additional pro-
cessing is performed in the collecied information. lixamples
ineclude computing averages, minimung, maximums, and the
x™ percentile over the last few samples.

AL 304, al least a portion ol the oblained information is
reporied 1o a content distribulion momitoring server. lior
example, at 304. client 172 sends a heartbeal (o content dis-
tribution monitor 102, including some or all of the informa-

tion collected at 302. Information sent at 304 can also include =2

processed results such averages and minimums. instead ol or
in addition o raw daia.

In various embodiments, the process shown in FIG. 3
repeats throughout a content plaving session. The process
may repeat regularly (e.g., once every second), and may also
repeal with varying lrequency.

‘The amount ol data reported by the client in a heartbeat Lo
content distrilbution monitor 102 can affect the scalability of
the content distribution manitor. The amount ot datacollected

and reported by (he client can also potentially impact the 3

perlormance ol the client. IT the client is otherwise resource
constrained {e.g., due Lo other processes. or due o hardware
limitations), adjustments can be made to how much intorma-
tion is collected and with what frequency. For example, sup-

pose the buller size is expected 1o be ol size three sceonds. 3

The time period employed by the monitoring module can be
sel 10 one sceomd or a few hundred milliseconds. The adjust-
ment can be dynamically adjusted as needed. The period can
be decreased if the butfer prows and increased if the butter
shrinks, thus minimizing overhead while still being able (o
deteet a low buller size which can impact the video quality.
The amount of data sent can be adjusted according 1o two
parameters: the heartbeat “period,” and the size of heartheats,
both of which can be adaptively changed by either the client
or the content distribution monitor as needed. For example. i1
the quality experienced by the elient is acceplable, the client
may reduce the heartbeat frequency. This can entail collecting
state information less frequently and can also emtail sending
collected inlormation less frequently. 1] the quality degrades.

the client can increase the heartbeal [requency accordingly, s

Ag one example, client 172 can employ a rule that, as long as
the buttering ratio is less than or equal to 0.5%, the heartheat
period is 30 seconds. It the buffering ratio is between 0.5%
and 1% the heartbeat period is adjusted lo 20 seconds. IT the

bullering ratio is equal (o or greater than 1%, the heartbeal s

period is adjusted to 10 seconds.

Content distribution monitor 102 can also direct client 172
10 ihcrease or decrease the heartbeat frequency based on
[actors such as the cwrrent load on the conlent distribution
monilor {or applicable component thereo ). For example. il
the load on content distribution monitor 102 exceeds a pre-
defined threshold, clients are instructed 1o increase the heart-
heat interval andior reduce the detail of the information sent
in a heartbeal.

Ag one example, conlent distribution monitor 102 can
employ a rule that, if its resource utilization exceeds 80%,
clients are instructed to double their respective heartbeat
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intervals. Monitor 102 can also selectively send such instruc-
lions Lo clients. lior example, clients with periods under 30
seconds can be instructed o double their periods, while cli-
ents wilh periods above 30 seconds are not sent such instrue-
tions.

As another example, when monitor 102°s urtilization
exceeds 80%. itcan instruct clients o reduee heartheat sive by
sending less information. This can be less detailed informa-
tion (e.g., sending only the number of resource switches,
instead of the detailed information about these switches), or
cal include aggrepate measurements about certain events
instcad of sending individual details. IT the client is already
aggregaling certain information. the measurements can be
aggregated over a longer time interval (e.g., 10 seconds
instead ot 2 seconds). Additional examples follow.

Instead ol sending every bullering event. send the aggre-

gale time the session spent in the bulTering state since the
Tast heartbeat.

Instead of sending every measurement of the rendering

rate, send the average over the entire heartheat interval.

Instead ol sending imformation dboul a swilch evenlt at the

time when the swilch event happened, store the event on
the client and send it with the next heartbeat.

FIG. 4 illustrates an example of a process for dvhamically
adjusting a heartheat. In some embodiments the process
shown in IG. 4 is performed by a client such as client 172.
The process beging al 402 when an indication is roceived that
achange should be made to either the collection, or reporting
of status intformation (or both). As explained above, the indi-
cation can be received as an instruction [rom content distri-
bution monitoring server 102, and can also be received as the
resull of a determination made by the client itsell. AL 404, an
adjustment is made to the collection/reporting of status infor-
mation implicated by the indication received at 402,

Inlerring State Inlormation

In some cases. the monitoring and reporting [unctionality
deseribed herein as being provided by a client is wholly
integrated with the plaver itself. For example, Studio might
make available a custom plaver application that can be
installed om a client by users that wanlt 10 walch Studio [lms.
The customer player includes all ol the necessary logic 1o
provide complete heartbeat information, and also includes
logic for communicating with the content distrilwtion moni-
tor, adjusting the frequency with which statns information is
communicated Lo the conlent distribution monitor. and other
lunctiomality described herein. However. depending on the
plaver deploved on a client, not all of the example heartbeat
information described above may be directly accessible for
collection and transmission. For example. the Flash player
plugin used by Alice o view the soccer game does nol provide
direcl access o its slate. Using the lechniques deseribed
herein, content distribution monitor 102 can nonetheless be
provided with the state of the plaver.

In some cmbodiments. a monitoring medule is embedded
in the content player deployed on the client. lor example,
when Alice directs her browser 1o XY Z's website, a custom
Flash-based plaver is loaded. The custom player has direct
access to the APl of the video plugin. Possible states of the
player are as follows:

Playing: The player’s buller is not empty. and the player

renders trames on the screen.

Butfering: The plaver’s butter is either empty oris less than

a predelined threshold. making it impossible lor the
player (o render new lramoes.

Joining: The player has just comnecled and has not yet

accumulated enovgh data in its butter to start rendering
frames.
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Pause: The plaver is paused, usvally, as a result of a user
action. During the pause stale, no new [rames are ren-
dered even il the buller is Tull.

Sleep: The client is suspended.

In the case of the aforementioned Flash player, NetStatus
events provided by the plaver can be nsed to inter the state, as
described below:

Bulfering: When one ol a NetSiatus 3uller) impty. Nel-
Stream. Play.8tart, or NetBtream. Play Resel evenls s
received, an inference is made that the player is bulTer-
ing data and the video is not plaving. For live RTMD
streams, the mentioned events might not be available. In
that case, if' the plavhead time has stopped moving and
there 1s no data in the content player buller, an inlerence
is made that the player is bullering dala and the video is
not playing.

Plaving: When a NetStatus Buffer. Full event is received,
an interence is made that the plaver is plaving video. If
the plaver is currently in a Pavsed state and the play-
head lime starts (0 move, an inference is made that the
player is playing video.

Paused: If the plavheadTime does not progress for 1.6
seconds, an interence is made that the plaver is paused.

Sleep: If the amount of time that has elapsed berween two
firings ol a periodic one second Gimer is grealer than 30
seeonds. an inference is made that the client has been in
a sleep mode since the last firing of the timer.

Stopped: For HTTD streams, when a NetStatus. Play. Stop

event is received. an inlerence is made that the sircam 3

has ended. lior RI'MP streams, when a NetStatus Play-
Complele evenl 1s received, an inference 1s made that
the stream has ended. When a NetStatus.Playv.Stop is
received, an interence is made that the download has
linished. but the stream is sUll playing.

Irror: IT the stream slays in stopped state lor [licen see-
onds at the start ol a session. an inlerence is made that it
has failed 10 connect.

In addition 1o the player states described above, an addi-

tional stale can also be inferred:

Jombic slale: An inlerence is made that the player is in a
Zowmbie state (a non-operating state with no nser actively
vsing it) it it persists in a non-plaving state for more than
aspecified time. Onee the plaver is in a zombie state, the
transmission of heartbeats 1o content distribution moni-
lor 102 is halted. Reporting will resume il the player
returns 1o a plaving state. Non-plaving states include:
“Buttering.” “Paused,” “Stopped,” and “Error”

In addition to the player states. the moniloring module
monilors various metrics, including the number of byles
downloaded/streamed since the session started. the bitrale of
the stream, and the rendering rate.

Some plavers, such as the Flash 9 plugin, do not provide a
dircet API [rom which the number of byies sircamed/down-
loaded or the stream bitrale. Nonetheless. a varicly ol lech-
higues can be nsed 1o obtain or estimate the bitrate. As one
example, the developer of the plaver might expose the bitrate
through an AT call.

Another technigue lor oblaining a bilrale is o use meladala
associaled with the content. For example. suppose metadala is
made available through a configuration file associated 1o the
content. The configuration resides on an origin server such as
origin server 198 and also includes other inlormation such as
the (itle ol the content. its genre. and a list ol CDNs where the
content is available.

Yet another techinique tor obtaining a bitrate 1s to examine
the content URL. For example, a movie might be accessible at
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the URL latp:/fwww . CDN-C.convStwdio/JaneEyvre300
Kbps. In this case, the bitrale ol the comtent is likely 10 be 300
Kbhps.

An estimation of the stream bilrale can also be made. "The
estimation, along with the amount of time the plaver was in
the playing state, and the size of the buffer, are vsed to esti-
mate the number ol byles downloadedisireamed. As one
example. suppose a player streamed data at 400 Kbps, was in
a plaving state for 315 seconds, and at the time of talking the
measurement the buffer size contained data for plaving
another 15 seconds. Thetotal nnmber of bytes downloaded is:
400 Kbps*{315 sceconds+1 5 seconds)=16 M.

In the event that the bitrale is available through multiple ol
the above techniques, in various embodiments each appli-

5 cable approach is vsed, in a specified order, vuril a valid

bitrate {c.g., greater than 0 and less than 10,000 kbps) is
oblained.

The number of byles downloaded can be estimaled as
(totalPlaving Time+butterl ength)*bitrate.  If  multiple
bitrates are used, in some embodiments the bytes downloaded
s estimated as the sum of (olalPlaying lime| bitrate] *bit-
rale+buller] ength*currentBitrale.

Rendering quality is another example metric that can be
obtained and provided to content distribution coordinator
102. Rendering quality is the ratio between the frames per
second (1'P8) rendered by the player and the I'PS at which the
stream was encoded.

Some plavers do not directly provide the information
needed to compute the rendering quality. For example, Flash
2 has an API that exposes rendered lrames per second, but not
cncoded [rames per sceomd. One (echnigque o compule the
cncoded 1'PS, in such a scenario, is as [ollows. The rendering
FP'S is measured and an assumption is made that the encoded
FPS is the maximum FPS observed over the course of the
session. Another lechnigue is (o estimate the encoded FPS ag
the maximum ol a three second sliding average of rendered
I'PS sampled five times a sceond.

In order 1o ensure accurate accounting of the player status
over the course of the session, it is important to determine the
lime intervals when the system is in sleep or suspend mode.
These intervals can be detected using notification APls pro-
vided by the svstem for this purpose. For svstems that do not
provide such APl (e.g., Flash Plaver, or Silverlight), the inter-
vals can be estimated by setting a timer to fire at periodic
intervals (e.g, every 1 sccond). Al cach firing of the timer the
current system lime is recorded, and the time clapsed since
the last firing is computed. If'the time elapsed is greater thata
aiven threshold (e.g., 10 seconds), an inference is made that
the given clapsed time inlerval was spent in sleep or suspend
mode.

Inlerring Player Capability Inlormation

The following are example plaver capabilities that impact
the quality of the video experience: processing speed, video
rendering capabilitics. amount ol memory available. and
amount of bandwidth available.

Processing speed: The monitoring module canuse the AP
of the content plaver, or the underlying platform to read
the processing speed of the plaver. For example, if the
content player s implemenied on the Silverlight plat-
ltvm the monilor can use the linvirmment.Processor-
Count to obtain the count of the processors available.

For platforms whose AP does not provide direct reading of
processing speed capabililies. the moniloring module can
derive it by using a limer 1o measure the lime required 1o
perform a fixed CPU-inlensive computation.

Video rendering capabilities: Some content plavers have

the ability 1o vse hardware acceleration to render video.
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The monitoring module can determine the speed at
which the content player can render video, cither by
using the AP ol the conlent player or the underlying
platform. For example. a monitoring module using the
Flash platforn can vse the flash.system Capabilities. S-
creenResolutionX 1o determine the screen resolution.
Available memory: The amount ol available memory has a
direet influence on how well the content player can
support rendering video while performing the computa-
tion required for monitoring and other user-interaction
tasks. The monitoring module can obtain the amount of
available memory by using the API ol the underlying
platform. For example. a monitoring module using the
Flash platform can vse the AP flash svstem. System. to-
talMemory to termine how much memory is gvailable.
Available download bandwidth: The available download
bandwidth has a direet impact on the quality ol the video
stream that can be downloaded and played. The moni-
toring module can infer the available bandwidth by mea-

suring the time interval it takes to download a fixed size =

file [rom the server. Allermatively, the underlying plat-
form can provide API thal can be used to delermine the
download bandwidth. For example, a plaver using the
Flash platform can vse the AT flash net NetStreamIn-
fo.currentBytesPerSecond.

I'IG 5 s an illustration ol an environment in which stalus

ments, the services provided by content distribution monitor
102 are implemented across a scalable infrastructure, particu-

larly in embodiments where telemetry data 1s recelved [rom 3

all clients. In the example shown, the clements contained
within dashed region 502 collectively provide the Tunction-
ality of content distribution monitor 102, Each of the lavers
{e.g., dispatcher layver 520) is horizontally scalable and their

respective components can be implemenied on standard com- 3

merelally available server hardware (e.g., having a mulli-core
processor, 4 G+ ol RAM, and Gigabit network interlace adap-
tors) running a typical server-class operating svstem (e.g.,
Linux).

Clients 504-512 cach include a monitoring module that
colleets status information. When the monitoring module on
a client 15 activated, the client is mapped to a dispaicher
server. As one example, when the monitoring module starts, it
reads a configuration file that includes a list of dispatcher
servers. The monitoring module selects a dispatchoer server at
random [rom the list.

A dispatcher server (514) includes two conceptual mod-
ules. The first module implements a communication interface
lor receiving stalus information lrom clients. In some

embodiments the module is implemented using an off-the- s

shellweb server, and allows clients 1o connect over the [T
protocol (and also allows clients 1o securely communicate via
SSL). Data received by the first module is passed to the

socond module. The second module normalizes the data (o a

lormal suitable for lurther processing) and passes the normal- s

ized data to a real-time stream processing component (516).

The real-time stream processing (RSP) laver includes an
optimized software component that processes the telemetry
dala that il receives from the dispatcher in real-time. A dis-
patcher sends all heartbeals belonging o (he same session Lo
the same RSP component.

In some embodiments the RS component is implemented
4% acontinuously running service that reads and processes the
Lelemetry data received [rom dispalchers via the nelwork over
TCP The telemetry data stream comprises individual records.
each of' which represents the telemetry data sent by the moni-
toring module. The RSP component reads network data one
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record at a time and parses the data into a local data repre-
sentation. The data roceived by the RSP component can he
stored as in-memory hash tables of records allowing [ast
exceulion. and very high throughputs. Since the REP compo-
nent does not require old information, it can periodically
purge the in-memory hash tables and increase scalability
accordingly. In other embodiments, oplimized in-memory
databases are used.

A mapping tunetion to map heartbeats having a session
“1™ as follows:

1 hash{ID) mod m,

where hash( ) is a hash [unction and “m™ is the total number
ol REP components.

Once an RSP component parses the data records, it per-
forms two main tasks. First, it performs data filtering . A filter
15 & logical expression and is installed al cach RSP component
instance. As one cxample, the following (ier would identily
viewers localed in 8an 'rancisco, connected to ISP SP1,
streaming from CDN A, one of two particular shows:

(city “San  Francisco” AND ISP “SP1”
CDON="CIDN  A” AN}  ({show="NewsAL107)
{show="SundayMagasinc™))

For each message of incoming telemetry data, the (key,
value) pairs in the record are matched against the filter, It the
filter is matched, the data is associated with the filter.

The second task perlormed is 1o compute snapshotls and
on-line statistics over the telemetry data matching cach flter.
One example of'a snapshot is the number of plavers that are in
a particular state (e.g., “plaving™). The RSP component gen-
crales sequences ol these snapshots (c.g.. one every second).
lixamples of statislics compuled by the R8P component
include: the average number of byles played over all video
streams matching a filter over a given time interval {e.g., 10
seconds) and the minimum frames per second experienced by
# stream malching a [ilter over a ime interval. Snapshotls and
statistics are updated conlinuously, rom new telemetry data
received [rom clients.

The RSP component provides its computed snapshots and
statistics to a real-time global aggregation component (518).
The real-time global aggregation (RTGA) component aggre-
gates the informalion provided by the RSP component lor
each filter specified by a user (described in more detail
below ).

As explained above, each RSP component (516) receives
{via a dispatcher) (elemetry data [rom a subset of the moni-
loring modules and caleulates snapshots and statistics lor all
filters. Each RGA component instance is in twrn responsible
tor a subset of the filters. Based on the identifier of the filter,
all REP components send data lor that [ilter 10 a single RGA
component. The RGA component combines the data [rom all
REP components lor the Ters that it is responsible lor. result-
ing in a global snapshot and statistics based on information
from all monitoring modules. Examples of aggregation
operations perlormed by an RGGA component include: count-
ing the total number of viewers (hat match a particular [ilier,
determining the percentage of viewers matching a given filter
that are in butfering state, the join time distribution experi-
enced by viewers joining a given stream, the current number
ol viewers in a given city. the rank ol the most popular Tive
cvents. and so on.

In some embodiments an RGA component’s functionality
is implemented as a continnously rwnning service. It reads
records sent by the R8Ps asynchronously. thus achieving a
high throughput. The RGA component stores the records it
receives in in-memory hash tables allowing optimived access
for real-time processing. Old information is periodically
purged from the hash tables to inprove efficiency.

AND
OR
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Ag shown in FIG. 5, gateway 522 provides a web service
API 524 for accessing dala. Through the API, RGAs data is
available on a per-filierbasis. In addition. italso exposes APls
1o edit and install new fillers and aggregation [unclions. In
some embodiments gateway 522 is implemented vsing an
oft-the shelf web server (such as Apache) with customized
cade 10 handle the various web service API calls. The han-
dlers return data for a given web APL call in various dala
formats including XML, ISON, SOAP, and HTML, as appli-
cable. The handlers serve as middleware for querving and
interactively controlling the RSPs and RGAs.

Galeway 522 also provides access controls and persistently
stores the information regarding the AP requests, dala access
and presentation policies, and filter descriptions. The intior-
mation is maintained in a persistent database, such as mySQL
or Oracle database.

Automatically Detecting and Resolving Content Distribu-
tion Problems

Asg explained above, content distribution monitor 102
aggreaates telemetry information from all clients, processes
the information. and, as will be explained in more detail
below, allows users (c.g.. via a user inlerlace) 1o view the
muli-dimensional results in realtime. Examples of dimen-
sions include:

Client properties: Including browser type and version,
player type and version. operaling system. CPU speed.
commeelion type, [P address, geographic location, lan-
2uage, autonomaus system, and 151

Content properties: Including category, title, show, episode

number, duration, encoding [ormal, cncoding quality. 3

and language.

Content source propertics: Including CION. dala cenler.
and clients served.

User properties: Including whether the user {(of the client)

s a premium or [ree user. and retuming or firsl-lime 3

visllor.

Accordingly, using the technigues herein. one s able Lo
track, in realtime, granular information such as the quality
experienced by viewers located in Denver, connected 1o SP2,
and streaming videos [rom CION 13, using 1lash Player 10.
l'urther. by aggregating and correlating (he data it receives
from all clients, content distribution monitor 102 exposes, in
realtime, the pertormance of content sources and network
providers. (ISPs). Problems in content delivery can be auto-
matically detected by examining the results.

I'IGr. 6 1llustrates an example ol a process lor delecting a
problem in a content distribution. In some embodiments the
process shown in FIG. 6 is performed by coutent distribution
monilor 12, The process beging when information associ-

aled with a [irst content player and a second content playeris s

received [rom a first client (602) and sccond client (604).
respectively. For example, at 602, telemetry intormation is
recerved from client 504 by dispatcher 514, At 604, telemetry
informaltion is received from client 5306 at dispatcher 526. AL

606, the received information as aggregaled. For example, at s

606, distributed processing, of the received data is performed
by the RSP and RGA lavers. Finally, at 608, a determination
is made from the aggregate information that a content distri-
bulion problem is indicated. Vor example, al 608, galoway
522 determines (hal the CDN rom which client 304 is oblain-
g content is experiencing a problem. Specific examples of
analysis and diagnosis will now be given.

Ixample: Diagnosing Client Problems (Single Client.
Single CDN)

Suppose a content owner, such as Studio-A. distribules its
content via a single CDN, such as CDN C. Suppose that the
content 18 encoded at multiple bitrates Bl and B2 where
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B1=B2. If a client A is able to sustain the download rate, but
detects problems rendering the [rames, an inference can be
made that the client A likely has problems with its (CPL
utilization. An cxample of perlorming such an inlerence lol-
lows,

Observe the client bufter size over a period of time T (e.g.,
1=10 sceconds) when the client is streaming at bitrale 132,
Observe the rendering qualily measured using dropped
frames reported by the plaver. If the client butfer size is
areater than B_threshold (e.g.. B_threshold 0.5%B_max) at
all times during the period of observation, and the rendering
quality is less than R_threshold 1 (say. R_threshold
1=0.6), then a conclusion can be made that the client cannot
sustaindisplaying bit-rate B2 due to CPU issues on the client.

Perform the same observation with the client plaving at
bit-rate 131. II'the client buller sive is greater than 13_threshold
{e.g.. 3_threshold=0.3*13_max) al all times during (he period
ol observation, and the rendering quality is greater than

R_threshold 2 {e.g., R_threshold 2 0.75), then a conclu-

20 sion can be made that the client can sustain displayving bit-rate

131.

A numerical example is now provided. Consider a sclling
where a client streams a 1 Mbps stream for 10 seconds with
bufter size varies between 9 and 10 seconds. Suppose that
B_max is 10 seconds and B_threshold is § seconds. Assume
that the rendering quality al 1 Mbps is 0.55 over this interval.
When (he client plays a 500 kbps strcam instead. the buller
size is in the same range (9-10 seconds), but the rendering
quality is 0.9 instead. Then, assuming that R_threshold
1=(06 and R_threshold  1=0.75. a conclusion can be made
that the client can sustain 500 kbps bul not 1 Mbps.

Iixample: Diagnosing CDN Problems (Single Client. Two
CDNs)

Suppose a content owner, such as Studio-A, distributes its
conlent via two CINs, such as CION [Dand CIIN L ITa clienl
Ais gble Lo sustain the download rate [rom CDN DL bul not
CDN 1L then the client can conelude that CIIN 15 has prob-
lems streaming to client A, An example of pertorming suchan
inference follows.

Compule an aggregale qualily melric (QQ using various mea-
surements [rom the client over a ime 1 {e.g.. =60 scconds).
Examples of measurements which can be directly vsed as the
metric QQ across a group of clients over a time T include:

buttering ratio: The total number of seconds the client
experienced bullering divided by the total playing time
ol the clients during interval of time 1.

join rime: The average joining time over all clients during
time T over a group of clients.

join failures: "The fraction ol cases {across all allempls)
where the join lailed during time T,

Il (he quality Q is greater than a threshold T1 {e.g.,
T1 0.95) for CDN D, but lower than another threshold
T2(e.g., T2 0.530)for CDNE, then a conclusion can be
made that CIIN 12 has problems streaming Lo client A

Ome example remedial action thal can be taken at the client
is to select CDN D for streaming the current stream, or nse it
first for future streams.

A npumerical example is provided. Consider a setting where
a client M streams [rom CDN 12 and experiences a bullering
ralio ol 0.5 over K1 allempts and time 11, Also, client M
streams from CDN E, and over K2 attempts and time T2
experiences a buftering ratio of 0.02. In this case, given that
K1 and K2 are above a threshold {e.g., both greater than 23,
and 11 and 12 are above a threshold {(c.g.. both are greater
than 10 minuies). a conclusion can be made that C1ON 12 has
problems streaming to the client. A further refinement can be
performed by computing the buffering ratio for each ofthe K1
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(or K2 streaming, attempts from the CDNs 1o the client. In
this case. it can be stated that C1IN 1> has problems streaming
Lo client M 1Imore than 73%: ol the attempls from CIN 1 (out
ol the K1 attempls) have bullering ratio greater than 0.5, and
maore than 75% of the attempts from CDN D have buttering
ratio less than 0.02.

Ixample: Two Clients in the Same Location Using DilTer-
ent 1SPs 13oth Streaming [rom a Single CDN

Suppose a content owner, such as Studio XYZ, distributes
irs content via a single CDN, such as CDN C. The CDN
comprises several geograplically distributed servers. As cli-
enls request conlent. they are assigned o a particular server
based on their geographical location. 1] many clients at the
same geographical location, but using ditterent 1SDs, experi-
ence quality problems, an interence can be made that the
CION servicing thal geographical location is having a prob-
lem. Note that since XY/ also uses the services o[ CIDNCL the
expericnees ol clients oblaining XY7's content from the
same location can be included in the analvsis. One way this
analysis can be implemented on content distribution monitor
102 is as [ollows.

I'irst, obtlain localion and network inlormation for all ¢li-
ents. Examples of location information include city, state,
country, DMYZ code, and geographic coordinates. The loca-
tion intormation can be obtained in a variety of ways, such as
by providing the client’s [P address 1o a geo-location service
such as Quova. Also oblain network inlormation such as
Avtonomous System Number (ASN) information and ISP
information for the client.

Second, group clients based on their ASN and one geo- 3

graphic attribute. such as DM/ code, cily, or stale. et
G{ASNI. Geol) denote the set ol clicnts connected 1o a
specific ASN, ASNI, which have the same geographic
attribute value, Geol.

Third. compule an aggregale quality Q for cach group 3

G{ASN, Geo) over last T sceonds. Denole this aggregale
quality by Q{G{ASN. (feo). Iixamples of quality melrics are
provided above,

Finally, for each Geo atiribute value Geol, check whether
there are al least two group of clients connected via different
AS8Ns. I the aggregaie quality ol a certain [raction 1V ol the
groups is greater than a threshold Butfering Threshold1, then
conclude that the CDN is experiencing problems serving the
clients at location Geol. In some embodiments a minimum
group sive 1s defined so that only groups having a number ol
clients larger than a given threshold are considered. As one
example, the fraction F is selected between 0.75 and 1.

A numerical example is now provided. Consider a system
selling  where  Bufllering Threshold1=0.1,  MinGroup-

Siae=200, and 1'=1.0. Based on an analysis of their [P s

addresses. 20,000 viewers are delermined 1o be localed in 8an
Francisco, connected 1o CDN C, and watching a new release
by Studio. Assume 5,000 clients are connected to ASNI
belomging 1o 8P1: 5,000 clients are connecled o ASN2

belomging to 8P2: 9,900 clients are connecled o ASN3 s

belonging to SP3; and 100 clients are connected 1o ASN4
which belongs to a wireless company. Four groups exist:
G(SF, ASNI1), G(SF, ASN2), G(SF, ASN3), and G{SF,
ASN4), respectively.

lach elicnl reports for cach session (a) the lotal lime it
spentin buffering during every 10 second interval; and (b) the
total plaving time during the same 10 second interval. For
example, suppose @ user Charlic has the [P address 1.23.4
which belong o ASNT, and walches the stream with the URI.
rimp:fwww. CDONCexample.comi 12346/ video.(lv. - Charlic
reports in a particular heartheat that he has experienced 1
second of butfering and 9 seconds of plaving time. Another

[
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vser, Bob, has the [I* address 2.3.4.5 which belongs to ASN3,

and walches the stream with the same URL . Bob reports in a
particular heartbeat that he has experienced 0.5 seconds ol
buftering and 5 seconds of plaving time. Bob’s plaver spent
the remaining 3 seconds in pavse state, The pause time i not
used in the computation ol the bulTering ratio.

Conlent distribution monitor 102 compules over cach
intervaloftime T 5 minutes, the aggregate average butfering
ratio, defined as the (1) the total butfering time experienced
by all sessions in a group during I divided by (2) the total
playing time over all sessions in the group during the same
timeinterval T. The aggregate quality ratio for each ot the tour
aroups g as tollows:

OGS, ASNTH=0.14, QIGISLL ASN2Y=0.21. Q(G(S,
ASNIP=0.18, QIGESI, ASN4)=0.04.

Since the number of clients in G{SF, ASN4) is less than
MinGroupSize, the diaghosis analysis ignores this group.
Also, since the bullering ratio ol all remaining groups is
grealer than BulTering Ihreshold 1. a conclusion is made that
CDN C experiences quality issues serving clients in San

2 Francisco.
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Suppose the above example 1s modified such that ASN4
has 1000 clients, and Q{G(SI, ASNIN=0.02, Q(G{SI,
ASN2Y 0.21, Q(G(SF, ASN3)) 018, Q{G(SE,
ASN4)) 0.04. In this case, an interence can be made that

3 CDN C does not experience quality issues serving clients in

San lirancisco in general. The problem can then be narrowed
down [urther and smaller or difTerent sels ol clients investi-
2ated, such as clients that are connected to ASN1 served by
CDNC.

Iixample: Inferring Problems in a Particular ASN (Single
CDN)

Suppose a conlent owner, such as Studio XY7, distributes
its content via a single CDN, such as CDN C. If'the quality of
clients at the same location but vsing different ISPs is very
dillerent. an inference can be made that the quality problems
experienced by the clients are due to the ISP {and not due 10
the CDN). One way this analysis can be implemenied on
content distribution moenitor 102 is as follows.

Perform the first three steps of the previous diagnosis (de-
seribing the diagnosis ol CDN quality issues). As a (nal step,
let G{ABNI. GGeol) be a group experiencing low quality. IT
there is at least another group, G{ASN2, Geol) at the same
location experiencing high quality, then conclude that ASN1
is the cause of quality issues. In particular, a conclusion that
ASBN2 has quality issucs is rcached il and only i, (G
{ABN2, Geol P=-(QUGIASNL, Goeo1Yy=l3ulleringRatiol dis-
crepancy.

A numerical example is now provided. Consider a system
selling where  DBulleringRatioDiscrepancy=0.1. Supposc
5,000 viewers are determined 10 be located in New York,
commeeled o ASNI, and streaming a bascball game [rom
CDN C. Another 4,000 viewers in New York are connected 10
ASNZ and streaming the same game from CDN C,

liach client reports Tor cach session (a) the total time il
spentin bullering during every 10 second interval: and (b) the
total plaving time during the same 10 second interval. The
aggregate quality ratio for each group as computed by content
distribution monitor 1021s: Q{GINY, ASN1)) 0.14, and QG
(NY. ASN2Y=0.03, respeclively.

Since QUGS ASNTI=QG(SE, ASN2))=13ullerRatio-
Discrepancy, the quality issues are pinpointed as being ASN1.,

Example: Inferring Problems with a Particular CDN (Mul-
liple CDNs)

Supposc a contenl owner, such as XY/, distribules its
conlent via multiple CIINs (e.g.. CDN A, CION B, and C1ON
). If clients at the same location and vsing the same ISP
experience significantly ditferent quality when connected 10
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ditferent CDNs, the difference in quality can be attributed to
CIONg. One way this analysis can be implemented on content
distribution monitor 102 is as [ollows.

I'irst, obtlain localion and network inlormation for all ¢li-
ents. Second, classify each client based on its ASN, the CDN
it gets data from, and one of its geographic attributes (e.g.,
DMZ code, city, or state). Let G{ASN,, CDNI, Geo,) denote
the set of clients connected Lo a specilic ASN and a geo-
graphicregion (c.g., lori=1. 2. 3. 4. 3). gelling data from same
CION. CDN1. One way ol determining the particular CDN
from which a client is receiving, coutent is to extract it from
the URL vsed by the client 1o obtain the content.

Third, compute an aggregate quality @ for each group
G{ASN, CDN, Geo) over the Tast T seconds. 1enole this
aggregate quality by Q{G{ASN, CDN, Geo)).

Finally. check whether there are al least K pairs ol groups
that share the same ASN and geo-location, but get their data
from different CDNs, and which experience different quality.
Inparticular, let G{ASNL, CDNi, Geol) and G{ASN1, CDNj,
GeolY be one such pair o groups. Then iFQUG{ASNL CDNI.
Geon))=Q{G{ABNI, CDN2. Geol)y=Quality Threshold? lor
greater than a fraction F ot the K pairs, a conclusion is made
that CDN2 has problems serving clients in general across a
large set of regions. Alternatively, it this happens for smaller
than a [raction 1Y bui a non-#cra s, then a conclusion can be
made that CIIN2 has problems serving those (ASN, (feo)
combinations for which the difference in quality exceeds the
quality threshold.

In some embodiments. a minimum group size is delined so
thatonly groups having anumber olclients larger than a given
threshold are considered.

A numerical example is provided. Content owner Charlie’s
Studio uses CDNs A and B for delivering content. At some

poinl. there are 1100 strcams [rom I8P-1 in San lirancisco. 3

1200 streams rom 18P-2 in Los Angeles, 1500 streams [rom
[5P-3 in New York, 1050 streams from [SP-4 in Boston, 600
streams from ISP-1 in Denver, with exactly halt the users in
each group streaming from CDN A and the other half from
CION B A minimum group sive of 300 users streaming [rom
a particular {ASN, CIDN. Geo) group is used. and henee there
are tour groups to consider. A requirement of at least four
pairs (K 4) exdsts. For CDN A, the buttering ratios tor users
in San Franeisco, Los Angeles, and Boston 1s 0.3, and for
users in Denver i is 0.1, Vor C1ON 3. the bulTering ratio ol all
user groups is 0.03. The quality threshold o separale good
and bad quality is 0.1, and the traction F required is 75%. This
condition is satisfied, since three out ot the four groups have
4 quality diflerence betwoeen CION A and CION 13 as 0.23.

llence, a conclusion is made that CIIN A is having problems s

slreaming (o users.
Example: Multiple CDNs with CDN Optinization
Suppose a content owner, such as XYZ, distrilwtes its
content via multiple CDNs (g, CION AL CDN 13, and CDN

. Assume that il a elicnt conneeted o C1ON A experiences s

butfering bevond a threshold, it switches to another CDN
{and stavs there for atleast athreshold interval of time). Based
onthe amount of switching observed from a CDN, the relative
exlent ol quality problems the C1INs have can be quantified.
Ome way this analysis can be implemented on content distri-
bution monitor 102 is as tollows.

For each CDNi for a period T, determine the number of
clients Ni that start with CDNIL and the number ol clients Mi
that slarl with CIINL and swilch away [rom CIINI (Le. count
only the first swilch of a client). Compulde the switch [raction
SWi MiNi for all CDNs. If (SWi-ave(SW)=SW_Thresh-
old). A conclusion can be made that CDNI has quality prob-
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lems in general. Similar analvsis can also be performed with
respeel 1o a geographic region or an ASN restriction.

A numerical example is provided. A content owner Char-
lie’s Studios uses CHN A and C1IN 13 (o deliver content. Over
a 10-mimte period, 10,000 users watch content starting
streaming from CDN A, and in the course of viewing, 1000
users swilch 1o CHON 13 based on client-based quality delee-
lion algorithm. In the same period, 10.000 users walch the
same coutent starting streaming from CDN B, and out of
these, 2,500 switch to CDN B. The switch traction tor CDN
A is 0.1 and that for CDN B is 0.2, Switching threshold
SW_Threshold is 0.1, and a conclusion is made that CION A
has quality problems in general.

Other content distribution problems can also be detected

3 vsing the techniques described herein. For example, a prob-

lem with a content Wlem ilsell {e.g.. a particular movic) can be
inlerred il several clients. using dillerent C1Ns and dillerent
ISPg, experience qualily issucs with the same content. As
another example, a problem with ad server 150 can be

20 inferred it several clients report excessively long advertise-

ment load imes or limeouls.

A numerical example 1s provided. A content owner pub-
lishes 100 clips daily using two CDNs: CDN A and CDN B.
Oneofthe clips, clip X, has 100% join failures on both CDNs.
Using this information, an interence can be made that there is
a problem in publishing clip X. Now assume that there is
100%: join failure for clients that join CDN A, but <22% of the
vsers have problems with CDN B. Then an interence can be
made that CDN A’s publishing path has problems for that clip
{but CIIN 1375 does not).

Other content distribution problems can also be detected
using the techniques deseribed herein. For example, a prob-
lem with a content item itself (e.g., a particular movie) can be
inferred if' several clients, using different CDNs and different
ISPg, experience qualily issucs with the same content. As
another example. a problem with ad server 150 can be
inlerred il several clients report excessively lomg advertise-
ment load times or timeouts.

In various embodiments, when problems are detected by
content distribution memitor 102, corrective actions are auto-
malically taken. cither by a control module included in con-
tent distribution monitor 102, or by a separate control svstem,
configured 10 work in conjunction with content distribution
monitor 102,

1G5, 7 illustrates an example of a process lor correcling a
problem in a conlent distribution. In some embodiments the
process shown in FIG. 7 1s performed by content distribution
monitor. The process begins at 702 when a determination is
made thal a problem in a content distribulion exists. In some
cmbodiments the processing of portion 702 of 'IG. 7 occurs
in accordance with the process shown in UG 6. AL 704, a
determination is made that at least one setting of a client
should be updated, and at 706, the vpdate is sent to the client.

Ag one example. suppose content distribution monitor 102
conlinuously monilors the quality ol clients” receipl ol con-
tent. If this quality drops vonder a predefined threshold, the
control module (or control svstem) will try to localize the
problem 1o one or more (CDN, ¢ityv) pairs, as described above,
IT suceess[ul. the control module instructs clients in cach city
lo use a different CION. As another example, the conlent
distribution monitor can be configured to monitor audience
quality for triplets (CDN, city, ISP), and based on the data
inler whether a quality issue is due to a client’s C1ON. ISP, or
both.

The communication between the control module and the
clients can be inmplemented in a varety of wayvs. In one
example, the control module updates a centrally maintained
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configuration file that is periodically read by each client. In
another example, the control module opens a connection o
any clients implicated in the problem and sends commands
dircelly 1o those clients. In various embodiments, instead ol
specifically instructing the client to make a change, a list of
alternatives or suggestions is instead provided to the client,
and the client is conligured 1o perlorm some local decision
making. As one example. suppose a client is experiencing
difficulties obtaining advertisements throm advertisement
server 150, If multiple other advertising servers exist, rather
than content distribution monitor 102 determining which
advertisement server the elient should switch o using, con-
tent distribution monitor 102 sends a 1ist ol three such serves.
and the client is tasked with selecting from the list.

If the problem is determined o be CDN A, and CDN A is
the only CDN able (o provide the conlent. in some embodi-
ments the control module instructs those clients alfected by
CION A’s problem Lo reduce the rate at which they stream. In
addition, new clients joining CDN A can be instructed to use
a lower rate than they might otherwise use.

Il the problem is determined 1o be CDN AL and multiple
CIINg are able 1o provide the conlent. In some embodiments
the control module instruets those clients atfected by CDN
A’s problem to switch to another CDN. In addition, new
clients joining CDN A can be instructed 1o avoid CDN A,

II' the problem is delermined Lo be an ASN, in some
embodiments the control module instructs the clients con-
nected 10 that ASN to reduce the rate at which they are
streaming,. In addition, newly clients joining from the ASN
can be instructed to use the lower rate.

II' the problem is delermined o be the client {e.g., the
client’s conneetion is congested or the CPU is overloaded). in
some embodiments the control module instruets the client to
reduee the rate at which it streams.

I the problem is determined (o be an ad server. in some 3

embodiments the conirol module instructs all clients (o ceasce
letching or atlempting o leich advertisements from the ad
server, and instead to fetch them from a different ad server.

In various embodiments, clients include logic 1o interpret
the comtrol module instructions and informaiion. A client
makes the ultimaie decision based on the instructions and
wtormation received from control module information and/
or its own internal state. The state can include both real-time
state as well as historical state. Examples of states include, but
are nol limiled o CPU utilizations. rendering rate. and
whether the viewer walches full screen or nol.

Selecting a CDN Based on External Input

Suppose a content owner distributes its content via mul-
tiple CIONs (CDN A and CDN 13). Suppose also thal the

conlent owner’s desire 1s o use CIIN A or clients in the =

United States and CDN 13 for clients in lurope. When a client
connects 1o the content owner's website 10 view a streaim, an
entity on the server side determines the location ot the client
and returns the CION that the client should used based on its

location. This technigue can also be used with respect lomore 5

sophisticated policies, such as ones based on content being
watched, or user class (e.g., premium versus regular).

Selecting a CDN Based on External Input of Multiple
C1INs

I'IG. 8 illustrates an example ol an environment in which
content is distributed. In the example shown, a content owner
distributes its content via multiple CDNs-CDN A (808) and
CION 13 (810). Suppose the content owner’s policy 1s o use
the CDN that provides the best quality for a client al the
current time. When client A (812) comnects 1o the content
owner's website 10 view a stream, an entity at the backend
determines the CDN that is expected 10 provide the best
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quality 1o client A, The backend entity (814) determines this
using performance inlormation [rom other clients such as
clients 13 (816) and C (818). The backend entity sends the list
ol CIINs 1o client A in the prelerred order based on the
expected performance for client A, Client A then chooses the
CDN based on this ordered list and local state. In some
cmbodiments the local state keeps a black list ol C1INs spe-
cillc to client A based on atlempts made by client A o cach
CDN. One reason for doing this is for when a CDN is

3 expected to perform well for a client based on information

known to the backend entity, but does not perform well in the
particular case [or a client. Onee client A chooses a C1NL il
connecls and streams [rom that CION.

Selecting Bit Rate Based on External Input and Local State

Suppose a content owner distributes its content using mul-
liple bitrales (e.g., 300 kbps, 700 kbps, 1500 kbps. and 2700
kbps). Suppose alse that the content owner wanls 1o make all
bitrates available 1o ils premiwm customers in country A, bul

ouly make the 300 kbps and 700 kbps bitrates available 1o its

20 regular customers in country A, In country B, the content

owner wanls 10 implement similar rules, but not provide the
2700 kbps bitrale (o any cuslomer. lor sceurily reasons, the
kunowledge of whether a customer is premivm or not is main-
tained at the content owner’s servers rather than at the client.
One example of a premivm customer is one who pavs more
for a higher class of service. When a client comnects o the
conlent owner’s servers o siream the video. an entity on the
server side determines the set of bitrates available to the client
based on its location and service class and returns this set. The
client then sceleets one of the available bitrates based on local
state om the highest bitrate it can play wilhoul expericneing
quality problems. This stale can be maintained al the client
based on previons viewings of content on this site or different
sites.

Placing an Advertisement on a Page Based on xlernal
Input

Supposc a conlenl owner wanls (o experimenl with
whether placing an advertisement on the left side of the page
or the right side of the page has a better chance of the vser
clicking on the advertisement. When a client connects (o the
conlent owner’s websile, an enlity on the server side deter-
mines which side the client should place its ad. The client
places its ad in the specified location and reports back it'the ad
was ever clicked.

Treating Inputs [rom an ixternal Vntity as Commands

Suppose a conlent owner distribules content via mulliple
coutent distribution networks (CDN A and CDN B). Suppose
also that the content owner wants to tightly control the tratlic
usage of the two CDNs and wants Lo change the usage
between the CHDNs based on qualily and pricing in a continu-
ous manner. In an exireme scenario the content owner may
wish to turn off a CDN completely and migrate all users to the
other CDN within a short period of time (e.g. a few minutes).
lo achicve this, the client periodically {e.g., cvery minule)
sends a request (o the content owner’s website. An entily on
the sever side determines for each client the CDN it should be
connected to based on current policy seftings. On the
response 1o the first request from a client, the client will
commeel o the CDN provided. On subsequent responses, il the
client is comnected (o a different CIN than the one returned,
then it will immediately switch 1o the one returned. Here the
client treats the response as a command 10 make sure the
policies in the back end are enloreed.

Treating Inputs rom an Vixternal intity as 1ints

Supposca content owner distribules conlent using multiple
content distribution networks (CDN A and CDN B) and mul-
tiple bitrates (300 kbps, 700 kbps, and 1500 kbps). Suppose
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also that the plaver vsed by the content owner automatically
adjusts the bitrate (o the highest bit rate that the clienl can
stream [rom the current CDN bul does not switch between
CIONg il streaming is working well. With this sclup. i 1s
possible that the client will getinto the scenario where it plays
the 700 kbps bitrate well on CDN A it cannot play the 1500
kbps on CDN A, Now suppose that the client could play at
1500 kbps at C1IN 13, but the client does nol know this. In
various embodiments. a “hint™ from anexlemal enlity thathas
knowledge of (his possibility (c.g.. through inlerence based
on other clients) can be sent to this clienr letting the client
know that it may be able to play a higher bit rate on CDN B.
The client may choose to ighore or take this hint based on
local stale such as user seitings.

Decision on CDN is Updated Periodically

Suppose a conlent owner distribules its conlent via mul-
tiple CDNs (CDN A and CDN B). Suppose also that the
content owner’s policy is 10 use the CDN that provides the

best quality for a client at the current time. When client A >

connects o the comlent owner’s websile o view a slream. an
enlity at the backend determines the CDN that is expecled Lo
provide the best quality 1o client A, 'The backend entity deter-
nines this vsing performance intformation from other clients
(in this example clients B and C). The backend entity sends
the list ol CIINs o client A in the preferred order based on the
expecled performance lor client AL Client A then chooses a
CION based on this ordered list and local state. Onee clicnt A
chooses a CDN, it connects to and streams from that CDN.
Network and CDN performance change over time and the
CDN selection decision is updated periodically accordingly.
Client A periodically (c.g., once every one minule) requests 2
new list of CDNs from the backend entity. [T the backend
enlity determines that the CIN currently being used by client
A is no longer best suited for client A, it will return a list with
a different CDN as the most preferred CDN. When client A
recerves this new list, it makes a decision vsing, the new list
and local stale on whether 1o stay on the current CIDN or
swilch 1o the new one. 111 decides 1o switch, it will immedi-
alely switch Lo the now most preferred CIN.

Client Decision when Communication with Backend
Entity is Lost

Suppose a content owner distributes its content via mul-
tiple CIONs (CDN A and CDN 13). Suppose also thal the
content owner’s policy is 10 use the CIIN (hat provides the
best quality for a client at the current time. When client A
connects 1o the content owner's website 10 view a streaim, an
enlity at the backend determines the CDN that is expecled Lo

provide the best quality 1o client A, 'The backend entity deler- 5

mines this using perlormance informalion [rom other clients
(in this example clients B and C). The backend entity sends
the list ot CDNs to client A in the preferred order based on the

expecled perlormance lor client AL Client A then chooses the

C1IN based on this ordered list and local state. Onee clicni A 3

chooses a CDN, it connects to and streams from that CDN.
During normal operation, if'client A detects a quality problem
with the CDN it is streaming, from, it notifies the backend
enlity o get a different CIIN. Towever, in the event it loses
connectivily with the backend enlity, the client uses the next
CDN in the most recent list provided by the backend entity to
select the next CDN to 1y,

‘The control module can use the inlormation collected [rom
the elicnts o determine the correlation between the viewer
engagement and quality. Altematively, an operalor can use
the historical or real-fime information to determine this cor-
relation.
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Quantitative Relationship between Video Quality and
Viewor lingagement

Viewer sessions can be classified based on a set of (N)
conlent altribules such as: (a) conlent lormat: (b) conlent
Lype; (¢) content genre; (d) content length; and {¢) conlent
publish time.

I'mgagement diflerence can be computed lor viewer ses-
sions viewing “similar™ content. One definition of content

3 “similarity™ is equality of a majority of content attributes

where (a) all (N) attrilutes are equal; () only (N-1) atiributes
may be equal: {¢) only (N=2) attributes may be equal; cle.

3y compuling and comparing engagement dillerences [or
conlent with similar atiributes (where a majority ol aliributes
are similar). the impact ol content itsell on engagement can be
reduced, thus highlighting the impact of video quality on
viewer experience,

EXAMPLE 1

Consider a live sporting event of duration D {e.g., D 2
hours). [ ¢l the number of viewers joining 1o walch the event
in the first minute be N=10.000. | ¢l the average video quality
and corresponding viewer engagemenlt ol various viewers be
as follows:

TABLE 1
Viewer
Number Engagement
ol (Viewing
Category  Wiewers Viewers Video Quality Duration)
l W10 v3000 Nl = Toin lime = | see, 121=1hr
3000 Bnllering Livrming
Ratic =0,
Rendering
Chuality = 100%
2 WAGOL L LOVTE0) N2 = Toin Time =4 secs.  DZ=1Iu
40100 Bnllering
Ratic = 3%,
Rendering
Qualily = 95%
Lo WI01 L WLO000 N3 = Toin Time =4 secs. D3 =
3000 Bnllering Al ming
Ratio = 6%,
Rendering

Qualily = 90%

Asg shown in TABLE 1, viewers have been classified by
video quality into three categories. Viewers with poorer video
quality watched the video for fewer mimures. The net loss of
viewer engagement lor viewers with poor video quality can
be computed as: [N2x]| 131 =132 [+[N3x]| 1D3=D1 |[=4000x 104+
3000x30=13,000 minulcs.

LEXAMPLIL 2

Consider a website whoere the viewer can view mulliple
videos on demand. After viewing a video, the viewer is pre-
sented the same interface o optionally continue watching
more videos. Lol there be a sel ol K videos with similar
allributes {genre="action™. lormal="cpisode™, duration="3(
mins”). Let the number of viewers who have walched at least
obe of these videos in a given month be N 10,000, Let the
average number of videos watched by viewers with varving
video quality be as follows:
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TABLE 2
Yiower
Engagement
[AveTL e
Number Number of
Cate- of Videos Watched
aony Yiewors Viewers Video Qualiy in i Manth)
Cl V1., V3000 N1= Join Time =1sec. Dl=33
3000 Duifering
Ratio =10,
Rendering
Quatlity = LO0D%,
(2 VIOOL L VIO N2 = doin lime =4 gees,  1D2=3
4000 Duifering
Ratlio = 3%,
Rendering
Quality = 3%
3 YTOOL L V10000 N3 = doin lime =4 gees,  123=2
3000 Duifering
Ratlio = &%,

Rendering
Chiality = B0%

A shown in TADBLL 2. viewers have been classified by video
quality into three categories. Viewers with poorer video qual-
ity watched a fewer nuimber of videos. The net loss of viewer
engagement for viewers with poor video quality can be com-
puted ag [N2x|[D1=D2 ][+ N3x[133=131] |<{duration of cpi-
s0de F(A000x0.5+3000x 1. 5)%30=193.000 minulcs.
Visvalization Tools and Manwval Diagnosis of Problems
In addition 1o automatically detecting content distribution

problems. content distribution monitor 102 is conligured to 3

make available visualivation lools (0 human operators. Using
the lools, such operalors can quickly identily problems. The
intertace creates visualizations for them based on quality
metrics such as the percentage of viewers in a buffering state,

the amount of me needed Lo starl playing a video stream as 3

perceived by the viewoers. cle. Other users. such as business
and marketing executlves can also use the Wwols o examine
data trends 10 general, and without needing a specific purpose
of problem detection. The interface creates visualizations tor
them based on metrics (hal are correlated with revenue and
brand. Iixamples include the concurrent number of viewers.
the percentage of viewers dropping because of quality prob-
lems, the number of advertising clicks, etc. Interactive con-
1rols are provided to allow both operators and other users to
view virlually any slice ol themultidimensional data caplured
by conlent distribution monitor 102,

FIGS. 9-13 illustrate embodiments of an interface through
which content distribution monitoring data is exposed. In
various embodiments, the interfaces are provided by content

distribution monitor 102, such as through galoway layer 526, s

The interface shown in FIG. 9 includes lour plots. The
“Audience Size” plot (upper-left) shows the total number
viewers versus time. The “Resource Utilization™ plot (upper-
right} shows the total bandwidih delivered by cach CDN. The

“Audience Quality™ plot (hotlom-left) shows the aggregale s

quality experienced by all viewers. The “Audience Geoloca-
Tion” plot (bottom-right) shows the location of the viewers on
a world map. Each plot shows data in realtime, and changes
are reflected through [requent relreshes ol the interlace.

Suppose an operalor sees audience qualily dropping, as
shown in FIG. 10. This drop in quality correlates with a drop
in the total number of viewers, and a drop of the bandwidth
delivered by CDN AL Based on this dala, the operator hypoth-
eslzes that CION A is likely part ol the problem.

‘The operator can verily this hypothesis by crealing two
lew plots, as shown in FIG. 11, The upper-right plot shows
the audience quality ranked by CDNs, while the bottom-lett

[
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plot shows the audience quality ranked by city. Since, in both
ol these plots, CION A and cities in the Scattle region are the
only ones 1o perlorm poorly. the operator [urther hypoth-
csives that the problem is localized (o the viewers In the
Seattle region streaming trom CDN A,

To verify this new hypothesis, the operator adds a new plot
showing the quality of viewers in Scatile ranked by CDN, as
shown in the botlom-right plot in I, 12, This plot show thal,
indeed. only the Seattle viewers who stream from CDN A see
quality issues; viewers from Seattle streaming from other
CDNs see no quality degradation. As a result, the operator
concludes that the hypothesis was correcl. 1.e.. thal the prob-
lem is localized to the viewers n the Scattle reglon streaming
trom CDN AL

The operator can take actions to improve the viewer quality
inthe Seattle region. Examples of such actionsinclude calling
CDN Ao (ix the problem. orfand pushing new conliguralion
[iles Lo the players. Such conliguration [ile can. c.g., specily
that if the plaver is in the Seattle region, it should use a CDN

2% other than CDN A,
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In addition (o diagnosing widespread problems. operalors
can alse use the visualivation wols provided by content dis-
tribution monitor 102 (o diagnose qualily issucs experienced
by particular clients.

Suppose a user who reports quality issues 1o a customer
service organization in charge with overseeing the delivery ol
the conlent. The user provides the service operalor with the IP
address or other vnique identifier (e.g., HITD cookie, vser
login) 1o help the operator identify the user’s end-host.

The operator uses this identifier to see in real-time a sum-
mary ol the information associaled with the user’s clienl.
I'I(3. 13 shows an example in which the quality ol the client
with the 1D address 123.436.7.8 is only 10% (upper-lett plot).
In addition, the interface indicates that the client is located in
Seattle and streams data from CDN A,

To determine the rool cause the problem the operator uses
the interface o show (a) (he audience qualily o[ viewers using
CDN A (upper-right plot), and (1) the avdience quality ot all
viewers 10 Seattle ranked by CDN (bottom-lett plot).

Based on the second plot that shows that only the viewoers
in Secallle which stream [rom CDN A experience quality
issues, the operator concludes that likely (he problem expe-
rienced by the client is due to CDN A, To fix this problem, the
operator confipures the client remotely (e.g., via a configura-
tion [ile) 1o use another CHN.

Additional Embodiments

Mullivariale Testing

The techniques deseribed herein can be used for a variely
ol purposes in addition o deleeting and remedying conlent
distribution problems. As one example, content owners (or
other appropriate parties) can perform multivariate testing
and. based on the results. make adjustment (o content distri-
bution sellings.

FIGS. 14A and 14B are graphs illustrating the impact of
distribution quality on a content item. Specifically, FIG. 14A
indicates that, for a first content item (e.g., a feature length
[ilm), clients which experience a good experience lend 1o
walch the item approximalely twice as long as those with a
poor experience. FI1G. 14B indicates that, for a second content
item (e.g., a breaking news report), the length of time a
particular client streams (he content is largely unimpacted by
the quality ol the experience.

1G5, 15 illustrates an example of a process lor improving a
content plaver engagement. The process begins at 1402 when
an engagement of a first content plaver with respect 1o a first
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content item being downloaded by the firstclient is measured.
Ag one example, the amount of ime a particular client. such
as client 176. views a particular leature length 1lm is deter-
mined. At 1404, heartbeat informaltion is received [rom the
client. In some embodiments the processing of 1402 and 1404
is combined, as applicable. At 1406, a determination is made
as 1o the quantitative relationship between the engagement
and the perlormance inlormation. In various embodiments.
the processing of 1402 and 1404 is also performed with
respect to other clients that are also accessing the same con-
tent, and the resulting information is nsed at 1406. At 1408, a
selling ol a second player with respecet (o the same conlent 1s
adjusted. As one example, 1[4 determination is made that the
content cal be provided, at reduced quality, without incurring
a significant reduction in engagement, the content owher may
instruct conlent distribution monitor 102 10 send instructions
1o olher clients receiving the conlent (o obtain the content al a
lower bitrate. Similarly. il a determination is made that
changes in quality significantly change engagement, instrue-
Tions to devote more bandwidth to clients experiencing poor
perlormance might be provided o content distribution moni-
Lor 102,

Entorcing Policies

In various embodiments, content owners and other appro-
priate parties are granted access to a policy engine that allows
them Lo conligure and revise a list ol policies. Policics pro-
vided by the customer are based on the [ollowing pattern:

1. matching rule A: action A

2. matching, rule B: action B

3. matching rule C: action C

‘The matching rule determines the subsel of the viewers on
which the policy is lobe applied. In addition. mulliple match-
g rules can be provided for certain policies according 10 a
specified priority order. When the policy engine needs to

decide an action [or a viewer, it iterales through the ordered 3

list and based om the first mateh sclects the appropriate aclion.

‘The matching rules are composed of predicales on several
dimensions that identity the viewers. Example dimensions
include:

1. Location ol the viewer {(e.g.. Country. State. City. Zip
code).

2. The ISP and AS through which the viewer is connecting
to the Internet.

3. Technographics of the viewer (e.g., browser, OS, net-
work speed)

4. Conlenl being walched by the viewer {c.g. name ol
video, play list name, etc.)

Example actions include:

1. Maintain uninterrupted viewing by swilching belween

an ordered 1ist of resources {(e.g., Dala centers, CIINS) via s

which the viewer downloads the video. This provides high
availability of the connection of the viewer to the content.

2. Maintain high quality viewing by switching in accor-
dance with an ordered list ol resources via which the viewer

downloads (he video. This provides a glitch free viewing s

experience (e.g., minimizes the impact of overloaded delivery
servers, or networl path congestion).

3. Optimize video resolution by switching the bitrate of the
video. "This allows the download bandwidth of the viewer Lo
provide the highest resolution possible.

4, Optimize video viewing quality given limited bandwidth
available to the user by using a lower bitrate video. This
provides consistent delivery of content even il the bandwidth
available lo the user is low.

5. Minimive cost of delivery by swilching the viewer Lo
lower delivery cost resource if' the gquality of download
oftered by the lower cost resource is consistent.
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6. Maintain load balance between a list of available
resources. The lToad balancing 15 done based on priorily
welghts associaled with cach resource in the list.

7. linloree a usage limil on a resource by loreing viewers o
switch away atter a bandwidth or downloaded byte threshold
is met.

As mentioned above, in various embodimenis, content dis-
tribution monitor 102 includes a control module or works in
conjunction with a separate control system. The control sys-
tem is configured to entorce policies specified via the policy
engine. As one example, in some embodiments whenever an
initial client request is made [or content. the control sysiem
determines an appropriate content source [or the client based
ol the policies and also hased ontelemetry information made
available via content distribution monitor 102,

Although the [oregoing embodiments have been deseribed
in some detail for purposes ol clarity ol understanding, the
invention s not limited o the details provided. There are
many alternative ways of inplementing the invention. The
disclosed embodiments are illustrative and not restrictive.

Whal is claimed is:

1. A system, including:

a processor configured to:

load a monitoring module configured 1o obtain status
inlormation associaled with a content player;

oblain. al least in parl by making one or more inlerences
vsing accessible data, status information associated
with the content plaver, wherein the status intorma-
tion includes al least one of stale inlormation and
player capability inlormation: and

report. vid a communications interlace, al leasl a portion
of the obtained status information to a monitoring
service that is external 1o the system; and

4 memory, coupled with the processor, and conligured 10

provide the processor with instructions.

2. The system ol claim 1 wherein the content player is
running on the system.

3. The system of ¢laim 1 wherein an interence is made that
the player has not yel accumulated enough data 1o starl play-
ing a video.

4. The system of ¢laim 1 wherein an interence is made that
the plaver is plaving video.

5. The system of ¢laim 1 wherein an interence is made that
the player is bullering data and video is not playing.

6. The system ol claim 1 wherein an inference is made (hat
the plaver is pavsed.

7. The system of ¢laim 1 wherein an interence is made that
the player has slopped playing a video.

8. The system ol claim 1 wherein an inference is made (hat
the video is not playing duc (o an crror.

9. The system of claim 1 wherein the status information
includes a time a1 which the plaver transitioned bhetween a first
operating stale and a sceond operaling stale.

10, "The sysiem ol claim 1 wherein the status inlormation
includes a total length of time the plaver spent in each ot a
plurality of operating states.

11. The system of claim 1 wherein an inference is made
aboutl the lotal ime during which the conlent player was
interrupled by suspending or pausing the processor conlig-
vred to execute the content plaver.

12. The svstem of claim 1 wherein the status information
includes a number of byles received by the content player.

13."The sysiem ol claim 1 wherein the status inlormation
includes a bitrate of a stream.

14. The system of claim 1 wherein the status information
includes an average frame rate at which a video is playing.
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15. The svstem of claim 1 wherein an inference is made
dboul the lrame rale al which a video is encoded, using the
observed history of the [rame rale al which (he video s
playing.

16. The system of claim 1 wherein the slatus information
ineludes the accuracy with which the content plaver is able to
render a video, computed from an average frame rate being
played and an encoded [rame rale.

17. The system of claim 1 wherein the status information
includes a measure of an ability of the content player Lo
download video dala, compuled using the history ol the tran-
sitions between a plaving and a butfering operating state.

18. The svstem of claim 1 wherein an inference is made
about a processing speed of the plaver.

19. The svstem of claim 1 wherein an inference is made
aboul & video rendering speed of the player.

20. The svstem of claim 1 wherein an inference is made
dboul available memory.

21. 'The system ol claim 1 wherein an inlerence is made
aboul available download bandwidth.

1
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22. A method, comprising:
loading a moniloring module conligured (o obtain stalus
information associated with a conlent playoer:

obtaining, at least in part by making one or more interences
using accessible data. stalus information associated with the
conlent player, wherein the status information includes at
least one of state intormation and plaver capability informa-
tion; and
reporling, via a communicalions interlace, al least a portion of
the oblained slalus inlormation o a moniloring service.

23. A computer program product embodied in a non-tran-
sitory computer readable storage medium and comprising
compuler instructions [or:

loading a moniloring module conligured (o obtain stalus

information associated with a content plaver;

obtaining, at least in part by making one or more interences
using accessible data. stalus information associated with the
conlent player, wherein the status information includes at
least one of state intformation and plaver capability informa-
tion; and

reporling, via a communicalions interlace, al least a portion of
the oblained slalus inlormation o a moniloring service.
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