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DISTRIBUTING INFORMATION OVER A
NETWORK

CROSS REFERENCTETO TR
APPLICATIONS

This application claims priority 1o U.S. Provisional Patent
Application No. 60/859.428 enlitled CONTIENT DISTRI-
BUTION filed Nov. 13, 2006 which 1s incorporated herein by
reflerence for all purposes.

BACKGROUND OF THE INVENTION

Users are increasingly using networks such as the Internet
Loy aceess conlent, such as video [iles and live streamingsvideo
on demand content, via client machines. Such content is often
large, time sensitive, or both. As demand tor such content
increases, there are challenges in distributing that content
eliciently and with high quality.

Two ways that conlent owners can distribute content are by
using their own servers or buying the service ol a content
delivery network (CDN). In the later case, content owners
tvpically contract with CDNs to provide content 1o clients,
e.g., in exchange tor a fee. Requests by clients for content are
direeted 1o CDN nodes that are close by, e.g.. the lewesthops
away [rom the clients. The client then downloads the content
[rom the appropriaic CDN node. In hoth cases, conlent is
distributed by servers, owned by either the content owner
directly or the CDN. Unfortunately, as demand on server
capacity increases (e.g., as the content size gets bigger and/or
the number ol requests o the conlent inerease). mecting that
demand by increasing capacily is oflen wvery oxpensive.
requiring a larger number of servers or more powertul servers
10 be deploved.

Another way that content can be distributed is through use
ol peer-lo-peer (P2ZP) systems. In a typical P2P scenario, a
node downloads conlent from the system, and also uploads
content (o other nodes. In a hybrid content distribution sys-
tem, a fraction of'the content is transmitted by the servers and
the rest is transmitted by nodes using their uplink capacity,
Unfortunately, ISPs are tacing increased network congestion
[rom P2P and hybrid content distributions. One reason is that
traditional P2P approaches rely on peers making independent
routing decisions based on local information. This 1s
approach is typically taken so that there is 1o single scalabil-
ity bortleneck and no single point of failure. Unfortunately,
such an approach may result in poor performance, netlicient
resource ulilization, and other shorlcomings.

Thereflore. it would be desirable o have a beller way Lo
distribute intormation cover a network.

BRI DESCRIPTION OF TTNE DRAWINGS

Various embodiments of the invention are disclosed in the
following detailed description and the accompanying draw-
ings.

I'IGr. 1 s an illustration of an cmbodiment ol a system lor
distributing inlormation over a network.

FIG. 2 is an illustration of nodes grouped into regions
according to one embodiment.

IIG. 3 1s an illustration ol nodes designaled as preferred
nodes according o one cmbodiment.

I'IG. 4 is an illustration o[ nodes designated as sceond level
nodes in a three-level hierarchy according to one embodi-
ment,
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FIG. § is an illustration of nodes designated as common
nodes in a three-level hicrarchy according 1o one embaodi-
ment.

IFI1G. 6 is a flow chart illustrating an embodiment ol a
process for distributing information over a network,

FIG. 7 is anillustration a representation of the management
ol'nodes in a three-level hicrarchy according 1o an embaodi-
ment.

II1G. 8 is an lusiration ol an embodiment of a sysiem
having resilience.

FIG. 9 is a representation of an example of a heartbeat.

DETATLLD DESCRIPTION

The invention can be implemented in numerous ways,
including as a process. an apparatus, a syslem. a composilion
ol 'matter. a compuler readable medium such as a computer
readable storage medium or a computer network wherein
program instructions are sent over optical or communication

20 links. In this specification, these inmplementations, or any

other lorm that the invention may ake. may be referred 1o ag
lechnigues. A component such as @ processor or 4 memory
described as being configured to perform a task includes both
a general component that is temporarily confipured 1o per-
form the task at a given time or a specific component that is
manulaciured w0 perlonm the tagk. In general, the order of the
steps ol disclosed processes may be allered within the scope
of the invention.

A detailed description of one or more embodiments of the
invention is provided below along with accompanying ligures
that illustrate the principles of the invention. The invention is
described in connection with such embodimenis, but the
invention is not limited 1o any embodiment. The scope of the
invention is limited only by the claims and the invention
cncompasscs numerous  allernatives.  modifications  and
cquivalents. Numerous specilic details are set lorth in the
lollowing description in order 10 provide a thorough under-
standing, of the invention. These details are provided for the
purpose of example and the nvention may be practiced
according 1o the claims withoul some or all of these speciliic
details. lor the purpose ol clarity. lechnical material that is
known in the technical fields related to the invention has not
been described in detail so that the invention is not unneces-
sarily obscured.

1G5, 1 15 an illustration o an embodiment of a system [or
distribuling information over a neitwork. In the example
shown, clients 170-184 are vsed 1o access content, such as
audiovisual content (e.g., movies, songs, television shows,
sporling evenlts, games. ele.) thal is owned by content owners.
Clients can include personal compulers (c.g.. 17070, laplops
{182), and cellular phones/personal digital assistants (178). as
well as other types of information appliances (not shown)
such as set-top hoxes, game consoles, broadband routers, file
servers, video servers, and digital video recorders, as appli-
cable. As used hercin. nodes can include clienis and servers,
all of which can be peers—such as neighbors, parents, and
children.

The clients shown are used by subscribers to various Inter-
net service providers (15Ps). For example, clients 170, 172,
and 174 are subscribed o0 SP1 (122), while clients 176. 178,
and 180 are subscribed to SP2 (124) and clienrs 182 and 184
are subscribed to SP3 (126).

Ome typical goal ol content vwners is or their content 1o
reach their customers (who likely subscribe to dillerent net-
works) In an eliicient, ceconomic manner. In (he example
shown, a movie studio has contracted with content distributor
142 1o provide downloadable copies of its films. Similarly, a
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soccer league has contracted with content distributor 144 to
provide season pass holders with access 1o live streams ol
malches.

Content distributor 142 has a dala center that is provided
with network access by backbone ISP 132, Though repre-
sented here by a single node (also referred to herein as a
“CDN node™). conlent distributor 142 may (ypically have
multiple dala centers (not shown) and may make use of mul-
tiple backbone or other ISP's. Content distrilwtor 144 has a
data center that is provided with network access by backbone
ISP 134,

Control center 102 gathers status information [rom nodes
and dynamically constructs and adjusts distribution topolo-
gies among nodes. As described in more detail below, in some
embodiments nodes provide lightweight heartbeats to control
center 102 with information aboul thelr resource availability.
their performance experience when downloading [rom or
streaming Lo other clients, cle. The distribution topology con-
structed by control center 102 takes into consideration the
networl traffic implications of the peers it associates and can
provide quality ol service. cause resources 1o be used clli-
ciently, converge quickly in the presence ol network changes.
and satisty network-wide constraints. The control center
sends commands back 1o the nodes instrueting them where to
obtain content, and including in some embodiments nstrue-
tions indicating which protocols o use.

Suppose a user of client 170 desires o walch a soccer
mateh live (as the game occurs) and to simultaneonsly down-
load a movie tor watching after the match ends. Control

center 102 might oplimize delivery ol the live eventl over the 3

delivery of the movie  selecting peers (andfor “neighbors™
and/or “parcnts/children™) accordingly.

In various embodiments, nodes run software that monitors
resource availability and network congestion and implements

data replication and lorwarding. The coordinalor may con- 3

sider a variely and/or combination ol faclors such as nelwork
conditions and resource availabilily, which [iles are being
distributed, the number of clients, the nature of the content
(e.g., live event vs. file; thee content vs. premium or ad sup-
ported content), and the nature of the client (c.g., whether the
user has paid lor premium service). The coordinator can alse
coordinate multiple file transfers to different nodes (e.g.,
where auser of client 176 wants to download the movie, auser
of client 178 wanrs the sporting teed, and a user of client 180
wanls hoth).

In the example shown, contrel center 102 includes a plu-
rality of delivery coordinator managers (DCMs) 104, a con-
tent directory 106, a client manager 108, and a service man-
ager 110, Client manager 108 receives heartbeats from nodes

that include state inlormation and in tum distribules informa- =

tion 0 other components. When a client requests content
(such as might be triggered by a user clicking on a “watch
today’s soccer mateh live™ link in a browser), the client con-
Lacts control center 102 1o determine il a 1XCM is managing

that conlent (also referred (o herein as a “chammel™) in a5

region, consulting content directory 106, A region includes a
set of nodes that are grouped by a variety of criteria including
but not limited to network topology, geographic proximity,
administrative domain (c.g., aulonomous system. enlerprise).
and network lechnology {c.g.. 181 cable modems, (Ther
optic). If no DCM is currently responsible for the content,
service manager 110 configures a DCM as appropriate. Once
a4 DCM Tor the content and region (hat the client 1s in exists.
the client is provided with instructions for downloading the
content, ¢.g.. [rom a speeilic pair ol neighbors.

In the example shown, a single control center 102 is nsed.
Portions of control center 102 may be provided by and/or
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replicated across various other modules or infrastructure
depending. [or example. on [aclors such as scalability and
availability (reducing the likelihood ol having a single point
ol [ailure). and the techniques deseribed herein may be
adapted accordingly. In some embodiments control center
102 is implemented across a set of machines distributed
among several data cenlers. As deseribed in more detail
below. in some embodiments control center 102 uses 2 Resil-
lence Service Laver (RSL) which ensures that the control
center service is not disrupted when/if' a subset of control
machines 1ail or a subset of data centers hosting the control
cenler are disconneeted [rom the Intemet.

FFIG. 2 48 an illustration ol nodes grouped inlo regions
according 1o one embodiment. Nodes are grouped info
regions based on the natural network boundaries and policy
domains. lixamples ol such regions include autonomous sys-
lems (ASes. and large organizations such as universitics.
One goal ol grouping nodes inlo regions is o optlimize traliic
within a region—such as by being in close proximity (and

20 likely sharing a tast link), and/or by having similar character-

istics {e.g. a group ol DSI. subscribers vs. a group ol cable
modem subscribers). “The partiioning changes slowly over
time, and can be efficiently replicated as needed. In the
example shown, clients 210-222 and 280 are grouped into
region 202, clients 230-234 and 282 are grouped into region
204, and clients 262-266 and 284 arc grouped into region 208,

In some embodiments control center 102 implemenis a
multi-scale decomposition (MSD) algorithm which parti-
tions the computation of a large distribution topology into
mulliple computation tasks that manage a smaller number of
peers {(e.g., thousands Lo ens ol thousands).

In the lollowing examples described herein, M81Y s used
to organize all the nodes that subscribe to a channel (dama
stream) into a three-level hierarchy. The top two levels use
distribulion protocols thal are oplimized primarily lor resil-
ienee, while the botlom level uses distribution protocols thal
optimive [or efiiciency. Robusiness and cllicient bandwidth
vtilization can be optimized for as applicable. In other
embodiments, nodes are grouped into Merarchies of other
depths. Lor example. in a two-level hicrarchy nodes that
might be collectively present in the op two licrs ol a three-
level hierarchy may be collapsed into a single top level, nodes
that would be present in the second tier of a three-level hier-
archy may be split between the two levels of the two-level
hicrarchy, or nodes that would be present in the second tier of
a three-level hicrarchy may all be relegated 1o the boliom
level. Four-level and other hierarchies can be used and the
techniques described herein adapted as applicable.

Ag deseribed in more detail below, nodes occupying one
level ol the hicrarchy may communicale using distribulion
algorithms dilferent [rom nodes occupying another level of
the hierarchy. Ditferent groups of nodes may also communi-
cate between levels (and at the lower levels amongst them-
selves ) using protocols oplimized lor Factors such as nelwork
conditions. resource usage. cle. For example, one top level
node may communicate with a group of bottom level nodes
vsing a protocol optimized for delivering intormation to cli-
ents that make vse of dialup connections (where the bottom
level nodes conneet o the Inlernet using modems). while a
group ol boltom level nodes may communicale amongsl
themselves vsing a protocol optimized for communication
among cable modem subscribers of a particular telecommu-
nicalion comparny {(where the bollom level nodes are all sub-
seribers of that particular cable modem service).

FI1G. 3 s an illustration of nodes designated as prelerred
nodes according 10 one embodiment. In the example shown,
nodes 214, 234, and 264 are designated by control center 102
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as preferred nodes. They are included in the top level of a
three-level hicrarchy ol nodes (302), which includes @ Tew
high capacily and stable nodes rom cach region {e.g.. regions
280-284 ax shown in UI(G 2) which has peers subscribing o
the channel. In this example, high capacity nodes include
Lodes whose output capacity is larger than the rate of the data
heing distributed. In some embodiments, il a region has no
high capacily nodes, nodes may be provided {c.g., by the
entity that owns control center 102) on behalf of that region
located in a data center close 1o that region. Such a node is
referred to herein as a waypoint server, In the example shown
in I 1. waypoint server 146 has been provided by the
owner of control cenler 102, The waypoint server can also be
provided by a third-party. Nodes may also be provided by
mstrueting high quality clients to obtain content that they
would not otherwise request. lor example. suppose the user
oflclient 214 desires o watch a movie from content distribulor
142 but is not interested in the soceer conlent provided by
content distrilwutor 144, If needed, in addition to serving as a
preferred node for the movie content, client 214 can also be
conligured to serve as a preferred node [or the sports conlent.
ax applicable. As deseribed in more detail below. the nodes in
tier 302 communicate with one another vsing a highly resil-
ient protocol to deliver data with little degradation, even in the
face of multiple simultaneons failures.

I'IG. 4 is an illustration o[ nodes designated as sceond level
nodes in a three-level hicrarchy according o one embodi-
ment. The second level includes clusters connected to the top
level. A cluster includes the high capacity hodes belonging, to
a single region. [n the example shown. clients 212, 216. 220
232, and 262 arc included in themiddle level ol the three-level
hicrarchy ol'nodes (402). While the goal ol the second level as
with the first level is robustness, the degree of redundancy
used at the second level (e.g., to ensure data delivery) is

typically lower than at the lop level. As deseribed in more 3

detail below in some embodiments the nodes in tier 402
communicale using a variant ol the distribution prolocol
wplemented in tier 302,

FIG. 5§ is an illustration of nodes designated as common
nodes in a three-level hicrarchy according o one embodi-
menl. In the example shown, nodes 2100 218. 222, 280, 230
282, 284, and 266 are designated by control center 102 as
common nodes. They are included in the bottom level of a
three-level hierarchy of nodes (502), which includes mainly
ol low-capacity nodes (in this example. nodes whose output
capacitics are lower than the data rate). lach cluster oMmodes
in level 502 shares at least a few high capacity nodes with the
second level, ensuring that each cluster has several high-
quality data stream leeds. As described in more detail below.

the distribution algorithm used among nodes in level 302 18 5

optimired lor efiicient resource ulilivation.

FIG. 6 is a flow chart illustrating an embodiment of a
process for distributing information over a network. The pro-
cess beging al 602 when nodes are grouped into regions. In

some embodiments the processing ol portion 602 ol VIG. 618 5

performed by control center 102, In the example shown in
FIG. 2, nodes 210-284 are grouped into regions at 602,

At 604 preferred nodes are designated. In some embodi-
ments the processing of portion 604 o I'1G. 6 is perlormed by
control center 102, In the example shown in FIG. 3. nodes
214, 234, and 264 are designated as preferred nodes at 604.

At 606 a source of information 10 be delivered to a pre-
lerred node using a prelerred algorithm s indicated. lior
example, al 606 node 214 (which is in possession ol a [ull
copy ol a particular picce ol content) is indicaled as a source
of that content to node 234, At 606, nodes having only por-
tions of content may also be designated as sources of those
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portions of content. One example of a preterred algorithin is
4 [looding algorithm with duplicate climination. "The algo-
rithm [irst creates an overlay mesh lopology where the capac-
ity ol cach virtual link is greater than the stream rate and the
mesh forms a c-connected graph. When a node A receives a
new packet, i.e., a packet that it has not seen so far, from
neighbor N. node A sends a copy ol the received packet 1o
cach of its neighbors. excepl N. This algorithm ensures that
all nodes will get every packet sent by the source even when
as many as ¢-1 nodes tail simultanecusly. Another example of
a preterred algorithin is a simple tree distribution algorithm,
which might be used il all nodes at this level are highly stable.

AL 608 the prelerred node is assigned as a relay of inlor-
mation to a common hode. For example, at 608 client 230
may be instructed to retrieve portions of content from node
220

1I"1(3. 7 1% an illustration a representaiion o[ the management
ol'nodes in a three-level hicrarchy according 1o an embaodi-
ment. In the example shown, all nodes in the top level (302)

20 are managed by a single DCM such as DCM 710 (and as

represented in VIG. 7 by dashed Tines). One role of the DDCM
1s lo maintain an accurate distribution lopology olthenodes al
this level. The DCM computes the distribution topology
based on the client available resources, the connectivity 1o the
Internet (e.g., what kind of NAT/firewall the client is behind},
congeslion in the network, and various network-wide poli-
cies. In various embodiments, DCM 710 s logically a single
DCM but is implemented across a plurality of physical
DCMs.

In the example shown, cach clusier ol nodes in the third
level (302 is managed by a DCM, such as 1CM 706 (and as
represented in PIG. 7 by dotied lines). The clusters change
dvnamically as nodes join and leave the distribution graph.
Small clusters are dvnamically merged, and large clusters are
split. Since this level includes the vast majority ofmodes in the
data group. the distribution algorithm can be oplimized lor
cllicient resource ulilization.

One example of an efficient distribution topology at the
third level is a multi-tree. In the multi-tree case, the stream is
divided into several subsireams k, where substream i includes
packels with sequence numbers k*+1; j=0. Tach subsircam
will have a rate 0o R/, where R is the original stream rate. For
each substream, the algorithm builds a sub-tree. Each node is
aninterior node in one sub-tree, and a leaf node in every other
sub-trees. A multi-tree algorithm can use the upload capacity
olanode as long as this capacily is larger than the sub-sircam
rate. The tree building algorithm can be optimized for various
objective tunctions such as minimizing each sub-tree depth or
minimizing the distance between the child and its parents
{every node will have ome parent in cach sub-tree), and subject
Lo the capacily constraints o the clients, and perlormance and
policy constraints.

In some embodiments a multi-tree topology is built by
building trees one at a time. o build such a tree. one could use
a greedy algorithm that adds nodes Lo a sub-tree one by one,
making sure that none of the additions violates the existing
constraints. Several heuristics can be used to increase the
probability that the greedy algorithm succeeds. An example
ol such heuristic is (o sclect the node with the highest capac-
ily, or lewest constrainis. 1o add next.

In the example shown, each cluster of nodes in the second
level (402) is managed by g DCM, such as DCM 702 (and as
represented in VIG. 7 by the dotted dashed line). One goal of
the distribution algorithm at the second level 1s 1o maintain
quality of service, even il this incurs a higher overhead. An
example of a distribution algorithm used by level 402 is 10
modify the multi-tree algorithn used at level 502 as follows.,
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Instead of splitting, the stream into k substreams, the algo-
rithm uses crasure codes 1o create k+n substreams, such that
any k substreams oul ol the n+k substreams would be enough
Lo reconstruct the original stream. The algorithm lakes cach
group of k consecutive packets (ie., packets with sequence
numbers kK%, k*+1, . .., k¥j+0-1; j=0), and vses erasure
codes to create k+n packets such that receiving any k packets
will be enough 1o reconstruct the original k packets. The
algorithm constructs a sub-tree [or cach sub-sircam similar (o
the mulli-tree algorithm at the third level.

In some embodiments the algorithms running in ditferent
clusters of level 402 use different redundancy factors to
account for the quality of the underlying network. For
example, 1 all hosts Inoa cluster al the second level are in
Japan a low redundancy [aclor can be used, while il all hosts
are in India a higher redundancy lactor might be used (as the
networl 1s in general less reliable). Similarly, a higher redun-
dancy factor could beused for a deplovment ina cable modem
environment relative to a DSL environment.

IIG. 8 is an illustration of an embodiment ol a system
having resilience. When client 182 starts (e.g., aller booting).
daemon 802 is initiated, which communicates information
between client 182 and control center 102, In the example
shown, control center 102 includes servers 810-814 each of
which runs services such as by providing DCM [unclionality.
liach DCM is mapped by a logical identifier. Resilience Ser-
vice Laver (RSL) 804 maintains mappings between servers
810-814 and their logical identifiers. It RSL 804 detects that

a server, such as server 810 has failed, the RSD. maps another 3

1DCM (such as a backup DCM or spare DCM not pictured) o

that logical identifier. Similarly, il primary service manager

8046 fails, it is replaced by baclup service manager 808.
From the perspective of a client, such as client 188, a

[ailover [rom DCM 810 Lo its replacement s (ransparent. 3

Clients, such as client 188, periodically provide their state lo
DCMs (e.g., through heartbeals sent via network 816). and
thus if'a DCM tails (and is replaced), the replacement DCM
is provided by the client with state information that indicates
Lo the replacement 13CM such details as the neighbors [romito
which the client is exchanging content.

FIG. @15 a representation of an example of'a heartbest. The
heartbeat messages contain all necessary  nformation
required by the DCM 10 construet a global view of the distri-
bulion topology. In some embodiments cach heartbeal moes-
sage senl by node A contains the sequence numbers of the last
packets received by A trom each of its parents, as well as the
sequence numbers of the last paclets sent by A 1o each of'its
children. This inlormation allows the 13CM not only (o con-

struct the distribulion topology. but also o determine which s

links arc congesiled by comparing the sequence numbers ol
the packets sent/received by every node at the end of every
heartbeat interval. In the example shown, heartbeat 900
includes the [ollowing information. The Clicntl]Y is a unigue

identifier of the client sending the heartbeal. "The Heartbeal s

Seq is the sequence number of the heartbeat. P1, .. ., Pk
represent the list of parents of ClientID. Parent i sends
stream 110 ClientID, where 1=i<k. C1, ..., Cm represent the
list of children of ClientID). The Tocal Timestamp is the
timestamp at the client al (the time the heartbeat was gener-
ated. Butfersize Si is the current buther size for stream i,
where l=izk. Timestamp TPi is the timestamp of the last
packel received [rom parent Pi.Timestamp C17 s the (imes-
tamp of the Tast packet sent to child Cj, where L=j=m.
Although the loregoing embodiments have been deseribed
i some detail for purposes of ¢larity of understanding, the
ivention is not limited to the details provided. There are
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many alternative ways of inplementing the invention. The
disclosed embodiments are illustrative and not restrictive.

Whal is claimed is:

1. A system for distributing intformation over a network,
including:

a processor: and

amemory coupled with the processor. wherein the memory

is configured to provide the processor with instructions

which when executed cavse the processor to:

group nodes into regions;

designate a (irst subsel o[ modes as preferred nodes and a
sceond subsctl ol nodes as common nodes;

indicate to a preterred node in the first subset a source of
content, wherein a preterred distribution algorithm is
selected 10 be used in communicating the conlent
between the source and the prefered node based at
least in part on the prelerred node’s designation: and

assign the preferred node as a relay of information 1o a
commeon nodein the second subset, wherein the infor-
mation relayed between the prelerred node and the
common node s communicated using a distribulion
algorithin that is selected based at least in part oo the
comunon node’s designation and that is ditferent from
the preferred algorithm selected to be nsed in com-
municaling (he content between the source and the
preferred node.

2. The svstem of claim 1 wherein the preferred algorithm
optimizes for robustness over efficiency.

3. "The system of claim 1 wherein the algorithm used 1o
relay information from the preferred node (o the common
node 1s based at least in part on the region into which the
common node is grouped.

4. The system of claim 1 wherein information is relayved 1o
the common node using an algorithm optimized lor elliciency
over robusiness.

5. The system ol claim 1 wherein the prelerred nodes arc ol
a first tvpe, and wherein the memory is further configured 10
provide the processor with instructions which when executed
cause the processor o designate prelerred nodes of a second
lype.

6. The system of claim 1 further including a delivery coor-
dinator manager configured to select a delivery algorithm 10
be used between two nodes.

7. The system ol claim 1 lurther including a relay conlig-
ured 10 associale one ol the regions into which nodes are
arouped with a delivery coordinator manager.

8. The system of claim 1 further including a delivery coor-
dinalor manager associaled wilh cach region inle which
nodes are grouped.

9. "The system of claim 1 wherein nodes are designaled as
preferred nodes based at least in part on their historical per-
tormance.

10. "The sysiem ol claim 1 wherein the memory is further
conligured (o provide the processor with instructions which
when executed cavse the processor 1o detect a failure of a first
delivery coordinator manager and reassociate nodes associ-
ated with the failed delivery coordinator manager with a
second delivery coordinator manager.

11. The system ol ¢laim 10 wherein the second delivery
coordinator manager is configured 1o reconstruet state infor-
mation from heartbeats provided by nodes.

12. The system ol claim 10 wherein the nodes are reasso-
cialed with the sceond delivery coordinalor manager unob-
trusively.

13. The system of claim 1 wherein the nodes are configured
to transmit a heartbeat that includes state information.
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14. The system ofclaim 1 wherein the nodes that have been
grouped into a reglon are in possession ol 4 logical identilier
ol a delivery coordinalor manager.

15. The system ol claim 1 wherein nodes are grouped inlo
prespecified regions based on policies and the last known
characteristics of the nodes.

16. The system of claim 1 wherein at least one preterred
node is owned by a third party.

17. The system of claim 1 wherein the memory 1s [urther
conligured (o provide the processor with instructions which
when executed cause the processor o evaluate nodes for
selection as preferred nodes on a recurring, basis.

18. The system of claim 1 wherein the intformation relaved
[rom the prelerred node o the common node is a portion ol a
first content and wherein the memory is [urther conligured Lo
provide the processor with instructions which when exceuted
cavse the common node 1o receive a portion of a second
content simultaneously with the receipt by the common node
ol the portiom ol the sceond content.

19. The system of claim 1 wherein the inlormation deliv-
ered from the preferred node to the common node is a portion
of content which a user of the common node wishes to con-
sume, and which no user of the preferred node wishes to
consume.

20 "The system ol claim 1 wherein al least ome prelerred
node is a client.

21. The system of claim 1 wherein at least one preterred
node is a server.

22. "The system of claim 1 wherein the prelerred node and
the common node are cach present in a node hicrarchy and
wherein the preferred node and the common node are at
respective ditferent levels of the hderarchy.

23. "The system of claim 1, wherein the prelerred distribu-
tion algorithm includes a protocol optimized for a set of
factors including at least one of a network condition and
resource usage,

24. The system of'claim 1, wherein the first subset and the
socond subsel ol nodes are designated as preferred nodes and
common nodes, respectively, based at least in parl on an
evalvation of a capacity of the nodes.

25. The system of ¢laim 1, wherein the preterred nodes and
the commen nodes are configured lo communicale using
different distribution algorithms.
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26. The svstem of claim 1, wherein the information relaved
Lo the common node via the prelerred node includes a portion
ol the conlent delivered Lo the prelerred node by the source.

27. A method for distrbuting intormation over a network,
comprising:

grouping nodes inlo regions;

designating a [irst subsel ol nodes as preferred nodes and a

second subset of nodes as common nodes;

indicating 1o a preferred node in the first subset a source of

content, wherein a prelerred distribution algorithm is
sclected 1o be used in communicating the conlent
between the source and the preferred node based at least
in part on the preterred node’s designation; and

assigning the preferred node as a relay ol inlormation o a

common node in the sccond subscl, wherein the inlor-
mation relaved between the preferred node and the com-
mon node is comuuunicated vsing a distribution algo-
rithm that is sclected based al least in parl on the
common node’s designation and that is different [rom
the prelerred algorithm selected 10 be used in commu-
hicating the content between the source and the pre-
ferred node.

28. A compuler program product lor distribuling informa-
lion over a nelwork. the computer program product being
cmbodicd in a non-iransitory computer readable medium and
comprising computer instruetions for:

grouping nodes into regions;

designating a [irst subsel ol nodes as preferred nodes and a

sccond subsel ol nodes as common nodes;

indicating a preferred node in the first subset a source of

content, wherein a preferred distribution algorithm is
selected 1o be used in communicating the content
hetween the source and (he preferred node based al least
in part on the preferred node’s designation: and

assigning the preferred node as a relay of information o a

common node in the second subset, wherein the infor-
mation relayed between the prelerred node and the com-
mon node is communicated using a distribution alge-
rithm that is sclected based al least in parl on the
common node’s desighation and that is ditferent from
the preferred algorithm selected 1o be used in commu-
nicating the content between the source and the pre-
[erred node.
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