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Designate a first source peer to function as 502
a first content source for a first destination |-~
peer

l

Designate a second source peer to 504
function as a second content source for a
second destination peer
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source peers to a destination peer
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Detect network condition change and/or | ~ 604
policy change
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Determine that modification should be | ~ 606
made to first assignment
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Send a second assignment of one or more 608
source peers in the distribution manager to L~
the destination peer
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CENTRALLY COORDINATED PEER
ASSIGNMENT

CROSS REFERENCTETO TR
APPLICATIONS

This application claims priority 1o U.S. Provisional Patent
Application No. 60/589,428 60/859,428 enlitled CONTIN'T
DISTRIBUTION filed Now. 15. 2006 which is incorporated
herein by reference [or all purposes.

BACKGROUND OF THE INVENTION

Users are increasingly using networks such as the Internet
Loy aceess conlent, such as video [iles and live streamingsvideo
on demand content, via client machines. Such content is often
large, time sensitive, or both. As demand tor such content
increases, there are challenges in distributing that content
eliciently and with high quality.

Two ways that conlent owners can distribute content are by
using their own servers or buying the service ol a content
delivery network (CDN). In the later case, content owners
tvpically contract with CDNs to provide content 1o clients,
e.g., in exchange tor a fee. Requests by clients for content are
direeted 1o CDN nodes that are close by, e.g.. the lewesthops
away [rom the clients. The client then downloads the content
from the appropriate CDN node. In both cases, content is
distributed by servers, owned by either the content owner
directly or the CDN. Unfortunately, as demand on server
capacily increases (... as the content size gets bigger andior
the number ol requests o the conlent inerease). mecting that
demand by inecreasing capacity is offen very expensive,
requiring a larger number of servers or more powertul servers
10 be deploved.

Another way that content can be distributed is through use
ol peer-lo-peer (P2ZP) systems. In a typical P2P scenario, a
node downloads content from the svstem, and also uploads
content to other nodes. In a hybrid content distribution sys-
lem, a [raction ol the content is transmitted by the servers and
the rest 1s (ransmitted by nodes using their uplink capacity.
Unloriunately, 18Ps are lacing increased network congestion
from 2P and hybrid content distributions. One reason is that
traditional P2P approaches rely on peers malking independent
routing decisions based on local information. This 1s
approach is typically laken so that there 1s no single scalabil-
ity bortleneck and no single point of failure. Unfortunately,
such an approach may result in poor performance, netlicient
resource utilization, and other shortcomings.

Thereflore. it would be desirable o have a beller way Lo
distribute information over a network.

BRIEF DESCRIPTION OF THE DRAWINGS

Various embodiments of the invention are disclosed in the
following detailed description and the accompanying draw-
ings.

FIG. 1 is an illustration of an embodiment of a system tor
distributing inlormation over a network.

I'ICr. 2 s an illustration of an cmbodiment ol a system lor
distributing information over a network.

FIG. 3 illustrates an example of a network through which
content is distributed.

I'IG. 4 illustrates an example ol a nelwork (hrough which
content is distributed.

FIG. 5 illustrates and example of a process for coordinating
the assignment of peers.
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FIG. & illustrates an example of a process for coordinating
the assignment ol peers.

DETATLLD DESCRIPTION

The invention can be implemented in numerous ways,
including as a process. an apparatus, a syslem. a composilion
ol 'matter. a compuler readable medium such as a computer
readable storage medium or a computer network wherein
program instructions are sent over optical or communication
links. In this specification, these wuplementations, or amy
other lorm that the invention may ake. may be referred 1o ag
lechnigues. A component such as 4 processor or & memory
described as being configured to perform a task includes both

5 a general component that is temporarily configured 1o per-

form the task al a given Lime or a speeilic component that is
manulaciured w0 perlonm the tagk. In general, the order of the
steps ol disclosed processes may be allered within the scope
of the invention.

A detailed description of one or more embodiments of the
invention is provided below along with accompanying ligures
that illustrate the principles of the invention. The invention is
described in connection with such embodiments, but the
invention is not limited 1o any embodiment. The scope of the
invention is limited only by the claims and the invention
cncompasscs numerous  allernatives.  modifications  and
cquivalents. Numerous specilic details are set lorth in the
following description in order 1o provide a thorough under-
standing, of the invention. These details are provided for the
purposc ol example and the invention may be practiced
according 1o the claims withoul some or all of these speciliic
details. lor the purpose ol clarity. lechnical material that is
known in the technical fields related to the invention has not
been described in detail so that the invention is not nnneces-
sarily obscured.

1G5, 1 15 an illustration o an embodiment of a system [or
distribuling information over a neitwork. In the example
shown, clients 170-184 are vsed 1o access content, such as
audiovisual content (e.g., movies, songs, television shows,
sporling evenlts, games. ele.) thal is owned by content owners.
Clients can include personal compulers (c.g.. 17070, laplops
{(182), and cellular phones/personal digital assistants (178), as
well as other types of information appliances (not shown)
such as set-top hoxes, game consoles, broadband routers, file
servers, video servers, and digital video recorders, as appli-
cable. As used hercin. nodes can include clienis and servers,
all ot which can be peers—such as parents (serving as source
nodes 10 a destination node), and children (destination nodes
thai receive mformaiion [rom source nodes) of one another.

The clients shown are used by subscribers Lo various Inter-
net service providers (15Ps). For example, clients 170, 172,
and 174 are subscribed to SP1 (122), while clients 176, 178,
and 180 are subscribed 10 SP2 (124), and clients 182 and 184
are subscribed (o SP3 (126).

Ome typical goal ol content vwners is or their content 1o
reach their customers (who likely subscribe to different net-
works) in an efficient, economic manner. In the example
shown, a movie studio has contracted with content distributor
142 1o provide downloadable copics ol its (ilms. Similarly, a
soceer league has contracted with content distributor 144 10
provide season pass holders with access 1o live streams of
matches. In some cases, the content distributor is owned/
operated by the conlent owner.

Conlent distributor 142 has a data center that s provided
with network access by backbone I8P 132. Though repre-
sented here by a single node (also referred to herein as a
“CDN node™), content distributor 142 may tvpically have
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multiple data centers (not shown) and may make use of mul-
liple backbone or other 18Ps. Content distributor 144 has a
datla center that is provided with network access by backbone
ISP 134.

Control center 102 gathers status intormation from nodes
and dvoamically constructs and adjusts distribution topolo-
gics (made up ol “assignments”™) among nodes. As described
in more detail below. in some embodiments nodes provide
lightweight heartbeats to control center 102 with intormation
about their resource availability, their performance experi-
ence when downloading from or streaming to other clients,
cle. "The distribution wpology constructed by control cenler
102 also takes into consideration the network traflic implica-
tions of the peers it associates. It can provide quality of
service, cause resources to be used efficlently, converge
quickly in the presence of network changes, and satisly net-
work-wide constraints and other policies. The control cenler
sends commands back 1o the nodes instructing them where Lo
obtain content, and in some embodiments also indicates
which protocols they should use.

Suppose a user of client 170 desires o walch a soccer
malch live (as the game oceurs )y and Lo simullancously down-
load a movie tor watching after the match ends. Control
center 102 might optimize delivery of the live event over the
delivery of the movie—selecting peers accordingly.

In various embodiments. nodes run soltware that monitors
resource availability and network congestion and implements
data replication and forwarding. Additional visibility into
network conditions may also be obtained trom sources such

as network monitoring ools. The control center may consider 3

4 varicly and/or combination ol factors such as network con-
ditions and resource availability, which (iles are being distrib-
uted, the number of clients, the nature of the content (e.g., live
event ve, file; free content vs. premivm or ad supported con-

tent). and the nature of the client (c.g., whether the user has 3

paid lor premium service). As deseribed in more detail below.
the comtrol center can also coordinate multiple fle translers (o
different nodes (e.g., where a user of client 176 wants to
download the movie, a user of client 178 wants the sporting
leed, and a user of client 180 wants both).

In the example shown, a single control cenler 102 is used.
Portions of control center 102 may be provided by and/or
replicated across various other modules or infrastructure
depending, for example, on factors such as scalability and
availability (reducing the likelihood ol having a single point
of [ailure), and the technigques desceribed hercin may be
adapted accordingly. In some embodiments control center
102 is inplemented across a set of machines distributed
among several dala conters. As deseribed in more detail

helow, in some embodimenis conirol center 102 uses a Resil- 5

ience Service Layer (RS which ensures that the control
center service is not disrupted when/if' a subset of control
machines fail or a subset of data centers hosting the control
center are disconnected from the Inlernet.

I'ICr. 2 ig an illustration of an cmbodiment ol a system lor 3

distributing information over a networle. In the example
shown, control center 102 includes a plurality of delivery
coordinator managers (DCMs) 204-210, a content directory
212, a client manager 216. a service manager 214, a dynamic
nelwork condition monitor 218, a policy database 220, and a
history database 222. Other lmechanisms may also be vsed to
store the information in addition 1o or instead of databases
2200 and 222. such as an indexed [ile system {e.g.. Blricve).
Whenever control center 102 perlorms a task (such as com-
municating with a client or recording inlormation in a data-
base), either a single component or a subset of components or
all components of control center 102 may cooperate to per-
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form the task. For example, client manager 216 is a compo-
nent conligured in IF1(. 2 1o communicale with clients such ag
client 170 in order (o implement control center 102 commu-
nicaling with client 170, Similarly, in some embodiments
portions of control center 102 are provided by one or more
third parties.

Client manager 216 receives heartbeats from nodes that
include state inlormation and in um distribules inlbrmalion
lo other components. For example. in some embodiments
heartbeal messages senl by a particular node include the
sequence numbers of the last packets received by the node
from each of its parents, as well as the sequence mumbers of
the last packets sent by the node to each of 1ts children.
Among other things, this inlormation allows (he control cen-
ler o determine which links are congesled by comparing the
sequence numbers ol the packets sentireccived by every node
atthe end of every heartbeatinterval, and is provided as a feed
in some embodiments into dvnamic network condition moni-

2p tor 218, In some embodiments, dynamic network condition

monitor stores network conditions as @ graph, with servers ag
nodes and attributes such as network load stored as weights!
edges.

History database 222 tracks the performance of particular
nodes in the past. Information such as loss rate histograms of
getting information from other nodes is stored in the database
and is used by control cenler 102 when assigning and reas-
signing peers, as described in more detail below. History
database 222 may also include information such as alist of the
last 10 downloads performed by the client, and the database
may also be queried using lechniques such as patlern maich-
ing to evalualefapproximate the historic experience ol clients
similar to a particular client.

When a client requests content (such as might be triggered
by a user clicking on a “walch today™s soceer mateh live™ link
in a browser). the elicnl contacts control center 102 o deter-
minge il'a DCM 1s managing thal conlent in a region. consull-
ing content directory 212, A regionincludes a setof nodes that
are grouped by a variety of criteria including but not limited
lo network lopology, geographic proximily. administralive
domain (¢.g.. aulonomous sysiem, enlerprise). and network
technology (e.g., DSL, cable modems, fiber optic). If no
DCM is currently responsible for the content, service man-
ager 214 configures a DCM as appropriate. Once a DCM for
the content and region that the client is in exists. the client is
provided with instructions lor downloading the content, e.g.,
from specific peers, as described in more detail below,

A client can download more than one content (also referred
1o herein as a “channel™ al the same time. [[a clienl interacts
with multiple 1XCMs. these 12CMs coordinale among them-
selves the use ol the client resources. ¢.g.. uplink and down-
link bandwidth, and storage. Forexample, as shownin FIG. 2,
nade 298 is in communication with both DCM 208 and DCM
2100 DCM 208 and 1DCM 210 coordinate with one another in
managing node 298°s resources.

One goal of grouping nodes into regions is to optimize
traftic within a repion—such as by being in close proximiry
fand likely sharing a fast link), and/or by having similar
characieristics (c.g. agroup ol 1381, subscribers vs. a group of
cable modem subscribers). In some embodiments control
center 102 implements a multi-scale decomposition (MSD)
algorithm which partitions the computation of a large distri-
bution (opology inlo multiple computation tasks thal manage
# smaller number of peers (e.g., thousands o tens of thou-
sunds). In the example shown. MS1) is used 1o organive all the
nodes that subscribe 10 a channel (data stream) into a three-
level hierarchy.
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In the example shown, nodes included in the top level of a
three-level hicrarchy ol nodes (230}, include a few high
capacily and stable nodes from cach region which has peers
subscribing o the channcel. In this example. high capacily
nodes inelude nodes whose output capacity is larger than the
rate of the data being distributed. In some embodiments, if a
region has no high capacity nodes, nodes may be provided
(c.g.. by the enlity thal owns control center 102 on behall ol
that region localed in a dala center close o that reglon. Such
a node is referred o herein as a waypoint server. In the
example shown in FIG. 1, waypoint server 146 has been
provided by the owner of control center 102, The waypoint
server can also be provided by a third-party. Nodes may also
be provided by instrueting high quality clients to oblain con-
tent that they would not otherwise regquest.

The second level (260) includes clusters comnected Lo the
top level. A cluster includes the high capacity nodes belong-
g to a single region. While the goal of the second level as
with the first level is robustness, the degree of redundancy
used al the sceond level {e.g., o ensure dala delivery) 1s
typically lower than at the op level.

The bottom level (290) inclides mainly low-capacity
nodes (in this example, nodes whose output capacities are
lower than the data rate). Each cluster of nodes in level 290
shares al least a [ew high capacily nodes with the sceond Tevel.
ensuring that cach cluster has several high-quality data sircam
feeds.

Nodes occupying one level of the hierarchy may commu-

nicate using distribution algorithms different [rom nodes 3

vccupying another level ol the hicrarchy. lior example, nodes
in the (op two levels (230 and 2600 use distribulion protlocols
that are optimized primarily tor resilience, while the bottom
level (2907 uses distribution protocols that optimize for effi-

cieney. Robusiness and eflicient bandwidth utilization canbe 3

optimized lor as applicable.

Dilferent groups ol nodes may also communicale belween
levels (and at the lower levels amongst themselves) vsing
protocols optimized for factors such as network conditions,
resource usage, cle. lor example, one lop level node may
communicale with a group ol bollom level nodes using a
protocol optimized tor delivering information to ¢lients that
make use of dialup connections (where the bottom level
nodes connect to the Internet vsing, modems), while a group
ol bollom level nodes may communicale amongst themselves
using a prolocol oplimized [or communication among cable
modem subscribers of a particular telecommunication com-
pany (where the bottom level nodes are all subscribers of that
particular cable modem service).

In the example shown, all nodes in the lop level (230) are s

managed by a single 1DCM such as 1DCM 210 {and as repre-
sented in F1G. 2 by dashed lines). One role of the DCM is to
maintain an accurate distribution topology of the nodes at this
level. "The 1CM compuies the distribution topoelogy based on

the clienl available resources, the connectivity lo the Inlemel s

(e.g., what kind ot NAT firewall the client is behind), conges-
tion i the network, and various network-wide policies. In
various embodiments, DCM 210 is logically a single DCM
bul is implemented across a plurality of physical 12CMs.

In the example shown. cach cluster of nodes in the third
level (290) is managed by a DCM, such as DCM 206 (and as
represented in FIG. 2 by dotted dashed lines). As describedin
more detail below, the clusters change dynamically as nodes
join and leave the distribution graph. 8mall clusiers are
dynamically merged, and large cluslers are split. Since this
level includes the vast majority of nodes in the data group, the
distribution algorithim can be optimized for etficient resource
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vtilization. Each cluster of nodes in the second level (260) is
managed by a DCM. such as 13CM 204 (and as represented in
I'I(3. 2 by dotled lines).

Policies

Ag described in more detail below, policies, such as are
maintained in policy database 220 are considered when con-
trol cenler 102 constructs assignments ol nodes as parents?
children with respect o conlent. Ixamples of policy Lypes
include network policies, provider policies, and client poli-

3 oclies.

A network policy specifies rules such as throvghput limits
on specilic links, aggregate trallic in a given lime (c.g.. a
month). and prelerences [or using peering links vs. inlernal
links.

A provider policy (also referred 1o herein as a “content
policy”™ specilics rules such as thal when congestion is
cneounlered, scason pass holders should be given betler qual -
ity (preferentialy feeds than [ree viewoers, that audio conlent
delivery should be priortized over video content delivery,

20 that the delivery of advertising-supported content should be

given higher priority than free content. ele. Access conlrols,
such as that clients localed in particular jurisdictions may nol
access particular content may also be enforced.

A clientpolicy is set by the client, or by an admindstrator of
the client (such as a company’s IT department) that lets the
client (or someone with authority over the client) specily
limitations such as thal the client should not act as a peer
during certain hours, that a cellular phone may be a peer of'a
person’s desktop computer but nothing else, and that enter-
lainment comtent (e, sports and movies ) are nol permitled 1o
be accessed, bul other feeds (e.g.. news. and streamed lee-
lures Y may be.

In some embodiments, clients may specify and/or belong
to affinity groups. An attinity group is a group of peers which
preferentially  share inlormation with one another. For
example. when [irst confliguring a client for wse with the
system shown in G 1. a user may be presented with a menu
that allows the user to designate “thends” or other members
of an affinity group. In some embodiments existing relation-
ships are leveraged. such as lists of [riends rom soclal net-
working siles, instanl messaging [riends. or email address-
books. In other cases, users are prompted to enter usernames
or other identifving intormation of fiends (e.g., II” addresses
or ranges of addresses) who have established accounts with
conitrol center 102 or ether entitics such as content distributor
142. Allinily groups may also be cstablished based on knowl-
edge of a password, or other authenticating information.
Members of an affinity may establish policies tavoring the use
ol'their uplink capacity 1o distribute conlent o other members
ol the group. They may also specily policies such as allowing
other members ol the allinity group 1o make wse of their
uplink capacity at all times while restricting stranger’s use of
their uplink capacity entirely, or during specified times or
circumslances.

Ag described in more detail below. when a distribulion
structure s generated, certain constraints inside the network
may be explicitly considered. In some cases, some policies
{such as trattic localization or path selection to a corporation)
can be implemented at the corporate network.

Policies can be conligured o apply (o a varicly ol objecls.
For example, wvsers, servers, clients, interne routable
resources, video objects, and customers can all be involved in
a policy. Hach object may also have a variely ol attribules that
can be used In forming a policy. For example, a policy may be
wrillen that only applics 1o users behind a NAT, clients con-
nected 10 ISPs via DSL, emplovees of XYZ Corporation, and
vsers that log into a particular website a certain number of
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times per month. Policies can also apply 1o arbitrary groups/
associalions ol enlities, such as applying 1o a whitelist or
blacklist of IP addresses or 1P address ranges.

I'xamples of policies include:

Specitving that it is preferable for traffic to make vse of
peering links whenever possible.

Specitving that the amount of traffic vsed by a content
provider’s servers should be minimirzed and that usage
olclients” uplink capacity should be maximized. (11.g. o
minimixe the content provider's hosting costs.)

Specitving that nodes should use the uplink capacity ot a
content provider's servers over the uplink of peers, e.g,.,
for quality reasons.

Specilying that 8P2 docs not want (he bandwidih over a
specilic link used by sporting evenlt o exceed 20 Mbps.

Specilying that SP3 does nol wanl ageregale video trallic
{including both live events like the sporting event and
files such as the movie) to exceed a certain amonnt.

Specitving, that due to a bottleneck within I'1°s network,
limits on video trafiic along an internal Tink should be
imposed.

Specitving that particular content (e.g., a specific movie)
should not be distributed to clients located in Germany.

Specitving that a live sporting event should be streamed
immediately 1o paying cuslomers, bul that non-paying
cuslomers should receive a ime-delayed version of the
content.

Specitving that when multiple client machines determined

o be behind a common corporate [irewall or NAT are 3

luning (o the same broadeast channel. omly one stream ol
video is transmilted into the firewall belore the video 1s
turther disseminated 1o other machines within the cor-
porate network.

Specilying that il a corporation’s nelwork is mulli-homed 3

{commected by two dillerent 18Ps), when a large number
ol clients [rom the corporation lune o an important
broadeast, it is desirable that there will be minimal ser-
vice distuption even vnder heavy client clwrning,. (For
example. by improving the resilicney ol'the broadeast by
specilying that two complele video streams be transmil-
ted 1o the corporate networl, each via a ditterent ISD)

Specitving that a video should be transmitted via 51
during normal network operation and only be transimit-
led via SP2 il the Tink 10 SP1 is congested.

Specilying that aggregale oulgoing audio trallic from 8P1
to SI2 should be less than 1 Ghps.

Specitving that ageregate trattic from 5P to SI2 should

not exceed a certain limit.

Specilying that so long as the month-lo-date aggregate ol =

traliic across a link does not exceed a cerlain threshold.
clients requesting content should preferably be assipned
a data center as a source of the content; if the threshold
is exceeded. the source should preflerentially bocome
other clients.

In some cases, modifiers such as peak and long term aver-
age are vsed i constructing policies. Additional examples of
policies include providing differentiated services for pre-
mium customers, defauliing o dillerent download/upload
speeds during busy/idle cycles. providing dillerentiated
upload speeds tor different peers, and giving priority to pre-
i users (such as those that buy more movies, follow link
ads more olien, cte.) over standard users.

In some embodiments, policics are implemented by a pro-
cess, called the policy manager, provided by control cenler
102. The policy manager is responsible for maintaining the
relevant intormation to enforce the policy, such as by keeping

3

1

[
[y

1

40

45

.t

Gl

G5

8

policy database 220 current, and providing dynamic network
condition monitor 218 with inlormation.

In the example shown in FIGL 2, cach 1CM has aceess Lo all
ol the policics stored in policy database 220. In some cases,
the DCMs all communicate with a single policy database 220,
In other cases, policy database 220 and/or portions of policy
database 220 are replicated or mirrored across mulliple plat-
forms. The set ol policies typically changes relatively slowly
over time, and in some embodiments a sinple gossiping
protocol is used to maintain the consistency of'the set policies
at all servers,

Dynamic network condition monitor 218 can be conlig-
ured (o receive informalion [rom a variely ol sources. lor
example, tools such as BGP peering and traceroute can be
vsed to provide/coordinate information. In some cases, ISP's
provide insight into theirnetworks (c.g.. (o help prevent inter-
nal boitlenecks). Client soliware andior soliware running on
network devices such as swilches can also be used to augment
the information. For example, a client behind a NAT or fire-

20 wall may be able to provide additional insight not visible with

a lool such as traceroule.

In some cases. portions ol dynamic network condition
monitor 218 (e.g., database storage and retrieval) are pro-
vided by and/or replicated across various other modules or
infrastructure depending, for example, on factors such as
scalability and availability (reducing the likelihood ol having
a single point of Tailure). and the leehnigues deseribed herein
may be adapted accordingly.

When network traffic travels from a source to a destination,
il typically passes through several different logical and physi-
cal network components. In the Inlernet, an aulomomous sys-
lem (AS) is a collection ol TP networks and routers under the
control of one administrative entity (or sometimes more) that
presents a common routing policy to the Internet. At a high
level, the traflic passes from one AS o another. 1Lg., a movic
[ile {and/or portions thereo ) fetched by client 170 [rom con-
lent distributor 142 might traverse [rom the Backbone 18P
through SP'1 (each identified by an AS number) 1o reach client
170. That same traffic is logically routed through a plurality of
layer 3 routing devices. and linked at the data layer through a
plurality of switches (layer Mayer 2). lixamples ol network
components include each entity (e.g., the AS, the layer 3
router, and the laver 1/ayer 2 switch) through which the data
passes (or by which the data is routed). Other examples of
network compenents include links, inter-AS links, geography
{such as country, stale, and city), and hosts {servers andf/or
clients).

In some embodiments off-net traffic for an access ISD is
included in the inlormation collected by dynamic network
condition monitor 218. Access 18Ps conneet direetly to sub-
seribers. The olT-net trallic traverses (he links that conneet the
access ISP to other ISPs. One way of collecting information
about off-net traffic is throvgh the use of sottware running on
the sending andéor recelving nodes. For example. based on
the source and destination 1P addresses ol a packet, the source
and destination ISTs can be inferred. If the source and desti-
nation ISPs are the same, the packet stays at the same ISP
(Onherwise, the packet traverses between two different ISDPs.

Additional information, such as the owner ol the conlenl
being trans(erred. the number ol bytes trans [erred. the ime ol
the start of the transter, the time of the end of' the transfer, the
maximum data transmission rate of the event, the average rate
ol the transmisgion. and the title ol the content. can be col-
lected by client manager 216 and associated with inlormaltion
collected by dynamic network condition monitor 218, "The
level of detail of information can vary. For example, in some
cases the information may include noting that an event has
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occurred but little else. In other cases, such as when the
content distributor hag or provides access 10 a backend data-
hase o meta-inlbrmation associated with the conlent. more
detailed information (e.g., arlist name) may be included.

FIG. 3 illustrates an example of a network through which
content is distributed. In the example shown, a subscriber (via
client 170) desires (o download the movic, Robin Hood. The
client contacts (350) the movie studio’s web page (302) and
initiates a file ransfer vsing an agent resident on client 170
which is in communication with control center 102 (352). As
described in more detail below, control center 102 tacilitates
the directing of clients o one or more appropriale sources ol
content or portions ol the conlent. lior example. client 170
may be directed 1o fetch the entire movie from content dis-
tributor 142 (354).

While client 170 is downloading the [ilm [rom content
distributor 142 (354). clients 180 and 182 similarly visit page
302 (o request the content. In this example, they are direeted
by control center 102 to tetch portions of the content from
client 170, rather than downloading, the entire content from
content distributor 142, Client 102 accordingly sends por-
tions of the comtent to clicnt 1800 {356) and clicnt 182 (358).

FIG. 4 illustrates an example of a network through which
content is distributed. The example shown represents a sce-
hario in which content distributor 142 is seeding multiple
picees ol content to clients and where comtent distribulor 402
is also seeding conlent 1o clients. Control center 102, using
the techniques described herein, assigns nodes parents and
children, creating a distribution topology that efficiently dis-

tributes multiple files to multiple clients. In the example 3

shown. client 170 is downloading the movie Robin [ood
[rom content distribulor 142 and is uploading portions ol that
movie ta client 178. Clients 180 and 184 are both download-
ing copies of Hamlet from content distributor 142, Client 180

is uploading portions of [Tamlet 10 client 178. Meanwhile. 3

content distributor 402 is sceding a song (o clicnt 178. which
is in tum seeding the song 1o client 184. It is likely that the
song (“Pop Tune™)y being transmitted requires significantly
less bandwidth than either of the movie files.

Peer Assignment

I'IGr. 5 illustrates and example ol a process [or coordinating
the assignment of peers. In some embodiments the process
shown in FIG. 5§ 1s implemented by control center 102,

Suppose a client, such as client 180 (as shown in FIG. 3),
hag indicaled that it would like 10 access conlent, such by
scleeting a “download Robin Iood” link [rom 2 wcb inler-
face. In some embodiments an agent installed on client 180
communicates with control center 102 to receive wstructions
on how 1o retricve the movie. whether as a (ile, or as a sircam-
ing cvenl.

As described in more detail below, conirol center 102 con-
siders a variety of tactors, such as the networl traffic impli-
cations of the peers it associates, resource availability, which
files are being distributed, the number of clients currently

uploading or downloading conlent. the nature ol the clienl. s

historical information from history database 222, ete. Control
center 102 can coordinate multiple file transters to ditferent
nodes {e.g., where one user wants the movie and another user
wants the sporting leed). In various cmbodiments. assign-
ment ol peers may oceur sequentially (e.g., all applicable
peers are assigned to client A and then 1o client B) or may be
interleaved (e.g., client A is assigned a peer, client B is
assigned a peer in light of client A, and client A is assigned an
additional {or new) peer).

lven in the case ol single (ile coordination. the technigues
described herein can improve efficiency and provide a better
cumuvlative effect (e.g., across multiple clients and on the
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network). For example, suppose that 1000 subscribers in SP'2
all want lo walch a copy ol the same conlent. Control center
102 can organive a distribution wpology such thal a hand[ul
ol coples enler (are downloaded by) SP2 subscribers [rom
SP1 or SP3, a handful of copies leave (are uploaded by) SI'2
subscribers 10 SPL or SIP3, and the majority of the content
distribution is perlormed intra-8P2.

The process begins al 502 when a (irst source peer is
designated 1o function as a first content source for a first
destination peer. For example, at 502, client 170 might be
designated to serve as a source of Robin Hood tor client 180,
One way ol determining which node(s) should be designated
as conlent sources [or which destination peers is as lollows:

First, control center 102 evaluates the existing distribution
topology (.., the comprehensive list of which nodes are
uploading/downloading which files) and creates a list ol fea-
sible parents. A feasible parent is a parent thal can serve al
least a portion of the conlent. withoul considering any addi-
tional constraints. For example, a feasible parent is one thatis

20 in possession of at least a portion of the desired content.

Next. the list ol [easible parents is evalualed against poli-
cies (e.g., in policy database 222). Nodes which would vielale
policies if' assigned as parents are removed from the list. For
example, an otherwise desirable parent (e.g. one on a tast link
with a complete copy of the content) may be removed it its
link is already congested. iTit is served by SP1 instcad ol 8P2,
il it has a client policy that diclales nol sharing with the
prospective child/destination, ete. Affinity group member-
ship is also considered. Information such as is found in his-
lory database 222 may also be evaluated when removing
leasible parents. or [easible parents may be ranked based on
inlormation in history databasce 222.

After the feasible parent list has been pruned, the remain-
ing prospective parents can be optimized as appropriate, such
as by associaling the clients that are nearest one another. In
some cases, parents may be assigned [rom the remaining
prospeclive parents al random.

In some cases, it may not be possible to assign any parents
without violating a policy. For example, it a destination node
it located in a country inlo which the desired conlent is nol
permitled o be translerred, all prospoective parents will be
removed from the list of feasible parents. Similarly, if an
age-based constraint is applied 1o the content, the destination
node may likewise be vnable to be assigned parents. An
appropriale error deseribing the reason that the conlent can-
not be provided may be given. as applicable.

In some cases, policies are ranked or otherwise tagged with
conditions that specify how strictly they are to be applied.
Policies may also be ranked  providing an indication ol
which order policies should be applied in. in case the policies
conllicl. For example. a content provider may specily that
paving customers receive priority over nol-paving customers
famong other constraints, such as bandwidth limits). How-
cver, 1Msuch a node is unable Lo receive the content at all {its
list of feasible parents is reduced to 0 by the application of
policies), the content provider may specity that the bandwidth
limit constraint be ignored with respect to the client, so that
the client is able to receive the content, albeit at significantly
reduced quality.

AL 504, a second source peer is designated Lo lunction as a
second content source for a second destination peer. The
process described in conjunction with portion 502 of the
ligure shown in G, 5 15, in some embodiments repeated al
S, Alist ol Teasible parents Lo serve as conlent sources lor
the second destination peer 1s construcled and evaluated lor
policy violations and an optimal (or random) parent is
selected trom the pruned list of teasible parents.
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The example shown in FIG. 5 is a process for selecting
parents and assigning them o requesting children. "The tech-
nigques deseribed herein can also be adapled (o seleet children
and assign (and reassign) them o requesting parents. as appli-
cable,

In some embodiments, the processing performed at 504 is
dependent on the processing perlormed at 502, Lior example.
il & client has a maximum uplink capacity ol 300 kbps. il 150
kbps is allocated at 502, only the remaining 150 kbps will be
considered available when evaluating the client’s potential as
a feasible parent tor another node at 504, Similatly, suppose
at 502 client A is instructed (o feich Robin Hood rom asctol
parents. T client 13 is on the same enterprise network as client
A, and also wishes to fetch Robin Hood, at 504 client B may
be instructed to tetch Robin Hood from client A, rather than
the sel ol parents 1 would otherwise have been assigned 10
cliecnt A hadn™t already requested Robin Iood. In some
embodiments the processing performed at 502 and 504 1s
performed sequentially. In other embodiments, the process-
g pertormed at 502 and 504 oceurs simultaneously or sub-
stantially simullancously. lor cxample. in addition o the
determination made at 504 being based at Teast in part on the
determination made at 502, the determination at 502 can
likewise be based at least in part on the determination made at
504,

Asg another example. suppose DCM 206 wishes (0 connoect
two nodes (nodes nl and n2) in its cluster."The 10CM can use
the BGP feeds to determine whether the path from nl to n2
passes through the peering link 81—52. If'so, the DCM sends
4 reservalion request o a policy manager. The reservation
request includes the estimaled bandwidih between nl and n2.
Upon receiving the request, the policy manager delermines
whether the requested bandwidth can be allocated. If so, the
policy manager grants the request and nodes nl and 02 are

provided with instructions lo conneel. A soll stalccanbeused 3

Lo maintain the available bandwidth at the policy manager.
Onee a 1DOM receives a granted request, the DCM is conlig-
ured 1o continually refresh it. If the connection between nl
and n2 is tiered down, the DCM stops sending refresh mes-
sages 1o the policy manager, which in lum causes the reser-
vation lo Umeoul.

In some embodiments measurement admission control is
used to inprove statistical multiplexing among the DCMs
sharing a peering link. In this case, a DCM includes in the
refresh messages 1t sends (o the policy manager the aclual
handwidth used by its connections rather than the bandwidlh
it has reserved.

The bandwidth managed by the policy manager can be
partitioned across mulliple DCMs o avoid a DCM [rom

contactling the policy manager every time il creales a new s

connoection. In this case. the bandwidih reservation request ol
a DCM is processed locally; if there is enough available
bandwidth allocated to that DCM, the request is granted
immediately without contacting the policy manager. The

bandwidth partition is periodically updated based on the s

actual bandwidth vsed by every DCM. If this period is much
higher than the number of reservation requests, the control
overhead of the bandwidih allocation can be significantly
reduced.

Peer Reassignment

Typical P21 distribution schemes work by having a tracker
provide a list of peers 10 a client. It*when the specified peers
“dic™ or olherwise cease providing access 10 conlent. the
client may request a new batch ol peors.

Using the techniques deseribed herein. control center 102
can be configured 1o conrinnally assess and reassign, on an
ongoing basis, the peers with which a client is exchanging
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content. New peer lists may be provided to a client on a
periodic basis. In some embodiments the reassessmentireas-
signment process oceurs with a very high [requency, such as
on sccond-level intervals. SBuch reassignment may be used,
for example, in the case of' a live sporting event where high
availability of a connection may be paramonnt. One example
way Lo perlorm [ast reassignment is as lollows. Clients are
organized based on (heir available uplink capacitics using a
priority quene. When a client loses one or more of its neigh-
bors or the aggregate rate it recerves from irs neighbors is less
than the stream rate, the reassignment algorithm will select
new neighbors lor the client by choosing the clients with the
highest available bandwidth [rom the priority queuc. Lo bal-
ance between the neighbor (parent) uplink capacity and geo-
araphic proximity, the reassignment algorithm first selects a
larger sel ol polential parenis and then selects the parents
which arc the closest 10 the client from this sel. A potential
parent is 4 node whose available bandwidth is larger than the

additional required bandwidth of the child node. In this sce-

20 nario, “parent” denotes any node that sends data 1o another

node and is applicable irrespective o whether (ree-based
protocols (in which a parent is defined with respect 10 an
entire (sub)stream) or swarming protocols (in which a parent
is defined with respect to a small granularity data unit such as
a data packet or block) are nsed.

In some embodiments cach client in a cluster sends peri-
odic information o its cluster’s 1CM. "This inlormatiom can
include (but is not limited ) CPU load, available storage,
geographic location, the list of children and parents in the
distribulion lopology, congestion information lor cach data
stream received/sent rom/to other clients. and an IP-level
path o other clients. In addition to this inlormation, the DCM
has access 10 BGP feeds and the mappings between II
addresses and their geographic locations. The DCM uses this
inlormation 10 maintain a global and up-lo-date view ol the
entire clusier. This view includes (he locations ol the clients,
whether aclient is behind NA T/ lrewall (and iUyes, the type ol
NAT firewall), client resource availability, and the level of
network congestion along the paths between various clients.

The DCM uses this cluster-global view in some embodi-
menis (o periodically recompulte the distribution wopology in
the cluster. It the topology changes after the recomputation,
the DCM sends instructions 1o the appropriate clients 1o
update the distribution topology. In turn, upon receiving such
instructions a client changes its set of parents and clicnts o
realive the new lopology.

FIG. & illustrates an example of a process for coordinating
the assigniment of peers. In some embodiments the process
shown in PIG. 6 is implemented by control center 102, "The
process beging at 602 when an assignment ol one or more
parents 1s sent o a destination node. In some embodiments,
the set of parents is assigned to a node vsing the techniques
described in conjunction with FIG. 5. In other embodiments
other technigques are used (o provide a destination node with
an inilial set ol parents al 602, such as by assigning parents al
random, assighing aserver (and specifically ignoring feasible
peers, etc. ). In various embodiments, an assighment of one or
more children is sent 1o a source node at 602 and the tech-
nigues deseribed herein are adapled accordingly so that child
selection 1s performed. rather than or in addition Lo parent
selection.

At 604, a change in a network condition and/or a policy
change is delected. For example. at 604 it may be determined
by dynamic network condition monitor 218 that a recent
network Tailure has erealed a bottleneck alomg a link, or that
high demand for a popular live sporting event has saturated a
link. Similarly, at 604 it may be determined (e.g., by a policy
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manager) that a new policy has been loaded nto policy data-
bage 220 or that an event. such as the end or start ol a workday
hag oceurred. In some cases, the delected changes may be
negligible. or may allect only a very small portion ol the
nodes managed by control center 102, In other cases the
detected changes may be significant enough to warrant the
recaleulation of all or a portion of the distribution topology.
Dillerent thresholds can be used, as applicable. [or determin-
ing when and whether the distribution topology or a portion
thereo! should be recaleulated. or example. 16 several high
capacity nodes join or leave the svstem shown in FIG. 1, the
entire distribution topology mav need o be refreshed. As
smaller nodes (e.g., cellular phones and personal computers
on slow links) join and leave the distribution graph, small
clusters can be dynamically merged and large clusters can be
dynamically split with minimal impact on the distribution
topology as a whole, In some embodiments, recomputations
are performed on recurring basis, such as once every five
minutes.

One example of an cllicient distribution (opology is a
multi-tree. In the mulii-tree case, the stream is divided inlo
several streams. For each stream, a DCM computes an over-
lay multicast tree including all clients in the cluster subject to
the capacity constraints of the clients, and performance and
policy constraints. One way ol building a multi-lree lopology
is by building trees one al a time. A greedy algorithm can be
used that adds nodes to a sub-tree one by one, making sure
that none of the additions violates the existing constraints

(and. lor example. starting with higher priority nodes, such as 3

premiwm cuslomers vs. nonpaying clients). | leuristics can be
used o increase the probability that the greedy algorithm
succeeds, An example of such hevristic is to select the node
with the highest capacity, or fewest constraints.

I1, as a resull ol the recomputation, it is determined that the 3

parents (or children, in the case ol a “child sclection™ imple-
merntation ) ol a destination (source) should be changed (606).
at 608 the revised assigninent is propagated to the destination
(source) peer. In some embodiments the revised assighment is
transmitled by control center 102 using client manager 216.
which 1s in regular communication with the client. As used
herein, a “revised™ assighment may include entirely new
mstruetions—incliding directing the client to obtain content
from source peers with which it has not previously commu-
nicated. In some embodiments. the revised assignment may
be null. Such may be the case. lor example, il a new node.
with higher priority joins the system and resources are suffi-
clently constrained that a node with lower priority must be
displaced.

I'xamples of scenarios in which recomputation ol the dis- s

tribution topology and/or portions thereol could be per-
formed include a significant failure in the network, increasing
congestion in the networlk, the leaving and/orjoining of'alhigh
quality node (e.g., 4 node in regiom 230 of UIG. 2). and the

rapid requests by many clients [or the same content {e.g.. the 3

beginning of an international sporting event).

One example of a technique for accommodating a failure in
the network is as follows. Bach client reports ineach heartheat
how much data it has received [rom cach ol'ils parents. 1 the
client has not received any data [rom a parent over a pre-
defined number of consecutive heartbeat intervals, the DCM
will conclude that either the parent (1.e., the sender node) has
[ailed or a network component on the communication path
[rom the parent o the client has lailed. In cither case, the
DOM will reassign anew parent o the client. For example, a
parent with the available uplink capacity larger than the addi-
tional bandwidth required by the child node will be selected.
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Networl congestion is addressed in some embodiments by
using the lollowing technigque. Using the information in the
heartbeal messages, the 1CM can compule the rate al which
cach client receives dala rom cach ol ity parents in every
heartheat interval. If' the computed rate is lower than the
expected (sub)stream rate over a certain number of heartbeat
intervals, the DCM concludes that the path between the par-
cnt and the child is congested and initiales a parenl reassign-
ment.

An example ol'a technigue lor addressing the addition ol'a
high quality node to the system is as follows. When a high
quality node (e.g., a node that has high vplink capacity and
has had high availability in the past) joins the network, the
1DCM can reassign some ol the existing clients (o the high-
quality node. In some embodiments the DCM optimives the
distribulion lopelogy by placing these high quality nodes
close to the source. For example, it s low quality node A is
connected to the source, the DCM could preempt A, and

2 replace it with a high quality client B that has just joined.

liurther, the 1CM will assign 13 as a parent Lo client A.

One way ol adapling to the departure ol high quality node
from (he system is as follows. When a high quality node
leaves the system, the DCM will select new parents for the
children of that node among other high quality nodes, it
available. In some embodiments, il the system becomes
inleasible afier a high quality node Teaves, the 1XCM ejeels
nodes with low uplink capacily until the system becomes
feasible again. A system is infeasible when the aggrepate
uplink capacity of all nodes plus the source does not exceed
the agaregate rate required by all nodes to receive the stream,
L.e.. the stream rale mulliplicd by the number ol clients. By
removing the clients with uplink capacitics lower than the
stream rate. in the increasing order ol the clicnts” uplink
capacities, the system is guaranteed to become feasible.

Inthe scenario in which millions of clients request the same
content effectively simultaneously, the following technique
can be used. Al the lowest level {e.g.. portion 290 shown in
IIGE 23, DOMs are dynamically split when (he number ol
clients in a cluster exceeds a certain threshold. Suppose at the
lowest level there is one cluster per continent. When the
nuber of clients joining the North America cluster exceeds
the predefined threshold, the DCM in charge of the North
America cluster is split into two DCMs, one [or the United
Stales, and one lor all the other countrics. IT the number of
clients in the United States is still larger than the predefined
threshold, the United States DCM is split into three DCMs—
one [or the Lastern region. one for the Midwest, and one lor
the Western region. Another technique, instead of geographic
splilling, is to split the 13CMs based on the network lopology.
Forexample, the United States DCM can be splitinto a DCM
tor Carrier A clients, a DCM for Carrier B clients, and another
DCM [or all the other clients in the United States.

Ome way 1o split DCMs s as [ollows. Pirst. the control
center creates n—1 DCMs, where 0 is the number of clusters
into which the original cluster should be split; the original
DCM will own one of these new clusters. Next, the original
DOCM will reassign the clients (thal no longer belong (o ity
cluster to the other DCMs. For example. the elients can be
informed in heartbeat message responses which DCMs 10
joiw.

Although the [oregoing embodiments have been deseribed
in some detail for purposes ol clarity ol understanding, the
invention s not limited o the details provided. There are
many alternative ways of inplementing the invention. The
disclosed embodiments are illustrative and not restrictive.
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What is claimed is:
1. A system [or delivering information over a distribution
nelwork using a distribution manager. including:

a processor; and

amemory coupled with the processor, wherein the memory
is configured to provide the processor with instruetions
which when executed cause the processor To:

receive a st request lor content from a first destination
peer;

designate at the distribution manager a first source peer Lo
tunction as a first content source for the first destination
peer;

receive a second request for the content trom a second
destinalion peer;

determine an anticipated effeet that the designation at the
distribulion manager ol the first source peer Lo [unction
as a first content source for the first destination peer has
ol the ability of the first source peer to function as a
content source for the second destination peet;

determine whether (o designalte the first source peer as 4
conlent source for the sccond destination peer based at
least in part on the determined anticipated eflect: and

in the event that it is determined not to designate the first
source peer as a content source tor the second destina-
lion poeer:

designate al the distribution manager a sceond source peer
o Tunction as a sccond conlent source for the sceond
destination peer; and

i the event that it is determined to designate the first source 7

peer as a content source for the second destination peer:

designate al the distribution manager the (irst source peer Lo
lunction as a content source lor the second destination
peer.

—
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2. The system ot claim 1 wherein the designation of the first

source peer is dependent on the anticipated etfect of the
designation at the distribution manager of the second source
peor.

3. The system of claim 1 wherein the anticipated cllect
relales Lo the implementation ol a content delivery policy.

4. The system of claim 3 wherein the content delivery
policy is a network policy.

5. The system of claim 3 wherein the content delivery
policy is a provider policy.

6. ‘The system of claim 3 wherein the comtent delivery
policy is a client policy.

7. The system of claim 3 wherein the content delivery
policy is specilied by an administralor.

8. The syslem ol claim 1 wherein the [irst source peer and =

the [irst destination peer are in an allinily group.

9. The system of claim 1 wherein the designation at the
distribution manager of the first source peer and the second
source peer oceurs substantially concurrently.

10, The sysiem of claim 1 wherein the designation al the s

distribution manager ot the first source peer oceurs betfore the
designation at the distribution manager of the second source
peer,

11. The system of claim 1 wherein the [irst comlent source
and the second comlent source are sources ol portions ol the
same coutent,

12. The svstem of claim 1 wherein the first content source
and the second conlent source are sources ol portions ol
different content.

13. The sysiem of claim 1 wherein the designation al the
distribution manager of the first source peer to function as a
first content source for the first destination peer is dependent

40

45

Gl

G5

16

ol an anticipated effect of the designation at the distribution
manager ol the second content source lor the second destina-
lion peer.

14. "The sysiem ol claim 1 wherein the memory is Turther
configured to provide the processor with instruetions which
when executed cavse the processor 1o detect at least one of a
change in a network condition and a policy change.

15. "The sysiem ol claim 1 wherein the memory is further
configured to provide the processor with instruetions which
when executed cavse the processor 1o determine that at least
ole change should be made to a first assignment and send an
updated assignment 1o the (rst destination peer.

16. A method of delivering informaltion over a distribulion
network using a distribution manager, including:

receiving a first request for content from a first destination

peer:

designating al the distribulion manager a [irst source peer

1o [unction as a first conlent source [or the (irst destina-
Tion peer;

receiving a second request for the content from a second

destination peer:
determining an anticipaled elTect that the designation al the
distribution manager of the first source peer to function
as a first content source for the first destination peer has
on the ability of the first source peer 1o function as a
content source [or the second destination peer:
determining whether o designate the (irst source peer as a
conitent source for the second destination peer based at
least in part on the determined anticipated effect; and

in the event that it is determined not o designate the first
source peer as @ conlent source lor the sceond destina-
Lion peer:

designating at the distribution manager a second source
peer 1o function as a second content source for the sec-
ond destination peer; and
in the event that is it determined 1o designale the first source
peer as a comlent source lor the sceond destination peer:

designating at the distribution manager the first source peer
tofunetion as a content source for the second destination
pecr.

17. The method ol claim 16 wherein the designation of the
first source peer is dependent on the anticipated effect of the
designation at the distribution manager of the second source
peer.

18. The method ol ¢laim 16 wherein the anticipated efTect
relales Lo the implementation ol a content delivery policy.

19. The methad of'claim 16 wherein the first content source
and the second content source are sources of portions of
dillerent content.

20. The method ol claim 16 wherein the designation at the
distribution manager ol the (irst source peer 1o lunclion as a
first content souree tor the first destination peer is dependent
ol an anticipated effect of the designation at the distribution
manager ol the second content source lor the second destina-
lion peer.

21. The method of claim 16 further comprising detecting at
least one of a change in a network condition and a policy
change.

22. The method ol claim 16 [urther comprising delermin-
ing that at least one change should be made (o the lirst assign-
ment and sending an updated assighment to a first destination
peer.

23. A compuler program product for delivering informa-
lion over a distribution nelwork using a distribulion manager,
the computer program product being embodied in a2 non-
transitory computer readable medium and comprising com-
puter instructions tor:
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receiving a first request for content from a first destination
peer;

designating at the distribution manager a [irst source peer
Lo Tunction as a first comtent source lor the first destina-
tion peer;

receiving a second request for the content from a second
destinalion peer;

determining an anticipated effeet (that the designation at the
distribution manager of the first source peer to function
as a first content source for the first destination peer has
ol the ability of the first source peer to function as a
conlent source lor the second destinalion peer;

determining whether to designate the [irst source peer as 4
content source tor the second destination peer based at
least in part on the determined anticipated etfect; and

in (he event that it is determined not o designate the first
source peer as a conlent source [or the second destina-
lion poeer:

designating, at the distribution manager a second source
peer to function as a second content source tor the sec-
ond destination peer: and

in the event that it is determined Lo designate the [irst source
peer as a content source for the second destination peer:

designating at the distribution manager the first source peer
to function as the content source for the second destina-
lion peer.

—
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