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MULTI<COHORT REPLAY STORAGE AND
RETROSPECTIVE ANOMALY DETECTION
ANALYSIS

CROSS REFERENCE T OTHER
APPLICATIONS

‘This application claims priority to U8, Provisional Patent
Application No. 63/538.768 entitled MULTT-COIIORT
REPLAY STORAGE  AND  RETROSPECTIVE
ANOMATY DETECTION ANALYSIS filed Sep. 15, 2023
which is incorporated herein by reterence for all purposes;
and claims priority o U8, Provisional Palent Application
No. 63/650,309 entitled SCALADBLE AITERNATIVE HIS-
TORY ANALYSIS FOR OPERATIONAL TIMESERIES
APPLICATIONS filed May 21, 2024 which is incorporated

herein by reference [or all purposcs.
BACKGROUND OF THE INVENTION

Some systems collect high-dimensional data over time.
Running analysis on such high-dimensional data that is
collected over lime can pose challenges with respect Lo
computational costs, accuracy, e,

BRIV DESCRIPTION OF TTIE DRAWINGS

Various embodiments of the invention are disclosed in the
following detailed description and the sccompanying draw-
ings.

FIG. 1 illustrates an embodiment of an environment in
which multi-dimensional timeserics dala retention and
retrieval is performed.

FIG. 2 illustrates an embodiment of hierarchical relation-
ships among groups.

I'IGr. 3 illustrates an cmbodiment ol a session-level data
slore.

FIG. 4 illustrates an embodiment of a leaf-level data store.

FIG. 5 is a flow diagram illustrating an embodiment of a
process lor generating leal-level summarizations lor lime-
serics analylics.

IIG 6 is a [ow diagram illustrating an embodiment ol a
process for retreving parent-level summarizations from
leat-level summarizations tor timeseries analvtics.

DIFTATLLED DESCRIPTION

The invention can be implemented in numerous ways,
including as a process: an apparalus: a syslem: a composi-

tion ol matler: 4 compuler program product embodied on a 5

computer readable storage medium; and/or a processor, such
as a processor configured to execute wmstructions stored on
and/or provided by a memory coupled to the processor. In
this speciiication, these implementations. or any other lorm

that the nvention may lake, may be relorred 1o as lech- s

nigues. In general, the order of the steps of disclosed
processes may be altered within the scope of the invention.
Unless stated otherwise, a component such as a processor or
a memory deseribed as being conligured 1o perlorm a task
may be implemented as a general component that is wem-
porarily configured to perform the task at a given time or
specific component that is manvfactured to perform the task.
As used herein. the erm “processor” relers 0 one or more
devices, circuils, and/or processing cores confligured (o
process data. such as compuder program nstructions.

A detailed description of one or more embodiments ot the
vention is provided below along with accompanying fig-
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vres that illustrate the principles of the invention. The
invention is deseribed In connection with such embodi-
menis, but the invention is not limited 1o any embodiment.
The scope ol the invention is Timiled only by (he claims and
the invention encompasses numerous alternatives, modifi-
cations and equivalents. Numerous specific details are set
forth in the lollowing description in order lo provide a
thorough understanding of the invention. These details are
provided for the purpose of example and the invention may
be practiced according to the claims without some or all of
these specific details. For the purpose of clarity, technical
material that 1s known in the technical felds related w0 the
invention has not been deseribed in detail so that the
invention is 0ot unnecessarily obscured.

Many operational svstems collect high-dimensional data
aboul users/syslems on key performance indices over lime.
On (his collected data. analysts run diverse algorithms., One
cxample ol such a workflow 1s (o [acilitale data scienlists 1o
perform retrospective analysis 1o analyze past predictions,

20 experiment with different model configurations and algo-

rithms. cle. owever, existing dala processing solutions
cither pose high operational cosls or do nol guaraniee
accurate replay.

Described herein are embodiments of a framework for
data sumunarization, storage, and retrieval that addresses
both challenges o provide cost cllicieney and fidelity lor
high-dimensional data. As will be deseribed and exemplified
in turther detail below, embodiments of the data storage and
retrieval techniques described herein take into account
decomposability ol underlying data. group sparsity, and
clliciency ol aggregation operations in databases. As will
also be deseribed in further detail below. embodiments of the
data storage and retrieval techniques described herein pro-
vide performance inprovements over existing data process-
ing solutions, including providing supcerior accuracy and
lower computationalistorage costs.

As described above, many operational sysiems collect
high-dimensional data about key user and svstem level
performance indices over time. Analysts may run diverse
algorithms om this collected data. such as anomaly delection
over subgroups of uscrs grouped by their aliribules.

For example, in the context of video streaming, anomaly
detection and analysis is vsed 1o monitor the quality of
experience (QoE) for different users. For instance, a large
video moniloring syslem may collect Qoli metrics {e.g.,
bitrate. buffering) lor cach video session (o find anomalous
patterns affecting different subgroups of users. These pat-
terns might inclide performance degradation atfecting spe-
cilic subgroups (c.g., are users [rom a speeilic Intemel
Service Provider (I8P)-cily combination showing degraded
performance).

Such anomaly detection in the context of video streaming
monitoring may include analvzing streams of timeseries data
{c.g.. sensor measurcments that are taken by content players
during video sessions and reporled by client devices to a
video monitoring platform) and detecting anomalies in such
timeseries data. When anomalies such as poor quality are
detected by anomaly detection algorithms, alerts can be
reported so thal remedial actions can be luken Lo address any
detected issues.

There are various requirements that arise when produc-
tionizing and operationalizing such anomaly detection and
alerling  syslems. Oltentimes. afller such syslems  are
deployed, developers or users of the systems wish Lo per-
form what is relerred 1o herein as retrospective. or allerna-
tive history analvsis. For example, while imeseries analytics
use cases can involve real-time detection of anomalies and
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forecasting, svstems for such timeseries analvtics may be
constantly in a stale ol [lux duc to workload changes.
algorithm  developments. cuslomer requests. cle. Conse-
quenily, there are a number ol use cases and scenarios. such
as retrospective analysis, for which access to high fidelity
longitudinal data is needed. Examples of such use cases
include:

Requests Tor what-il analysis or explanations on alert
thresholds: In some embodiments, operational time-
series analvsis provides configuration knobs for users
and analysts. For example, suppose a content publisher
thal leverages an anomaly delection system Lo recelve
alerts. The anomaly detection algorithms may be based
ob proprietary logic. The anomaly detection algorithms
may be configurable, such as with configurable thresh-
olds. For cxample, an anomaly deleclion algorithm can
be comligured o send an alerl when more than a
threshold number ol sessions or viewers {cg. 50
sesgions) is detected 1o have an issve with buftering in
a particular geographic area. Suppose that the publisher
has been receiving alerts, bul would now like 1o deter-
mine how the alerting behavior would have changed
had a threshold been configured ditferently. For
example, the publisher would like 1o determine how
many alerts they would have received, how many alerts
would have been missed, how long an anomaly should
persisl. how many users are alTecled belore an alert was
fired, etc. The techniques described herein tacilitate
data-driven guidance to understand why an alert was

fired, or how changing (hresholds would impact the 3

lalse alertmegative rale based on historical data.
Data-centric regression lest in CHCD Tor MIL.Ops: Given

the constant flux in workloads and model dritts, ML

engineers and algorithn developers may wish 1o refine

algorithms and conligurations, such as perlorming 3

hyperparameter  luning  as workloads or  basclines
change. When they do so, they may implement DevOps
best practices such as regression tests. The techniques
described facilitate performing such regression testing
based on longiludinal data o avoid blind spots and
omissions.

Algorithm exploration and (re) selection: As new time-
series techniques emerpe, ML teams may wish to
contimiously test out new approaches. As there may not
be a one sive (ils all approach. Ml teams may need Lo
rigorously lest new approaches in their specilic sellings
before deploving them. For example, the publisher may
even wish to determine, retrospectively, how many
alerls would have been reporied had a complelely
dillerent anomaly delection algorithm been utilized.
Similarly, a development leam may wish (o lest oul
different tvpes of machine learning (ML) algorithms.
For example, there mayv be a large number of ML
models available. While propriclary algorithms may be
used, the developer may wish Lo experiment with new
foundation model algorithms or timeseries detection
algorithms as they become available. In order 10 con-
tinve to improve and customize the anomaly detection
and reporting experienee lor the customer, the devel-
oper may wish 0 (ry out such new algorithms (o
determine whether they provide a comparable or
improved performance 1o existing algorithms that are in
use.

In order o perform such retrospective or “what i analy-
81y (e, with respeet Lo alerling oulcomes. whal il an
algorithin were changed, what it a threshold were changed,
what if’ a hyperparameter of a machine learning algorithm
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were changed, ete.), it would be beneficial 1o have the ability
lo access complele, historical dala.

The above examples ol retrospective analysis are included
in a class ol applications referred 1o herein as allernalive
history applications on operational timeseries measure-
ments. In the example context of video streaming, the
limeseries measurements that are collecled include high-
dimensional videoduser session limeserics data. In some
embodiments, the analysis on such high-dimensional time-
series data includes performing various cohort-level analysis
as well.

While embodiments of technigues for lfacilitaling retro-
spective analysis on operational imescrics measurements in
the context of video streaming are described herein for
illustrative purposes, the techniques described herein may be
variously adapled o accommodale limeserics  analylics
workflows in other operational scllings and contextsido-
mains as well. such as in mobile apps, cyberseeurily, lin-
Tech, telecommunications, sensor operations, wedia and
entertainment, etc. that may involve operational timeseries
data associated with high-dimensional atiribules of evenls,
devices. users. ele.. wilh measurcments of various dillerent
kev pertormance indicators (KPIs) of interest.

As described above, retrospective analysis includes per-
forming different analvtics (e.g., modified versions of exist-
ing analytics. using dillerent algorithms allogether, cle.) on
historical timeserics data.

One challenge for performing retrospective analysis is in
making sueh historical data available. For example, not only
can the amount ol timeseries dala thal is collecied be
massive in scale. incurring a high storage costil all raw data
were relained. bul there may also be other challenges 1o
retaining, historical data, such as compliance constraints or
other data retention constraints. For example, there may be
privacy and compliance issues wilh retaining raw dala {(e.g.,
in order 10 maintain compliance with regulations such as
General Data Protection Regulation (GDPR)).

Suppose that a developer would like 1o determine how
many alerts would have been reported in the last 6 months
il a threshold in the detection algorithm had been changed
from 10 to 20. I the historical raw data is nol retained, then
such retrospective analysis may not be able to be performed.

While one alternative is to store all of the collected
timeseries raw data indefinitely, this could volve an
exceedingly high slorage cost, given the polentially large
volume ol historical data 1o be retained. Thus, one example
tradeotl when performing retrospective analysis is to either
retain raw data (at high cost) to answer a retrospective
analysis question. or W nol relain the data for [ulure use, in
which case (he data is lost. and retrospective analysis is
unable o be perlormed.

The following are embodiments of eticient compression
and retention of operational timeseries data, as well as
cllicient retricval ol operational timeserics data. Fmbaodi-
menis of the lechnigques lor ellicient retention and retrieval
of operational timeseries data support various tvpes of
analvtic tasks, such as real-time timeseries analytics tasks, as
well as the retrospective analvses described above. In ret-
rospeclive analysls, querics, which may be unfloreseen que-
ries ol inlerest, are 10 be applicd on retained data as il the
complete historical raw data were available.

Using embodiments of the techniques described herein,
operational timeseries dala s compressed inoan ellicient
representation that supports [ulure queries. the parameters of
which are nol necessarily knowsable al the lime thatl the
timeseries data is retained. For example, if it were known
ahead of time what type of queries would be run, then the
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Timeseries data could be pre-emptively stored or cached ina
particular manner o support the pre-determined types ol
guerics. Iowever, performing such data retention that is
speeilic o a particular ype of query would limit the types ol
retrospective analyses that could be performed, and the
alternative histories that could be explored, at later Times (tor
example. ifa query were requested [or data that had not been
chosen 10 be relained).

For example, future queries may be untoreseen in many
directions, where it is vnknown what eohort may be of
interest, what thresholds of a timeseries analysis algorithm
will be changed. which class of algorithms will be applicd
Lo the retained dala, cle. As one example. in the context of
video streaming, video sessions may be characterized by a
large mumber of dimensions/atiributes, each of which may
lake on one of a large number of possible valucs. When
perlorming anomaly detection in Qolapplications. it would
be benelicial o be able o identily anomalies in specilic
cohorts, A future developer may wish 1o perform retrospec-
tive analvsis in which they change a threshold valve from
five to ten and determine how many alerls would be reported
in a cerlain geographic region. [owever. it would be diflicult
1o determine what groups of video sessions with what
combinations of attributes (e.g., which specity cohorts) to
retain ahead of time. Determining what telemetry data/
metrics [or whal groupsicohorts 10 retain. and how, s a
challenge that afleets the ability o perform operational
analytics.

With existing techniques, unless all historical timeseries
dala were retained, such retrospoctive analysis questions
could not be answered. or could only be answered In a
limited manner. For example, recent historical (meseries
data can be retained (e.g., last week of data), but such
short-term data retention would not support, for example,
longiludinal analysis. such as conlinuous regression lesling
(t.g.. in continuous integrationd/continuous deployment (CI/
CI3Y) ol varlous approaches on historical datasets 1o bench-
mark performance. In the case of anomaly detection, a
customer may seek 1o know it alerts triggered by the system
several weeks ago could have been suppressed by using
different sensilivity thresholds. 11 data for only a small
window of time were retained, then this would limit what
ingights could be gained from retrospective analysis.

Ag another example, in machine learning (ML), it would
he benelicial o perform regression tests over longitudinal
lest cases. or example, M. scientisls may seek o explore
different hyperparameter setrings for prediction models or
evaluate new approaches as new timeseries detection algo-
rithms emerge. In the context ol anomaly delection, suppose

thal a patlern wag observed six months ago. it would be s

henelicial 10 delermine (hat a new or changed detection
algorithin would not miss this pattern. Without retaining or
storing sutlicient statistics of the raw timeseries data from
s1x months ago, such guerics would nol be able 1o be
perlormed.

The techniques described herein support such timeseries
analysis tasks while simultaneously providing low total cost
of ownership, as well as accurate replay for subsequent
unloreseen lasks in the fuure. Using the techniques
deseribed herein. long-lerm operational Gmeserics data is
compressed i1 a manner that is not only efficient thom a data
storage perspective, but also provides high fidelity for a
broad spectrum or class of Umeserics analysis algorithms
that are (o be performed at some luture stage. For example.
using the technigues deseribed herein. sullicient statistics ol
timeseries data are retained in an eflicient manner that also
facilitates answering of subsequent queries with high fidel-
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ity. In this way, future queres, such as for retrospective
analysis, can be answered with high ldelity, withoul having
o have retaimed all raw imeserics data over all time Tor all
possible groups with all possible combinations of aliributes
{which while feasible, would be highly expensive).

With respect 1o existing solutions, consider storing and
relaining all of the raw measurements (c.g. altributes,
melrics) per limeslep in a database and computing the
combinations/statistics of interest when a query is issued.
Such an approach taces data retention challenges (e.g., there
may be terabvtes of raw user session data per day). Other
cxample approaches are o precompule only a scloet subsel
ol atiribule-combinations (c.g., a lew combinations that
have been pre-selected or pre-determined to be retained) and
statistics of interest, or 1o only store the data of interest (e.g.,
that triggered current alerts). However. such approaches lack
coverage over [ulure querics. lor example, in (he context of
anomaly delection. the Muture algorithms or conligurations
that vsers may want 1o try may fall outside the scope of the
subset of data that has been chosen to be retained. For
cxample, it may be the case that with a different anomaly
detection algorithm, alerts would have been iriggered lor
some other subset of data that had not been retained.

Ag described above, aperational settings entail significant
scale, cost, unpredictability of downstream tasks (e.g., the
types ol data that will need 10 be available are not known
belorchand or a priori). and a combinatorically large number
of subgroups of interest (due to the high-dimensionality of
the data). This is in contrast to conventional timeseries
problems with a single or very small number of limeseries
Lo store and analyzc. Lixisting dala processing solutions [all
shorl when handling such high-dimensional timescries dala,
and face a tradeoft between computational/storage costs and
accuracy.

I'mbodiments of the data relention and retrieval sysiem
deseribed herein support and provide at least the two Tol-
lowing propertics: prediclive equivalence with low total cost
of ownership. Using the techniques described herein, the
tradeofl” between cost of ownership and accuracy is elimi-
nated. For a class ol (imeserics analysis lasks, the dala
relention and retrieval techniques deseribed provide lower
cost as compared to existing solutions (e.g., with respect 10
storing output/raw data), while also providing perfect accn-
racy, in contrast 1o approximation solutions (e.g., sampling,
sketching, cle.) thal have high variance in accuracy across
groups. As used herein. predictive equivalence reflers 1o
fidelity. For example, a future query can be asked of the
svstem that is not known beforehand (e.g., during a previous
ingestion and  summarizalion stage, [urther details and
cmbodiments of which will be described below). The his-
lorical timescries data has been stored or compressed or
represented 11 a manner such that, when provided as input
data 10 the query (e.g., analytics task being performed), the
resulling answer 15 the same ag i the original raw data had
been used (o answer the query. Vor example, suppose the
svstem is asked to determine, if' a threshold had been
changed from 10 to 20, how many more alerts would have
been reported for San Francisco over the last 20 months.
limbodiments ol the system described herein can answer
thal question using a compressed or compact data siructure,
where the resulting answer is the same answer that would
have been arrived at it all of the raw data had been retained
and nol been deleted.

The system deseribed herein acilitates both retaining of
limeseries data (in a compressed or compact data struclure),
as well as retrieval of relevant timeseries data when per-
forming a task (e.g., 1o answer a query). While there is a
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storage cost 10 retaining the compressed data, as well as a
compute cosl in any pre-processing. posl-processing, or
query answering, when considering the otal cost of own-
ership ol the system (including the cost of ingesting data. the
cost of storing data, and the cost of processing tuture
queries), the svstem described provides a low total cost of
ownership compared 1o existing dala processing solulions.

Asg described above. some existing systems [or allernative
history analvtics retain the raw data in its entirety, which
results not only i1 a high storage cost, but also a high
compute cost ol query, as the raw data is repeatedly queried.
Other existing systems could perform pre-processing when
providing an answer. however. there is a high cost Lo
performing such pre-computation. In other cases, such alter-
hative history analytics are simply 0ot supported by existing
syslems.

I'mbodiments of the analylics system deseribed herein
provide a middle ground lor supporling such allermative
history or retrospective analytics that is both low cost and
high fidelity. Further embodiments and details of such a
low-cost retrospectlive querying system lor operational lime-
series databases are described below. While having low total
cost of ownership, the system described herein provides
predictive equivalence, or suflicient or complete fidelity, for
a broad class of algorithing that are vtilized in performing
limeserics analysis. or cxample, the techniques deseribed
herein provide a compulationally cllicient ([rom both a
storage and compute perspective) framework for supporting
population or cohort-level timeseries analvtics with high
fidelity.

I'mbodiments ol the data retention and retricval tech-
niques deseribed herein provide a workllow (hat takes inle
account, without limitation, the following:

many timeseries analysis tasks (such as anomaly detection

lasks) exhibil a decomposability property. where the 3

slatistics or melrics lor a “parent™ user group can be
derived from the statistics or metrics of “children”
aroups that constitute the parent group. For example,
the features (e.g., statistics or metrics) of a group can be
derived [rom the child groups® leatures.

In any given limeslep or epoch. the number of active
subgroups that appear is sparse, and the number of
active sessions can often fit into a single compute node
in memaory.

When the active sessions [or a given Gmestep can (it
inside the resident memory ol a single machine. using
operations such as CUBE in analyvtical databases can
dramatically outperform other operations (such as
GROUPBY operations) per subgroup.

I'mbodiments ol the data retention and retrieval wech- =

niques described herein provide a worklow in which, at dala
ingest tine, usetl statistics of the metrics for “leat™ groups
are tracked. Then, at task issve time (e.g., when a timeseries
analysis lask 13 10 be perlormed), data retrieval {lo provide

as npul o the imeseries analysis lask) includes recomput- 5

g or reconstructing or deriving the desired metrics of
interest for the group of interest. In some embodiments, the
statistics involved in analysis tasks for all of the other groups
can then be derived rom this summary of leal groups that
had been retained. lior example. al task issue ime. retrieving
the statistics corresponding 1o a parent group of interest
icludes performing a computation or derivation of the
slatistics of interest [rom relained summarizations lor child
leal groups thal are present for the time step ol inlerest that
constilule or make up the parent group ol interest.

As will be described in further detail below, embodiments
of the multi-dimensional, timeseries data processing work-
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flow include two components. First, an ingest time compo-
nentistage in which ingestion includes ingesling raw session
data over Ume, and computing and retaining leal group
lcatures rom the collected raw session data. The workllow
also includes a retrieval component/stage (e.g., performed at
query time), in which a wide range of features for anoy
possible group is efficiently retrieved, based on derivation
from the leal group swmmarizations that had been deter-
mined and retained during the previous ingest stagedlime.

In various embodiments. such a decoupled workllow
allows for delaving of the binding between the compute-at-
ingest, and the compute-at-query time to simultanecusly
satisty both low total cost of ownership, as well as accurate
replay [or unlorescen tasks (which in existing data process-
ing systems are contradicting and involve tradeo(Ts).

As described above. (he multi-dimensional  limeseries
data retention and retrieval techniques described herein
support the capability of providing eflicient timeseries ana-
Iytics, including tacilitating efficient answering of muli-
dimensional limeseries queries for various cohorls. As
deseribed above, examples of retrospeclive analysis use
cases that are tacilitated vsing the techniques described
herein inclide exploration of new timeseries algorithing
{e.g., becanse new open-source packages for timeseries
detection have been released). benchmarking of algorithms,
internal rescarch and development use cases. longitudinal
data-centric regression testing (such as CL/CD for machine
learning), ete.

As deseribed gbove. existing syslems cither are unable 1o
handle answering such queries. or have a high resource cost,
such as with storing large amounts ol raw data. lor example,
existing solutions involve using big data svstems or data-
bases such as Spark. However, such solutions can be expen-
sive. rom both a slorage foolprint and compule perspective.
In comparison, the lechnigques deseribed herein provide
improvements in lerms ol both perlormance (e.g., 100 10
200x performance improvement), as well as lower total cost
of ownership. As will be shown in further detail below, the
multi-dimensional. timeserics dala retention and retricval
lechnigques deseribed herein support eflicient and aceurate
timeseries analvsis, both for real-time analysis tasks, as well
as retrospective analysis tasks. For a broad spectrum of
downstream analvsis tasks (that vtilize embodiments of the
relricval lechnigques described herein lor input). the retention
and retricval described herein establish perleet accuracy. As
compared to existing data processing solutions, the tech-
niques described herein provide a significantly lower cost of
ownership. withoul any loss In accuracy.

In various embodiments, timescrics analylics workllows
that embodiments ol the eehnigques described hercin can
support include those that appear b operational settings,
such as large-scale monitoring and analvtics in settings such
as lelecommunications, sensor operations, media and enter-
lainment, mobile applications. cle. Operatiomal sellings can
involve high dimensional data, where operators (e.g., devel-
opers or users of timeseries analvtics worldlows) may be
interested in spatiotemporal insights across multiple user/
cndpoint subgroups 1o drive operations. For example. multi-
group limeseries analylics can involve a muliivariale view
across multiple groups or subpopulations of vsers/sessions
as defined by user/session attributes.

P16 1 flustrates an embodiment of an environment in
which multi-dimensional timeseries dala reilention and
relricval s performed. In the lollowing, lor illustrative
purposes, an example in the context of large-scale video
analvties is described.
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Video analytics services perform Quality of Experence
(Qol) analysis om user session data lacilitating contenl and
Internet providers (o improve user expericnce, viewcership
retention. and salislaction. Vor example, analylics arc per-
formed on a large volume of video streams in which
numerous user’session events are recorded over time across
many customers, Further, various video analytics metrics are
collected from video sessions including large numbers ol
different users with different charactleristics. ixamples ol
these melrics (also referred o herein as telemetry data)
include, without limitation, buffering times, bitrate, number
of frames dropped, etc. In some embodiments, each vser’'s
viewing session is also annotated with additional metadata
(t.g. allributes). In some embodiments, the session atiri-
butes include dimensions along which a viewing session can
he characierized, where cach atiribule/dimension can be one
of multple valves.

In the tollowing examples, session data of QoE measure-
ments is ingested, with an anomaly detection and alerting
algorithm {example ol'a limeseries analylics task) run on lop
of such Qol: measurements. The anomaly delection algo-
rithm is configured to report alerts when anomalous behav-
ior in the streams of QoE session data is detected.

For example, analysis and real-time detection workflows
may involve idenlilying patterms of inlerest or anomalics in
metrics over groups ol users categorized by (heir similaritics
i1 a subset of their atributes (where examples of attributes
include geolocation, Internet Service Provider (I1SD), device
used. ele.). For example. when bufllering times of users [rom
a specilic stale using a specilic ISP is unusually high. the ISP
can be notilicd o rectily any network issucs. In some
embodiments, detecting QoE issues and patterns entails
detecting anomalies in generated metrics tor each user group
determined by the common sel ol attribule assignments
among the users in (he group.

Datasels may conlain a large number ol possible user
groups (e.g., millions) based on number and possible com-
binations of vser attributes. Such groups may be monitored
lor patierns in mulliple metrics. Similar user analyiics are
encountered in other domains such as network analysis.
monitoring logs, etc., where vser data from multiple tvpes of
users are collected and analyzed. While examples in the
context of video monitoring are described herein for illus-
trative purposcs, such lypes of mullidimensional telemetry
and use cases appear in various other domains. such as
telecommunications, observability, IoT (Iuternet of Things),
ete.

In the [ollowing example, suppose thal an issue was

detected with the alerting of the current anomaly detection s

algorithm. Vor example. suppose an alerl misfired for an
event during the last week or the last month, or that an
incident was missed in which an alert should have fired, but
did not {¢.g.. [alse posilive in which an alerl was reported or
fired Tor an anomaly that did not actually occur in real life).
Suppose that a customer utilizing the output of the anomaly
detection, or a data scientist who developed the anomaly
detection algorithm would like to investigate why an alert
was missed. lor example, suppose a data scientist who. in
addition 1o leaming why an alert was missed, would also like
10 determine whether changes to the algorithm should be
made (e.g., to test whether a configurable threshold should
he changed. or a dillerent algorithm should be used) W catch
the missed alerl or o reduce lalse positives. The above are
examples of questions thal customer service or publishers or
data scientists may ask, other examples of which include
“why did the anomaly detection algorithm not fire?”, or
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“why did the algorithim fire an alert”, or “should 1 change a
threshold because oo many alerls were being reported?”

Suppose that a developer would like (o perlorm a “whal
il” or retrospective or allernative history analysis by obsery-
ing what the alerting behavior would have been (over a
controlled period of time in the past) had the configuration
of the anomaly detection been different (e.g., tuned differ-
cntly). For example. il previously. a threshold ol live had
been used and one alert had been received per day over the
last six months, the techniques deseribed herein can be used
to determine what the pattern of alert behavior would have
been over the same period of the last six months had a
threshold been changed 1o another valuve, say three. For
cxample, 1t may be the case that one hundred alerts would
have been reported per day. As will be desceribed in Turther
detail below. utiliving embodiments of the processing per-
formed by plattorm 100 (further details of which are
described below), the developer will be able to efliciently
perform retrospective analysis 10 update the configurable
threshold w0 a desired level based on the analysis over
historical data. In this way. lor operational anomaly delee-
tion that is in production, such thresholds (which can also be
considered as hyperparameters for tuning such operational
algorithms in production) can be continvously tuned or
trained.

In the example of FI1G. 1. platform 100 is a dala storage
and retrieval plattorn for supporting timeseries analysis. As
will be described in further detail below, at ingestion time,
platform 104 is configured (o store compressed summarics
ol multidimensional telemetry data over ime. lor example,
mulli-dimensional. mulii-group user dala is ingested and
summarized. The summarized data is then stored to facilitate
a wide range of timeseries analysis (e.g., retrospective
analysis in the [ulure).

Al guery time (e.g., In response Lo d query or a regression
lest on past dala with modified algorithms/parameters),
plattorm 100 is configured to retrieve involved statistics
from the compressed summaries. [n some embodiments, this
includes exlracting. from the summarized data. relevant
leatures/information that are involved in a timescrics analy-
sis task of interest, which can specify a specific group of
interest,

The tollowing are embodiments of processing performed
during an ingestion and summarization stage. In the example
ol IFIG. 1. suppose that video streaming session dala includ-
ing QoE measurements or metrics is received from client
devices with content plavers used to stream content, such as
client devices 102, 104, and 106, I'xamples ol such client
devices include laplops, smarlphones. tablets. sel-lop boxes,
lelevisions. game consoles, ele. In some embodiments. the
client devices include sensors (e.g., implemented using
software development kits (SDKs)) that take (QoE measure-
menis over lime with respeetl Lo sessions during which
conlent {e.g.. audiovisual content) is streamed by a conlent
plaver resident on the client device, For example, over the
course of a video session, the sensor collects telemetry data
including QoE measurements and events, such as bitrate,
bullering events, network connection state (eag., Willi or on
cellulary, ete. In some embodiments. the Qolt measurements
and events are reported on-demand or periodically in mes-
sages that are also referred to herein as heartbeat messages.

In this example, the streams of Qolt data [or cach session
are (ransmitted rom the clients over a network, such as (he
Internel. o imgestion processing engine 108 ol timescerics
analytics platform 100. For example, raw data is collected
for individval (JoE sessions over time.
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In this example, the raw vser/session data (e.g., telemetry
data) of cach individual session is ingested by scssion dala
ingestion engine 110, The combinations ol attribule valucs
with which cach ol the sessions (c.g., geographic reglon.
device operating system, content delivery network (CDN),
ISP, etc.) are annotated are also recorded for each session. In
some embodiments, sesslon data 1s reported using a real-
lime streamlining syslem or messaging layer. such as Kalka.

In this example, the incoming session data for a given
timestep (also referred 1o herein as a temporal epoch) is
stored o session-level epoch data store 112, For example,
the imestep is a period or window ol ime {c.g., one minule.
one second, or any other temporal granularity. as appropri-
ate). The session data that belongs to the window of time
(e.2., according 1o timestamps associated with session data)
is maintained in the session-level epoch store 1120 As will be
deseribed in Turther detail below, leal level summarizations
lor the epoch are generated [rom the individual sessions that
are resident in the session-level epoch store. In some

embodiments, session-level epoch store 112 is a temporary 2

store. whoere aller a ime-step, the store 1s Nushed. and the
nexl minute’s worth ol session data is stored o the session-
level epoch store 112,

In the following examples, while individual sessionfuiser
data is collected, the retrospective (or real-time) timeseries
analylics that could be performed al a later. subscquent time
include processing o be performed al a population-level.
For example, population-level behaviors can be analvzed,
such as the behavior in certain geographic regions (e.g., in

San lirancisco). as well as cerlain cohorts/populations shar- 3

ing a certain combination of dimensional aliributes (c.g.. the
hehavior ol'a population that belongs im a cerlain geographic
region, using devices with a certain type of operating
system, while being connected to a certain Internet Service
Provider (ISP)).

The following are [urther details regarding user groups
and altributes. Consider the datasel of telemetry data that 1s
received over time (e.g., from content players), aspects of
which are also described below. As one example, let the
dalasetl al time  be denoted as D . The dalasel includes
lelemetry data [rom multiple users/sessions (which can be
on the order of millions or tens of millions) at every
Time-step (e.9., each minute or second or any temporal
granularity as appropriate). Each uvser/session is annotated
with a set ol altribules which deseribes the user-related
leatures. For example. cach user is anmmolated with M attri-
butes which describe the vser-related features.

Ag described above, in the case of video analvtics,
examples ol such allributes include user location. 18P

device imformation. cle. That is, cach user session (which s

includes (elemetry data) is characlerizved with a sel ol
attributes. As one example, formally, each user/session j in
the dataset is characterized with M amributes which are
initialived as Aur={Alr]i]}, M EA XA XAy

where 4, is the space of all possible values [or altribule i, s

In some embodiments, a reasonable assumption is made that
each attribute can only take discrete valves. Further, K
metrics are recorded from each user. The metrics tor user j
are denoted as 111j={1n?.[ij}-!.=1K. Therelore, in this example.
the dataset at time Lis D =] (Adir,, m)} =1 where N, is the
total number of users/sessions tracked at time t.

In some embodiments, each user group or cohort is
characterized by the sel ol attribules common 1o all users in
the group. As one cxample. lormally. a group (Cia) is
characterized by altribute  nilialization a .4 ,U{*}x
A MFYx LA R I F), e, ais a sequence of attribute
values or * where initializing an atteibute as * denotes that
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the group users can take any values for the respective
attribule. In this example, we also denote (7, o be the set ol
non-cmply (containg al least one wser) groups derived [rom
datasel D .

Note that the number of possible vser groups that can be
tracked is exponential in number of attributes: the number of
possible user/session groups 1s the product of the number off
possible subsel of alributes times the number ol possible
values each of the attributes can take (TL_, ™ (1A 1+1)-1). As
will be described in further detail below, in various embodi-
ments characteristics or aspects of the dataset and analytics
conditions or objeclives are laken into account for the
system deseribed herein o be cost ellicient both in terms ol
storage and compute,

In operational timeseries settings, there can be a hierar-
chical subsct relationship across user groups ol interests. Lior
cxample, 4 user group corresponding to users/sessions in the
United States is composed ol all user groups, cach ol which
includes vsers from each of the states in the United States
(US). Moreover, the statistics F involved in most analytics
algorithms can be derived [rom statistics ol children sub-
groups. As deseribed above, in the context of video analyl-
ics, telemetry data for an individual vser/session includes
QoE metrics such as buffering times, bitrate, number of
frames dropped, etc. An example of a statistic of a metric for
a group is a mean ol the bilrale across users/scsslons
belonging to the group. The mean ol a metrie lor a group of
users can also be derived from the mean of the metric tor
each of the children subgroups. This property is referred 10
as decomposabilily, in which leatures ol a group can be
derived [rom the child groups® leatlures.

Thus. in many casecs. stalistics 11 (ol metrics) for the
timeseries analytics tasks to be performed (and in anticipa-
tion of which embodiments of the summarization and reten-
lion deseribed herein is o be perlormed) can be generated
for “parent” groups ol users [rom statistics collected lor cach
ol its children subgroups. In the example of the United
States, the statistics for the “parent” group of US sessions
cal be generated from statistics collected for groups of each
state ol the US. lor example. a count (statistic) ol a melric
{number ol aliempts) Tor a parent group (US sessions) can be
determined as an aggrepation of the counts of the metric for
each of the constitvent child groups (e.g., sum of the counts
of each of the individual states). Embodiments of the tech-
nigues described herein ulilize such decomposability 1o
avoid storage-heavy solutions that need 1o store data [or all
possible subgroups.

Such task decomposability is used 1o guide the statistics
thal are stored by the platform for user groups, as well as [or
which groups stalistics arc slored lor. While limescrics
analysis algorithms such as anomaly delection algorithms
and other analytics tasks can wvolve a wide range of
statistics across user subgroups, decomposability facilitates
compression ol these demanded statistics into a smaller list
ol statistics [or some groups. Statistics lor parent groups arc
then generated (at retrieval time) by operations on stored
statistics from children subgroups.

As one example, formally, given the session dataset ‘D,
the [inal set ol npuls 1o a timeseries analylics algorithm
{during a subscquent query lime) is a scl of leatures for all
possible subgroups @ ,. 1o some embodiments, the size of ¢,
is upper bounded O (TI, ,* 1.4 1) which is exponential in
number ol atiribuics M. [Towever, in some embodiments, (he
desired statistics 1" can be generated lor the smallest pos-
sible sel of subgroups that cover all possible subgroups
called LEAF. In some embodiments, these are subgroups
where all attributes are initialized to a specific value, (e.g.,
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Leaf(D ) {Cla): aS A XA 3% - . - XA 1, ). For example, in
the leal-level group, every allribule is populated with a
speeilic value, whereas [or a parent group, the value lor at
least one atlribule is not (ixed across the user sessions in the
parent group (that is, across the nser sessions in the parent
group, the value of at least one atiribute can be indicated by
the wildcard *, indicating that the valve of that attribute need
not be lixed lor user scssions belonging Lo the parent group.
where a user session could have any value for thal attribule
while 511l belonging 1o the parent group based on ils
remaining combination of specified attribute values). Let
A CALt < AT, L .., xAllE,,. In some embodiments, and
as will be described in further detail below, the platform
deseribed herein operates in two stages. as described above
and will be described in [urther detail below:

In some embodiments, at ingest lime. the needed statistics
F' of the leaf subgroups are summarized from the raw
vser/session data and stored.

In some embodiments, at retrieval time, the desired fea-
lures 1" for any user group Cla) are derived [rom the
intermediate  Teatures U, cnmmion 10D 50l where
Clhild(a) is the set of leat proups that are contained in
subgroup a. For example, the features (e.g., statistics of
metrics of the users/sessions that belong to the sub-
group a) are derived [rom the summary statistics that
were previously stored lor the leal groups.

The following are further embodiments regarding deter-

mining a compact representation that includes a summari-

vatiom of the alorementioned Teal groups. As described 2

dbove. during the ingestion stage. leal-level summarizations
lor the leal groups are compulted and retained, which is more
efficient than storing all raw session data or statistics for
every possible group (e.g., for parent groups as well). At a

later time. [eatures [or any group can be clliciently derived 3

[rom the previously prepared and retained leal-level sum-
marizalions.

In the example of FIG. 1, leaf-level summarization engine
114 is configured to vse the session-level telemetry data and
correspomding annotated altribule information o delermine
leal-level aggregate information.

In some embodiments, attribute spaces can be considered
as a large lattice, a lattice being a partial order. For example,
consider two attributes, CDN and device type. In this
example. suppose that cach aliribule has two possible atiri-
bute values. l'or example, suppose that the possible values
for the CDN attribute are Akamai and Level3. Suppose that
the possible values for the device attribute are ilhone and
Desklop. "The individual sessions can be grouped inlo vari-

ous subgroups. lor example. an individual session can have s

allribute values that belong to the combination o Akamai
and iPhone, while another individval session can have
attribute values that belong to the combination of Level and
Desklop.

An example tree. graph. latlice. or hicrarchical relation- s

ship representation of subgroups is illustrated in FIG. 2. In
the example of FIG. 2, each node in the tree refers to a group,
sub-population, or cohort. With respect to timeseries analy-
s1x, cach node in the graph could be the subject ol'a polential
query in the [ulure. where any sub-population or cohort is ol
potential interest. For example, a developer may later wish
10 query at the level of all session traflic (e.g., group 202),
or query for device-level alerts (e.g., group 204 or group
206). or query [or CDN-level alerts (e.g., group 208 or group
2100, or query [or combinatioms of CION-device level alerls
(e.g., for groups 212, 214, 216, or 218). While an example
volving two attributes, each with two possible valves is
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shown in FIG. 2 tor illustrative purposes, sessions may be
characierized by various other attribules, cach with various
possible altribute values.

Ag deseribed above. or many downstream limeseries
analvties tasks, the involved statistics F(-) exhibit decom-
posable property, .., the statistic for a “parent™ user group
can be derived from a smaller number ol statistics of
“children™ groups thal constitule the parent group.

In the example graph of FIG. 2, the leaves are groups 212,

3 214, 216, and 218. In some embodiments, leat-level aggre-

gates or summarizations are determined, as information
regarding other higher-level nodes (e.g. groups 204, 2006,
208. 210. and 202) can be reconstructed [rom the leal-level
aggrepate information. For example, it statistics about the
leat’ nodes are recorded and stored, then the intermediate
nodes in the graph can be delermined as statistical aggre-
gates of their children. That is, the statistics ol a parent (c.g.,
statistics ol Qol i melrics) are based on the aggregation of the
statistics of those metrics of its children. For example, the

20 average bitrate of desktops (group 206) can be determined as

the average bitrate ol its children (Akamai-eskiop 214, and
Level3-Desklop 218). As shown In this example. summary
statistics for intermediate or higher-level nodes in the graph
representation of session-groupings/cohorts are composable
trom the statistics of the leat’ nodes.

As will be shown in further detail below. such a decom-
posability property 1s ulilized. where the property ol a parent
subpopulation or cohort is derivable from the statistics of its
constitvent children. The above examples of leaf-level
aggregale slatistics that are computed are examples of
statistics that have such a decomposability property. Such
slatistics are also usable Tor limescrics analysis. Other
examples of statistics nsable for timeseries analysis that also
have such a decomposability property include mean, connt,
sum. cle. In some embodiments. the Gypes of statistics thal
are compuled lor the leal-level are conligurable.

In some embodiments. during ingeslion processing, sta-
tistics are computed for the leaf-level groupings. For
example, sufficient statistics for the leaf’ groups are com-
puted and retained. such as average Qol: metric values Tor
all ol the sessioms belonging (o a leal group. number of
vsers, lumber of sessions, histograms, etc.

The following are further embodiments of ingestion of
individval session data and generation of leaf-level aggre-
gale properlics/summarivzations.

In some embodiments, leal-level stalistics are generated
from raw session data that is collected within a particular
temporal period or epoch or window of time or time step. In
this cxample, a temporal resolution or granularity of one
minute is used for illustrative purposcs. (Other temporal
resolutions or granularilies or timesieps may be utilized
{e.g., seconds), as appropriate.

In this example, leat-level summarization engine 114 is
confligured 1o compule leal-level summarizations [or any
leal groups that are aclive during an epoch (c.g., lor cach
minute ofwall-clock time). Referring to the example ot FIG.
1, the multidimensional telemetry data for individual ses-
sions stored for the given epoch in session-level epoch store
112 are accessed. A leal-level summarization [or a given leal
group is generaled by ageregaling the (elemeiry data lor the
individval sessions in session-level epoch store 112 that
belong to the given leaf group.

lor example. the individual scssions in session-level
cpoch store 112 are grouped based on their annotated
combination ol attribuie values, where individual scssions
that share a combination of attribute valves in common are
arouped together. Each unique grouping corresponds 1o a
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leatf group. In the case of individual sessions, a specific value
is specilied lor cach altribule, indicating which particular
leal group the individual session belongs 1o, For cach leal
group. 4 leal-level summarization is generaled by compuling
statistics (e.g., mean, sum, connt, etc.) on an aggregation of
the telemetry data for individval sessions belonging 1o a
given leal group. As one example. a GROUPRY operation
is performed lo implement the aggregation and generate the
leaf-level summarization.

In some embodiments, the leat-level summarizations gen-
erated for a given epoch are stored 10 a leat-level data store
correspomding Lo the epoch. lior a next epoch, 4 next sel ol
leal-level summarizations is generaled lor the next epoch.
and stored to a corresponding data store for the next epoch.
Examples of such per-epoch leaf level data stores (118 and
120} are shown at 116 ol IIG. 1.

In some embodiments, an active leal group reflers o a leal’
group lor which session data was received for the given
epoch (where telemetry data was received for at least one
session whose combination of attribute values matches to
the attribute values of the leal group-il so, then the leal
group is determined (o be active). In some embodiments, an
mactive leat’ group refers to a leal group for which no
session data was received for sessions with atiribute values
that mateh to the attrdbute values of the imactive leat group.
Al a subsequent lime {e.g., during querying in the [uture lor
retrospectlive analysis), the leal-level statistics [or the epoch
will be vsed to fulfill any cohort-level timeseries analysis to
be performed that is associated with time periods that

include the epoch. In some embodiments. the (emporal 3

granularity ol the timeserics analysis corresponds o the
cpoch’s granularily. lior example, anomaly detection is
performed with information provided at the granularity of a
minute in this example, and the leaf-level summarizations
are generaled lor 2 malching imesiep granularity.

The lollowing is another example of leal-level statistics
generation during ingestion-lime processing. As described
above, in some embodiments, the raw telemetry data‘metrics
for individual sessions belonging 1o an epoch is accessed.
lcal-level summarization data engine 114 is conligured Lo
process the accessed individual session data 1o delermine
aggreaate summary statistics for leat groups that are present
in the individual session data in the epoch. In some embodi-
ments, leaf-level statistics are limited to being computed and
stored [or only active leaves.

lor example, lor illustralive purposes. suppose that cach
individual session can be characterized or described accord-
ing to a hundred different attributes, where each attribute can
lake one thousand values. While the space of all possible

combinalions ol altribule values (and thus number ol pos- s

sible Teaves) is 10071000, at runtime, and al any given point
in time (e.g., for the epoch), only a relatively small, sparse
number of those leaves will be active. For example, an
individual session will be characterived by a speeific com-

hination ol altribute valucs for those 100 dimensions, where s

that specific combination of attribute values corresponds to
a leat node in the graph of groups of sessions. During
ingestion, for a given epoch, sessions belonging 1o only a
sparse number of leal groups will be present. lior example.
suppose that 100,000 sessioms are received in the one-
minute epoch. Only a sparse number of leaves will be active
{e.2., present among the 100,000 sessions in the epoch). For
that cpoch, most leaves will be nactive. where there are no
sessions thal are ingested within the epoch that happen Lo
have the specific combination of atiribute values that match
1o the leaf group. Thart is, for any given epoch, the number
of observed leaf groups is smaller than the maximum
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possible leat groups. For example, a given epoch contains
lelemetry (c.g., metrics) data from a variable number ol
users/sessions. whoere the number ol users observed lor any
group can vary across lime, with many leal groups polen-
tially having very small or zero observed samples (sessions)
for most time-steps.

In some embodiments, for a given epoch. the number off
unigue leaves that are active 1s upper bounded by the number
of sessions in that epoch. For example, in a “worst”™ case
scenario, every session has a vnique combination of attribute
values (and thus each session belongs 1o its own leat group).
That i3, the sel ol leaves thal appear in a one-minule epoch
will depend/vary on the st of sessions thal were active (and
detected) for that one-minute epoch.

As one example, leat’ summarization is performed or
implemenied using a groupby operation on the multidimen-
sional lelemeiry data contained in session-level epoch slore
112. Ax one example, Clickl louse supports such operations.
(Other OLAT analytics databases, such as Druid, or other

20 timeseries databases can also be utilized to perform the leat

summarization operation. ln some cmbodiments. a leal-level
database is generated [rom the session-level database (lor
the epoch), via the summarization operations described
above, While the contents of the session-level data store for
the epoch need not be retained, the leaf data store can be
maintained [or lomg-lerm use.

IF1GS. 3 and 4 illustrate embodiments ol session-level and
leat-level data stores. The leaf-level data stores are also
referred to herein as replay storage (e.g., for subsequent
limeseries analytics tasks that could be perlormed). Shown
in the example ol FICG. 3 1s an example ol a session-level
data store or database. such as session-level epoch store 112,
In the example of FIG. 3, each row of data store 300
corresponds to a session that was recerved/ingested. In this
cxample, the raw data includes one-minule session data with
per-scssion  statistics. While a lable dala structure is
deseribed herein [or illustrative purposes, other datla strue-
tures may be utilized as appropriate. [n this example, each
row corresponds 1o an individual session, where an indi-
vidual session is associaled wilth a combination of aliribute
valucs (302) and clemetry data [or that session (304). In
some embodiments, a session/user identifier is also recorded
(306).

Shown in the example of FIG. 4 is an example of a
leal-level data store or database. such as leal-level data slore
118 or 120 In the example ol FIG. 4, cach row of data store
400 corresponds to a leaf group that has appeared in the
session data for the epoch. In this example, for each leat, a
summary across (he sessions thal appeared in that leal group
is compuled and stored (402). The combination of aliribute
values delining an observed leal group 1s stored (404). While
a table data structure is described herein for illustrative
purposes, other data structures may be utilized as appropri-
ate.

Ag deseribed above, relerring 1o the example of VIG. 1,
leat level summarization engine 114 is configured 10 evalu-
ate, for a given epoch, the session data that was received
during the epoch, and determine which leaves are active in
thal session data [or the epoch. As deseribed above. in some
cmbodiments. a leal group is delermined (o be active il there
is session data received during the epoch for at least one
session whose combination of attribute values matches 1o
the combination of aliribute values of the leal group. As one
cxample, the heartbeal messages (thal include telemetry data
for a session) stored in the session-level epoch store 112 are
accessed. Each heartbeat message corresponds to an indi-
vidual session, and is annotated or otherwise associated with
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a carresponding set of antribute values, If the combination of
allribute values [or the sesslon have not been previously
vbserved Tor this epoch, then a new aclive leal group has
heen detected lor this cpoch. A new row corresponding Lo
the leat group is included in the leaf-level data store corre-
sponding to this epoch. Each time a new combination of
allribute values is encountered. a new active leal group has
heen detected. and a corresponding new row is included in
the leaf-level data store. As another example, the individual
session data for the epoch is clustered together based on
attribute values. Individual sessions that share the same
combinalion ol allribule values are clustered or grouped
together. Sessions ammolated with different combinations ol
attribute values are separated into different clusters. Each
cluster corresponds 1o an active leaf group observed in a
timestep. A row in the leal-level data store for the limestep
is generated lor cach clustler.

In some embodiments, identiliers ol sessions belonging Lo
an active leaf group are stored in that leaf group’s row in the
leat-level data store (406). In this way, the telemetry data tor
individual scssions thal was received during an epoch are
mapped o a particular leal group.

In the examples of FIGS. 3 and 4, for a given one-minute
epoch (e.g., one minute time period in UTC (Coordinated
Universal Time)), raw telemetry data for at least one session
was received [or cach ol leal groups 212, 214, 216, and 218
ol FIG. 2. That 13, cach ol the leal groups was determined Lo
be active. Accordingly, four rows (one corresponding to
each of the leaf groups) were created in the leaf level data
store shown in I3, 4.

I[, om the other hand. no session dala was received [or one
ol the leal groups. then thal leal group is inactive lor that
epoch, and a row would not have been created for that
nactive leaf group. For example, if no session data with the

combinalion of atiribute valucs ol (CDN==[.cvcld ANIY 2

Device=Deskiop) had been received lor that one-minule
epoch. then row 408 ol table 400 would not be present in the
leaf-level data store.

As shown above, in some embodiments, the leat-level
dala slore [or a given cpoch is buill empirically. with a
data-adaptive approach. in which rows are only included or
added in the leat-level data store for leat’ groups whose
corresponding combination of attribute values were actually
ohserved in the session data for that epoch.

In some embodiments, instead of maintaining per-session
slatislics {which can be expensive [rom a computer slorage
perspective, and also have compliance issves), only leat™
level properties are stored, including statistical summaries of
the leal level propertics [rom which any subpopulation
querics can be recomstrucled, as desired.

l'or example, supposc that there are one hundred sessions
that fall in each of the four leat groups shown in the data
store of FIG. 4. Suppose that one leaf-level data point is an
average bilrate across the individual sessions belonging lo a

leal. In this cxample, rather (han storing and maintaining s

400 data points (bitrate for each of the 400 sessions), four
data points are kept. This is an example of storage com-
pression performed by the svstem. For example, in com-
parison 1o sloring the raw session data. by only storing the
leal-level summarizations. which are suflicient (o satisly
future population-level timeseries analytics, orders of mag-
hitude compression can be achieved, with much lower data
slorage costs,

Asg deseribed above. Tor a given epoch or timestep. the
actual number ol active Teal groups may be sparse. In some
embodiments, based on the sparsity of active leaves in an
epoch, an epoch data store such as leat-level data store 400
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is stored in memory. As one example, a leaf-level data store
for an cpoch (e.g.. one-minute chunk of time) 1s stored 1o the
memory of a single compuie node including, lor example,
64 G713 o memory/RAM (random-access memory).

In this example, the sparsity of active subgroups in a
aiven epoch allows the leaf-level summarizations for an
cpoch o reside in memory of a single node. "That 1s, even
though the number ol possible subgroups can be exponential
in the mumber of attributes M, in any given session the
nuber of active subgroups that are observed in a given
time-step can be significantly small enough to fit inside a
single node memory. In some embodiments, the observed
real-world sparsity allows the platform to be designed or
implemented or architected as a single node system that can
efficiently process data during ingest/summarization and
relricval stages withoul the overhead ol mulli-processor
communication. In some embodiments, as described above,
the platform only stores summarizations for LITAL groups
that have been observed in the session dataset:
A, {aZAlr XA, .. ., XAl |Cla) =0},

Ag one example of implementing in-memory sloring of
leal-level databases on single nodes, in the case ol a Click-
Howse implementation, a macro or hint or command can be
provided to the database system to request that the leaf-level
data store be kept in wemory. As another example, some
OLAP or analylics databases have the ability 10 shard in
dillerent manners and preserve dala locality. In some
embodiments, such databases are instructed to perform
operations (e.g., the leat-level summarization operations
deseribed above 10 generate a leal-level dala store) as an
in-memory operation. and o keep data local.

Storing per-cpoch leal-level data stores in a single com-
pute node, in memory, provides various computing perfor-
mance benefits. For example, a large cluster of compute
nodes is not needed. Distributed compuling across a nelwork
ol compute nodes (which would in turn involve various 1/0
{inputfoulput) operations) need not be performed. “This
allows computations performed on an epoch to proceed
quickly and efliciently.

Ag shown in the examples above. based on the decom-
posability of statislics ol inleresl lor timescrics analysis,
determination and storage of leaf-level sumumaries is per-
formed at ingestion time. During subsequent querving time,
queries tor other sub-populations are satisfied based on
reconstruciion using the previously stored leal-level sum-
maries.

Asg also shown in the examples above, leaf’ groups are
determined on a per-epoch basis. Based on the sparsity of the
number of leal groups that are aclive and observed within
any given epoch, leal-level data siores are stored in memory,
such as ol a single compule node.

The storing of leat-level summarizations is sufficient for
supporting the class of queries involving subpopulation-
level timeseries of queries ol various ypes of stalistics of
interest.

As described above, in some embodiments, the leat-level
apgrepate properties (also referred to herein as leaf-level
summarizations) are retained. For example, the leaf-level
summarizations for the epoch are a compressed representa-
tion ol the session data ingested for the epoch. The com-
pressed representation is computed and retained during, the
ingestion/sunmarization stage 10 preparation or anticipation
for [uture limesceries analytics lasks such thal, al a later data
relricval stage. telemetry data for any arbilrary cohorl or
group can be derived from the leal-level summarizations
that were previously prepared in advance. In this way, from
the perspective of the timeseries analytics task, it is as it the
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original raw session data is available and accessible, with no
loss in [idelity {even though in aclualily, a much smaller.
compressed representation of the ingested session data had
heen retained). Further. as will be described in [urther detail
below, the reconstruction of telemetry data for any group!
subgroup can be efficiently generated at retrieval time. In
this way, 10 addition 1o maintaining fidelity, compute costs
and storage loolprint are greatlly reduced.

In some embodiments, the raw welemetry dala and prop-
erties of individual sessions (which may include personally
identifiable nser ntormation) need not be retained long
term. That is, with respect to future timeseries analvses on
multidimensional telemetry data tor cohort-level analysis,
individual user-level data 1s ne longer needed aller the
computalion and storing ol aggregaie leal group data. This
is benelicial [or prolecting user privacy, and lacilitales
compliance with regulations such as GDPR.

The following are details regarding utilizing, at a query/
data retrieval stage, embodiments ot the leaf-level data store
deseribed herein (hal are generated al an ingestiondsumma-
rizalion stage. In (he lollowing cxample, a limescries analy-
sis is to be performed on historical data that involves
operational timeseries, such as an algorithm that operates
over a Timeseries of high dimensional cohorts.

Continuing with the above cxample, suppose thal the
timeserics analysis o be perlormed perlains o anomaly
detection and alerting. For example, suppose a developer
would like 1o perform a retrospective analysis 10 determine

what impact there would be il a threshold in the anomaly 3

detection algorithm were changed. The developer would like
o determine how (he number ol alerts per minute would
change for various cohorts. The developer would also like to
rerun the algorithm over a past period of data. For example,

the developer would like o change an algorithm threshold 3

[rom 3 10 7, and (o run the updated algorithm over data [rom
the past year to replol the timesceries ol alerls thal would
have been 1riggered for various different cohorts (where the
number of possible cohorts or groups is based on the produet
ol (he number o possible subscls of allributes and the
number of possible values that cach ol the attribules can
take). For example, the threshold could relate to a ditterent
threshold for determining that a metric is anomalous (e.g.,
threshold bitrate for being tlagged as anomalovs). As
another example. the threshold could be an alerting thresh-
old, such as a threshold volume or number of impacted
users, where an alert is not fired off unless more than the
threshold number of viewers are impacted. That is, the
developer querics the system (o replot the entire alert limes
series [or the last year with the changed threshold.

In order 0 run the modified anomaly delection and
alerting algorithm, QoE data over the last vear for one or
more subpopulations of interest is to be retrieved to provide
as input 1o the modilied algorithm. This includes querying a

dala store 1o relricve swmmary slalistics for cach group or s

subpopulation that could be of interest, and then running the
modified algorithm over such data. For example, performing
the retrospective analytics includes two portions: retrieving
slatistical metrics [or the population or cohort ol interest.
and running the modified algorithm on the retrieved elem-
etry data as input.

The following are embodiments of efficient retrieval of
dala perlaining 1o a cohorl or subpopulation of interest. In
some cmbodiments. such processing is perlommed during a
dala retricval slage in response o a query or request lor
timeseries data, where the retrieved telemetry data for a
group is provided as input to a timeseries analytics task. This
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includes accelerating the process of obtaining the statistics
or data lo feed as inpul (o the algorithm to be run.

In the above example. by pre-emplively preparing his-
torical data at the leal level. statistics need not be stored Jor
indefinite periods of time for every possible cohort that
could be of interest. The original, individval raw session
lelemetry data also need not have been retained. Using the
lechniques  deseribed herein. statislics Tor any  arbilrary
cohort at any level or granularity can be efficiently recon-
structed at query time from the previously stored leat-level
summaries. For example, the set of cohorts or metadata of
interest need not be predetermined and stored ahead ol time.
Rather. the statistics lor all possible attribule combinations
can be determined or reconstructed as desired.

As one example improvement 1o the efliciency of com-
putation, by being able o store leal-level stores. in memory,
on 4 single compule node, cllicient attribule combinalion
summarization lor various cohorts can be efliciently per-
formed. For example, a CUBE operation can be performed.

20 CUBE operations are efficient for data in memory. For

cxample, when the dataset can [ inside the resident memory
ol a single machine, using CUBL operations in (raditional
analytical databases can outpertorm worldlows that involve
running GROUPBY operations per subgroup in general-
purpose compute engines such as Spark over distributed file
systems or databases.

A typical solution 1o compule stalistics on subgroups on
demand is via GroupBy tvpe operations (e.g., atop Spark or
SQL) on a multi-node cluster. Note, however, as described
above, in the platlorm described herein. the necessary sta-
listics [or all leal groups can be stored n a single node. In
this sctting, the more eflficient CURIE operator can be used.
In some embodiments, the "“CUBE’ operator in SQL and
other data processing systems is a special type of GROUD
13Y capability thal gencrales aggregales lor all combinations
ol values in the sclecled columns. Modern OL AP engines
such as Clickhouse have native support lor CUI3 opera-
tions and can compute the desired statistics (of telemetry
data) for all possible groups on demand. While CUBE
operations could be expensive in a distributed setling with a
large number of shullles and dala movements. in a single
node memory resident setting, it is eflicient 1o derive the
required statistics of all possible combinations of attribute
values of all parent groups trom the intermediate statistics of
leal groups.

Ag one example. formally. the cohort data retrieval engine
126 of the plattorm described herein derives desired or
appropriate features F( ) for any user group ¢ (a) from the
intermediate features Uy o0, 1D ) where Child(a) is
the st ol Teal groups that are contained in subgroup a. In
comparisom (0 the use of groupby operations in a distribuled
context, the use of the CUBE operation on data resident in
memary of a single compute node provides an improvement
in time taken (o compule the desired statistics Lor all possible
groups.

Ag described above, performing a single cube operation
ol the data in a single compute node provides reduction in
computation cost in comparison 1o other operations, such as
performing group-bys in distribuled systems. lor example,
consider the hicrarchical graph ol cohorts shown in LG, 2.
Suppose that all of the raw session data had been retained,
and is stored across clusters in a distributed system. In order
lo generale the statistics lor all ol the groups (nodes)
cxemplified in the graph ol VIG. 2 from the raw session dala,
nine group-by querics would need to be perlormed {one lor
each node). For example, group-by device, group-by CDN,
aroup-by combination of device and CDN, etc. would be
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performed. That is, there would be nine different query
combinations. Because the locality ol the data is not neces-
sarily known in a distribuled selling. nine separate querics
would need 1o be perlormed, where the resulls of one query
could not necessarily be reused in satistving another query.
In addition 1o needing 1o perform multiple group-by opera-
tions, there may be a large amount of shuttling of raw data
Lo salisly the querics.

In contrast, by sloring only leal-level summarics [rom
which stalistics of other parent cohorls are reconstructable.
leat-level data stores can be stored in-memory on a single
node, allowing the use of CUBE operations that can eth-
clently determine all possible attribute combination summa-
rizalions as parl ol a single operation. With respeet Lo
perlorming a CURI operation. perlvrming such a CUBL
operation on raw session data may be infeasible or ineMcient
due 1o the large amount of data 1o be processed. Using the
techniques described herein, in some embodiments, leat-
level sumumarizations are selectively computed and retained.
This allows what s retained {for [ulure timeserics analylics)
1o be a compressed representation ol session data that can be
stored in memory ol a single node. Running the cube
operation on a smaller number of leaves is more eflicient
{(where the humber of raw sessions can be much larger than
the number of leaves), where a single-node cube operation
can be performed (versus a large scale distribuled cube
operation), and where the intermediate step of constructing
and utilizing leaf-level data stores that can be retained in

memory accelerates retrieval of data to satisty queries. For 7

example, a cube operation of over 100,000 records in
memory can be performed at high speed.
It may be the case that a Teal=level data store [or an epoch

does not [it all within memory of a single node. where the

data may be stored outside of RAM, or possibly distributed
across two or more nodes. Although vulikely in practice (dve
1o the sparsity of active leaf groups at each timestep),
perlorming the CURBL operation on a large number ol
records thal are not all in memory, or perlorming a distrib-
uted cube operation would sGll resull in a speed-up {and be
0o worse than), as compared 1o if performing group-bys on
raw session data.

The following is an example implementation of the data
summarization and retrieval system desceribed herein (e.g..
ol ingestion processing engine 108 and query processing
engine 122). In some embodiments, the platform imple-
ments the following worktlow processing: (1) At ingest,
per-melric statistics ol interest lor a given range ol tasks are
computed per LEAL lior example. scssion data is ingested.
Ag parl ol ingestion, the session data is summarived Lo
generate features for observed leat’ groups (e.g., summari-
zations of statistics of session data belonging 1o each
observed leal group). In this way. the statistics of observed

leal groups arc collected. The leal-level summarizations are s

stored (e.g., in a leat-level data store). (2) On query time,
when a timeseries analytics task is to be performed (e.g.,
alternative history or real-time analvsis is requested), a
per-cpoch CURLE s run over (he per=1 1AL statistics. For
example. al retricval time, all subgroup statistics are com-
puted nsing the CUBE operation. The output of the retrieval
is then provided as input to a timeseries analysis task (e.g.,
anomaly delection).

In some embodiments. the processing systems are used Lo
implement aggregalion operations such as GROUPIY and
CUBE efliciently. In some embodiments, at ingest/summa-
Hzation time, GROUPBY is used to collect sufficient sta-
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tistics for the leat groups from vser session data by aggre-
gating the metrics ol individual users/sessions that belong 1o
the leal group.

In some embodiments, at [elchiretrieval time CUI s
used to derive the desired statistics for the features of the
timeseries analysis algorithin for any vser group from the
intermediate lfeatures ol the Teal groups. Most OLAP data-
bases such as Clickhouse and Spark have native support lor
such operations. Further, in some embodiments, a system
that can operate on a single node natively is used. Databases
such as Sparl are designed 1o operate on multi-node clusters
and may not be oplimived lor single-node operations. ln one
cxample implementation, Clickhouse is used, which is a
column-oriented OLAD database that is designed 1o operate
ol a single node and can efficiently pertorm queries on large
datasets.

As exemplillied above. the processing ol generating and
storing leal-level summarivations {e.g.. converting raw data
to leat-level data at ingestion time), as well as pertorming
efficient querving (e.g., single-node, in-memory cube opera-
lions al query lime) provides various compuling benelits in
performing limeseries analytics, such as reducing the time o
retrieve data tor arbitrary cohorts, reducing storage footprint
fand associated cost), necreasing the number of cohors
across which computations can be performed, accelerating
the speed al which query resulis can be returned, cle. "The
alorementioned compuling benelits are applicable o retro-
spective analvsis, as well as real-time timeseries analytics.

The tollowing is another example of performing time-
serics anomaly delection utiliving embodiments of the mul-
tidimensiomal telemetry data compression and retrieval wech-
niguecs deseribed herein. In this cxample, suppose thal the
open-source anomaly detection algorithm Prophet is being
vtilized, in conjunction with a ClickHouse database. The
operational model of the database includes data modeling or
a data scheme of splitling by time. Suppose a query lor
limeseries anomaly deleclion [or a particular cohort over a
span of time {e.g., 1 vear). The following is an example of
retrieval of timeseries data to be fed into the timeseries
anomaly detection algorithm.

The relevant epochs are identified (e.g., l-minule inter-
vals that collectively constitute the 1 vear span of time of
interest). For each epoch, the corresponding leat-level data
store 15 accessed. A single-node, in-memory cube operation
is perlormed lo generate. rom the leal-level summariza-
lions, summarivations lor all cohoris {(c.g., statistics will be
populated for all nodes in the hierarchical graph of cohorts).
The one-minute epoch’s worth of sumunarization data (sum-
marivied data for a cohori, recomstructed from leal-level data)
is fed {as part of a timeseries) into (he Uimescries anomaly
detection algorithm per cohort (e, for a given cohort of
interest, specified in the queryv). In this way, timeseries
analysis is pertormed on a per-cohort, per-epoch basis. In
this cxample, the retricval ol per-cohorl summarizations via
reconsiruction [rom leal-level cohort summarizations is
aghostic 1o the downstream timeseries analysis that is being
petrformed.

In the following, suppose that the leaf-level data store of
I'I(3. 4 is processed. A cube operation is perlormed on the
leal-level store. The oulpul of the cube operation is a cube
database. In this example, the cube database will have nine
rows, where each row corresponds to a node/cohort in the
graph of UG, 2. along with corresponding cohort-level
summarization.

In the above example. Tor a given cpoch, there was a
sesgion database (as shown in the example of FIG. 3) with
the session-level data for 400 sessions, which was processed
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o a leat-level database for the epoch with 4 rows (as
shown in the example of FICG. 4). AL query time. [rom the 4
rows. the cube operalion generates a cube dalastore with
nine rows, upon using the cube operation on the leal-level
database.

Ag described above, different epochs may have different
numbers of active leaf groups (which is dependent on what
sessions with what specific combinations ol allribule values
woere observed or collected lor a given epoch). As such.
during query lime, lor dillerent epochs, there may be difl-
ferent numbers of rows generated in a cube database (e.g.,
if in one epoch, some combination of attribute values
oecurred that did not appear in another epoch).

The gbove example processing is used o provide a
response Lo the query requesting statistics lor a given cohort
lor a given cpoch. As shown above, the cube operation on
the previously stored leaf-level statistics tor a given epoch is
used 1o determine a summarization (based on reconstruction
from the leat-level summarizations) for one or more que-
ricd-for cohorts. The retricved summarization lor a cohort
and epoch ol interest. as reconstructed from the leal-level
dala store. is then provided 10 a limeseries analylics algo-
rithm for consumption (e.g., as input).

Referring to the example of FIG. 1, query processing
engine 122 is confligured o process queries lor meserics
dala o provide to a Umeserics analytics lask 124, In some
embodiments, the query processing engine includes a query
itertace. The query interface receives a retrieval query tor

relevant data that indicates a time period of interest, and ~

group(syecohort(s) of interest (e.a., all cohorts, specific sub-
sel of cohorts, specilic cohort, ele).
In some cmbodiments. responsive o the query. cohort

dala retrieval engine 126 is conligured Lo retrieve or leich

telemetry data/statistics corresponding to the cohort/group
of interest over the time period of interest. As one example,
cohort data retrieval engine 126 identifies the epochs that
make up the lime period ol interest. “The leal-level dala
stores (c.g. in stores 116) lor the identificd epochs are
accessed. A cohorl-summarlzation operation (eag., CUBL
operation) is pertormed on each of the leat-level summari-
zations 10 generate, for each epoch in the indicated time
period, summarizations for the indicated cohort of interest.
l'or example, parent-level summarizations or slalislics are
derived from the leal-level summarizations that were pre-
viously computed and retained during the ingestion phase, If
a cobwott of interest was not present in the session data for a
given epoch. then the summarization dala for the cohort lor

that given epoch will be emply. In some embodiments. the s

generated cohort-level  slatistics/summarizalions are pro-

vided as input to the timeseries analvtics taslk 124, which

may include real-time and/or retrospective analytics.
Deseribed above are embodiments ol ellicient Teal-level

summarization ol multi-dimensional raw dala (© support s

Timeseries analvtics over various populations and sub-popu-
lations. As shown above, the ingestion-side processing of
raw session data, and storing and retaining of leat-level data
in the manner described herein reduces the amount ol
storage necded o sulliciently satisly future timescrics que-
ries without loss of fidelity, and reduces computational
complexity, For example, query time processing can be
implemented wsing clliclent database operations thal are
perlormed in memory. As one example. an OLAP (Online
Analytical Processing) databasce that is oplimived lor opera-
Tons in memory ¢an be vsed. Further, computational com-
plexity is reduced by having computations performed in a
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single database (where the leat-level data store(s) are main-
tained). in which case a distributed computing platliem need
not be utilized.

The above embodiments ol data retrieval processing
improve the efficiency of performing timeseries analyties,
by significantly speeding up the process of retrieving the
values for a specific cohort for a specific epoch. For
cxample, the leal-level dala slores may reside in-memory on
4 single compule node. A CUBL operation is an cllicient
aggregalion operalion in such a scenario. The embodiments
of the data retrieval processing described herein can be vsed
to replace existing processing to retrieve data for input 1o
timeseries analytics algorithms.

lxisling approaches (o handling tasks such as retrospee-
live analysis can be broadly divided inlo two calegories: 1)
storing the raw data and compuling the statistics on demand,
and 2) storing the necessary statistics of all possible sub-
aroups. To deal with such volume of data, such existing
solutions may be implemented vsing general-purpose plat-
forms such as Spark over distributed [ile sysiems or tradi-
tional databascs.

Tasks such as alternative history analytics queries (retro-
spective analysis) are unpredictable over the candidate sta-
tistics and subgroups of interest. Hence, in some embodi-
menis, the platform deseribed herein is implemented with a
late binding archilcelure [rom a syslems perspeclive. In
some embodiments, by delaying the binding of the subgroup
summaries and the supported task, embodiments of the
platform described hercin will be more cost ellicient and
scalable as compared 1o the alorementioned exisling
approaches. With this cxample design decision. aspects of
the analvtics tasks and datasets are evaluated to identify
vsetul properties such as those described above that allow
cmbodiments of the platlorm deseribed herein (o ellectively
store and eMiciently retrieve relevant data from user/session
subgroups.

The increase in retrieval efliciency, while maintaining
fidelity, facilitates or supports efficient retrospective analy-
sis, longitudinal regression lesting, cle. As illustrated above,
the dala compression and retrieval techniques described
herein reduce the cost of ingesting data, storage of summa-
rizations, and fetching accurate, high-fidelity statistics for
any group, tacilitating tasks such as allowing predictions 1o
be cquivalent o predictions on original raw data (but
withoul necessarily having 1o have retained all ol the origi-
nal raw session data, or stored summares for all possible
aroups). For example, the techniques described herein sup-
porl predictive equivalence for real-lime and retrospective
analysis lasks, where the oulpuls ol the (imeserics analysis
lask operating on the extracted [eatures (recomstructed [rom
the summarized data) are the same as if the original raw
sesgion data had been retained and provided as input. The
lechnigques deseribed herein also provide low lotal cost ol
ownership. which includes the compule cost [or ingesting,
summarization, and retrieval, as well as storage footprint. In
some embodiments, the size of the retained/stored summa-
rized data is orders of magnitde less than the raw uvser
datasel. Similarly. the (otal computational cost ol wsing the
ingestsummarizalion and retricval lechnigues  deseribed
herein is similar or significantly betrer than directly deriving,
teatures from raw data.

The lollowing are Turther embodiments regarding deriv-
able stalistics. In some embaodiments, let the metric data [or
any user al any given time be an clement ol set M. In some
embodiments, the data for a subgroup of users is a finite
subset of M. In some embodiments, a statistic is a function
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J:2Y 0 that maps metric data of a subgroup to output
domain (). For example, the mean statistic can be delined as

1
mean = “r‘:i: "
1 el

which maps Lo a single scalar.

Example Delinition 1 (Sell-decomposiable statistic) Let I
be a statistic. In some embodiments, I is sell-decomposable
if for any finite set M,,z 2% and any finite disjoint parti-
tioning of My as {M,, M, . .. . M.} (ie., M;mM=¢ for any
1<i<j=N and w,_,~ Mz=Mg), we have: f{M=f{{f(M,).
(M), . . . [(M

One example slatistic that is sell-decomposable is SUM,
which adds the meiric of elemenis in a given subgroup. In
some etbodiments, the sum of a metric in a subgroup can
be derived as the sum of the sums of the metric in each of
the individval muwally disjoint partitions of the subgroup.

Example Delinition 2 (Decomposable statistic) [n some
embodiments, [ is a decomposable stalislic wrl a sel of
statistics N(N=10 1, . oL [ il there exists a function A such
that for any finite set M, 2% and any finite disjoint
partitioning of My as {M, My, . . .. M} there is: f{Mg)=A,
6Dy M (O ™),

[n some embodiments, a decomposable statistic is a
slatistic thal can be derived as a funclion ol some stalistics
ol ils partitions. For example, the stalistic MEAN can be

derived as the SUM of values in each partition as well as -

COUNT, e.g.. cardinality of each partition. Decomposable
slalistics cover a wide range ol statistics that allow pre-
computing inlermediate results [tom dillerenl partitions in
distributed systems o reduce the amount of communication

[
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across nodes and for faster implementations of these func-

tions in settings such as OLAP databases where directly
querying from raw data is expensive. Moreover, the fanction
A can be a composition of simple aggregation lunclions
such as addition, multiplication, ete. and elementary Tunc-
lioms such as square tool, loganthm, ete. which are elli-
ciently implemented in modern databases.

In some embodiments, the desired statistics are derived
for the smallest possible set of subgroups that cover all
possible subgroups called Teal. In some embodiments, these
are subgroups where all attributes are inilalized to a specilic
value, (e, Leal{D ={{{a)ue 4 XA X X ar
IC{a)I>0}). In some embodiments, the leat-level storage
inclndes Repl{ D )={(a, F(D, )} acLleaf(D ,)}. Here, in

1t

this example, F is the set of desired statistics for the feamres -

F ol the algorithm: F'=u, - N{I). This allows Jor the
providing of a form of guarantee on perlect prediclive
equivalence with significant real-world storage cost reduc-
tion, If the anomaly detection algorithm M requires or
involves features F, all of which are decomposable, then,
perfect predictive equivalence can be achieved by storing
only the necessary statistics F ol the leal subgroups in the
leal-level replay storage.

The following are further embodiments regarding appli-
cability to different data statistics. One sample statistic that
can be used to derive any sufficient statistic is the set of nser
dala samples themselves (e.q., the [ull raw dataset is stored).
NMowever. due 1o storage cosl, such algorithms cannol nec-
essarily he supported that involve ingesting all the samples.
The following are further details regarding commonly nsed
sample statistics and characterization of their decomposabil-
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ity and applicability to embodiments of the multidimen-
sional lelemelry summarization and retrieval Tramework
described herein.

[n some embodiments, the mean ol any parent subgroup
can be calculated by nsing the count and sum of children
subgroups which are self-decomposable. Therefore, the
mean [or any subgroup can be supporied. The median of the
subgroup populalion cannol necessarily be accurately cal-
culated without all the samples. Reliable approximation
algorithms that involve storing frequency valves of histo-
grams of the samples can be vsed. Similar technigques can
also be used Lo approximale eslimales of sample guantiles
and percentiles. Variance and standard deviation ol a sample
can be estitnated from the mean, connt, and sum of squares,
all of which are decomposable. Similarly, in some embodi-
ments, higher-order moments can be calculated by tracking
the sum ol sample values raised lo appropriale exponents.
Similar 1o median and gquartiles. it may be dillicull 1o
accurately estitnate the interquartile range. In some embodi-
ments, approximate estimates of quartiles are leveraged.
Since maximum and minimum are sell-decomposable sta-
Listics, the range can be accurately estimated. Many standard
benchmarks for standard temporal anomaly detection do not
make any assumptions on the type of features nsed for
generating the timeseries, or vse simple statistics such as
mean or sum of ohservalions from a group ol sensors.

FIG. 5 is a Mow diagram illustraling an embodiment ol a
process for generating leaf-level summarizations for time-
series analytics. In some embodiments, process 500 is
execuled by ingestion processing engine 108 of platform
100 of FIG. 1. The process begins at 502, when telemeliry
data perlaining Lo a session is ingested. The session is
associated with a timestep (epoch) and a combination of
atrribute valves. The session belongs to a leaf group corre-
sponding Lo the combinalion ol altribule yvalues.

AL 504, a leal-level summarization is generaled [or the
leal group. The leal-level summarization includes a sum-
marization of telemetry data for sessions that belong to the
leat group. For example, generating the summarization
includes aggregating lelemelry dala of individual sessions
thal belong Lo the leal” group and that also helong 1o the
timestep. In some embodiments, the summarization includes
a statistic (e.g.. sum, count, mean) on the aggregated telem-
etry data. In some embodiments, the statistic is decompos-
able.

AL 306, the leal-level summarizalion is siored o a leal-
level data store. In some embodiments. the leaf-level sum-
marizations are retained for nse during a subsequent data
relrieval slage Lo determine inpul 1o provide Lo a Umeseries
analylics lask. For example, a leal-level store is accessed as
parl of process 600 ol FIG. 6. In some embodiments, the
leat-level data store resides in-memory of a single compute
node.

FIG. & is a Mow diagram illustraling an embodiment ol a
process Tor relnieving parent-level summarizations [rom
leat-level summarizations for timeseries analytics. In some
embodiments, process 604 is execnted by query processing
engine 122 of platform 100 of FIG. 1. The process begins at
602, when a leal-level dala store is accessed. The leal-level
data store includes summarizations [or one or more leal
groups. In some embodiments, the leaf-level summariza-
tions were previously generated during an ingestion stage,
such as by using process 300 ol FIG. 5.

AL6D4, a parent-level summarization of lelemetry dala for
sessions belonging 10 a parenl group of al least one leal
group that is a child of the parent is derived from leat-level
snmmarizations of the at least one leat group.
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At 606, the parent-level summarization is provided as
inpul 1 a limescrics analysis sk, Examples of Umeserics
analylics lasks include forecasting. prediction. anomaly
detection. ele. The limeserics analysis task can include both
real time analysis, as well as retrospective analysis.

Ag described above, timeseries problems in operational
sellings present unique challenges: high data volumes, high
cardinality ol dimensions, and a world where change is the
norm not the exception. Despite significant advances in
modern “big data™ and data processing systems, practitio-
ners today are forced to make untenable tradeofls between
cost and [idelity in tasks such as retrospective analylics: c.g..
o lesl oul new algorithms. support new  conliguration
requests from users, or retuning parameters. Embodiments
of the techniques for mwulti-dimensional data ingestion,
retention. and retrieval described herein provide a solution
1o this problem.

I'mbodiments ol the lechniques for multi-dimensional
data ingestion, retention, and retrieval described herein
provide improvements over existing data processing solu-
lions. such as providing predictive equivalence [or uture
timescrics analysis lasks. while also providing low total cost
of ownpership (with respect 10 compute cost for ingest!
retrieval, and lower storage/retention footprint).

Existing solutions face a tradeotl, and while they may
provide ome of prediclive equivalence or low lotal cost of
ownership, they are unable o provide both simullancously.
For example, existing “precise” techniques include process-
g worktlows leveraged by data warehouse/database styvle

solutions such as Apache Spark, Clickhouse, cle. that cither 2

store the Mull raw user data, or only the relevant oulpul or
leatures nvolved in a particular analysis technique. The
storage of the full-raw vser data requires exorbitant storage,
and is tvpically infeasible, in spite of lossless compression

lechniques that may be used by these databases. For 3

example. in the context of video analytlics, gigabyles or
lerabyles ol data may be digested or ingested cach minute.
but can only be stored for a few hours or days. Further, there
may be retention and compliance limits that may prevent the
storage of raw user dala withoul aggregation.

As anolher example. “approximale” data  processing
workflows include those that estimate statistics relevant to
analysis tasks from the raw data when ingesting the raw data
in real time. For example, some existing systems leverage
universal skelches o retrieve estimates of uselul stalistics
such as mean, (op hitler. cle. Multi-level hashing may also
be wsed to store and retrieve sketches for each of the user
groups. Other existing solutions nse approximate algorithms
1o compute distinel clements. hislograms. cle. While such
existing solulioms can provide savings in slorage costs, they
have several drawbacks. Vor example. due 1o the approxi-
mate nature of their estimates, predictive equivalence is not
guaranteed, especially for sample-poor nser groups and
scenarios. As another example. the compultational cost and

time involved in perlorming these approximations can make s

these existing solutions infeasible in ingesting large, high-
dimensional datasets with low latency and compute cost.

Ag shown above, 10 contrast 1o existing solutions,
embodiments ol the technigues [or mulii-dimensional data
ingestion. retention, and retricval described herein simulta-
neously provide for low total cost of ownership, as well as
high accuracy for untoreseen tasks, despite the unique scale,
cosl, and unpredictability of operational timeserics scltings.
In this way, cost-cllectiveness and predictive equivalence/
accuracy al scale are both achieved.

Embodiments of the techniques for multi-dimensional
data ingestion, retention, and retrieval described herein
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provide an improvement over existing svstems by achieving
both cost elliciency and perlect accuracy. In various embaodi-
menis, this is achicved by leveraging structural characleris-
lics ol the data, query workloads, and modern analytical
databases. Using the techniques described herein facilitates
new capabilities that advance the state of practice; e.g., for
more rigorous longitudinal testing, longimdinal data-driven
model/parameter exploration, as well as new product fea-
lures [or users to explore and use Umeserics algorithms.

Although  the  loregoing  embodiments  have  been
described in some detail for purposes of clarity of under-
standing, the invention is not limited to the details provided.
There are many alternative ways of iimplementing the inven-
tion. The disclosed embodiments are illustrative and not
restrictive.

Whal is claimed is:
1. A system, comprising:
one or more processors configured to:
lemporarily  store. in a scssion-level cpoch  store,
ingested lelemetry data pertaining o a plurality of
individual sessions for a tinme-step, wherein each
session is annotated with a combination of attribute
values;
generale a leal-level epoch store lor the Gime-step,
wherein generating the leal-level epoch store [or the
time-step comprises generating leat-level summan-
Zations tor leat groups present for the time-step in
the session-level epoch store. and wherein generat-
ing a leal-level summarization lor a leal group
comprises:
arouping together sessions in the session-level epoch
store that share a same combination of attribute
valucs into the leal group; and

aggregating a portion ol the lelemetry data pertaining
lo the sessions grouped logether inlo the leal
group that share the same combination of attribute
values;

Mlush the session-level epoch store of the telemeltry data
pertaining (o the plurality of individual sessions lor
the time-step, wherein ingested session-level telem-
elry data pertaining to a next tine-step is subse-
quently stored i the session-level epoch store; and

relain the leal-level cpoch store generated lor the
lime-siep: and

a memory coupled to the one or more processors and

configured to provide the one or more processors with

instructioms.

2. "The system reciled in claim 1, wherein the Teal-level
cpoch store resides in-memory on a single compute node.

3. The svstem recited in claim 1, wherein a parent-level
summarization of telemetry data for a parent group of
sessions is derivable rom leal-level summarizations for leal
groups that are children ol the parent group.

4. The system recited in ¢claim 1, wherein generating the
leat'level summarization comprises determining a decom-
posable statistic based at least in part on the portion of the
lelemetry data perlaining o the sessions grouped logether
inte the leal group.

5. The svstem recited in claim 1, wherein the leat-level
epoch store is retained for subsequent accessing during a
data retrieval stage o delermine npul o provide o a
limeseries analysis task.

6. A method, comprising:

temporarily storing, in a session-level epoch store,

ingested telemetry data pertaining 1o a plurality of
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individual sessions for a time-step, wherein each ses-
sion Is annotated with a combination ol altribute val-
ucs;

generaling a leal-level epoch store for the time-step.

wherein generating the leaf-level epoch store for the
time-step comprises generating leaf-level summariza-
tions tor leaf groups present for the tine-step in the
session-level epoch slore. and wherein generaling a
leal-level summarization [or a leal group comprises:
arouping, together sessions in the session-level epoch
store that share a same combination of attribute
values into the leal group; and
aggregaling a portion ol the (elemetry data pertaining Lo
the sessions grouped ogether into the Teal group that
share the same combination of attribute values;
flushing, the session-level epoch store of the telemetry
data pertaining to the plurality ol individual sessions
for the time-step. wherein ingesied session-level elem-
elry data pertaining 1o a next time-step is subsequently
stored in the session-level epoch store; and

retaining the leat-level epoch store generated for the

lime-step.

7. The method of claim 6. wherein the Teal-level epoch
store resides in-memory on g single compute node,

8. The method of claim 6, wherein a parent-level sum-
marization of telemelry data lor a parent group ol sessions
is derivable [rom leal-level summarizations [or leal groups
that are children of the parcnt group.

9. The method of claim 6, wherein generating the leat-

level summarization comprises determining a decomposable

slatistic based at least in parl on the portion ol the telemeltry
datla pertaining 10 the sessions grouped ogether into the leal
group.

10. The method of claim 6, wherein the leat-level epoch
store is retained for subsequent accessing during a data
retrieval stage 1o determine inpud o provide lo a imeserics
analysis lask.

11. A system, comprising:

ole or more processors configured 1o:

access a retained leaf-level epoch store that was pre-
viously generated for a time-siep. wherein the leal-
level epoch store comprises leal-level summoariza-
tions generated tor leat’ groups present for the time-
step, and wherein a leat-level summarization for a
leal group was generaled at least in parl by:
grouping logether sessions in a session-level epoch
store (hal share a same combination ol attribute
values into the leat group, wherein ingested telem-
etry data pertaining 1o a plurality of individual
sessions [or the lime-step was lemporarily stored
in the session-level epoch store, and wherein cach
session was annotated with a combination of attri-
bute values; and
aggregating a portion of the telemetry data pertaining
o the sesslons grouped logether into the leal
group that share the same combination ol atiribute
values, wherein the session-level epoch store was
flushed of the telemetry data pertaining to the
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plurality of individuval sessions for the time-step,
and wherein ingested session-level (clemetry data
perlaining to a next Ume-slep was subsequently
stored in the session-level epoch store;
derive, from leat-level summarizations tor at least one
leal group. a parent-level summarivation ol wlem-
clry data for sessions comprised in a parent group of
the atl least ome Teal group and (hat are associaled
with the time-step; and
provide the parent-level summarization of telemetry
data ag input lo a limeserics analysis lask; and
a4 memory coupled (o the one or more processors and
configured to provide the one or more processors with
nstructions.
12. The system recited in ¢laim 11, wherein the leat-level
cpoch store resides in-memory on a single compute node.
13. The system reciled in claim 11, wherein the deriving
is performed wsing a CUBE operation.
14. The svstem recited in claim 11, wherein the timeseries
analysis lask comprises relrospeclive analysis.
15. A method. comprising:
accessing a relained leal-level epoch store thal was pre-
viously penerated for a time-step, wherein the leaf-
level epoch store comprises leat-level summarizations
generaled for leal groups present lor the lime-siep, and
wherein a leal-level summarization lor a leal group was
generated at least in part by:
grouping together sessions in a session-level epoch
store that share a same combination of attribute
values into the leal group. wherein ingesled telem-
clry dala pertaining (o a plurality ol individual scs-
sions for the time-step was temporarily stored in the
session-level epoch store, and wherein each session
was annolated with a combination ol altribute val-
ucs; and
aggregating a portion of the elemetry data pertaining 1o
the sessions grouped together into the leaf group that
share the same combination of attribute valves,
wherein the session-level epoch store was Mushed of
the (elemetry data perlaining (o the plurality of
individual sessions for the time-step, and wherein
ingested session-level telemmetry data pertaining 1o a
next time-step was subsequently stored in the ses-
sion-level epoch store:
deriving. [rom leal-level summarizations lor at least one
leaf’ group, a parent-level summarization of telemetry
data tor sessions comprised in a parent group of the at
least one leat group and that are associated with the
time-step; and
providing the parent-level summarivation ol welemetry
data as input 1o a timeseries analysis task.
16. The method of claim 15, wherein the leat-level epoch
store resides in-memory on a single compute node.
17. "The method of claim 15, wherein (he deriving is
performed using a CURIL operation.
18. The method of claim 15, wherein the timeseries
analysis task comprises retrospective analysis,
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