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For the IF address in the set of {P addressas, generate &
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IP CLASSIFICATION

CROSS REFERENCE: 10O (TR
APPLICATIONS

This application claims priority 1o U.S. Provisional Patent
Application No, 63/391,604 entitled I CLASSIFIC ATION
filed Oct. 19. 2023 which 1s incorporaled herein by relerence
lor all purposes.

BACKGROUND OF THE INVENTION

With the ever-inereasing exchange ol conlent {or, more
generally. data) using (he Internet Protocol (1P, the ability
1o properly andfor accurately label, characterize, and/or
classity [I*-related data and/or metadata (or, more generally,
[P-related information) is important. For example. down-
stream declsions, databases, andfor data sels may be gener-
ated from the classified IP-related information, and the size
and quality of those downstream products will depend upon
the quality or accuracy of the classification. Although tech-
niques exist o classily IP-related information. new lech-
niques that [urther improve the quality of the classilication
would be desirable. New techniques which improve the
quality of [P-related classifications and which in turn pro-
duce downstream products that are more accurate and/or that
are smaller and require less storage space would be desir-

able.
BRIEF DESCRIPTION OF THE DRAWINGS
Various embodiments of the invention are disclosed in ihe

following detailed description and the accompanying draw-
ings.

FIG. 1 is a flowchart illustrating an embodiment of a

process 1o oulpud a labeled training data set which s used o
train an Internet Protocol {1PY address classifier.

FIG. 2A is a diagram illustrating an embodiment of a
system that includes a labeled training data set generator and
training module which produce a trained [P address classi-
ficr.

FIG. 213 s a diagram illusiraling an embodiment ol a
trained I address classifier that ovtputs classified IP
addresses.

IIG. 2C is a diagram illustraling an cmbodiment ol
classificd [P addresses (hal are used o generaie houschold
groups.

FIG. 3 is a diagram illustrating an embodiment of fea-
tures, inclusion criteria, and labels.

I'IG. 4 15 a owchart illustrating an embodiment ol a 5

process o generale a reliability using an [P address ratio.
FIG. 5 is a flowchart illustrating an embodiment of a

process 1o evalvate an IP address based on a special case,

such as an [P address that is associated with a single client.

IIG. 6 15 a lowchart illustrating an embodiment ol a =

process Lo evaluale an [P address based om super [P criteria.

FIG. 7 is a flowchart illustrating an embodiment of a
process to evaluate an 1P address based on an encountered
had case.

DETAILED DESCRIPTION

The invention can be implemented in numerous ways.
including as a process: an apparalus: a syslem: a composi-
tion ol matler: a compuler program product embodied on a
computer readable storage medivm; and/or a processor, such
as a processor configured to execute wmstructions stored on
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and/or provided by a memory coupled 1o the processor. In
this speeilication. these implementations, or any other lorm
that the invention may lake. may be referred o as wech-
nigucs. In general, the order ol the sleps ol disclosed
processes may be altered within the scope of the invention.
Unless stated otherwise, a component such as a processor or
a moemory described as being conligured o perlorm a lask
may be implemented as a general component thal is lem-
porarily confisured 1o perform the task at a given time or a
specitic component that is manutactured 1o pertorm the task.
As used herein, the term “processor” refers 1o one or more
devices. cireuits. andior processing cores comligured 1o
process dala, such as computer program instructions.

A detailed description of one or more embodiments of the
invention is provided below along with accompanying fig-
ures that illustrale the principles of the invention. "The
invention is deseribed in connection with such embaodi-
menis, but the invention is not limited 1o any embodiment.
The scope of the invention is limited only by the claims and

20 the nvention encompasses numerous alternatives, modifi-

calions and equivalents. Numerous specilic details are sel
forth in the lollowing description in order lo provide a
thorough vnderstanding of the invention. These details are
provided for the purpose of example and the invention may
be practiced according to the claims without some or all of
these speeilic details. or the purpose ol clarity, technical
malerial that is known n the technical fields related 1o the
invention has not been described in detail so that the
invention is 0ot unnecessarily obscured.

Various embodiments ol lechnigues Lo generale a labeled
training dala sel are described herein. In some embodiments,
4 labeled training dala set is subsequently used to train an
Internet Protocol (IP) address classifier. Onee trained, the
trained 1P address classifier may be vsed to assign classifi-
calions {c.g., decislons) of whether an input 1P address is
residential or non-residential (c.g., based on a corresponding
sel ol Teatures [or that [P address). The [ollowing figure
illustrates an example process 1o generate a labeled training
data set.

FIG. 1 is a flowchart illustraling an embodiment of a
process 10 output a labeled training data sel which is used o
train an Internet Protocol (II') address classifier. In some
embodiments, the process of FIG. 1 is performed by a (e.g.,
general purpose) processor or computer program product
{c.g.. embodied in a non-lransilory computer readable
medium) thal generates andfor outpuls a labeled training
data set.

At 100, a set of Internet Protocol (IP) addresses is
reecived, wherein cach 1P address in the sei ol 1P addresses
is associated with a corresponding set of {c.g.. one or more)
fcatures. lior brovity, a “sct of [P addresses™ and “corre-
sponding, set of features” are sometimes referred to herein
sinply as “II addresses” or “features.”

An Intermel Protocol (1P) address is a numerical label or
identifier that is assigned (o a router via which one or more
connected devices (e.g., a smartphone, tablet, laptop, com-
puter, gaming device, etc.) exchange data with other devices
ol a network bevond the router. The 1P address is used 10
exchange communications. traflic. and/or packets through-
oul the network. Por example. an IP packel may contain the
1> address of the sending host (device) and the I address of
the destination host (device) in the header of the IP packet.

The Tormal of an I[P address depends upon the version of
the IP Protocol used. For Internet Protocol version 4 (1Pv4),
IP addresses are a 32-bil number or value {c.g., 0.0.0.0
through 255.255.255.255 using base 10 digits). For Internet
Protocol version 6 (IPv6), IP addresses are a 128-bit number
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or value (e.g., 0000:0000:0000:0000:0000:0000:0000:0000
through (T T 00 LT T MMM using hexadecimal
digits). Some 1P addresses are designated as privale (c.g.
T, 192.168.x.x lor IPv4 and [c00:/7 Jor [Pv6. cle.)
and others are designated as public. In examples described
herein, private 1D addresses are not considered in this
classification process and are excluded. In the following
deseription(s), an 1P address means only public IP addresses
unless explicitly specilied otherwise.

In some embodiments. (he sel of 1P addresses that are
received or otherwise input at step 100 includes 1T addresses
that are obtained from historic and/or past II' wwathc. For
example, if the to-be-trained II* address classifier is intended
Lo classily trallic on a particular content delivery network or
platlorm {c.g.. associaled with and/or managed by Conviva
Inc.), then historic 1P traflic exchanged over thal content
delivery network or platform may be obtained and the 1P
addresses that are input or otherwise received at step 100
may be extracted or otherwise obtained from that histore I1?
trallic.

In some embodiments. the lealures are also obtained or
otherwise extracted trom the same historic ID tratlic nsed to
obtain the I addresses. In general, features comprise or
otherwise include information and/or metadata associated
with an I[P address. More detailed examples ol [ecatures are
deseribed below.

Returning 1o FIG. 1, at 102, for an II* address in the set of
I* addresses, the 1> address is evaluated based at least in part
on a sel ol (eg. one or more) inclusion criteria.

Allhough the term “inclusion criteria™ 1s used in this
example and other examples deseribed herein. some other
embodiments may use or recite exclusion criteria. Concep-
mally, inclusion criteria and exclusion criteria are opposite

sides ol the same coin and the lechnigues described herein 3

are applicable o both inclusion crileria and cxclusion cri-
Leria.

It is noted that a naive approach may wvse all wput I
addresses and/or teatures (e.g., input or otherwise referred to
al siep 100y withoul excluding or otherwise [fillering out
some inpuls. In contrast, this wechnique takes a more seloc-
tive approach that tends to filter out at least some data from
the labeled training data set, hence the usage of inclusion
criteria. More detailed examples of inclusion (exclusion)
criteria are described below.

AL 104, [or the TP address in the set of [P addresses, a
reliability associated with whether the IP address is residen-
tial or non-residential is generated based at least in part on
the corresponding sel of leatures and the evaluation of the [P

address based al least in part om the set of inclusion criteria, s

l'or example, the reliability may be a likelihood. conlidence.
and/or certainty value about whether a label or decision
(whether a given [I* address is residential vs. non-residential)
is correcl. In some embodiments. the roliability that is

generated al 104 is a value within a range [rom 0% to 100%. s

In some embodiments, if the evaluation of the 1D address
{at step 102) indicates that the inclusion criteria is not
satisfied, then that IP address is excluded from the labeled
training data sel and/or no reliability value is generaled lor
that 1P address.

In some embodiments, a reliability that is generated at 104
is separate from a second (e.g., label) value that represents
a decislon or classification aboul whether an [P address 1s
residential or nom-residential. lor example, in some embodi-
moents. @ binary decision or classification (e.g., residential or
nop-residential) is also generated in addition to a (e.g.,
separate) reliability value.
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Alterpatively, in some embodiments, a reliability that is
generaled at 104 1s embedded or intertwined with a decision
or label (e.g., aboul whether an [P address is residential or
non-residential) in a single value or data object. lior
example, the value generated at 104 may range from -1 10
1 where the magnitude corresponds to reliability (e.g., a
larger magnitude indicates less reliability or certainty) and
the sign corresponds o a decision or classillcation {e.g.,
negative=residentialy positive=non-residential). "This range
ol values between =1 and | and assignment ol signs and
magnitudes 10 meanings are merely exemplary and are not
intended 1o be limiting. In some embodiments, a reliability
and/or label has some other range, such as -1 to 1, 010 =,
cle. andfor some other associaled meanings.

In this example, a reliabilily is nol necessarily generated
al step 104 [or every 1P address that is received or input al
step 100. In some embodiments, the inclusion criteria
describe one or more criteria, standards, tests, and/or thresh-

2 olds to evaluate whether (e.2., Yes nor No) a reliability is

generaled andior to whal degree its corresponding leatures
are used 1o generate the reliability. A more detailed example
ol inclusion criteria is deseribed below.

In some embodiments, features (e.g,., one or more of those
recited in step 100) are vsed 10 generate a reliability.
lixamples of Tealures and generation ol a reliability value are
deseribed in more detail below.

AL 106. Tor the 1P address in the sl ol 1P addresses. a
training sample is generated that includes the 1I* address, at
least some of the corresponding set of features, and a label.

In some embodiments, a label that is generated at step 106
includes a decision or classilication aboul whether that IP
address is residential or non-residential. as well as the
reliability value that is generated al step 104,

In one example of how a label is generated at step 106,
viewer identifiers and public [I* address pairs (e.g., (viewer
identifier, public 1P address)) trom a (e.g., separate or
otherwise) data source are used Lo generate the labels in the
labeled training data sel. In some embodiments. a viewer
identifier is treated as equivalent (o a subscription or sub-
scriber identifier. For example, if'a public II* address is used
by 100 different viewers (subscribers), then it is more likely
to be a non-residential IP address, and the count or number
ol viewors (subscribers) lor a public [P address is used 1o
generale a label. In a “hard decision™ example, pairs of
viewers (subscribers) and public ID addresses are generated,
then the pairs are sorted or grouped by public [P address, and
then the number of pairs [or a given public [P address is
counted. IT (at least in this hard decision example) the count
for that public IP address exceeds 100 (or some other
threshold), then a (hard decision) label of non-residential is
assigned to that public IP address.

It is noled that the public IP address is the publicly
available or advertised [P address: examples thal are
described herein which reter simply 1o an “II* address™ may
be interpreted to mean the public IP address if the private I
is not known.

In some cmbodiments. steps 102, 104, and 106 arc
repeated for other [P addresses in the sel of 1P addresses
{e.g., received at step 100) where the training samples for the
other [P addresses are also included (e.g., if appropriate,
bascd on (he inclusion eriteria) in the labeled training data
sl

AL T08. a labeled training data set is oulput that includes
the training sample, wherein an I address classifier is
trained vsing the labeled training data set.
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It may be Lelptul to illustrate an example syvstem which
perlorms the technigues deseribed herein within the context
ol an example usage scenario. The lollowing ligures illus-
trate such an example.

FIG. 2A is a diagram illustrating an embodiment of a
system that includes a labeled training data set generator and
training module which produce a trained [P address classi-
fler. In this example, the labeled training data sel gencralor
(200} is an example of a svstem or device that performs the
process of FIG. 1.

In this example, an unlabeled training data set (202),
which in this cxample includes {eg., unlabeled andior
unclassificd) 1P addresses and (value(s) [or) leatures, is input
into the labeled training data set generator (200). In FIG. 1,
for example, this corresponds to step 100,

In some cases. one ol the lealures is unoblainable.
unavailable. and/or not applicable lor an 1P address in the
unlabeled raining data sel (202). In some such embodi-
ments, a corresponding or representative value (e.g., NULL,
a Zzero value, a minimum value, a maximum value, etc.) is
used [or or 1o indicate an unobtainable. unavailable, andior
not applicable leature. More detailed examples ol leatures
are described in more detail below.

The labeled training data set generator (200) outputs a
labeled training data set (204), for example, by performing
the process of FIG. 1. In this example. the labeled training
data set (204) that is oulpul includes IP addresses (which
may not necessarily include all of the IP addresses that were
mput by the labeled training data set generator (200)),
(value(s) lor) leatures (which similarly may nol nocessarily
include leatures  lor any  (illered-out or excluded 1P
addresses), and a label {e.g., whether that [P address 1s
residential or non-residential and/or a reliability for the I
address).

The labeled (raining data sel (204) is input inlo the 3

training module (206) and is used 1o train an [P address
classifier and outpul a trained [P address classifier (2084). In
some embodiments, the training module (206) uses regular-
izing gradient boosting (e.g., eXtreme Gradient Boosting
(XGl3oosL)) o perform the training. "This type ol regression
and/or training is merely exemplary and is not intended 1o be
limiting; any appropriate Tvpe of training may be emploved.

In some embodiments, the training module (206) uses a
variable, adjustable, and/or dynamic threshold to perform
the training. For example, suppose that the labels in the
labeled training data scl (2047 are values ranging between
and 1 and the labeled training data set (204) contained an
imbalanced or vneven distribution of these berween-0-and-1
values 5o thal a delanlt andfor Nxed threshold of 0.5 would

resull In oo many misclassifications (L.c.. poor training). lo s

counter this. in some embodiments. the training module
(2068) vses a (e.g., dvnamic) threshold that is obtained vsing
a Precision-Recall (PR) curve and a validation data set. To
put it another way, a validation data sel may be used Lo

obtain an oplimized (dynamic) (hreshold which in wrn s 5

used by the training module (206) 10 perform the training,

Once the trained II* address classifier (2084) is available
or otherwise ready, it may be used 10 classify current and/or
newer [P addresses. The [ollowing figure shows an example
ol this.

FIG. 2B is a diagram illustrating an embodiment of a
trained I address classifier that ovtputs classified IP
addresses. 163, 213 conlinues the example ol FPIG. 2A. In this
example. the traimed 1P address classificor (2085) inpuls (c.g..
new) unclassified 1P addresses and (value(s) lor) leatures
(210) and outputs classified I addresses (212) that are
classified as residential or non-residential.
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It is noted that the unclassified I addresses and features
{210} (hat arc mmpul in the example of I, 213 do nol
necessarily match (hose thal are in the unlabeled training
data sel (202) n I, 2A. For example, the 1P addresses in
data set 210 in FIG. 2B may be a newer and/or more recent
collection of 1P addresses compared to data set 202 i FIG.
2A. Bimilarly, features in data set 202 that were deemed 1o
be poor candidatles [or training (e.g., associaled with a
sparsely-used II* address which in turn produces an inacen-
rate and/or weak label of residential vs. non-residential) may
be present in data set 202 (input by the labeled training data
sel generator (200)) bul may not necessarily be present in the
data sel 210 (inpwt by the trained 1P address classifier
(2085)).

Ag ig shown in this example, in some embodiments, an II*
address classifier is trained (c.g., by training module (206))
using a labeled training data sel (c.g. 204) 1o become a
trained 1P address classilior (c.g.. 208a/2084) and (he trained
II* address classifier (e.g., 2085) inputs a second ser of

20 vnclassified II* addresses (e.g., 210) and outputs a second set

ol classified 1P addresses (c.g.. 212).

The classified 1P addresses (212) that are outpul by the
trained 1P address classifier (2085) may in turn be vsed by
a downstream process. The following figure shows an
example of this.

FIG. 2C s a diagram lusiraling an embodiment ol
classillied 1P addresses thal are used o generate houschold
aroups. In this example, a user of a smartphone (2200/2205)
uses their device at home (which is associated with a home
IP address (222)) as well as al a colfee shop (which s
associaled with a collee shop 1P address (224)). At home,
other devices besides the smartphone (220a) use the home
I* address (222), including a (e.g., network-accessible and/
or network-communicable) gaming device (226a) as well as
a connecled 1Y (228a).

Similarly. al the collee shop, other devices besides the
smarlphone (2206) use the collee shop [P address (2243,
including a laptop (230¢) and another smartphone (2324),
both of which are owned by emplovees or other patrons of
the collee shop who are not related o or otherwise afliliated
with the owner of the (irst) smartphone (220a/2204).

Information associated with these exemplary I addresses
(222 and 224), these devices (2204/2206 and 226a-2324),
and/or intormation (e.g., 1P traffic) that is sent to andfor
received [rom these devices (22002206 and 2264a-2324)
igfare collected or otherwise recorded. lor example, P
traffic, packets, frames, (established) sessions, or other
exchanged information may be collected. From this col-
lected information. (value(s) lor) ealures which are used 1o
classily the home [P address (222) and collee shop IP
address (224) are oblained.

To put FIG. 2C in context with FIG. 2B, the trained I’
address classifier (2085) in FIG. 2B may classify the home
IP address (222) and the collee shop 1P address (224) [rom
111G 2C based on Teatures Tor those 1P addresses and oulpul
classifications of residential tor the home II* address (222)
and non-residential for the coffee shop 11 address (224).

Classified ID addresses (234«), including the clagsification
ol residential lor the home IP address (222) and non-
residential lor the cofllee shop [P address (224). are inpul by
a household group generator (236). In this example, the
household group generator (236) creates clusters or groups
ol devices thal are belicved o belong o the same (c.g.,
residential) houschold. lior example. the devices in one of
these ereated houschold groups are believed (e.g.. by the
household group generator (236)) 10 belong 10 members of
a family or roommates living together. In this example, the
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household group generator (236) creates a household group
(2384) that includes the gaming device (2264), the con-
necled TV (228h). and smarlphone (220¢), all ol which are
associaled with the home 1P address (222).

Conversely, because the coftee shop 1P address (224) is
classified as non-residential, the household group (238a)
does not include the ether devices associaled with the coflee
shop P address (224), nor does the houschold group gen-
erator (236) create a (second) household group (240) that
cludes the (first) smartphone (2204), the laptop (2305),
and second smartphone (232h) bhased on hon-residential
classification of the coflee shop [P address (224).

In this example. the houschold group gencrator (236)
groups or otherwise clusters devices together. In some other
embodiments, a household group generator groups together
other things such as users, subscribers, or clients (e.g., where
4 (device) clienl may be a soltware installation on a device
associaled with an applicalion. a mobile app, andfor an
Internet browser application; each client is associated with
an installation identifier, reterred 1o herein as a client iden-
tifier (elicntl]?)). Also, for simplicity and to preserve the
readability of the figure, other inlormation {e.g., in addition
10 the classified II* addresses) which the household group
generator (236) may vse 1o create household groups (or not)
is 0ot shown in this example. Depending upon the imple-
merntation of the houschold group gencrator (236). appro-
priale information is passced Lo the houschold group genera-
tor (236).

The techniques described herein improve the performance
ol a (e, compuler) system in a varlely ol ways. For
example. the classilications (c.g., 234a) which are more
accurale than belore may in lum produce smaller houschold
groups (e.g., 238«¢) and therefore less storage space is
required 1o store the household group information. For

example. some other lechniques may produce a less aceurale 3

[P address classiller which in tum erroncously classifics the
collee shop IP address (224) as being residential. [T this
incorrect classification were passed to the household group
generator (236), an inaccurate household group (240) con-
sisting ol the (1irst) smartphone (22047, (he laplop (2304).
and sceomd smariphone (2324) would be created and need (o
be stored. This is an unnecessary and wastetul use of storage
resources, which may be a limited and/or finite resource.
Another way in which the techniques described herein
improve the perlormance of the (c.g., computer) system is
by producing more aceurale houschold group information
which in turn may be used 10 make better cache management
decisions, including what 1o cache, how long 1o let content
persist in a cache, cache sive allocated lor a given houschold

or ather group. cle. lor cxample, suppose the devices in the s

home (2264, 2284, and 2204) request conlent which is
stored in a content source (246) and which may (sometimes)
be available in a cache (248). Household group intormation
(2385 is passed 0 a cache manager (242). The cache

manager (242) uses the houschold groups {(and possibly s

other intormation) to decide content to move over from the
content source (246} to a cache (248), in anticipation of a
request from a device in the home (e.g., 226qa, 228q, or
2203, IT the cached content {244) is requested by a device
in the home (c.g.. 2264. 2284, or 2204), then the content will
be able to be delivered faster than if the content were coming
from the content source (246). By generating more accurate
IP address classilications, more accurale houschold groups
can be crealed. which in lum enables betler {e.g.. a higher
cache hil rale) decisions aboul what o cache.

Yet another way in which the techniques described herein
wprove the performance of the (e.g., computer) system is

[
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by producing more accurate information which in turn may
be used 10 make beller decisions about a conligurable
network andfor the resources. Lior example. houschold group
inlormation (238¢) andior classificd IP addresses (23464) are
passed to a controller (252) which uses this information 1o
{re-jconfigpure a configurable network and/or allocate
resources (254). For example, more processors or other
resources (e.g., which respond 1o requests, provide content,
cle.) may be allocated lor certain types of 1P addresses, or lor
houschold groups with more devices or users. Or, the
topology and/or distribution of resources (e.g., local and/or
intermediate nodes) within a configurable network may be
adjusted or otherwise allocated based on household group
inlormation (238¢) andfor classificd IP addresses (23458).
These resources are [inile and so betler houschold groups
{238¢) and/or classificd [P addresses (2344) will cnable a
better network configuration and/or allocation of resources
which in e produces better network performance (e.g.,

2 taster delivery of content).

As is shown in (his example. in some embodiments. a
houschold group generalor (c.g.. 236) inpuls a sccond sel of
classified IP addresses (e.g., 234¢) and generates a house-
hold group (e.g., 238«¢) and content (e.g., 244) in a cache
{e.., 248) and is managed (e.g., by a cache manager (242))
based al least In part on the houschold group (e.g., 2385).

As is shown in (his example. in some embodiments. a
household group generator (e.2., 236) Wnputs a second set of
classified IP addresses (e.g., 234¢) and generates a house-
hold group (c.g., 2384) and a conliguration associated with
a conligurable network (e.g., 254) is adjusted based al least
in part on one or more ol the following: the houschold group
{e.g., 238¢) or the second set of classified 1P addresses (e.g.,
234b).

Returning brielly 1o FIG. 1. step 10 relers (o leatures and
step 102 relers (o inclusion criteria. “The following (igure
deseribes a more detailed example of [eatures and inclusion
criteria.

FIG. 3 is a diagram illustrating an embodiment of fea-
lures, inclusion criieria. and labels. As is shown in this
cxample, in some embodiments, (a corresponding sel ol)
features (e.g., 300) includes one or more of the tollowing:
sesgion information (e.g., 302) or proprietary information
{e.g., 304). As is shown in this example, in some embodi-
ments, (4 sel of) inclusion criteria (e.g., 3107 includes one or
more of the [ollowing: a special case (c.g.. 314). a propri-
etary-based blacklist (e.g., 316), a super I (e.g., ¥18), oran
encountered bad case (e.g., 320). As is shown in this
cxample, in some embodiments, a label (c.g.. 322) includes
an [P address ratio (c.g.. 312). In some embodiments, a picee
ol information [alls inlo more than one calegory (c.g. in
some embodiments, a super [I* (318) may be considered a
type of proprietary-based blacklist (316) if both are based on
propriciary information (3047).

In this example. the features (300) include session inlor-
mation (302). For example, in some streaming applications,
a session is established 1o stream content between a content
source and a (e.g., streaming or plavback) client on an end
or destination device. In general, session inlormaltion refers
lo metadata. {e.g.. packel) header field values, andior other
information associated with such a session-based streaming
event.

More specilic examples ol session summary inlormation
include a client identifier {e.g., assoclated with a client, such
as an Inlernet browser application, which runs on a device
and displavs content), a viewer identifier, a subscriber iden-
tifier (e.g., associated with a subscription account), a session
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identifier, an IP address (such as a public IP address),

geographic and/or location inlormation, device moetadata.
video gualily metrics, cle.

In various embodiments, session  information  (302)
cludes session summary information in various schema
and/or formats. In some embodiments, session information
(302} is obtained [rom and/or assoclaled with a separale dala
source.

The following list includes 20 examples of session infor-
mation {302) and/or features (300):

1) mumNonStationarvDevices (i.e, a number of non-
slationary devices (c.g.. mobile deivices, smartphones.
and laptops are classilied as non-stationary devices
while larger Smart TVs are classified as stationary)
associated with a corresponding IP address over the
measurcment period. )

2y numllevices (i.c., a number of devices assoclated with
a corresponding [P address over the measurement
petiod)

3) deviceModelCountP9% (i.e., a (count at a)99” percen-
lile ol a device model count (distribution) associated
with a corresponding [P address over the measurement
petiod)

4) numMobileDevices (ie., a number of mobile devices
associated with a corresponding IP address over the
measurcment period)

3) deviceModelCountP93 (i.c., a (count al 295™ percen-
tile of a device model count (distribution) associated
with a corresponding IP address over the measurement
period)

6) num BroadbandClientlds (i.c.. a number ol broadband
client identifiers associated with a corresponding 1P
address over the measurement period)

7y cliemtCountMedian (ie., a median value of a client

identifier count {distribution) associated with a corre- 3

spomding 1P address over the measurement period)

8) civldeviceModelCountP99 (ie.. a (count al a)99" por-
centile of a comnected TV (CTV; epg., smart TVs,
streaming devices, gaming consoles, ete.) device model
count (distribution) associaled with a corresponding 1P
address over the measurement period)

9 deviceModelCountMedian (i.e., a median value of a
device model count (distribution) associated with a
corresponding I address over the measurement petiod)

107 client1dCountP25 {i.c., a (count al 2)95% pereentile of
a client identifier count {distribution) associated with a
corresponding I address over the measurement petiod)

11y numBroadbandclientlds_perDay (le., a number of
broadband client identiliers por day associaled with a

corresponding 1P address over the measurement period) =

123 numPublishers (i.c., a number of {content) publishers
associated with a corresponding IP address over the
measurement period)

13y cellular8essionsPetl (Le.. a pereentage ol ecllular

sessions (oul ol all sessions) associaled with a corre- s

sponding, II* address over the measurement period)

14) ctvDeviceModelCountP85 (ie., a (count at a)#5™
percentile of a connected TV (CTV; e.g., smart TVs,
slreaming devices. gaming consoles. ele.) device model
count (distribution) associaled with a corresponding 1P
address over the measurement period)

15) numDevices perDayv (ie., a mumber of devices per
day associaled with a corresponding 1P address over the
measurcment period)

163 numClientd {i.c.. a number of client identilicrs asso-
ciated with a corresponding II* address over the mea-
surement period)

1
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17) numBroadbandSessions (i.e., a number of broadband
sessions assoclaled with a corresponding [P address
over (he measurement period)

18} clvleviceModelCountP735 (e, a (count al a)75™
percentile of a connected TV (CTV; e.g., smart TVs,
streaming devices, gaming consoles, ete.) device model
count (distribution) assoclaled with a corresponding [P
address over the measurement period)

In some embodiments, the above examples of session
information (302) and/or features (300) are ordered accord-
ing 1o importance where a higher importance corresponds 1o
a given [ealure having a larger clleel and/or weight when
training the 1P address classifier. To pul il another way,
importance may be indicative of the impact a given teature
will have on the training of the I address classifier.

As is shown [rom the first Tlist (above), in some embodi-
ments, a corresponding set of [ealures includes one or more
ol the ollowing: a number of broadband clients. a number
of broadband sessions, a mimber of clients, a number of

20 devices per day, a umber of mobile devices, a number of

non-stationary devices (e.g., laplops; streaming devices such
as Rokul, Chromecastit, Amaron Uiredd "IV slick; ole). a
nuber of non-stationary clients, a number of publishers, or
a Boolean valve describing whether the II' address is a
shared ID address.

As is shown [rom the first Tlist (above), in some embodi-
ments, a corresponding set of [ealures includes one or more
of the following: a median of a client connt, a percentile of
a client count, a percentile of a connected TV device model
count, a4 median ol a device model count. a percentile ol a
device model count. or a percentage ol cellular sessions oul
ol all sessions.

A second and longer list of examples of session intorma-
tion (302) and/or features (300) follows. For brevity, this
second list (below) does not include descriptions lor every
feature. but the meaning ol cach leature is apparent [rom the
abbreviated names and the descriptions from the st
shorter list (above).

1y ipestring (e.g., for IPv4, publiclp vsed as a string; for

IPv6, the first 8 clements of the publiclpvé used as a
string (e, comma scparated))

2) humSessions:long

3) humStationarySessions: long,

4) numNonStationarySessions:long

5Y numDesklopSessions:long

6) numPhoneSessions:long

7) numTabletSessions:long,

8) numCellularSessions:long

9 numDroadbandSessions:long

10} playMins:double

11} playMinsStationary:double

12) plavMinsNonStationary:double

13) plavMinsDesktop:double

14) playMinsPhone:double

15) playMins labletdouble

16) plavMinsCellular:double

17} plavMinsBroadband:double

18) stationarvSessionsPet:double

19) nonStationarySessionsPet double

20} desklopSessionsPet:double

21) phoneSessionsPet:double

22) tabletSessionsPet:double

23} cellularSessionsPet:double

24} broadbandScssionsPetdouble

25y numlevices:long

26) numStationaryDevices:long

27) numDesktopDevices:long,
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28) numMobileDevices:long,

28 num'Tablet devices:long

307 numNonStationary devices:long

31 numPublishers:long

32) numClientlds:long

33} numStationaryClientIds: long

34 numNonStationaryClientIds: long

35 numbDesklopClientlds:long

36) numPhoneClientlds: long,

37) numTabletC lientIds:long,

38) numCellularClientIds:long

39 numBroadbandClientlds:long

407 numAssels:inleger

41} deviceModelCoumnP25:1ong,

42} deviceModelCoumMedian:long

433 deviceModelCountP75:1long

443 deviceModelCounP95:long

45Y deviceModelCounP9%:long

46) clientldCountP25:long

47} clientldCounntMedian:long

483 clicntldCountP75:long

49 clicntldCount P95 long

50) clientldCountP99:long

51} ervDeviceModelCountPP25:long,

52} ervDeviceModelCountMedian:long,

533 etvDeviceModelCountP75:long

343 etvDeviceModelCountP93:long

55} ervDeviceModelCount*99:long

56) mobileDeviceModelCountl25:long,

57y mobileDeviceModelCountMedian: long

58 mobileDeviceModelCountP75:long

39 mobileDeviceModelCountP93:long

60} mobileDeviceModelCountP9%:long,

61} pevl23:long

623 pevMedian:long

633 pevP75:long

643 pevP95:long

65} pevl99:long

66} activeDays:long

673 ipSharing:long

68) numStationaryClientIds_perDay: double

69) numStationaryDevices_perDay: double

70} numDesktopDevices_perDay: double

71} numDevices_perDay: double

723 numBroadbandClientlds_perlay: double

73 numbDesklopClientlds_per]day: double

74) numClientld_perDay: double

Another type of feature (300) in this example is propri-
clary inlormation (304}, lor example. some companics

colleet or otherwise asscmble propriclary inlormation andior s

etary techniques andor proprietary sources) and make this
proprietary information available 1o subscribers or custom-
ers. In some embodiments. propriclary information (304)

includes {e.g., for a given [P address) an assoclated Internet s:

service provider (ISP, a connection tvpe (e.g., Cable/DSL,
cellular, ete)), and/or a vser tvpe (e.g., residential, non-
residential, ete.). In some embodiments, proprietary intor-
mation (3047 includes or otherwise comprises an [P address
geolocation database andfor web services (c.g.. associated
with an IP address). In some such embodiments, the pro-
prietary information (304) facilitates lookups or searches of
geolocation(s) based on [P address.

Although the propriclary information (304) may include a
user type or other ficld where one of the possible values 1s
residential, the proprietary information (304) may not nec-
essarily be directly usable as a label because the accuracy of
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the proprietary information (304) may be (relatively) low.,
lior example, suppose a range or block of IP addresses is
used by a company, bul the company moves ollices and the
block of IP addresses are reassigned. This is mercly one
example of why II* addresses are reassigned and there are
many other scenarios or reasons why [ addresses are
reassigned. The proprictary  inlormation (304) does nol
always refleet such changes in a Uimely manner and is oflen
out ol date.

In this example, labels (322} include an 1P address ratio
{312), which (in general) relates 1o a ratio that depends upon
or is olherwise related (o a given [P address. The inclusion
criteria (310) include special cases (314). propriclary-based
blacklist (316), super II' (318), and encountered bad cases
(320). In some embodiments, inclusion criteria (310) are
generated from one or more of the features (300). The
lollowing examples describe embodiments of features (3003,
inclusion criterion (3103, and labels (322) in more detail.

EXAMPLE 1—IP Address Ratio (312)

In this example. il an 1P address is identified o serve
multiple accounts, then the reliability and/or relevance of
that IP address to identify an individual account is reduced.
This inverse proportionality is used in this example 1o
generale a label (322) comprising a ratio (312) of same-
account clicnt identifier pairs o that ol all possible client
identifier pairs served by the I address over the training
petiod.

l'or example, supposc a (irst 1P address (c.g., 1P_addr_1)
has served or is otherwise associaled with Nve client iden-
lifiers (c.g.. clidl, clid2. ¢lid3, clidd, and clidS). OF those
client identifiers, three client identifiers belong to or are
associated with a first account identifier (e.g., client identi-
fiers clidl. ¢lid2, and clid3==account vidl_ccl) and ihe
other two client identifiers belong (o or are associated with
anotlher account identifier {c.g.. client identifiers clidd and
clidS«=account vid2_ccl). In some embodiments, instead of
using account identifiers to generate the ratio, some other
type ol identifier 1s used {(c.g.. viewer, user. subscriber, ele).

To pul these picees of inlormation inte conlext with I,
3, the first 1D address (e.g., I’_addr_1), client identifiers
{e.g., clidl, clid2, clid3, clid4, and ¢lidS), and account
identifiers (e.n., vidl_cel and vid2_ce2) are examples of
and/or may be obtlained [rom sesslon information (302) in
features (300).

Returning 1o the example generation of an [P address ratio
criteria (312), the complete or total set of (e.g., all possible)
client identifler pairs is: (clidl. clid2). {clidl, clid3), (clidl,
clidd), (elidl. ¢lid3). (clid2, clid3), (clid2. clid4). (clid2,
clids), (clid3, clidd), (clid3. clid5). and {clid4, clidS). To put
it more succinetly, there are (7)) (i.e., 5 choose 2 or 5C2) 10
total client identifier pairs.

O the client identifier pairs. the lollowing arc ones where
both client identifiers in the pair are associated with the first
account identifier (ie., vwidl_ccly (clidl, clid2), (clidl,
clid3), and (clid2, clid3). In other words, for account iden-
tifier vidl_ccl, there are (,°) (i.e., 3 choose 2 or 3C2) 3
same-account client identifler pairs.

The lollowing client identifier pairs are ones where both
client identifiers in the pair are associated with the second
account identifier (i.e., vid2_cc2): (clid4, clid5). For account
identifler vid2_ce2, there are (,7) (1. 2 choose 2 or 202)=1
same-account client identifler pairs.

Therelore, the ratio of same-account client identifier pairs
to that of all possible client identifier pairs associated with
IP*_addr_1 in this example is:
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In some embodiments, this example of an IP address ratio
(312) (specifically. a ratio of the number of same-account
client identifier pairs o the number ol olal client identifier
pairs) is used as a reliability value andfor label (322). For
example. as noted above, the higher this ratio is. the less
reliable the associated IP address is.

The following figure describes this example more for-
mally andfor generally in a flowcharl.

FIG. 4 is a llowchart illustrating an embodiment of a
process 10 generale a reliabilily using an [P address ratio. In
some embodiments, step 104 in FIG. 1 includes or is
otherwise implemented nsing the process of FIG. 4.

AL 400, a number of same-account client identifier pairs
is determined. In the ahove example, (¥}, 71=4 lor account
identifiers vid1_cel and vid2_ce.

At 402, a number of total client identifier pairs is deter-
mined. In the above example, (;*)=10.

At 404, a ratic of the number of same-account client
identifier pairs o the number of otal client identilier pairs is
determined {e.r., 410

[n some embodiments, the ratio (e.g.. generated at 404) 1s
output and is vsed in a label (e.g.. as part of a process to

generate a labeled training data set). In some embodiments, -

the ratio is nsed in further decision making or a subsequent
translormation. For example. the ralio may be compared
arainst a threshold. For example, the higher the ratio s, the
less reliable and/or relevant the comesponding 1P address is.

[
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As such, if the ratic is above the threshold, then the IP

address in question is excluded from the labeled waining
data set (at least in this example).

Relurning Lo FIG. 3. the Tollowing example describes a
special case (3143 in the inclusion criteria (310).

EXAMPLE 2—Special Cases (314)

[n this example, P addresses thal are associated with a
single client identifier are undesirable for training purposes
because the imfommalion associated with such an [P address
has low vsefulness, not providing more vsefnl information
for the classification In some embodiments, any [P address
thal meets this criterion (i.e.. an 1P address thal only services
or is associaled with a single client identifiery 15 excluded
using the special cases (314 in inclusion criteria (310).

The following figure describes this example more for-
mally andfor generally in a flowchart.

FIG. 5 is a llowchart illustrating an embodiment of a
process 10 evaluale an [P address based on a special case,
such as an [P address that is associated with a single client.
In some embodiments, step 102 in FIG. 1 includes or is
otherwise implemented nsing the process of FIG. 5.

AL 500, 2 number ol client identifiers associaled with the
[P address in the sel ol 1P addresses 15 determined. To use the
identifiers from the first example, the exemplary IP address
(i.e., IP_addr_1} is associated with five (5} client identifiers
(i.e.. clidl-chdsy.

AL 302, there is a check i the number of client ideniiliers
equals one (1 I so. at S04, the 1P address in the set ol IP
addresses is excluded (e.g.. from the labeled training data
set). To put it another way, that data point may be dropped.
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It the check at 502 results in 4 No, the process ends (i.e.. and
the 1P address is nol excluded).

For example, since IP_addr 1 serves or is otherwise
associaled with five (5) client identiliers (i.e.. chidl-clid3).
that [P’ address is not excluded (e.g.. from the labeled
training data set).

Remrning to FIG. 3. the following example describes a
proprielary-based blacklist (3163 in the inclusion crileria

(3100,
EXAMPLE 3—Troprietary-Based Blacklist (316)

[n this example, the proprietary mlormation (304) in
features (300) is vsed to generate a proprietary (informa-
tion)-based blacklist (316) in the inclusion criteria (3107, In
this example, the proprietary-based blacklist (316} is a
blacklist thal is generaled based al least in parl on the
proprietary information (3043, For example, the proprietary
information (304) may include the (e.g.. name of the) IST,
the connection type, and a user type for a given IP address.
In this example. il an 1P address has a conneclion type other
than Cable/DSL and a user type other than residential, then
the proprietary-based blacklist {e.g.. isBlacklisthbm} is sel 1o
TRUE.

In other words, if connection_type=Cable/DSL, then
isBlacklistMm is sel o FALSE {e.r., independent ol user_
lype). That is, an [P address s nol blacklisted I
connection_type=Cable/DSL (at least not at this point, based
on the proprietary information}. For example, this may be
because an IP address with a Cable/DSL connection is a
good (or al least bellery data point for training compared Lo
IP addresses with non-Cable/DSL connection Lypes.

Similarly, if nser_type=residential, then isBlacklistMm is
set to FALSE (e.g.. independent of connection_type). To put
it another way, an I’ address is not blacklisted (at least at this
poinl,  bhased  on  the proprietary  informationy il
user_lype=residential because an [P address associaled with
a residential vser type may be a good (or at least better) data
point for training compared to IP addresses with a non-
residential user Lype.

[n this example, the proprietary information (304) has low
aceuracy so in some embodiments, additional eriteria (e.g..
in addition to isBlacklistMm) is wsed to exclude an IP
address from a labeled training data set. To put it another
wity, in some embodiments, isBlacklistMm is not sulficient
Loy exclude an [P address from a labeled training data sel. The
following figure describes an example of this.

EXAMPLE 4 IP Address Ratio (312), Super IP
(318), and Encounlered Bad Cases (3200

For convenience, values associated with generating the
exemplary reliability valve are consolidated into Table 1
{shown helow). Each row in the lable may comrespond to a
data sample (e.g.. oblained rom and/or cormesponding Lo a
session vsed to exchange streaming content).

TABLE 1

Example values used w generate a reliability value for an IP address,
For brevity, only dama associated with TP addr 1 is shown,

IP Client Connected Viewer

Acledress ldentificr Clotnponenl. Llentifier  Comtnenls
1P _acldr_1 chidl el vidl Parcnl 1
IP_addr_| cligl? cel vidl Parent |
1P _acldr_1 chid3 el vid2 Parcnl 2
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TABLE 1-continued

Tixarmnple valucs uged 1o generate o reliability valne ot an 1P adidress.
Far brevity, only data associated with IP addr 1 is shown,

r Client Connected Viewer

Address Identifier  Component [dentifier Comuments

[P_addr 1 clid4 cid viid Child 1 {children
share an account]

Il addr 1 ¢lids el vid3 Cluld 2 ¢children

share an weconm)

In this example, a reliability value (gtCondition) is gen-
crated in mulliple sleps. Pirst. connected components are
identified. collected, or otherwise generaled. Vor example.
connecled components may be generated using pairs ol
client identifiers and II* addresses (e.g., (clientld, II%)). The
term “‘connected component™ is a term wsed in graph theory,
in which all the verrexes are reachable with edges. It is
somelimes abbrevialed as “cc”. referring o a part ol the
graph that all the vertexes (that are [P addresses and clien-
Ids) are reachable in the graph.

For example, as shown in Table 1, the client identifier and
II* address pairs in this example are: (IP_addr 1, clidl),
(IP_addr_1, clid2), (IP_addr_1, clid3), (IP_addr_1, clidd),
and (IP_addr_1, clid5) for [P_addr_1. l'or those pairs. the
connecled components (e.g., devices) that clients ¢lidl-clids
ron on (or are otherwise associated with) are determined. As
shown in Table 1, clients clidl-clidS correspond to con-

necled components cel, cel. ce3. ced. and ccS, respectively, 3

l'or example, Parent 1 uses a single device {(cel) o oblain
content or other inlormation using a lirst client (clidl) and
a second client (clid2). For example, the first client (clidl)
may be associated with an Internet browser application and

the seeond client (€lid2) may be associated wilh a streaming 3

SCPVICC app.

Second, client identifier and conneeted componentviewer
identifier (clientld-ce_vid) pairs are generated. In this
example this is done by combining {e.g., appending or
concalenaling) a connecled component (ce) with a viewer
identifier (vid). Conceplually, combining a conneeted com-
ponent (cc) with a viewer identifier (vid) creates a single
data object {connected component/viewer identifier), which
for breviry and/or simplicity is sometimes referred 1o herein
as ce_vid. The comnected componentviewer identifiers
{ce_vid) are in (un used o generale pairs (e.g., (clientld.
ce_vid)) of client identifiers (clientld) and connected com-
ponents/viewer identifiers (cc_vid).

lor conlexl. a viewer identifier may not be completely

reliable by itsell {e.g., due 1o inaccuracy andior conlamina- s

tion introduced by password sharmg andior a  shared
account). Therefore, in this example at least, an identity
graph is run on (clientld, II') pairs to obtain a component
identifier {componentld) 1o be used as the conneeled com-

porent {e¢) value (see the (irst step, above). The resulting s

ce_vid produced by this second step produces a better label
(e.g., better able 1o identify an individual subscription,
which may be desirable in at least some applications).

In Table 1. for example. both parents have thelr own
viewor identifier (c.g.. they have their own accounts. logins.
and/or nser credentials): vidl and vid2. However, the chil-
dren share a (e.g., single) viewer identifier: vid3. For the
information shown in Table 1, the sceond slep would output
client identifier and connected component/viewer identilier
(clientld. ce_wvid) pairs ot (clidl, ccl_vidl), (clid2.
cel_vidl), (clid3, ec3_wid2), (clid4, ccd_vid3), and (clid5,
ceS_vid3).
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Third, all pairs of client identifiers (clientld A, clientldB)
that share the same connecled componentviewer identifier
fee_vid) are identified or oltherwise generaled (c.g.. inde-
pendent ol IP address). For cxample, (clidl. cel_vid1) and
{elid2, cel_vidl) both have the same connected component/
viewer identifier (i.e., ccl_vidl) and so the pair (clidl, clid2)
would be outpul.

Fourth, client identifier and client identifier (clientId A,
clientldB) pairs that share a common I address as well as
connected component/viewer identifier (cc_vid) are output.
For example, (clientld, 1P} pair data is cross-reterenced with
the oulpul [rom the third step o identily pairs where the IP
address is used by both the first and second client identifier
{clientld A and clientldB) in the pair. Note that the check for
the same connected component/viewer identifier (cc_vid)
was perlormed in the third step. This dala is used o oblain
or otherwise caleulale a number {e.g.. more accurale and/or
truc) ol client identifier and client identifier pairs connected
by the same [P address.

Asg noted above, tor brevity, Table 1 only includes data for
IP_address_1 so this slep iy negligible for this example
collection of data. For completeness, il is noted (hat since
both clid] and ¢lid2 in the pair (clidl, clid2) nse and/or are
associated with IP_address_1, the pair (clidl, clid2) passes
the test.

To illustrate this point more clearly using subscripl mark-
ups. the pair:

(clidl=subscript=Il*_address_1-</subscript=,

clid2<subscripr=IP_address 1<Ysubscript>)
would pass (he test because both client identifiers {clidl and
clid2) are associaled with (he same 1P address (1P_ad-
dress_1) bul the pair:

(clidl=subscript=Il*_address_1-</subscript=,

clid2<subscripr=IP_address 2</subscript>)
would not pass the est becanse clidl and clid2 are associ-
aled with IP_address_1 and 1P_address_2. respectively,
which are not the same.

Fifth, from the (clientld, I’} pair data, the total (e.g.,
possible) number of client identifier and client identifier
{clientldA. clientId]3) pairs assoclaled with a given P
address is determined {e.g.. withoul requiring both client
identifiers 1o have the same cc_vid). From this total mumber,
the ratio of the (e.g., refined) number of “true™ pairs 10 the
total humber of pairs is nsed as the gtCondition valve (e.g.,
which is in turn used as the label (322) andior reliability
value).

In some embodiments, [P addresses with high reliabiliny
will have gtCondition values closer 10 1.

Tuming bricfly o FI¢. 4, as is deseribed in this example,
in some cembodiments. determining a number ol same-
accounlt client dentifier pairs includes determining a refined
nuber of same-account client identifier pairs, wherein both
accounts have a same connected component and viewer
identilier {e.g.. a same ce_vid).

In this example. the giCondition gencrated above is
discarded and/or the I address is excluded from the labeled
training data set it the IP address is identified as a super 1P
Conceptually, a super 1P is associated with a lot of client
identifiers (clientlds). Quantitatively. in this example, the
super [P criteria (318) are:

1) ipSharing=1000; OR

2) numBroadbandClientlds=300; OR

3 (numClientId=500% AND (ipSharing=13.
where ipSharing is the number of client identifiers (clien-
Uds) sharing the same 1P address. I any of the above super
1P criterion is satisfied, then ptCondition is discarded or
otherwise not generated and/or the I address is excluded.
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In this example, the giCondition generated above is
discarded andior the 1P address is excluded il the 1P is an
encountered bad case. Conceplually, an encountered bad
case represents or otherwise indicates that the [P address in
question cannot be reliably determined as residential or
nop-residential. Quantitatively, in this example, encountered
bad case criteria (320) are:

1) (1sB3lacklistMm=TRUL AND cellularSessionsPet=0.5

ANI numDevices=50): OR

2y (mumDevices=307 AND (ipSharing=17.

It any of the above encouwmtered bad case criterion is
satisfied, then grCondition is discarded or otherwise not
generated and/or the [ address is excluded. It is noted that
is]3lacklistMm in this cxample s oblained or otherwise
generated as described above in the third example (which
deseribes a propriclary-based blacklist (3167).

In some embodiments, a gtCondition value is not able to
be generated for all II* addresses, because a subscription
identifier may only be available for some accounts. For
example. suppose (hal among the 1.213 1P (c.g. [Pvd+IPv6
Prelix) addresses encountered every momth. only 50M 1P
address can be found with the subscription identifier enabled
accounts. Bven among this 50M, some IP address will be
sparsely used and the label thus caleulated may not be
accurale {c.g. weak labels). In some embodiments, by
training using the labels versus the Teatures, the model 1s
able 10 handle weal labels that are sparse and do not show
similar behavior (e.g., becanse context is provided via the
reliability value).

The usage ol a super 1P (318) or encountered bad case
(3200 as inclusion {or allernatively. exclusion) criteria (310)
is described more generally and/or formally in flowcharts
below.

IIG. 6 15 a lowchart illustrating an embodiment ol a3

process Lo evaluale an [P address based om super [P criteria.
In some embodiments, step 102 n FIG. 1 includes or is
otherwise inplemented using the process of FIG. 6.

At 600, a number of things that share the I address in the
sel of IP addresses is determined (c.g.. ipSharing). or
example. the number may be ol or based on viewer idenli-
fiers, client identifiers, connected components, ete.

At 602, a number of broadband client identifiers associ-
ated with the II' address in the set of II' addresses is
determined (c.g.. numB3roadband(lienilds).

AL 604, 2 number of client identifiers associaled with the
II* address in the set of II' addresses is determined (e.g.,
numClientld).

AL 606, it is determined whether one or more threshold-

hased lests are excecded using one or more ol the number 5

ol things. (he number ol broadband client identifiers. and the
number of client identifiers. See, for example, the three
super 1D threshold-based tests described above. Note that in
the third test, (numClientId=500) AND (ipSharing=13. so in
some embodiments a threshold-based test includes two
thresholds both being satisfied or otherwise met.

If it is exceeded at 608, then at 610, the IP address in the
set of II* addresses is excluded (eg., from the labeled
training data set that is outpul. and/or the reliability value is
discarded or not generated in the [irst place. cle.).

If the decision at step 608 is No (ie., it i3 not exceeded),
then the process ends (e.g., and the process skips the
exclusion siep al 610).

IIG. 7 15 & lowchart illustrating an embodiment ol a
process o evaluale an [P address based on an encounlered
bad case. In some embodiments, step 102 in FIG. 1 includes
or is otherwise implemented vsing the process of FIG. 7.
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At 700, a number of things that share the IP address in the
sel ol 1P addresses is determined (e.g.. ipSharing).

AL 702, a proprictary-based blacklist associaled with the
IP address in the sel of [P addresses is delermined (e.g.,
isBlacklisthlin).

At 704, a percentage of cellular sessions associated with
the 1P address in the set of [I* addresses is determined (e.g.,
cellularfessionsPet).

Al 706, a number of devices associated with the TP
address n the sel ol 1P addresses is determined (e.g.,
mimDevices).

At 708, it is determined whether one or more threshold-
based tests are exceeded vsing one or more of! the number
ol things. the proprictary-based blacklist, (he pereentage of
cellular sessions, and the number of devices. See, [or
cxample, the two encountered bad case threshold-based tests
described above.

If it is exceeded at 710, then at 712, the IP address in the

oy sel ol 1P addresses is excluded (c.g.. from the labeled

training data set that is oulpul. andfor the reliability value is
discarded or not generated in the first place, ele.).

It the decision at step 710 is No (i.e., it is not exceeded),
then the process ends (e.g., and the process skips the
exclusion slep at 712).

Although  the  loregoing  embodiments  have  been
described in some detail for purposes of clarity of under-
standing, the invention is not limited to the details provided.
There are many alternative ways of iimplementing the inven-
tion. The disclosed embodiments are illustrative and nol
reslriclive.

What is claimed is:
1. A system, comprising:
a memory: and
a processor coupled 1o the memory and conligured to:
receive 4 sel ol Inlernet Protocol ([P addresses,
wherein each ID address in the set of ID addresses is
associated with a corresponding set of features;

[or an IP address in the set ol 1P addresses, evaluale the
IP address based at least in part on a set ol inclusion
criteria;

for the II* address in the set of I’ addresses, generate a
likelihoad that the 1D address is residential or non-
residential based al least in part on the corresponding
sel of features and the evaluation ol the IP address
based at least in part on the set of inclusion criteria;

for the II* address in the set of I’ addresses, generate a
training sample that includes the 1P address, al least
some of the corresponding sel ol Teatures. and a
label: and

output a labeled training data set that includes the
training sample, wherein an I address classifier is
trained using the labeled training data sel.

2. The system ol claim 1. wherein:

the 1P address classifier that is trained using the labeled
Training data set becomes a trained IP address classifier;
and

the trained 1P address classifier inpuls a second sel of
unclassificd 1P addresses and oulpuls a sceond sel of
classified II' addresses.

3. The system of claim 2, wherein:

a4 houschold group generator inpuls the second sel of
classificd 1P addresscs and generales a houschold
group; and

content in a cache is managed based at least in part on the
howsehold group.
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4. The system of claim 2, wherein:
a houschold group generator inputs the sceond set of

group: and

a configuration associated with a configurable network is
adjusted based at least in part o0 one or more of the
following: the household group or the second set of
classilied 1P addresses.

5. "The sysiem of claim 1, wherein the corresponding scl
of Teatures includes ome or more ol the [ollowing: a number
of broadband clients, a number of broadband sessions, a
number of clients, s number of devices per day, a number of
mobile devices, a number of non-stationary devices, a
number ol non-stationary clients. a number ol publishers. or
4 Doolean value describing whether the 1P address is a
shared [P address.

6. The svstem of claim 1, wherein the corresponding set
of features includes one or more of the following: a median

of a client count, a percentile of a client count, a percentile »

ol a connected TV device model count, a median ol a device
model count, a percentile of a device model count. or a
percentage of cellular sessions out of all sessions.

7. The system of claim 1, wherein the corresponding set
of features includes one or more of the tollowing: session
information or propriclary information.

8. The system ol claim 1, wherein the set of inclusion
criteria includes one or more of the tollowing: an 1P address
ratio, a special case, a proprietary-based blacllist, a super II,
or an is encountered bad case.

9. The sysiem ol claim 1, wherein evalualing the 1P
address based at least in part on the sel of inclusion eriteria
ineclndes:

determining a number of same-account client identifier

pairs:

determining a number of total client identifier pairs;

determining a ratio ol the number ol same-account client

identifier pairs 10 the number of total client identifier
pairs; and

comparing the ralio against a threshold.

10, The system ol claim 1. whereln evaluating the 1P
address based at least in part on the set of inclusion criteria
ineclndes:

determining a number of client identifiers associated with

the 1P address in the set of 1P addresses; and

il the number of client identifiers equals one, excluding

the Il address in the set of 1D addresses.

11. The system of claim 1, wherein evaluating the I
address based at least in part on the sel of inclusion eriteria
includes:

determining a number ol things that share the 1P address

in the set of IP addresses;

determining a number of broadband client identifiers

associaled with the 1P address in the set ol 1P addresses:

determining a number ol client identifiers associaled with =

the IP address in the set of IP addresses; and

determining whether one or more threshold-based tests
are exceeded using one or more of: the number of
things, the number ol broadband client identifiers, and
the number of client identifiers.

12, The system of claim 1, wherein evaluating the I
address based at least in part on the set of inclusion criteria
includes:

determining a number ol things that share the 1P address

in the set of 1P addresses:

determining a proprietarv-based blacklist associated with

the IP address in the set of IP addresses;
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determining a percentage of cellular sessions associated
wilh the IP address in the sel o 1P addresses;

determining a number of devices associated with the IP
address in the sel of [P addresses: and
determining whether one or more threshold-based tests
are exceeded using one or more of the number of
things. the proprictary-based blacklist, the percenlage
ol cellular sessions. and the number of devices.

13. A method, comprising:

receiving a set of Internet Protocol (II') addresses,
wherein each IP address in the set of I addresses is
assoclaled with a corresponding set of [eatures;

lor an [P address in the set of 1P addresses. evaluating the

Il address based at least in part on a set of inclusion
criteria;

lor the IP address in the sel ol [P addresses. generaling a

likclihood that the IP address is residential or non-
residential based al least in part om the corresponding
set of teatures and the evalvation of the IP' address
based at least in part on the set of inclision criteria;

lor the IP address in the sel ol [P addresses. generaling a

training sample thal includes the IP address. al least
some of the corresponding set of features, and a label;
and

outputting a labeled training data set that includes the

training sample. whercin an [P address classifier is
trained using the labeled training data sel.

14. The method of claim 13, wherein:

the 1P address classifier that is trained using the labeled

training data set becomes a trained 1P address classifier;
and

the trained 1P address classifier inpuls a second sel of

uiclassified 1P addresses and outputs a second set of
classified II' addresses.

15. The method of claim 14, wherein:

a4 houschold group generator inpuls the second sel of

classificd 1P addresscs and generales a houschold
group; and

content in a cache is managed based at least in part on the

houschold group.

16. The method ol elaim 13, wherein the corresponding
set of features includes one or more of the following: a
median of a ¢lient count, a percentile of a client count, a
percentile of a connected TV device model count, a median
ol a device model count. a percentile ol a device model
count, or a pereentage ol cellular sessions out of all sesslons.

17. The method of claim 13, wherein the set of inchision
criteria includes one or more of the following: an II* address
ralio, a special case, a propriclary-based blacklist. a super IP,
or an encountered bad case.

18. The method ol claim 13, wherein evaluating the [P
address based at least in part on the set of inclusion criteria
includes:

determining a number ol same-account client identifier

pairs;

determining a number of total client identifier pairs;

determining a ratio of the number of same-account client

identifier pairs to the number of total client identifier
pairs; and

comparing (he ratio against a threshold.

19. The method of claim 13, wherein evaluating, the I
address based at least in part on the set of inclusion criteria
includes:

determining a number of client identifiers associaled with

the IP address in the sel of [P addresses: and

it the number of client identifiers equals one, excluding

the IP address in the set of II” addresses.
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20. A computer program product embodied in a non-
Lransilory computer readable medium and comprising com-
puter instructions for:

receiving a sel ol Inlernet Protocol (IP) addresses.

wherein each I address in the set of I addresses is
associated with a corresponding set of teatures;

lor an [P address in (he set ol [P addresses, evalualing the

IP address based al least in part on a sel of inclusion
criteria;

for the II* address in the set of [I* addresses, generating a 10

likelihood that the I address is residential or non-
residential based at least in part on the corresponding
sel ol leatures and the evaluation ol the IP address
based at least in part on the set of inclusion eriteria;

for the II* address in the set of [I* addresses, generating a 15

training sample that includes the TP address, at least
some ol the corresponding set ol [eatures, and a label:
and

outputting & labeled training data set that includes the

training, sample, wherein an II* is address classifier is 20
trained using the labeled training data sel.

[
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Signed and Sealed this
Seventh Day of October, 2025

7 }f{‘? e
.fyyzg -,
fm :

John A, Scuires
Directfor of the United Stotes Pateri and Trademork Office



	Front Page
	Drawings
	Specification
	Claims
	Corrections/Annotated Pages

