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of groups of streaming sessions
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Identify an anomaly at least in part by performing anomaly )‘1104
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Diagnose a cause of the identified anomaly )_
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1800\‘

=
|

Determine that, in conjunction with the playing of a first
content item encoded by a first entity, a second content item
is being played or is to be played.

1802

A 4

1804

NN

Generate first and second session entities for the respective
playing of the first content item and the second content item

l 1806

Monitor playing of the second content item encoded by the
second entity

l

Associate information collected from moenitoring the playing
of the second content item with the second session entity,
and transmit at least a porticn of the collected information

|
=

1808

NS

FIG. 18
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1900\‘
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At afirst time, compute a set of metrics for a plurality of /1 902

groups of streaming sessions, wherein a streaming session

in a group is associated with streaming of a piece of content

encoded by an entity, and wherein the piece of content was

streamed in conjunction with streaming of another piece of
content

|

1904
Identify an anomaly at least in part by performing anomaly /f_
detection using the set of quality metrics

l

/—1 906
Diagnose a cause of the identified anomaly

|

/—1 908
Generate an alert based at least in part on the diagnosis

=

FIG. 19
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AUTOMATIC DIAGNOSTICS ALERTS FOR
STREAMING CONTENT ENCODED BY
MULTIPLE ENTITIES

CROSS REFERENCE T OTHER
APPLICATIONS

‘This application is a conlinuation ol U8, patent applica-
tion Ser. No.o 16/427.051. entitled AUTOMALTIC DIAG-
NOSTICS - ALIRTS  T'OR - STRIAMING  CONTENT
ENCODED BY MULTIPLE ENTITIES filed May 30, 2019
which is incorporated herein by reference for all purposes,
which claims priority to U8, Provisional Application No.
62/678,916,  cnlitled  AUTOMATIC  DIAGNOSTICS
ALERTS filed May 31, 2018 which is incorporated herein
by reference lor all purposcs.

BACKGROUND OF THE INVENTION

Over the top. online video streaming (1) over the
Internet has been rapidly growing. or example. in addition
10 medinms such as traditional cable television, many con-
tent publishers are placing their videos online. In some
cases, some content may only be watched online. The
growlh ol O] video streaming has increased o the point
that online video trallic now consumes a large portion ol
global Internet traffic.

The content presented 1o a viewer may be encoded and

served by different content providers. For example, while 3

[rom the viewer's perspeetive. the playing of requested
content and any accompanying adverlisemenls may appoar
10 be a single stream, the content requested by a viewer may
be served by a content publisher, while the advertisements

played in conjunction with the requested content are often

served by third parties, and not directly by the content
publisher. | lowever, even though the advertiscments are not
under the control of the content publisher, issues with the
advertisements may impact the viewer’s satisfaction with
the requested content provided by the content publisher.
Thus. it would be benelicial il content publishers could
better understand when [ailures or issues wilth respeet Lo
third party advertisements occur,

BRIV DESCRIPTION OF TTIE DRAWINGS

Various embodiments of the invention are disclosed in the
following detailed description and the accompanying draw-
ings.

FIG. 1 illustrates an embodiment of a video strcaming s

pipeline.

FIG. 24 illustrates an embodiment of an environment in
which anomalies in a video streaming pipeline are identified
and the rool causes ol the identificd anomalics are diag-
nosed.

FIG. 2B illustrates an embodiment of a machine learning
module for facilitating anomaly detection.

FIG. 3 illustrates an embodiment of detecting an anomaly.

IIG. 4 illustrates an embodiment of diagnosing a root
cause ol delected anomalics.

FIG. § illustrates an embodiment of diagnosing a root
cause of detected anomalies.

IIG. A illustrates an embodiment ol a distributed
anomaly detection and rool cause diagnosis processing
pipeline.

FIG. 6B illustrates an embodiment of defermining group
level metrics.
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FIG. 6C illustrates an embodiment of determining aggre-
gate Qoll metrics on a dimension.

I, 7 illustrates an embodiment o an inlerface [or
reporting anomalics and rool causes.

FIG. 8 illustrates an embodiment of a reporting, intertace
for a particular content publisher.

1G94 illustrates an embodiment of a diagnosis inter-
lace.

FFI1G. 913 illustrales an embodiment ol a portion of a

3 diagnosis graph.

FIG. 10A illustrates an embodiment of a diagnosis inter-
lace.

1G5, 1013 illustrates an embodiment of a diagnosis graph.

FIG. 11 is a flow diagram illustrating an embodiment of
a process for anomaly detection and root canse diagnosis.

FIG. 12A illustrates an embodiment of a workilow for
detection and  diagnosis using model-cstimaled  quality
impacts of groups.

FIG. 12B illustrates an embodiment of computing the
impact on quality of groups.

1G5, 13 illustrates an embodiment ol a process [or per-
forming anomaly deleclion and rool cause analysis lor
audiovisual conlent based on model-estimated  quality
impacts of groups.

FIG. 14A illustrates an embodiment of client-side ad
insertion.

115, 1413 illustrales an example embodiment ol an envi-
ronment in which server-side ad insertion is performed.

FIG. 15 illustrates an embodiment in which anomaly
detection and root cause diagnosis for advertisements is
performed.

1G5, 16 illustrates an embodiment of streaming conlent
encoded by different entities.

FIG. 17 illustrates an embodiment of a diagnosis graph.

FIG. 18 is a flow diagram illustrating an embodiment of
a process lor creating session entities Tor dillerent types of
conlent presented ogether in a stream.

FIG. 19 is a flow diagram illustrating an embodiment of
a process tor performing anomaly detection and root cause
analysis [or streaming sessions involving multiple types of
conlenl

DETAILED DESCRIPTION

The invention can be implemented in numerous ways,
including as a process; an apparalus; 2 syslom: 4 composi-
tion of matter; a computer program product embodied on a
computer readable storage medinm; and/or a processor, such
as 4 processor conligured 1o exceule instructions slored on
andior provided by 1 memory coupled 10 the processor. In
this speeilication. these implementations, or any other lorm
that the invention may take, may be referred to as tech-
niques. [n general, the order of the steps of disclosed
processes may be allered within the scope ol the invention.
Unless staled otherwise. 1 component such as a processor or
a memory described as being configured to perform a task
may be implemented as a general component that is tem-
porarily confisured 1o perform the task at a given time or a
specilic component that is manulactured 1o perform the task.
As used herein, the lerm “processor’ relers 0 one or more
devices, circuits, and/or processing cores configured 1o
process data, such as computer program instructions.

A delailed description of one or more cmbodiments ol the
invention is provided below along with accompanying [ig-
ures that illustrale the principles of the invention. "The
invention is described in connection with such embodi-
ments, but the invention is not limited to any embodiment.
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The scope of the invention is limited only by the ¢claims and
the invention encompasses numerous allernatives, modifi-
catioms and equivalents. Numerous specilic details are set
lorth in the lollowing descriptiom in order 1o provide a
thorough vnderstanding of the invention. These details are
provided for the purpose of example and the invention may
be practiced according o the claims without some or all ol
these specilic details. For the purpose ol clarity, (echnical
material that is known in the technical fields related to the
invention has not been described in detail so that the
vention is not tunecessarily obscured.

IIG. 1 illustrates an embodiment of a video streaming
pipeline. Content delivery may involve many partics and
mauy paths, with no single end-to-end owner. An example of
a simplified streaming pipeline (that does not include entities
such as conlenl management systems (CMS), digital rights
management (DRMY. or ads) is shown in VI(GG. 1. Publishers
102 produce data (e.g.. raw conlenl) and encode the data
(e.g.. using encader 104). The encoded versions of the raw

content are then placed on origin servers (106), which are 2

Lypically owned by the publisher.

lidge servers ol content delivery networks (CDNs 108 and
110}, which aect as a form of a cache laver for the content,
then pull content from the origin servers it an edge server
receives a request from a content plaver, but does not have
the requested content ilem.

On the client side. a variely ol devices. such as smarl-
phone 112, tablet 114, laptop 116, and set top box 118 may
be used to play the video content. Other types of devices

such as gaming consoles and smarl (clevisions may also be 3

used 1o play video content. The player on cach device sends
requests o the CIIN server through dillerent Intermet service
providers (ISPs), such as wireless ISP 120 and Cable/DSL
ISP 122, in order to stream the content. The requested

content is fetched from the edge servers. passes through 3

backbone network 124 and the 15Ps. and is ultimately
delivered 1o the client devices 1o be played.

As shown in the example of FIG. 1, there are many
entities and many paths, with no single end-to-end owner of
the entire content distribution pipeline. Any entity in the
pipeline could [ail al any time. directly causing degradation
in the quality of the video experience of the end users ot the
client devices.

For example, suppose that the video plaver of'a device has
4 bug which causes many viewoers using the device o buller
lor a long period ol time in the middle ol video playback. In
this scenario, if' it can be determined that only the iPhone is
the issve, and not any other device or entity in the delivery
pipeline. then the device player can be debugged and the
issue resolved.

Typically, however, issuecs may occur on many entitics
along the streaming pipeline. For example, consider the
scenario in which users are watching a live event on different
devices  smartphones. desklops, and set lop boxes. The

devices stream [rom multiple CINs, where cach CDN has s

irs own live encoder. Suppose that the encoding tor a first
CDN, CDN 108, has an issue and no more data can be
pushed to CDN 108 atter a certain point, causing all devices
streaming [rom CDN 108 (o buller [or an exiended period of
time. In this case. a high bullering ratio would be observed
on CDN 108, as well as o0 many types of devices.

Ag described above, there is no single end-to-end owner
ol the content delivery pipeline. The various parties and
enlitics involved in (he content delivery pipeline (ypically
are separate and do nol work with cach other. ['there are any
issues that oeccur in the content delivery pipeline, this
fragmentation of the ownership of the pipeline malkes issues

[
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difficult 1o debug, and even more difficulr 1o fix. For
cxample, even il an ISP in a certain region observes that
there is bandwidth congeslion, the ISP issue would not be
visible (o the publisher. The publisher, who is concermed
with the experience of end viewers, would have no idea the
cause of issues with end viewers whose streaming, experi-
cnees are sullering due o the ISP congestion problem.

Thus. it is challenging 10 deteet and determine the rool
cause of the issves in a content delivery pipeline. Viewing
quality has a large impact on viewer engagement. For
example, a 1% increase in rebuffering ratio (the percentage
ol'time a user spends in bullering, alter the video starls) can
cause viewoers Lo spend less ime walching content, as well
as causing inereased churn (which will continve to increase
as viewers® expectations continue 1o increase). Withont
detecting issues and determining their rool cause. cllective
aclions cannol be taken. and the quality ol viewers™ expe-
riences will comtinue (o suffer while the issucs remain
unidentified, and therefore, vnresolved.

Using the techniques described lherein, anomalies or
issues along the streaming pipeline are detected, and the rool
cause ol the detectled anomalies is idenlified. A single issuc
may manifest itselt'in multiple, ditferent areas. For example,
a problem with video encoding may trigger issues at the
CDN level, the device level, etc., resulting in multiple
anomalics arising in dillerent components in the streaming
pipeling, even though the video encoding is the actual. single
root cause of all the issues that are seen across the various
components. Thus, even if anomalies can be detected, it can
be dillicult to understand where the true cause of the issue
lies so thatl appropriate actions can be laken 1o resolve the
igsue. Using the rool cause diagnosis lechnigues deseribed
herein, even it multiple anomalies are detected, the anoma-
lies may be reconciled, and a single root cause of the
anomalics may be determined. The detecled anomalies and
their diagnosed rool causes may then be reported 10 various
cntiliecs I the streaming pipeline, informing them of
detected problems and where the source of the problems is.

Further, using the techniques described herein, the
anomaly detection and rool cause diagnosis is perlormed in
near-real lime {e.g.. al minule granularity ). Detleeling quality
issues in the viewing experience of many viewers, diagnos-
ing the root cause among the many entities in the content
delivery pipeline, and providing rich supporting metadata 1o
aid in troubleshooling (c.g., by sampling impacted views
with rich metadata and using lime series of aggregated
metrics) in near-real time allow for issues and their cavses
to be identified quickly, ensuring good viewing experiences
and maximizing viewer cngagement.

While example embodiments in a video streaming (e.g.,
live and on-demand streaming) ceosystem are deseribed
below, the techniques described herein can variously be
adapted 10 accommodate any tvpe of andiovisual or mult-
media content distribution. as applicable. The (echnigues
deseribed herein may also be applied (o detecting anomalics
and diagnosing root causes of issues in advertisements.

FIG. 2A illustrates an embodiment of an environment in
which anomalies in g video streaming pipeline are idenrified
and the rool causes of the identificd anomalics are diag-
nosed. In this example, devices 202-206 include video
plavers used to play streaming content (e.g., whether live or
video on demand (VoD)). Each plaver has running a sensor.
The sensors conlinuously monitor the quality of the viewing
experience lor individusl video sessions and send the mea-
surements periodically back o content distribulion monitor
210 (e.p., over network 208, such as the Internet). In this
example, the quality of experience (QoE) measurements are
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sent in the form of heartbeats. The heartbeats may be sent
periodically (o the content distribulion monitor {e.g., every
20 scconds).

In various cmbodiments. a heartbeal includes a session
identifier (of the session for which the measurements are
taken). The heartbeat also includes raw measurement data.
The raw measurement data is used o compulte Qolt metrics.
such as rebullering ratio, video startup [ailure, exil belore
video start, etc. For example, a hearthbeat may contain
buffering time and plaving time measurements, which are
then vsed 1o compute the rebuffering ratio metric. The
heartbeal also includes metadata about the session. such as
the client device type (e.g.. iPhone. Android. desklop, lap-
top, etc.), the operating svstem of the client device, the
versiol of the operating system, the asser being plaved
during the session. whether the content 1s live or Vol). the
CIN {e.g., Akamai. Level3, elel) [rom which the assel 1s
heing streamed, and an lntemet Protocol (1P address ol the
client device. In some embodiments, the Internet service
provider (ISP) (e.g., Comcast, AT& T, Verizon, etc.) used by
the client device is derived from the [P address of the client
device.

Content distribution monitor 210 is configured 1o monitor
the quality of the viewing experience of the video sessions,
optimize the quality of the viewing experience, and maxi-
mive the viewer experience. Various enlitics may utilize the
services ol the content distribution monitor. lior example.
I8Ps, CDNs, Publishers, ete. may be customers that con-
sume the services provided by the content distribution
monilor.

Asg shown in this example. the heartbeats transmitted rom
the various devices are received by gateway(s) 212, As one
example, a gateway is implemented as a hypertext transter
protocol (HTTD) gateway server. The heartbeats are then

placed on queue 214, In one embodiment, queue 214 1s 3

implemented as a Kalka queue.

‘The queued heartbeals are then passed [rom queue 214 o
real-time computation stack 216 (also referred 1o herein as
the “live” stack). The real-time computation stack is con-
figured 0 summarize the incoming measurcmoents on 4
per-video session basis (i.c., generale summarized session
data per session—as identified by a session identifier in a
heartbeat). In some embodiments, monitor 210 includes a
second stack for handling historical information (e.g., pre-
viously caplured session inlormation).

The summaries are then writlen o a [file system 218, In
one example, file svstem 218 is implemented as a distributed
file syvstem such as the Hadoop Distributed File System
(IIDLS). where the summarics are o be consumed by other
applications and processes.

In one example embodiment, the summarived heartbeat
entries are stored in files in HDFS. Each file stored in HDFS
contains a list of sessions for a specific minute. The session
in a lile may have various atlribules including metadata and

quality metrics. such as the lollowing example metadata and s

quality metries:
Metadata:
Identifiers about the viewer: Viewer 1D, Device ID {Client
113). Session 11
Meladata aboul the video such as the name ol the video
asset, stream URL (Uniform Resource Locator), ete.
Device metadata, such as the namefversion of the device
used o play the video. the name/version of the oper-
aling system, the nama/version ol the player, cle.
Geographic (“Geo™ mformation: Couniry. state. DMAL
city, longimde, latitude, public I address of the
devices, ISD, ASN, etc.

3
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CDN(s) used 10 play the video

Cuslom metadata: for example. lags sel by customers of
the services provided by the content distribution moni-
Lor.

Quality Metrics

Startup state: indicates whether the video just started
wilhin the specilic minute. the player is wailing lor data
Lo start playback, (the session ended withoul playing any
data, etc.

Lifetime metrics: metrics that are measured since the start
of the session such as total playving time, total buffering
time, video starlup ime. average bitrale played since
the start of the session. session starl lime, session end
time, etc.

Interval metrics: metrics measured within the correspond-
ing minute such as playing time within the minule,
bullering time within the minute. average bitrale played
wilthin the minule, cle.

Errors encountered

In this example, the sumuaries are consumed by auto-
malic alerls engine 220, Aulomatic alerls engine 220 s
confligured (0 automatically deteet and diagnose issucs in
(near) real-time. Auvtomatic alerts engine 220 turther
includes time series computation engine 222, anomaly
detection engine 224, root cause diagnosis engine 226, and
reporting engine 228, Aulomatic alerts engine 220 is con-
ligured 10 deteel anomalics (and decide when 1o fire alerts),
diagnose the root cavse of the detected anomalies, and report
the detected anomalies/diagnosed root causes. In some
cmbodiments. the processing perlormed by automalic alerts
cngine 220 is repeated or performed on a time-driven basis
{c.g.. cvery minule).

The root cavse of the detected issue may be a single
dimension or a combination of several dimensions by which
sessions may be grouped. The root cause that is identified
may be a specille grouping ol entities (or a single enlity) in
the content delivery pipeline that is determined 10 be the
source of the issue. For example, the root cause could be
diagnosed as the iPhone device tvpe under the device
dimension. As another example, the ool cause could be
diagnosed as the group ol scssions using iPhones  that
streamed from the Akamai CDN.

The anomalies are detected with respect to the time series
of various predefined QoE metrics, such as rebultering ratio,
video start failures (V8. exils belore video start (1:13VS),
and video startup time (V8173 (ic. it is delected whether
there are anomalies in the behavior of those QoE metrics).
In this example, for every grouping of sessions, all of the
meltrics are computed. The rool cause of the detected
anomaly 15 diagnosed 10 determine which specilic group of
cntilies (e.g.. some specilic device or some specilic combi-
nation of device and CDN} is the source of the issue (which
is determined for each QoE metric). The detected issues and
identified rool cause are then reporled. lior example, alerls
are senl oul.

An example of the processing performed by issue detec-
tion and the diagnosis engine is as follows. The processing
described herein is performed with respect 1o each pre-
defined (ol metric of inlerest.

Al cach minule {or any other lemporal granularity. as
appropriate), time series computation engine 222 is confip-
vred to load, from file svstem 218, all of the session
summarics [rom the last minule. Time serics computation
cngine 222 conlinuously compules (e.g., al cach minule) the
sel ol Quality of Lxperience (Qold) metrics such as video
start failure (VSFE), exits before video start (EBVS), video
startup time (VST), rebuffering ratio, etc., as described
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above. The atorementioned example metrics may be used to
aggregale the quality expericnce [rom a large amount of
collected video session data. which may be sent direetly by
sollware sensors inlegraled in clicnt devices, as described
above,

The aggrepated QoE metrics are computed for groups of
sessions al varying levels of granularity. The groups may
correspond 1o sels ol predelined dimensional attribules by
which the sessions are grouped; for example, in various
embodiments, sessions may be grouped according to their
geo-locations (e.g., state, eify, or Desighated Market Aresn
(1PMA) In the United Slales), device lype, as well as
combinalions ol geo-location and device (ype. Other
examples of dimensions that may be vsed for grouping
sessions include: the name of a video asset that was plaved;
the CIIN rom which the video data is sircamed; whether the
content is live or Vol) (Video on Demand): and a user’s or
viewer's Inlemel Service Provider ([SP). or Aulonomous

System Number (ASN) within a given ISD

The following is an example of dimensions and group- 2

ings.
Dimensions:

CDN

Device

Live or VOD

Assel

ISP

City

CDN, Device

CDN, Live or YOI

Device. Live or VI

CDN, Device, Live or VOD

CDN, Ciry

ISP, City

CDN, ISP, City

(Groupings (there may be many groups per dimensions.
and several examples are listed below per dimension. with-
out limitation)

CDN: Akamai, Level 3, Limelight, Edgecast, etc.

Device: iPhone. iPad, Firel'V. Roku. xBox, PlayStation.

cle.

Live or VOD: Live, VOD

Asset: Game of Throne, The Americans, etc.

ISP Comcast, AT&T, RoadRunner, etc.

City: San lirancisco. New York, London, ele.

CDN, Device: (Akamai, Roku). (Akamai, x13ox). cle.

CDN, Live or VOD: {(Akamai, Live, Rola), (Akamai,

VOD, xBox), etc.
Device. Live or VO {Roku. VO, (iPhone. Live), cle.

CDN, Device. Live or VO {(Akamai. Roku, Live). s

{I.eveld. iPhone. YOI, cle.

CDN, City: (Akamai, San Francisco), (Level3, Chicago),
{Akamai, Darmstadt), ete.

ISP City: (Comeast, Denver), (Verizon. 3oslon). cle.

CDN, I8P City: (Fastly. Verizon. Ballimore), (Akamal, s

Verizon, Boston), (Akamai, AT&T, San Diego), etc.

The various groupings are performed because issues may
oecur with respect 1o any of these groups, and any of these
groups may be the source of the issue. The session dala lor
the Tast minule may be grouped by the predelined dimen-
sions, as shown above. For example, suppose that only the
three dimensions CDN, Device, and ASN are under consid-
cration. The different types ol ways in which the session may
he grouped by {also referred o herein as “groupby types™)

would then be <ALl (represcnting the group of all ses-
sionsftratlic), <CDNw=», <DEVICE>, <ASN> <(CDN,
Devicer, <CDN, ASN=, <Device, ASN>, and =CDN,

[
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Device, ASN>, resulting in atotal of 2°3 8 types. Each type
has the detailed dimension values or attribules (lled in. As
shown above. cach dimension may have many dillerent
altribuics or values.

Ag described above, in this example, at each minute, time
series computation engine 222 computes the aggrepated
{e.g., average) QoE metrics per group from the numerous
video sessions collected in the last minute. The computed
Qoli metrics for the minute are then combined (e.g., joined)
with (he Qol: metrics computed for previous minules 1o
construet the time series per metric per group. A tine series
pet group is also referred to herein as a “groupby™ time
series, as It 18 a time series computed for a subset or group
ol sessions that has been [iltered according 1o 4 combinalion
ol dimension values or altribules. As one example. the Qol:
metrics compuled for the minule are combined with the Qol:
metrics computed for the past 60 minutes, which have heen
cached (i.e., as historical information).

In some embodiments, smoothing of the time series is
performed 1o climinale noisy spikes caused by low allempts
instead ol real issues. The window sive 15 made adaplive 1o
the volume ol allempts. To encode logic, an atlempts thresh-
old is set (e.g., 100) and a look back is done from the current
minute uotil the threshold is met. When the atteipts volume
ig large. the smoothing logic will not be triggered because
cach minute has enough allempts {exceeding (the threshold).
Anomaly Detection

The tine series constructed per metric per group (e.g., the
time series constructed tor rebutfering ratio for the group of
<ALl (raflie, the time series construcied lor rebullering
ralio for the group of sessions under <iPhone. Akamal>. ele.)
are provided as input to anomaly detection engine 224,
Anomaly detection engine 224 is configured to determine
whether there is an anomaly detected in a time series for a
metric for a group. lor example. based on the evaluation of
the time series [or the rebuflering ratio metric [or the group
<iPhone, Alkamai~, it is determined whether the group
<iPhone, Akamai> is anomalous (i.e., the behavior of the
bullering ratio metrics appear anomalous [or sesslons played
on iPhone devices oblaining content rom the Akamai
CIN).

Statistical analysis may be performed on the constructed
time series of the metrics 1o detect anomalies. One example
ol a technique for anomaly detection includes determining
and using a bascline and threshold. A sceond example ol a
technique for anomaly detection includes vsing the Hidden
Markov Model. The first approach vsing baselines and
thresholds is described here. Further details regarding
anomaly delection using the THIMM will be deseribed below.

Anomaly Detection Using Baselines and
Thresholds

The Qol: meltrics may oscillale around a stable or station-
ary baseline over time. The time series may be modeled as
a constant mean plus random noise. Whenever the noise
portion exceeds a certain level, an issue is claimed to be
detected, that is. an anomaly refers 1o a non-trivial spike in
the time series ol a quality melric.

In some embodiments, anomaly detection includes com-
puting a baseline and deviation threshold for each QoE
metric per group. lor example, by aggregaling Qolt melrics
for an extended period of time in which the metric appeared
normal (c.g.. as compared Lo a threshold value. such as video
startup failure rate (VSF %0)<0.5%). [n one example embodi-
ment, the baseline is the mean of the aggrepated QoE
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metrics (per group) within the time period and the threshold
is compuled as 1 mulliple of the standard deviation plus the
haseline value.

In one embodiment, the mean ol the Qoli metrie, per
group, is computed using sessions (that are under the group)
within a sliding window (e.g., last 40 hours) as a baseline.
For example, the trending mean (or moving average) is used
1 compule a bascline lor cach metric on cach group. In
some embodiments. the values of the Qol? metric of the time
serics are biased wowards more recent data. lior example.
when computing the moving average, a high weight is
assigned to the current minute. The weight is then decaved
(e.2., exponentially) for the previons minutes (i.e., older data
has less weight). As one example, an exponential decay rale
ol 0.998 is used, while maintaining a sliding window of 40
hours. 0.9987(40%60).

In some embodiments, a tolerance bandwidth is computed
based on the computed standard deviation of the metric. For

example, the tolerance bandwidth is computed as a multiple >

of the compuied standard deviation. The lolerance band-
widlh may be used lo control alerl sensitivity, In some
embodiments, the tolerance bandwidth is configurable as a
per customer parameter, as different customers may have
different expectations and actions on alerts.

A tolerance threshold under which the melrics are con-
sidered normal is then also computed, where the olerance
threshold is computed based on the baseline and the toler-
ance bandwidth. In one embodiment, the tolerance threshold
is the lolerance bandwidth above the baseline.

In some embodiments. when an issue is detected. the
haseline and olerance threshold are not updated. hecause
they are vsed to capture the natural vibrations of metrics
without issues occurting,.

The deviation (hreshold (also relerred o herein as an 3

“Issue detection threshold™ s then used 10 deicel 1ssues for
cach (ol metric and group. "The ssue detection threshold
may be based on the distribution of area above and below the
tolerance threshold under normal sitmations. As one
example. the arca is conligured based on the standard
deviation and typical issue observation Gme. lor example.
the area threshold can be set to be 2%deviation™10 min. Both
the height (number of standard deviations) and width (issve
ohservation time) of the area can be adjusted.

A group 1s then marked or labeled as anomalous or “had”
i the metric al the current minute exceeds the tolerance
threshold (e.g., there is a spike in rebuffering ratio that goes
above the tolerance threshold). In some embodiments, a
slarting and ending lime poeint ol (he issue is determined.

Both starting and ending poeints are the cross points belween s

the tolerance threshold and metric time serics.

In some embodiments, the metric for the group having
crossed or exceeded the threshold does not auvtomatically
trigger the labeling of the group as anomalous. For example.

other [actors are considered belore the group is labeled as s

bad. For example, the impact of the detected event (crossing
of the metric over the threshold) is computed. For example,
the impact of the detected event may be computed in terms
ol time and the number ol sessions that are impacted. Based
on the impact. the group may then be labeled {or not labeled)
as a true anomaly, The impact threshold for designating a
detected event as a true anomaly is mnable. For example,
different customers may lune their impact thresholds differ-
ently. One customer may decide that although the metric
exceeds the threshold, only a small group of users are
wpacted, and the small impact is not significant encugh for
the event to be labeled or classified as an anomaly.

[
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Az one example, of taking into account the impact of an
anomaly. 1l the Qolimetric ol the corresponding group al the
current interval (e.g., one minule interval), or within a short
period of time (c.g.. 10 minutes) is above the devialion
threshold for at least a confignrable (threshold) tine interval
fe.g., 5 minutes), and there are at least a configurable
(threshold) number of sessions (e.g., 100) considered
“impacled™ (i.e., the sesslons [or which the Qoli metrics
cxceed the bascline+/=a multiple of the standard deviation)
within that interval (5 minutes), the Qoli metric ol the
corresponding group is labeled as anomalous,

In some embodiments, the impact is used to determine
whether an alert should be sent for an anomaly (e.g., if the
impact i below a threshold, then no alert is sent). The
requency for detecting anomalies is configurable. The alerts
may have dilferent severily levels (e, “waming” and
“critical”). The sensitivity of detecting anomalies and send-
ing alerts may also be configurable.

An example of anomaly detection vsing baselines/thresh-
olds is deseribed in lurther detail below in conjunction with
I'I¢y. 3.

Anomaly Detection Using the Hidden Markov
Moadel

A second example technique for anomaly detection is
based on a hidden Markov model (HMM), an example of a
Bavesian method for modeling time series. HMMs may be
used Lo deteet anomalics in metrics Ume serics. [IMMs may
be used to delermine the probabilily thal an anomaly is
happening within a particular group of sessions al any poinl
in time.

In some embodiments, a separate HMM is vsed tor each,
per group, Qoli metric. In this example. an HIMM is a chain
ol stales. ome per interval (c.g.. once per minule). with an
associaled metric observation for cach interval. In this
example, the state tor the interval is a label 1o be inferred by
the algorithm, either “ordinary™ or “anomalons.” These
stales are unknown (Le.. “hidden™), and the model may e
used Lo infer these stales using (he observations (ol Qol:
metric values). The states may be distingnished by the model
tor observations, which, in some embodiments, makes dif-
ferent predictions tor wetrics observed vnder the ordinary
and anomalous states. I observalions appear incompatible
with the ordinary state lor some strelch ol lime (c.g.. the
observations are extremely unlikely 1o happen under the
ordinary state), the model finds a high probability that the
group is in the anomalous stale lor thal period. Inference
may be performed on an inlerval {e.g.. once per minule)
using, lor example, an algorithm such as the [orward-
backward algorithm.

One example of a model parameter is the distribution of
obscrvalioms (metrics) under the ordinary stale {(when there
is no anomaly) and the anomalous stale. In some embodi-
ments, the ordinary distribution of metric values for each
QoE metric and group is approximated as a Gaussian
distribution. As one example, the mean of the Gaussian may
be conlinuously re-cstimated as an exponentially weighted
moving average ol previous metric observations when the
aroup was in the ordinary state with high probability. The
standard deviation may be approximated vnder a worst-case
assumplion by bounding the metric above and below. In
some emboediments. (he distribution of the metric in the
anomalous stale is laken (0 be a fixed Gaussian with a very
large standard deviation. Another input to the model
includes the probability of an anomaly.
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In some embodiments, the vse of HMM allows for the
reporiing ol when an anomaly started (versus reporting that
the anomaly happened when the detection happened).

The Tollowing is an example of an [IMM model for
anomaly detection. Take a group of sessions as an example
(e.g., all sessions for a customer, or any group of sessions
under some group-by). Consider the metric. rebuflering
ratio. In ecach minule. the average rebuflering ratio s
observed for the sessions. The HMM is vsed to determine
the “hidden” state—whether there is an anomaly. The HMM
may be used to determine the probability that there is an
anomaly al a cerlain time. An anomaly can then be reported
il that probability exceeds some threshold {e.g., 0.5, 0.99. or
0.999), The HMM connects the observations of metrics and
the hidden states. The HMM may also be used 1o determine
the probability that an anomaly happened in cach past time
period, not just the current time period (e.g., current minute).
State ‘Transitions

The following is an example of' a Markov model for the
hidden states at each time interval. Each state depends only
on the previous stale. The model 15 o be used lo determine
the probability that the metric al the cwrent minule s
anomalous given the state of the previous minute. In order
10 do so, Two parameters are determined: (1) the probability
that the current state is anomalous given that the previous
slale was ordinary: and (2) the probability that the current
slale 1s anomalous given thal the previous stale was anoma-
lous. As one example, probability (1) is 0.0001 and prob-
ability (2) is 0.99, respectively. This would encode the
assumption that there is an anomaly on average every 10,000
minules. and thal anomalies lTast on average 100 minutes.
Imissions

A model for the observed metrics, also referred to herein
as “emissions,” ig also determined. For example, the metric

(t.g.. bullering ratio) is modeled as depending only on the 3

current state. The distribution ol the metric in the ordinary
slale and (he distribution of the metric in the anomalous stale
are obtained. In one embodiment, because the ordinary state
is common, the rebuffering ratio distribution when in the
ordinary slale may be cstimaled from rocent session dala. As
deseribed above. (he metric’s distribution in the ordinary
state may be modeled as a Gaussian distribution. With
respect to the anomalous state, 0 one embodiment, the
metric is modeled as a vniform distribution, where any
average rebullering ratio is equally likely o oceur.
Slarting Stale

In some embodiments, becavse the anomaly detection is
performed every minute (or at any other interval, as appro-
priate), the initial slarting stale may be sel 1o the anomaly

probability thal was calculated lor that time slice the previ- s

ous lime anomaly detection was run. The very lirst ime that
the HMM-bhased anomaly detection is run, the starting state
(e.g.. probability that the starting state was anomalous) can
be sel o a small number (c.g.. 0.0001).

Aller deleetion of anomalics. rool cause delection may s

then be performed. In one embodiment, the HMM anomaly
detection approach produces anomaly probabilities for each
group of sessions independently. The root cavse detection
may lhen use the anomaly probabilitics as inpul.

While two example lechnigues lor delecling anomalics
were described above, other anomaly detection techniques
may be uvsed. For example, the baseline may be non-
slationary. with “scasonal™ changes, il a model ol the
haseline is used that supports the capture of such inlorma-
tion. (This means, [or example, that the normal value ol the
baseline changes based on time. For example, the model
may capture the fact that there are typically many more
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people watching TV at primetime than in the early morning
hours.) Other prediclive algorithms (c.g., auloregressive-
moving-average) may be used o predict the normal values
and deviations lor any specilic time intervals and specilic
metrics based on the nature of the metrics.
Handling Groups with Small Numbers of Sessions

In some cases. small groups (groups with 2 small number
ol sessions) may nol have enough trallic 1o reliably detect
issues/anomalies (Le., it may not be clear whether a small
aroup has an anomaly or not because, tor example, the group
has very little traflic with a very spilcy time series). This can
impact the subsequent diagnosis processing.

In one example of anomaly delection. as deseribed above,
statistics are used to compute the baseline and threshold for
detecting anomalies. However, for small groups that are not
ol a sullicient sample sive. the threshold may be exiremely
large. and it is possible thal anomalics may not even be able
o be detected.

In some embodiments, the anomaly detection described

20 above is limited to those groups that have sufficient traffic

{c.g.. where the number of sessions in the group exceeds a
threshold) 1o make a reliable anomaly detection determina-
ton.

In another embodiment, machine learning is used 1o
compensate tor the lack of watlic data for a “small™ group.
As one example. a machine learning module is included in
anomaly delection engine 224 Lo assist or aid in estimaling
the performance (e.g., average of a (QoE metric) for such
small groups for a given time interval (e.g., one minute
interval).

I"1(3. 213 illustrates an emboediment ol a machine leaming
module lor facilitaling anomaly detection. In some embaodi-
ments, the machine learning module of FIG. 2B is a portion
of anomaly detection engine 224, The machine learning
module is used (o delermine the aggregale melrics [or a
“small”™ group (c.g., that includes less than a threshold
number of sessions). In this example, a machine learning
model 252 is trained based on all video sessions 254, Ateach
minute (or any other interval of time, as appropriate), all of
the sessioms [rom the “small” group (256) are led into the
machine learning model o oblain an estimate of the group’s
performance (indicated by a QoE metric value), as shown at
258. In this example, this results, minute by minute, in time
series of the quality metrics for the “small” group. Thus, a
lime serics of the metries Tor this “small™ group is generaled?
constructed. The anomaly detection techniques deseribed
above may then be used on the constructed time series 1o
detect anomalies at 260,

Thus. imlormation is pooled belween smaller and larger
groups. Similar sessions in large groups are used o assist in
cstimaling the perlormance of the sessions in small groups.
In some cases, the sinpler average pertormance for a small
aroup may be a poor estimate of the true average perfor-
mance lor thal group al any one lme. In these cases,
machine learning lechnigues such as linear regression may
be vsed to improve these estimates by partially pooling
information between smaller and larger groups. Thus, simi-
lar sessions in a larpe group are used to estimate the
performance of the sessions in the small group.

Rool Cause Diagnosis

Root cause diaghosis engine 226 is configured to diagnose
the root cause of the anomalies detected by anomaly detec-
lion engine 224, As described above, lor a given lime scries
metric. such as rebullering raiio, the Qol: metric is compuded
for every grouping. Anomalics may be detecied in multiple
aroupings (i.e., spikes in rebuifering ratio may be detected
in the time series of many groups), even it only one group



us 12,250,108 B2

13

is the source of the issue. This is becavse a single issue may
maniflest anomalies in multiple groups. That is. an issue in
one componenl of the video delivery system may alleet the
aggregale metrics ol multiple groups ol video sessions. For
example, an issve across an ISP that causes increased
rebutfering may also cause increased rebuffering tor every
ASN. and an issue in a single ASN may polentially cause a
noticeable inerease n rebullering [or the entire 18P Root
cavse diaghosis engine 226 is configured to solve this causal
inference problem, finding the “root ¢cause™ of the detected
anomalies, as will be described in further detail below,

Ag described above. the dillerent groupings (ways Lo
group sessions) are construcled as different combinations ol
dimensions (examples of which are described above), where
different groupings are groupings of different numbers of
dimensions. The dillerent groupings have a hicrarchical.
parent/child relationship. lor example, supposc that only the
dimensions Device. CION. and Is].ive? (i.c.. true il live, false
if not live (e.g., VOD)) are considered. The possible com-
binations of these dimensions are:

seran <AL

Single: <CDN>, <Doevice. <[5 ive>

Double: <CDN, Devicex, <CDN, IsLiver, <Device,

IsLive=

Triple: <CDN, Device, IsLive>

In terms ol Tevels ol granularity and flering of sessions
by dimension(s). the single dimension groupings are chil-
dren of all traffic. The double dimension groupings are the
children of the single dimension level (e.g., <CDN, Device>

and <CDN, Islive> are children ol <CDN=). The triple 2

dimension grouping is a child of the double dimension level.

In some embodiments. when performing root cause diag-
nosis, a graph (also referred 1o herein as a “diagnosis graph™)
inecluding the different groupings is constructed based on the

parent/child relationship ol the groupings, as described 3

dbove. The rool cause group is the one whose children are
all bad or anomalous. In some embodiments. il the diagnosis
is 10 be performed on behalt of a specific customer (e.g.,
publisher), then the diagnosis graph is constructed uvsing
only the traflic of thal customer.

As one example, a direcled acyelic graph (12AG) is
constructed, where each node in the graph represents a
group. The graph is construeted out of all of the groups
based on the parent-child relationship berween the groups. A
group. as relerred o in the example herein. represents the
collectiom of video sessions defined by the dimensions ol
that group. Domain specific knowledge of the OTT video
delivery ecosystem may be vsed to construet and prune the
graph. lior example. a group (CDNiAkamai, DeviceiAp-

pleTV) may be consiructed (o represent all the video ses- 5

slons that are playing video on an Apple TV device type and
obtaining video trom the Akamai CDN. In some embodi-
ments, a group “A”™ is considered a parent of group “B™ if
“13” contains and matches all the dimensions of group “A”

and has one more dimension than “A.” For example, (CDN: s

Akamai, DevicertAppleTV) is a parent of (CDN:Akamai,
Device: AppleTV, ContentType:Live).

Ag one example of a graph, at the root is <ALL> tatlic
(i.c., the group contaming all trallic in that minute. uniiliered
by any dimensions). The next level is single dimension
groupings. The next level is double dimension groupings.
The next level is triple dimension groupings, and so torth. In
the above example of three dimensions. there were cight
combinations ol paticrms. 1T N dimensions are considered.
the number ol combination patlerns would be 27°(N). In some
embodiments, for scalability, certain dimensions, such as
<Assets, <DMA>, <[SDP>, and <Asset, CDN>, are excluded
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from the groupings vsed 1o generate the graph. As another
cxample, certain dimensions are excluded from being com-
bined with other dimensions to generale group-bys.

The lollowing is an example ol a process lor performing
root canse diagnosis by traversing or searching the diagnosis
araph. First, the search of the graph is pertormed from left
o right (i.c., using a breadth [irst scarch (BI'S)) lor the
groups with issucs/anomalics deteeted (with depth bound or
aroup bound).

Next, whenever one such group is detected, a depth first
search (DFS) is performed recursively (starting with the
group) for all ol its sub-groups (o look lor the root cause.

Next. in cach 121°S run, [or cach child group. the contri-
bution (aggregated metrics) of all children 1o the parent is
computed in both a normal period (e.g., the last 30 minutes
withoul issuc, which may be configurable) and during the
igsue period. I a child’s issue period contribution is much
larger than its normal period contribution {e.g., 0.1, which
may also be confipurable), then the child is considered as

20 one of the root causes. If none such child exists (ie., the

contribution dilference vibrales around vero). then the parent
is the rool cause. [ lere. the increase ol contribution indicates
root cause, instead of absolute contribution.

In an alternative embodiment of determining when 1o stop
the DFS search, instead of computing contribution betore
and aller an anomaly is detected, the detection Mlag sel by the
previous BUS issue delection stage is used. I all children
aroups with significant amounts of traffic are marked as
anomalous, then the parent is returned as the root canse. That
ig, il a group is claimed (o be the root cause ol an issue, (hen
all ol its children should be anomalous. For example, il
<dimension_1. dimension_2. . . ., dimension_m is the
cause of the issve, all combinations such as <dimension_1,
dimension 2, . . ., dimension_m, any other dimensions>
would have the same issuc. In another embodiment, the node
itsell is labeled as a root cause i more than a conligurable
{threshold) percentage (e.g., 80%) of children is labeled as
anomalous as well. It a node satisfies the criteria, then the
nade is labeled as a root cause and the search moves forward
lo the next node on the 318 path. Otherwise. il the node is
anomalous bul docs not meet the children criteria. then cach
individval ¢hild is recursively drilled down into nsing a DES
search. In a merging stage across difterent children groups,
the child with maximum depth is selected as the root cause.

Nexl. in the DUS scarch, alier all ol the root causcs of all
the children groups are compuled, the rool causes are
merged. Ifall children groups agree that the parent is the root
cause, then the parent is returned as the root canse. Other-
wise, the union of all children rool causes withoul parent is
relurned, and the rool causes are merged based on the
parent-children  relationships. In some cembodiments. a
single node child is blamed before the parent is blamed. For
example, if <ALL>> is diagnosed as the root cause and the
cuslomer uses a single CION. then the algorithm should
relurn the CDN ag the root cause.

Next, all sub-groups searched in the DFS search are
marked as “searched™ so that the BFS search does not revisit
these groups. In this way, each group would be visited
exaclly once by 13I°S (but may be visited multiple limes by
DI'S).

In some embodiments, verification of the root cause
diagnosis is pertormed. For example, atter the cavse of an
igsue 1s identified. the rool cause group’s performance can be
replaced with its past good average Lo see il this resolves the
Lgsue.

Further details and examples of root canse diagnosis are
described below.
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Based on the anomaly detection and root cavse diagnosis
perlormed by anomaly detection engine 224 and root cause
diagnosis engine 226, respeclively, reporting engine 228 1s
conligured 1o generate oulpuls such as alerls. As one
example implementation, generated alerts are written to
Phoenix to be pulled by a data application programming
interface (API) lor external usage. A push APl can also be
called to push the alerts o customers. ixamples ol alerls
clude emails or pages that are sent 10 customers or Users.

Agone example, an alert includes a link that when clicked
on, provides details about the alert (e.g., by pointing back to
the conlent distribulion monilor). Various information s
then provided, such as the delected anomaly. the identified
root cavse, as well as additional information that may be
used for troubleshooting, such as information/metadata for a
subscl ol sessions thal are allected by the delected/diagnosed
issLe.

‘The provided information may also include a representa-
tion (e.g., plot) of the time series for the metrics in which
anomalies were found (e.g., two hours of data—one hour
helore the alerl was [ired, and one hour alier). "This would
allow the user o see when a metric begins o degrade, as
well as the severity of the degradation. Users can then also
view what the numerical value of the metric was when the
alert was fired.

‘The cumulative impact of an 1ssuc may also be presented.
lor example. by displaying the number ol sessions or unigue
devices that were impacted since the issue was detected. For
example, a threshold may be set to quantify the impacted

users in normal situations (without alerlsfanomalics), sup- 3

pose 95% pereentile (defining only 5% of users are
impacted). The 95 percentile is then used as a thresheld Lo
analyze how many wsers exceed the threshold when an alert
happens (an anomaly is detected).

The determination of whal scssions are impacled may 3

vary depending on the Qol metric. lior cxample, [or metrics
such as 13IVE and V81 the impacted session is delined as
any session with EBVS or VSE. In one embodiment, for
rebutfering ratio and video startup time, the inpacted ses-
slon is defined as a session whose rebullering ratio or video
slarlup ime exceeds a lolerance (hreshold (as deseribed
above). In some embodiments, it the wlerance threshold is
1ot known when computing distrilbution buckets in groups,
a linear interpolation is pertormed 1o approximate the per-
centage impacted. lor example, suppose a (olerance thresh-
old ol a rcbullering ratio is 3%, which [alls within the bucket
(2%, 5%) with corresponding percent (80%, 50%), then the
percent impacted is  50%-+{3%—2%)"({80%-50% )/{5%—
2 )=60"%.

Rich moladata
impacted devices may alse be shown. For example, mela-
data for a random subser of the affected devices mav be
presented. The additional details provided in the metadata
can be used Lo facililale troubleshooling.

lor example. while the dimensional atiribules of the s

group that was identified as the root cause are provided, the
nger may also wish 1o see what specific assets (e.g., pieces
of video content) were being streamed at the time, what the
streaming URI. was. or what were the versions ol a specilic
device in the identified rool cause group (e.g.. 1o see 1l there
is a certain plugin that is affecting video streaming). Another
example of additional metadata that may be provided is the
IP address of CDN edge servers. "This inlormation would
allow @ customer that is a publisher 1o alert the CDN ol the
IP addresses thal are problematic. The CION provider may
then vse the information to correlate from their side it there
are any issues with their edge servers.

lor at least some of the allected or =
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The alert may also include a severity rating, which may be
based on how many people were impacted by the issue. as
well as how long the issue lasted. or example. the severily
may be specified at different levels, such as critical, waming,
or information. This allows the vser to have greater insight
into the detected anomaly so that the appropriate actions
may bo taken.

Additiomal examples ol output. such as reports and inter-
taces, are described in turther detail below,

The issve detection/diagnosis (per metric per group) pro-
cessing described above is performed on a periodic basis
{c.g.. every minule, or any other appropriale granularity) 1o
provide near real-time faull detection and diagnosis. Al cach
interval, the processing is performed with respect to each of
the QoE metrics. For example, at the next minute, new
summarized session dala is received [rom the live stack. All
the metrics are computed for all the groups lor that next
minute. where they are then combined with the cached Qol:
metrics computed for the previous minutes 10 generate

20 updated Time series per metric per group. Anomaly detection

and rool cause diagnosis are then performed on the updated
lime series. This may resull in new issues and/or new rool
causes being determined every minute.

Thus, if there is an issve in the content delivery pipeline,
there is a one minute latency to detect the issue and report
the detected issue. This provides immediate. near real-time
igsue detection, diagnosis, and reporiing, which allows lor
the customer of the service to be notified of the issves with
as little latency as possible so that the issues can be fixed as
soom as possible. This is benelicial for the streaming envi-
ronment, where any issucs can cause loss In viewer engage-
ment.

The time granularity may be adjusted. For example, it an
ISP is a customer vtilizing the services provided by the
automatic alerls engine, the time serics granularily may be
changed [rom one minule Lo one hour.

An example illustraling how the near real-lime processing
is pertformed vsing the distributed computing, platform Spark
is described in further detail below.

Iurther details and examples ol Anomaly 1etection
lixample Anomaly Detection

FIG. 3 illustrates an embodiment of detecting an anomaly.
In this example, a time series of the rebwitering ratio QoE
metric tor the group of all watlic is shown. At 302 and 304,
two spikes are shown, a smaller spike (302) and a larger
spike (304). The larger spike al 304 has a larger impact on
video quality, as compared to the small spike at 302, In this
example, the spikes are captured/detected as anomalies
using the bascline/threshold anomaly detection wechnique
described above.

I'irst. a baseline 306 is computed. As deseribed above. the
baseline is computed based on the trending mean of past
historical data. Then, above the baseline, a tolerance thresh-
old {308) is compuied. In this example. the wolerance thresh-
old is compuled as being several standard deviations above
the baseline, as described above, The rebuffering ratio is
considered as “normal” {or not anomalous) when it is
beneath or under the tolerance threshold.

Nexl. above the tolerance threshold, the arca of cach spike
is compuled to determine the impact ol the issuc. In this
example, the computed area is an integration over the time
dimension and the metric dimension, where both dimensions
are used 10 characlerize the impact. or example. while a
spike may be small in height (small in terms ol rebullering
ralio valuc). it may last Tor a prolonged period of time,
resulting in an overall large impact on video quality. On the
other hand, a spike that is short in time duration may still
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have a high peak rebuffering ratio, also resulting in a large
impact. Thus. the arca under the spike is used Lo relleet the
impact.

In this cxample, i the compuled arca exceeds an area
threshold, then the spike is determined to be an anomaly. In
some embodiments, the area threshold is nser-configurable.
This allows users to conligure and control how alerls are
generated/ransmitled. For example, the user can make
adjustments to have more alerts, or to only capture the most
serious anomalies (e.g., those that have the largest inpact, or
an inpact that exceeds a configurable threshold). This
control may be delegated 10 customers because the deler-
mination ol whether a spike is anomalous or not depends on
the customers’ definition of inpact. For example, one cus-
tomer may choose to only define the large spike at 304 to be
anomalous, because the small spike 302 has a (rivial impact
on their video guality. On the other hand. a dillerent cus-
lomer may wish 10 captlure both small spike 302 and large
spike 304 as anomalies.

Further Details and Examples of Root Canse Analysis

Asg deseribed above, conlent delivery issues may oceur al
any dimension, or any combination ol several dimensions. 11
only anomaly detection were performed, many anomalies
might be detected (since issues may manifest in many
groups), without identitving which group is actually at the
rool ol the detected anomalics.

IIG. 4 illustrates an embodiment of diagnosing a root
cavse of detected anomalies. Shown in this example is a
diagnosis graph that is constructed based on anomaly detec-

tion. Al the rool 402 of the graph is the “zero™ dimension 3

level representing all trallic.

The next level is the groupings ol sessions thal are
grouped by single dimensions. For example, at this level are
the device dimension groupings 404 and CDN dimension

groupings 410, Within the device dimension are two group- 3

ings by specilic devices (aliributes of the device dimension).
one for the grouping/liltering of scssions by iPhone (406).
and one tor the group of deslaop sessions (408). The CDN
dimension includes two groupings, one for the group of
sessions streaming [rom Akamai (412), and one lor the
group ol sesslons oblaining content [rom the Leveld CDN
(414). The groupings at the single dimension level are
children of the all group at 402,

The next deeper level includes groupings by two dimen-
slons. In particular. in this cxample, this level includes
groupings of scssiong thal are grouped by both CIIN and
Device dimensions. The groupings <Akamai, iPhone>
(416), <Akamai, Desktop> (418), <Level3, iPhone> (420),

and <l.cveld, Desklops (422 are the pairs/combinations ol

devices (406-408) and C1INs (412-414). Jlach grouping at s

this level i a child of two parents (one device and one
CDN).

Thus, as shown in this example, when performing root
cause diagnosis, a diagnosis graph (c.g.. direcled acyelic

graph) is constructed, where cach node represents a group s

(grouping of sessions), such as <iPhone> or <Akamai,
iPhone>, The group <Akamai, iPhone represents the group
of traffic that vses iPhones and streams from Akamai, and is
the intersection of the sessions thal use iPhones and the
scssions thal stream [rom Akamai. The links between the
nodes indicate a parent-child relationship. A parent group is
split into multiple subgroups. The split may be performed
according (o various dimensions. Por example, the group
<iPhone= is split inle the subgroups <Akamai. iPhone and
<Level3. iPhone> by the CION dimension. In this example.
this split indicates that among all the video sessions that are
plaved on the iPhone, some of them stream from Akamai,
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and the remainder stream trom Level 3. The parent group is
the union ol all its ¢hild subgroups.

In the example shown. the groupings <iPhone> 408,
<Akamai. (Phones 416, and <1 .cvel3. iPhones 420 have
been detected as anomalous using the anomaly detection
techniques described herein.

Il the iPhone device has issues. it may allect all the CIONg
from which iPhone deviees stream [rom. For example. both
groups <Akamai, iPhone> and <Leveld, iPhone> are
affected. Although anomalies are detected in both these two
aroups, these two groups should not be blamed or diagnosed
as the rool cause. Instead, the iPhone device should be
blamed or diagnosed as the ool cause (because in this
example, both of its children were anomalous).

In this example, when performing diagnosis, among, all
the groups that are detected as having anomalies. only the
group whose subgroups are all “bad™ (such as iPhone in this
cxample) 1s diagnosed as being the root cause {and the
source of the issue). The other groups 416 and 420 are

20 merely attected by the issue with iPhones, and are not the

ool cause.

The lollowing desceribes an example systematic approach
of the root canse diagnosis performed by evaluating or
traversing the diagnosis graph of FIG. 4. The diaghosis
araph is econstructed. The graph provides the searching
structure [or the rool cause diagnosis.

Alter the graph is buill, root causc analysis 1s performed
for all groups in the graph independently. Those groups that
are detected as having an anomaly (e.g., detected as
deseribed above using basclines/thresholds, [IMM. cle.) are
marked as anomalous or “bad” (c.g., the groups 404, 416,
and 420 in the graph).

After marking the groups that are anomalous, a search is
performed from the top level to the bottom of the graph.
Whenever an anomalous group is visiled. a recursive drill
down is perlormed (o scarch lor the rool cause. The scarch
ends when a group is identified whose subgroups are all bad.
That group is then returned as the root cause. [n the example
of FIG. 4, all subgroups of iPhone are bad, and thus the
group <iPhone> is diagnosed as the rool cause.

1G5 illustrales an embodiment ol diagnosing a rool
cause of detected anomalies. An example of a diagnosis
araph is shown in FIG. §, which includes the same nodes as
the graph shown in FIG. 4. In this example, different groups
have been lound (o0 be anomalous. In this example. an
anomaly has been detected in the <All> group (502) al the
top level (ie., anomalies were found in the group of all
traffic/streaming, sessions). A search is performed on the
diagnosis graph ol IG5 (0 determine a rool cause ol the
detected anomalics.

Since the anomaly was detected in the <All> group. a
recursive drill down of the <<All> aroup is performed. At the
next level, for each dimension (single dimension group-bys
al this level) Device and CIIN. the groups within cach ol the
dimensions are evalualed o determine how many ol the
aroups within a given dimension are anomalous. As part of
the drill down, anomalies in the subgroups <ilPhone> (504)
and <tAkamai= (506) are found in the dimensions Device
and CDN, respectively. [owoever, not all of the devices and
not all of the CINs were anomalous. Thus., the <All> group
is not the root cavse (otherwise all of the groups within a
dimension would have been anomalous, since their union
would cover all trallic).

The scarch then lorks. and recursive drill downs are
performed on both  <iPhone> and <Akamai>. Both
<iPhone> and <Alkamai> point 1o their common subgroup
<Akamai, iPhone> (508), for which an anomaly has also
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been detected. That is, both search paths ended at the same
node. Thus, the group <iPhone. Akamai> s determined to be
rool cause. In this example. the <All> group was [lagged as
anomalous because ol the large proportion of rallic being
streamed by iPhones, which would have a large impact on
the average rebuffering ratio that is computed across all
trallic.

II' <Akamai> were the rool cause, then the group <Aka-
mai, Deskiop= should also have been detected as anoma-
lows, which is not the case in this example. Likewise the
group <ilhone> is not the root cavse either, otherwise the
group <1 evel3. iPhone> would also have boen anomalous.
which is also not the case.

Further Details Regarding Constructing the
Diagnosis (Graph

I'rom the examples of VIGE. 4 and 5, it can be seen that
the diagnosis result depends on the strueture of the diagnosis

graph (e.2.. what nodes are included in the graph). In other 2

scenarios. (here may be many more dimensions and com-
binalions ol dimensions 10 consider, resulting in a more
complex searching structure.

In some embodiments, the diagnosis graph that is con-
structed is not a full graph that includes all possible nodes
and all possible combinations of dimensions, as the sive of
the graph would make the diagnosis traversal dillicult (o
compute. In some embodiments, pruning is performed to
boost performance. For example, not every dimension is

considered when constructing the graph. Nol every combi- 3

nation of dimensions 1s necessarily considered. as well. For
example. while combinations ol <device, CDN= < Cily.
I8P>, and <CDN, City> may be considered (the combina-
tion of City with ISP and CDN may be vsed to help localize

ISP and CDN issucs lo cerlain geographical citics/regions). 3

other combinaiions such as -<device, 18P and <device.
cily> arc not combined 10 form lurther subgroups bocause
those combinations are not as meaningfil when diagnosing
an issve. As another example, the combination of the asset
dimension with other dimensions is nol compuled. due (o
scalability and complexily 1ssues (hecause ol the numerous
different pieces of content that could be streamed), when
generating the diagnosis graph. In some embodiments, what
dimensions/combinations of dimensions are considered
when constructing the diagnosis graph s predelined/conlig-
urable.

In some embodiments, the graph is constructed starting
from groups identified as anomalous. In one embodiment,
cach group is represented or delined or identilied by a group

identifier (group 1) The group 1D acts as a key lor the s

session data for a group. (The group 113 will also be used (o
provide warions performance enhancements, as will be
described in further detail below.) The group 1D, which in

one embodiment is & hash of the dimension attribules/groups

1 which the session belongs, also indicates the relationship s

among, the groups. As described in the examples of above,
the root of the graph is all traffic for the customer. Starting
from the anomaly groups, a connected graph that connects
the anomalous groups is constructed. Por example, the
anomaly groups are [irst gathered. "The parents of the
anomaly groups that are required for the graph 1o be con-
nected are obtained to construet the graph.
Merging Mulliple Ideniified Root Causes

In the example o 1G5, both scarch paths gave the same
unique rool cause. [n some cases. multiple scarch paths may
result in multiple, different root causes being returned (this
may be an artifact or consequence of an incomplete graph
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being constructed and vsed for diagnosis for efficiency/
complexity reasons). [lowever, this is polentially the same
igsue manilesting itsell in multiple places.

Various lechnigues may be used o resolve the mulliple
identified root causes. As one example, the group at the end
of the longest search path is returned as the root cause. In
some embodiments, a similarily analysis is  performed
between identificd rool causes o delermine whether they
can be merged and a single root cavse can be identified. As
ole example, the similarity is determined by checking, for
each of the root cause groups, the similarity of the unique
impacted sessions lor those groups.

Ag one example. a count of the impacled unigue devices
by each issue is computed (e.g., by using hyperloglog
(HLL)). The amount of overlap between the different iden-
tified root causes is evaluated 1o determine whether the root
causes may be merged or one rool cause can be excluded (in
the example ol UIG. 5. both search paths woere the same
length but returned the same subgroup—i.e., same group of
sessions—therefore, that subgroup was returned as the
single rool cause group). In some embodiments, the times ol
detected issues are delermined o combine multiple rool
causes. In some cases, the metric time series ot the identified
root canses is compared to determine the similarity of those
root cavses. The deterimined similarity is then vsed 1o decide
il the root causes should be combined or excluded.
lixample Spark Implementation ol Aulomatic Alerts

In one embodiment, avtomatic alerts engine 220 is imple-
mented on the Apache Spark distributed computing trame-
work (c.g., using a Spark cluster). lior example, the pro-
cessing  performed by the awlomatic alerls engine s
performed on a Spark cluster of computing nodes o achicve
high scalability.

For example, the QoE metrics computed per group per
minute are compuled in a distributed manner. However,
while the diagnosis 1s performed on a per-customer basis
{e.g.. when construcling the diagnosis graph). the Qol:
metrics computed per group are ot computed on a per
customer basis. Thus, shuflling will need to be performed at
some point. Shullling is an expensive action Lo take in Spark
computations. Deseribed herein are oplimizations (hat may
be performed to reduce the shutling,

FIG. 6A illustrates an embodiment of a distributed
anomaly detection and root cause diaghosis processing
pipeline. In the example o VIG. 6AL a distributed version ol
the anomaly detection and rootl cause diagnosis processes
described above iz shown using the Spark framework. In
some embodiments, the processing described in conjunction
with UI{r. 6A is used 1o implement automalic alerls engine
220

In this example, suppose that there are (wo exceulors. 602
and 604, The executors are included in worker machines of
a Spark cluster (also referred 1o herein as “worler nodes™).
In one embodiment, the executors are implemeniled as java
virlual machines (JVMs) within the machines. Lach worker
node may have several executors running at the same time,

In this example, each executor is associated with a set of
CPU (central processing unit) cores. For example, each
execulor is assigned three cores. Suppose a machine/worker
node has 16 processing cores. The worker node may have
five executors (using 15 of the 16 cores), where the 16™ core
is reserved for other tasks, such as input/output (I/40). Other
configurations may be implemenied. The number of
machines/worker nodes {(and therelore exceulors) in the
cluster is scalable and conligurable.

In this example, at stage 608 of the processing pipeline,
each executor reads/loads video sessions from HDFS 606
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(e.g., file system 218). HDFES 606 holds all of the summa-

rized session data lor the Tast minute. As described above.
the summarized session data is slored in files {(where cach
entry in a [ile corresponds (o the summarized session data lor
a given session 0 the last minute), where the summarized
session data tor the last minute may be partitioned across
multiple files in TIPS, As deseribed above, cach [ile stored
in H121S contains a list of scssions (and their corresponding
summarized session data) for a specific minute, where the
session 10 a file may have various attributes such as metadata
and quality metrics.

In some embodiments the summarized session data lor the
sessions observed in the last minule are distributed randomly
among, the files in HDFS. For example, the summarized
session data is distributed according to a client identifier that
was randomly assigned o client devices (where the client
identifier identilics a specilic device). lior example. summa-
rized session data is distributed o the files of TS based
on a hash of the client ID. In some embodiments, the number
of'files into which the summarized session data is distributed
is xed. IT data lor more sessions s recelved in a cerlain
minule, then cach [ile becomes larger and includes more
entries. The number of files into which to distribute sum-
marized heartheat data may also be configurable.

In this example, at stage 608, each core/executor receives
4 partition ol data. For example, cach core Tetches data [rom
HIS 606, This includes loading (iles into the cores. In
some embodiments, in order tor all cores to load data at the
same time (e.2., to increase parallelism), files may be split

(.g.. enlrics in a single file may be loaded onte different 2

cores). lach parlition s computediprocessed by a lask
assigned (o a core ol a machine. which is decided by the
Spark scheduler.

At this stage, the predefined QuoE metrics are computed on

a4 per session basis. That is. for cach session. a given 3

session’s summarized heartbeal data is used o compule
video start [ailure. exit belore video start, bullering ratio.
and video startup tine for that individuval session. The
individual session metrics will be used to compute aggregate
group level metrics.

In order o do so, a group identificr (group 113} is deler-
mined for each session. The groups by which sessions are
grouped are based on a defined list of dimensions tor the
groups, such as [CDN, ISP, Cuty]. The sessions are then
assigned group 15 that are based on the group atiribules
which correspond o the list of dimensions defined lor the
group. For example, it a group is defined by the dimensions
[CDN, ISP, Citv], then the attributes used to define a specific
group and create a group 113 would be, for example, | Aka-
mai, AU&L. San lrancisco].

Thus, cach session is assigned or mapped (0 a group 113
based on its dimensional attributes. For each session, the set
of predefined QoE metrics is also computed.

Al this stage. the sessions are randomly distributed, and

thus a single parlition may have sessions with many different s

group [Ds. In arder to compute group level metrics, it would
be beneficial to have all sessions in the same group (e.g.,
with the same group ID) aggregated into the same partition.

In order o do so. the randomly distribuled sessions are
shullled so that sessions ol the same group are collocated or
stored in the same partition. [n some embodiments, the
group 1D is used as a key 1o determine which partition a
session is stored in. Thus, aller compulting the individual
session melrics. the sesslons are then grouped together inle
the same parlitions according 1o the group 11 key, As one
example, a hash partitioner is used in Spark to determine the
partition for each session, where the hash partitioner com-
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putes the hash of the Group ID for the session, and the

funciion “hashcode mod numPartitions™ is used as the
partition id ol the sessionfelement.

In some embodiments. prior w0 the shuflling, a local
reduce may be pertormed to merge together (e.g., average)
the metrics for sessions in the same group that happened 10
be n (he same partition. The local reduce reduces the
amounit ol data thal will be translerred during shullling.

Once the sessions are shuffled so that sessions within the
sane group are stored in the same partitions, the group level
metrics are then computed at stage 610, This includes
merging the metrics ol those sessions that belong Lo the same
group. Nor example. il there were len sessions in a group
being processed in a partition, those ten sessions are merged
into a single entry (e.g., corresponding 1o the group 1D that
the en sessions belomg 10). where the individual metrics ol
the en sessions are, for example, averaged o delermine an
ageregale Qoll metric that is assigned (o the group 1130 Thus,
each group ID is associated with a set of apgregate/merged
metrics tor the corresponding group. In some embodiments,
the Qold metrics are computed for all groups delined in the
diagnosis graph.

With sessions in the same groups collocated in the same
partitions and merped together to determine per-group
aggrepate QoE metrics, time series are also constructed per
group, per-metric. For example, the group level melrics
compuied for the current minule are joined with the group
level metrics of the previous 60 minutes to generate the time
series.

Alter the time scrics is constructed using the aggregate
metrics. anomaly delection and rool cause diagnosis are
performed. In one embodiment. the anomaly delection and
root cavse analysis are performed on a per-customer basis,
When determining the aggrepate metrics, the partitions
included data [rom the same groups (thal had previously
been grouped by group 11D, However, some groups stored in
the same partition may be associated with different cusiom-
ers.

In this example, before performing the per-customer
anomaly detection and root cause analysls, the aggregale
group level metrics, which are distribuled into partitions
based on group ID, are reshullled according 1o customer
identifier (ID) (e.g., the identifier of a publisher vtilizing the
services of content distribution monitor 210). The customer
identifiers are indicated by “¢17 and “¢2” in the example ol
I'ICE 6A. This second shullle is perlormed o place logether,
in the same partition, aggregate group-level metrics/time
series that belong to the same customer. For example, all
groups [rom the same video publisher are placed in the same
cxecutor.

Anomaly detection and rool cause diagnosis are then
performed on the reshutfled data, where, as shown in this
example at stage 612, each executor processes data specific
lo a cerlain customer {c.g.. exceulor 1 processes data Tor
cuslomer 1 (“el™), while execulor 2 processes data lor
customer 2 (“c2")). The processing performed by the execu-
tors at this stage includes performing anomaly detection as
described above, The root cause analysis includes generat-
ing diagnosis graphs and (raversing the graphs o identily
raol causes ol delected issucs, as described above. "The
results of the anomaly detection and root cause analysis are
then persisted, for example, into a database (e.g., Phoenix).

In some embodimenis, as deseribed above, when con-
structing the diagnosis graph. the Tull graph including all
possible combinations of dimensions is nol constructed.
Rather, some dimensions are excluded (or excluded from
being combined with other dimensions), and only those
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groups needed to construct the graph and perform the
diagnosis are used. This makes the rool cause diagnosis/
analysis more lightweight (by reducing the size ol the graph
that needs o be traversed). This allows Tor the more eMicient
construction of the multiple graphs that are created for each
of the predefined QoE metrics at each minute for each group.

In one embodiment, the graph building, anomaly detec-
tion, and rool cause diagnosis are wrapped inlo a map
[unction. In this example. the entire pipeline is 4 job that is
fired at cach minuie (or any other lemporal granularity, as
appropriate) 1o provide near real-time anomaly detection and
root canse diagnosis,
Geperating Groups in Spark

In one embodiment, groups are computed in Spark and
stored in RIMDs (resilient distributed datasct). a dala struc-
ture o Spark. The clement ol the Group R1I1D is the tuple ol
{Group 1D, Group), where Group 1D is vsed as the kev to
determine which partition the element should be stored in. In
one embodiment, as described above, Spark uses a hash
partitioner (o determine the partition lor cach clement, where
the partitioner computes the hash of the Group 11D of the
luple and uses “hashcode mod numPartitions™ as the parti-
tion identifier of the element.

An example data structure for Group 1D is defined as the
lollowing pscudo code:

Cironpld {
GroupDly mGroupBy:
Object] | mAtribuics;

where “mGroupBy” defines the list of dimensions for the

group. such as [CIIN, ISP, City|. and “mAtiribules™ is the 3

list ol group attributes which correspond o dimensions
defined in “miroupl3y.” For example. il “mGroupl3y™ is
[CDN, ISP, City], “mAttributes™ could be [Alamai, AT&T,
San Francisco].

I'IGr. 613 illustrates an embodiment of delermining group
level metrics. In some embodiments, the  processing
deseribed in IIG 613 is used to implement stages 608-610 0l
FIG. 6A. In the example of FIG. 6B, an example of how
Group RDD is generated is shown, as well as shuifling. In
some embodiments, as described above, each partition is
computed/processed by a task. which is assigned 1o a core of
a4 machine, as decided by the Spark scheduler.

Asg illustrated in the example ol FIG. 613, cach metric

{e.g., video start tailures (VSF), Exits Before Video Start |

(EBVS), Video Startup Time (VST), and Rebuttering Ratio
(RBR)) per group is computed as follows. All metrics are
computed per sesgion per group (lor that session) first
{(Metrics RII12 652). Then the metrics are shullled based on

the group 11D and are merged lor the same group. which s

generates the group-level metrics (Merged metrics RDD
654). The last step is to transform the merged metrics per
group 1D 10 groups.

I'IG. 6C illustrales an embodiment of delermining aggre-
gale Qol: melrics on a dimension. In this example, V817 and
rebutfering ratio (RBR) are computed on the CDN dimen-
sion. In this example, at stage 680, the individual VSF and
RI3R medrics [or cach ol sessions 672-678 arc computed. A
mapping ol the session 10 a CION group (cither <Akamai=
or <level3=Y is also perlormed. Al stage 682. the individual
session metrics are shuttled and stored together according to
which CDN they belong to. The individual session metrics

hl

1

ta

40

45

L

Gl

G5

24

for a given CDN are then merged together 1o compute
ageregale V8I and RIBR across the sessions that streamed
from the given CIIN.

lixample Alerts Reporting and Investigation Interlaces

Various reports may be provided by reporting engine 228
in response 1o the detection of anomalies and the diagnosis
ol a rool cause ol anomalics. xamples of reports and
investigation interlfaces are deseribed in further detail below.

FIG. 7 illustrates an embodiment of an intertace for
reporting anomalies and root cavses. In this example, a CDN
issue was identified in the live traffic of the Level3 CDN for
a video publisher. The plot 702 is the time series ol the group
identified as (he root cause. "There is 4 spike in the middle at
704, which indicates an anomaly was detected in video start
tailures.

Ag shown in this example. all trallic excluding the root
cause group can also be shown. The second line (706) 1s the
lime serics ol other traflic. which as shown in this example,
at the time of the anomaly 704, is smooth, without any

20 spikes. This indicates that the root canse of the issve has

been clearly identified, otherwise the sccond line (706)
would also show spikes or anomalics at the time ol the
anomaly 704,

In this example report of FIG. 7, the amount of traffic
{e.g., number of views or streaming sessions) tor the root
cause group is also shown at (708) o indicale the impact of
the issue. A sample list of sessions impacted by the issue is
also shown at 710, which allows the video publisher to
identify the Internet Protocol (IPP address), region,
stream[JRI ., as well as other allributes on which the user or
publisher can ake action.

1G5, 8 illustratles an embodiment of a reporting interface
for a particular content publisher. In this example, alerts for
metrics are shown at column 802. The value for each metric
for cach alert is shown al column 804, The rool causc
identified Tor cach alert lor the metric is shown al column
B06. The cumulalive mmpacted unique deviee [or cach
detected issue is shown at 808. The time that alerts were
fired is shown at 810,

1G94 illustrates an embodiment of a diagnosis inter-
lace. Shown in this example is an alert [or a rebulTering ratio
for Xbox (type of device) and Live (tvpe of content). The
rebutfering ratio of the detected anomaly is shown at 902,
The time at which the issve started is shown at %404, The time
al which the alerl was lired is shown at 906. The cumulalive
number ol impacted devices between the lime the issuc
started and when the alert was fired is shown at 208. Portion
910 of the reporting interface includes a plot of the time
serics of the rebullering ratio lor the identified ool cause
group <Xbox, Lives, as well as a plot ol the Gime serics of
all trallic excepl the anomaly rool cause group. Graphical
representations of the time at which the issue started and
when the alert was fired are also shown at 912 and 914,
respeclively. Portion 910 also includes a plot ol the baseline
and threshold, At 916, inlormation aboul a subscl of
impacted sessions due to the alert/identified issue is pre-
sented.

FIG. 9B illustrates an embodiment of a diaghosis graph.
The (partial) diagnosis graph ol FIG. 913 was traversed, as
deseribed above. (o delermine the ool cause group of
<Xbox, Live> reported in the interface of FIG. 2A. In this
example, anomalies were detected at nodes 952, 954, 956,
and 938 in the diagnosis graph ol FIG. 913 (note thal the
graph of I'I¢z. 913 docs nol show the complete graph lor
dizgnosis: 1 only shows the anomaly groups in correspond-
ing dimensions). o this example, the root cause was deter-
mined (based on a traversal of'the grapl, as described above)
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10 be <Xbox, Live> (954) because all of its subgroups (956
and 938) were anomalous as well.

IIG. 10A illustrates an embodiment of a diagnosis inler-
[ace. Shown in this example is an alert [or video slart [ailures
for Silverlight (tvpe of device) and Akamai (tvpe of CDN).
The percentage of video start tailures of the detected
anomaly i shown at 1002, The time at which the issue
slarted is shown al 1004, The time al which the alerl was
fired is shown at 1006. The cumulative number of impacted
devices between the tine the issue started and when the alert
was fired is shown at 1008. Portion 1010 of the reporting
interface includes a plot ol the time serics of the rebullering
ratio [or the identified rool cause group <Silverlight. Aka-
mai=, as well as a plot of the time series of all traffic except
the anomaly root canse group. Graphical representations of
the time al which the issue starled and when the alert was
fired are also shown al 1012 and 1014, respectively. Portion
1010 also includes a plot ol the baseline and threshold. At
1014, information about a subset of upacted sessions dve
1o the alert/identified issue is presented.

I'IG. 1013 llusirales an cmbodiment ol a diagnosis graph.
The (pariialy diagnosis graph ol IIG. 1013 was traversed. as
described above, to determine the root cause group of
<Silverlight, Akamai> reported in the interface of FIG. 104,
In this example anomalies were detected at nodes 1052,
1054. 1056. and 1058 in the diagnosis graph ol 1. 1013
{(note that the graph ol FIG. 1013 does not show the complele
graph for diagnosis; it only shows the anomaly groups in
corresponding dimensions). [n this example, the root cause
was delermined (based on a traversal ol the graph. as
deseribed  above) o be <SBilverlight. Akamai> (1054)
bhecause all of its subgroups (1056 and 1058} were anoma-
lous as well.

FIG. 11 is a flow diagram illustrating an embodiment of

4 process [or anomaly delection and root cause diagnosis. In 3

some embodiments, process 1100 1s execuled by aulomalic
alerts cngine 220 of 1IG. 2A. The process beging at 1102
when, at a first time, a set of quality metrics are computed
for a plumlity of proups (of streaming sessions). For
example. a sel ol Quality ol Lxperience (Qol 1) metrics such
as video start [ailure. exits belore video start. video starlup
time, rebuttering ratio, etc. are computed continuously (e.g.,
at each minute or any other interval/granularity of time, as
appropriate) for various groupings of streaming sessions.
The example Qoli metrics are used o aggregate the qualily
ol cxperience rom collecled video session data (data col-
lected in the last minute), which iz sent by monitoring
sensors integrated in client devices requesting and plaving
content. The metrics are computed [or various groups ol

sessions. whoere the sessions are grouped al varying levels ol s

granularity according o various combinations ol dimen-
siopal attributes. For example, in various embodiments,
sessions may be grouped according to their geo-locations
(t.g. state. cily. or Designated Marketl Arca (DMAY in the

United States). device type. as well as combinations ol s:

geo-location and device type. Other examples of dimensions
that may be used for grouping, sessions include: the name of
a video asset that was plaved; the CDN from which the video
dala is streamed: whether the content is live or Yol (Video
on Demand); and 2 user’s or viewer's Inicmel Service
Provider (ISI"), or Autonomous Svstem Number (ASN)
within a given ISD.

AL 1104, an anomaly is identificd at least in parl by
perlorming anomaly detection using the compuled sel ol
quality metrics and historical information. In some embodi-
ments, the QoE metric computed for the current minute is
joined with historical aggrepate valves for the metric to
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constet a tine series, where the time series per metric per
group is evalualed o deteet anomalics in the behavior ol the
lime series. Anomalics may be identified in the Gme series
ol multiple groups. In onc embodiment, a bascline and
threshold are used to detect anomalies. For example, a
baseline and deviation/tolerance threshold is computed for
cach Qol: metric and group. lor cxample. by aggregaling
Qoll metrics from an extended period of Lime in which the
metric appeared “normal” (e.g., as compared 1o some thresh-
old value for a metric). As one example, the baseline is the
mean of the aggresated QoE metrics within the time period
and the threshold is compuled as a4 mulliple ol the standard
deviation plus the baseline value.

The deviation/tolerance threshold is then used to detect
issues or anomalies for each QoE metric (time series) and
group. Ior example, il the Qol: metric of the corresponding
group al the current interval. or aggregated within a short
period of time, is above the tolerance threshold for a
threshold amount of time, then the metric for the group is

20 labeled as anomalous. In some embodiments, the impact

{c.g.. the number ol sessions impacted by the anomaly) ol
the issuc is also used as a crileria [or determining il the
metric for a group is anomalovs. For example, in addition 1o
the metric exceeding the tolerance threshold tor the thresh-
old amount of time, the metric for the group is labeled as
anomalous il a threshold number of sessions are impacted by
the issuc.

In another embodiment of anomaly detection, a hidden
Markov maodel (HMM) is nsed to detect whether a metric for
# group is anomalous at the current Ume. In some embaodi-
menis, a separate MM s used lor cach Qoll metric and
group. [n this example. an [IMM is a chain ol slales. one per
interval (e.g., each minute), with an associated metric obser-
vation for each interval. The state for the interval is a label
o be mlerred by the TIMM as either “anomalous™ or
“ordinary” (nol anomalous). These states are hidden, and the
TIMM is used Lo inler these stales using the observalions ol
the metrics. The states are distinguished by the model for
observations, which makes different predictions for metrics
observed under the ordinary and anomalous stales. [ obser-
valions appear incompalible with the ordinary stale [or some
streteh of time (e.g., the observations are extremely vnlikely
to happen under the ordinary state), the model finds a high
probability that the group is in the anomalous state for that
period. and thus the metric for the group is labeled as
anomalous.

At 1106, a cause of the identified anomaly is diagnosed.
In some embodiments, a graph (e.g., directed acvelic graph
{12A07)) is construcled oul of all of the groups based on the
parent/child relationship between the groups. A group rep-
resents the collection of video sessions defined by the
dimension for that group. For example, a group (CDN:
Alcamai, Device:AppleTV) may be constructed to represent
all the video sessions thal are playing video on an Apple’I'V
device type and oblaining video from the Akamai C1IN. In
some embodiments, a group “A™ is considered a parent of
aroup “B” if “B” contains and matches all the dimensions of
aroup “A" and has one or more dimensions than “A.” For
cxample, (CDN:Akamal. Device: ApplelV) is a parent of
{CDN:Akamal. Device:Apple TV, Contenl Type:l ive). Other
examples of dimensions and groupings are described above,
In some embodiments, the graph is constructed using a
subset ol the groups, where cortain dimensionsicombina-
tions ol dimensions are excluded 10 reduce the complexily ol
the diagnosis graph and its evaluation.

The root cause is diagnosed by performing a traversal of
the constructed graph. For example, a Breadth First Search



us 12,250,108 B2

27

(BES) traversal of the graph is started to look for root cavses.
One example criteria for a node Lo be a rool cause 1s that the
node itsell is labeled as anomalous {c.g., using the issue
detection algorithms deseribed abowve), and more than a
configurable (threshold) percentage (e.g., 80%) of children
are labeled as anomalous as well. In some embodiments, if
a node satisfies the criteria, the svstem labels the node as a
rool cause and moves [orward o the next node on the BLS
path. In some embodiments, il a node is anomalous but does
nol meet the criteria {e.g.. the threshold percentage ol
children that are labeled as anomalovns is not met), the
system starts Depth First Search (DFS) traversal from that
node through its children vntil a root cause is identified vsing
the same crileria.

ALTTD8, an alert is generaled based at least in part on the
diagnosis. lior example. the metric and group that are
diagnosed as the root cavse is provided. A list of impacted
video sessions may also be provided. Other examples of
alerts and reports are described above,

Thus, using the teehniques described herein. conlent
publishers {or any other entity n the O ccosystem/
pipeline, as appropriate) may be automatically aletted, in
real-time and near real-time, 10 any issues in viewing quality,
as well as be provided the root causes of the detected issues.
This provides auwlomatic alerting on problems allecling
viewing expericnce. which has become increasingly impor-
tant to content publishers due to the rapid growth of video
streaming, over the Internet (e.g., over-the-top content

(OTT17Y). Ixisling solutions typically leave the diagnosis ol 2

an 1ssuc’s rool cause (o content publishers. This is a dillicult
and lime consuming lask. since the issue can be al any
component in the streaming pipeline (for which there is no
single end-to-end owner), and can cavse significant delay in
{inding the rool cause and resolving the issue.

Anomaly Detection and Diagnosis Through Faull lsola-
tion Modeling and Quality Impacts

In the examples above, anomaly detection and root canse
diagnosis were performed based on the aggregate (e.g.,
average) Qoll metrics ol groups. In an allernative embodi-
menl. preprocessing is performed on melries (e.g., prior lo
anomaly detection and diagnosis), such that the detection
and diagnosis are run on a model-estimated quality impact
of each group. As will be described in further detail below,
in some cmbodiments. this allows a determination ol
whether a problem with a [irst group explaing all of the
increase in the average metric for another group.

The model-estimated quality impact of each group may be
determined using machine leaming models. In one embodi-

ment. lincar regression (e.g., using one-hot encoded cal- s

cgorical leatures) is used o model the relationship between
a session’s quality and the impact on the session’s quality by
different groups. For example, each group is assigned a
quality contribution. where cach session’s qualily is a sum
ol ity groups” qualily contributions (lo the session’s overall
or total quality), i1 addition to an unexplained variation.
Thus, the quality metric for each session is modeled as a
linear combination of a set of teatures, where the teatures are
the group-bys (dimensions or combinations of dimensions
by which sessions may be grouped, as described above).

For example, it a session in San Franciseo (City dimen-
siony vses Akamai (CDN dimension), and (<City=, <City,
CIONz=, <CDN)Y are used as group-bys and the [eatures lor
the model, then its rebullering ratio (RI3R) {Qol: metric) at
time ( may be modeled as:

hullering,' ::'=f]-|_.'-;.-|':"l‘}l,fgr.'-,:_-l':“-i-'f]-l m-l':”+_1

[
Pl

[
[y

40

45

.t

Gl

G5

28

where the thetas are interpreted in this example as the
quality coniributions lor cach group.

In this cxample, by performing lincar regression, the
contribution of each individual group-by 1o the observed
butfering ratio for the session may be estimated or otherwise
determined. FPor example, il the session has a 2% bullering
ralio lor the current minule, the linear regression modeling
may be vsed to determine what percentage of the total
session buttering ratio was contributed by or due 1o stream-
ing from a certain CDN, and what pereentage of the lotal
session buflering ratio s contribuled (0 by a spocilic clly.
Thus, the total session quality metric may be broken down
into contributions from individval group-bys.

In one cmbodiment. altribuling blame {contribution o a
session’s overall quality) o groups beging with cach group’s
average quality metric, where the averages are modified 10
reduce double-blaming. For example, suppose that the aver-
age rebullering ratio lor Akamai is 10%. bul this is because
all of the Akamal in 817 sesslons have 20% rebullering ratio
{and all other sessions have 2%). If each group’s average is
taken as its blame, then a prediction would be made that an
<Akamai. New Yorkes session would have 12% bullering
and an <Akamai, San l'rancisco> scssion would have 300%.
It Akamai’s blame were instead reduced to 2%, <<Akamai,
San Franciscox's blame to 18%, and <Akamai, New
York>"s blame 10 0%, (hen there would be a perfleet predic-
lion.

It such blame numbers are vsed, then it can be correctly
determined that <Akamai, New York> has no contribution 1o
quality. II the problem in <<Akamal. 8an l'rancisco= staried
in the current minute. then previously all ol the <Akamai,
City X>= groups had 0 blame (zero contribution or impact on
sesgion quality), then nothing has changed for <Akamai= or
<Akamal. New York>, bul <Akamai. San I'rancisco> has
gone [rom O blame 1o 18% 3R {(bullering ratio) blame.

Linear regression is used to perform such optimal blame
allocation, since linear regression attributes blame 1o each
group, minimizing the (squared) unexplained variation. In
one embodiment. the linear regression 1s used Lo delermine
the coetlicients or weights for each group-by in the summa-
ton.

The modeling of session quality as a function ol quality
impacts/contributions of individual groups may be used 1o
address diagnosis issucs where mulliple groups appear 1o
have problems, but if the real root cause group’s trattic was
removed trom all others, this removal would also remove the
issucs thal manifest in the other groups. Lincar regression
may also be used o resolve issues where the diagnosis is
vicertain, as the linear regression will estimate the uncer-
tainty in each group’s blame.

Linear regression may be firther vsed to resolve start- and
end-ol-issue diagnosis jitler. As melrics decline Tor a true
anomaly group. Us subgroups will also see declines, bul al
different rates. This may cause some subgroups to be blamed
for an anomaly, by random change. Jointly estimating blame
and ils uncertainty addresses this issuc. |incar regression
may also be used o reconcile multiple plausible explana-
tions [or an anomaly in dillerent parts ol a diagnosis Lrec.

In some embodiments, feature engineering is performed
to ensure that the appropriate features (dimensions) and
combinations of lcalures are used 10 caplure an issue. lior
cxample, 11 a reglon has a problem, it will assign blame 1o
each impacted city, as well as potentially other partially
overlapping features (or the whole customer).

Amnomaly Detection Based on Quality Contribution

In some embodiments, a model is vsed 1o attribute blame
to different factors. However, if one group has statistically
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worse performance than another, this is not cavse for an
alerl. Insicad, in one embodiment, an alert should occur
when a group’s contribution (o qualily changes.

lor example, similarly lo group-wise average aggregale
quality metrics, quality contributions will fluctuate ran-
domly over time. In one embodiment, when performing
anomaly delection. changes in quality contribulions are
determined, such as those changes that are not due (o
random noise (that is, detecting trve changes in quality
contributions in a noisy time series).

In some embodiments, the above described techniques tor
anomaly detection, such as bascline/threshold and 1IMIST
are adapled to delecl anomalics based on quality conlribu-
tions instead of averages of the QoE metrics.

For example, a quality contribution baseline and deviation
threshold may be delermined, where il the quality contri-
bution [or a group exceeds the deviation threshoeld above the
baseline quality contribution. then the group is determined
as anomalous. Similarly, the HMM-based technique

described above may be adapted 1o make predictions based 2

on qualily contributions instead ol (and/or in addition o)
aggregale metric values. An oullier arca model may also be
used.

In some embodiments, a turther criterion for determining
whether a group is anomalous is whether the quality con-
tribution alse excoeds a threshold value. Por example. il the
contribution to bullering ratio (measure ol quality) lor the
current minute exceeds the deviation threshold above the
baseline buffering ratio quality contribution, but the contri-

bution 1o bullering ratio lor the current minule is less than 3

a (hreshold value (e.g., is close o 0 contribution). then the
group is nol marked as anomalows (that is. cven though there
may be a spike in the quality contribution of a group, the
spike has little impact on the observed session quality). In

another embodiment, anomaly detection is not performed on 3

groups whose contribution o the Qoll metric are negligible
or below some threshold. In this way. groups that have little
wpaet or contribution to quality can be eliminated from
processing. This reduces the computing resources used to
perlorm anomaly detection.

Such groups that have litlle o no contribution o quality
may also be excluded from being included in a diagnosis
graph, as they are valikely to be a root cause due to their
minimal impact on/contribution to quality. Thus, groups/
dimensions that have little 1o no contribution on quality may
be eliminated [rom consideration in diagnosis as well.
Variability of Quality Contribution Estimates

In some embodiments, the variability of the estimated
quality contribulion of cach group is estimaled in cach

minule. The variability ol estimates may be based on the s

session dala that is observed. lor example. dillerent people
may decide 10 watch wvideos, network timings may be
slightly different, etc. While these conditions may be deter-
ministic. they may have a minimal relationship o the

underlying qualily contributiom ol dillerent lactors. Thus. s

the data may be considered as being partly influenced by
“random™ events. Since, in this example, the estimates of
quality contributions are tunctions of the session data, these
quality contribulion estimates may also be considered (o be
“random.” Thus, a quantitative determination of how the
quality contribution estimates vary by random chance is also
performed, which in some embodiments is a separate esti-
malion lask.

In (he above example lechnigues. group means were used.
which are approximately normally distributed regardless ol
the voderlying randomness in the session data. The standard
deviation of that normal distribution for the metric may be
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estimated as the group standard deviation divided by the
square rool ol the group size.

Wil respect o qualily impacts. several approaches may
be used 1o cstimale the distribution of the estimate {of
quality contributions of groups, estimated, for example,
vsing the linear repression machine learning model, as
desceribed above).

Closed-lorm estimates: Uor certain [orms ol linear regres-
sions, the contributions may be approximately nor-
mally distributed, and a matrix formula such as the
“sandwich estimator™ may be used to determine the
standard deviation of cach contribution. This example
livmula requires that the inverse ol'a d-by-d malrix be
computed, where “d" is the number of groups. Invert-
g large matrices may be challenging, but may be done
quickly, for example. in Java with d<1.000 or in native
code with d<10.000. In some embodiments. the number
ol groups thal are supported per customer is limited
(e.g., between 1,000-10,000). This approach may be
applicable 1o certain types of modeling.

Bootstrap estimales: In some embodiments, bootstrapping
includes randomly resampling data (e.g.. lor cach origi-
hal session, replace it with a randomly-chosen session)
ahd computing an estimate. This is repeated (e.g.,
100-10,000 times), providing many copies of the esti-
male. These numbers are represcentative ol the csti-
male’s rue variabilily. The bootstrap approach is appli-
cable to any tvpe of modeling. Certain inplementations
may be used that are less expensive (e.g., only tens of
limes more expensive than running a single lincar
regression .

Lstimates [rom historical variability: In (his approach,
after several estimates are available (e.g., after several
dozen estimates are available, e.g., 30-60 minutes), the
variability of recent estimates is used as an eslimale of
the variability ol the cwrrent estimate. Similar 1o boot-
strapping. this approach is applicable o any modeling,
and has a low cost. This approach may increase the
warmwp time for each group.

I 12A illustrates an embodiment ol a work[low [or
detection and diagnosis. In some embodiments, the process
shown in FIG. 124 is executed by an embodiment of
automatic alerts engine 220 that is adapted to perform
detection and diagnosis on model-estimated quality impacts
ol groups.

Ag shown in this example, scssions per minule i (1202)
{or any other time interval, as appropriate) are grouped by
aroup by generator 1204, In this example, group by genera-
lor 1204 generales leature groups 1206 and min-granularity
groups 1208, AL 1210, al least some ol the groups are used
lo train a quality model for minute i. For example. the
sesgions for a current minute may be uvsed to train a linear
regression model 10 obtain coeflicients for each group for the
bullering cquation above. The cocllicients may be directly
mapped to the contribution ol cach group.

In this example, the trained model for minute 1 (1212) is
then vsed, at 1214, to compute the quality impact of each
aroup’s atiribute set. Quality impacts for a previous interval
{c.g.. 60 minules) lor cach group are determined at 1216, Lor
cxample, a time serics ol quality impacts [or cach group lor
a previous period of tine is generated. At 1218, anomaly
detection is then run on the quality impact time series. For
cxample, the baseline/threshold and MM anomaly delee-
lion lechniques are adapled. as described above, 1o deteel
anomalics based on the model-csiimated quality impact of
each group. At 1220, alerts are created for detected (anoma-
lons) groups. Root cause diagnosis, as described above, is
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also run at 1222, This may include constructing and evalu-
aling a diagnosis graph, the evaluation of which reconciles
alerts detecled in many groups inlo a single rool cause
group. Customer-defined alert (illering may also be per-
formed at 1224, where the alerts for minute i are stored
(1226).

IIG. 1213 illustraics an embodiment of compuling the
impact on quality of groups. As shown in this example. at
1252, linear repression is run on sessions 1254, Blame and
variability tor each group for the current minute is deter-
mined. For a given group, the blamefvariability estimated
lor the group is added 1o a corresponding lime serics, as
shown al 1256. l'or example, a lime serics of blame/qualily
contributions for a given group is constructedupdated.
Anomaly detection, as described above, is then performed
on cach per-group lime serics. In some embodiments. the
sleps of 1252 and 1256 of UIG. 1213 are an example ol
process steps 1210-1216 of FIG. 124,

FIG. 13 illustrates an embodiment of a process for per-
forming anomaly detection and root cavse analysis for
audiovisual conlent based on model-cstimaled  qualily
impacts ol groups. In some embodiments. process 1300 is
executed by an embodiment of automatic alerts engine 220
that is adapted to perform detection and diagnosis on model-
estimated quality impacts of groups, such as that described
in conjunction with I, 12A. The process begins at 1302
where it is delermined, for cach group in a plurality of
groups of streaming sessions, an impact of quality of each
group’s attribute set. At 1304, an anomaly is detected at least

in parl by perlorming anomaly detection using the deter- 3

mined qualily impacts. Al 1306, a cause ol the identified
anomaly is diagnosed. Al 1308, an alert is generated based
at least in part on the diagnosis.

Automatic Alerts for Advertisements

In the above, anomaly detection and rool cause diagnosis 3

wore performed to assist conlent publishers in delermining
the causes o anomalics in the quality of viewers® experi-
ences when streaming content provided by the content
publishers.

When a user streams requested conlent. a conlent player
may play both the content requesied by the viewer, as well
as content that was not requested by the viewer, but was
ingerted into the viewing stream. This may include content
encoded or otherwise provided by different entities. For
example. while a viewer may observe a single stream ol
content being  played. the observed single stream may
clude chunks encoded by two different entities, where,
during the streaming, the client swaps between plaving
chunks encoded by the two dillerent entities. but where one

entity does not have control over the chunks encoded by the s

other entity. One example of such a scenario is the playing
of advertisements in conjunction with streaming of content
requested by the viewer. In this scenario, what appears to the
viewer o be a single video session includes not only the

content requested by the viewer [rom the conlent publisher. s

but also advertisement content that is encoded by a different
entity than the content publisher, where such advertisements
are typically not under the control of the content publisher.
I'or example. the content publisher may sell adverlising slots
that are purchased by brands. Although an advertisement
and content are both plaved on the client device and pre-
sented together to the viewer (as if part of'a single session),
they may come [rom different sources (although the viewer
may nol be aware of this) and be encoded dillerenily {c.g..
with dillerent bitrates, resolution, volume, cle.).

Although the advertisements and content are controlled
by different entities, the performance of the advertisements
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can impact the viewer’s experience of watching the content.
lior example. even il the content provided by the conlent
publisher perlirms well. 16 an advertisement [alls or per-
forms poorly, the viewer may [leel disappointed with the
viewing experience and attribute the poor ad performance 1o
the content publisher, even though the content publisher is
not in control ol the advertisement.

Thus. although the content publisher s not in control of
advertisements, they may be concerned with their perfor-
mance and wish to be alerted to any issuves that arise in the
plaving of advertisements, as well as gain insight into what
i causing (he detected issues. Described below are Turther
details in which the awlomatic alerts lechnigues desceribed
above are adapted 1o perform anomaly detection and root
cause analysis for advertisements.

While example embodiments involving anomaly delee-
lion and root cause diagnosis ol advertiscments played in
conjunclion with streaming content are deseribed herein lor
illustrative purposes, the techniques described herein may be

20 varionsly adapted to accommodate anomaly detection and

rool cause analysis Tor moniloring any picces of content that
are streamed logether (e.g. one ype of conlent s nserled
into the other) but are encoded by, or otherwise under the
control of, different entities. The techniques may also be
variously adapted to accommodate anomaly detection and
rool cause analysis lor monitoring picces ol content that are
not requesiced by a viewer, bul are nevertheless presented 1o
the viewer along with the content the viewer did request 1o
stream. This inecludes slate content (which may be plaved by
delault during an ad break when an advertisement is unable
o be played), details of which will be deseribed in further
detail below. Lurther, while example embodiments in a
video streaming (e.g., live and on-demand streaming) eco-
svstelm are described below, the techniques described herein
can variously be adapled o accommodale any type of
multimedia‘audiovisual content distribution, as applicable.

Ad Insertion Overview

Ads may be inserted into the streaming of vser-requested
content in a varety of ways, two of which are referred to as
“elient-side™ and “server-side”™ ad insertion. An overview of
these two Lypes of ad inscriion are provided below.
Client-Side Ad Insertion

FIG. 14A illustrates an embodiment of client-side ad
insertion. In client-side ad insertion, ads are delivered to a
client video content player, which is conligured to insert the
ads (c.g.. oblained [rom an entity exlemal 1o the conlent
plaver) into a video session that is vsed 10 stream content.

In the example shown, client 1404 (such as clients 202-
206 as shown in U1G. 2A) is used o access conlent, such as
audiovisual conlent (e.g.. movies. songs. lelevision shows,
sporling evenls, games, images, cle)) that s owned by
content owners. The cotent is stored (or captured) at origin
servers such as origin server 1406, then distributed via other
servers. caches. content distribution nelworks (CIDNs). prox-
ics. cte. (collectively, “content sources™). Contenl sources
employ a variety of technologies and include HTTD, Adobe
Flash Media, and Microsoft Internet Information Service
servers.

Ag deseribed above in conjunclion with DIG. 24,
cxamples of clients include personal computers, laplops,
cellular phones/personal digital assistants, and other types of
information appliances such as set-top boxes, game con-
soles, broadband roulers. file servers. video servers, and
digital video recorders, as applicable.

In the example shown, a (elevision nelwork (“XY7Z™)
{content provider 1402) has contracted with content distribu-
tor 1408 10 provide viewers with access to live streams of its
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broadeasts as well as streams of television show episodes
and sporting evenls. In some cases, the content distribulor is
owned/operaled by the conlent owner.

Contentl may be delivered/provided Lo clients based on
various protocols. As one example, online video is delivered
10 clients via chunk-based protocols, in which a video player
on a client letches a manilest le (c.g.. metadata coniigu-
ration file) that lists a sequence of location inlormation {c.g..
HTTP URLs) that points to chunks/segiments of video con-
tent (e.g., 2-10 second “.1s” transport segment chunks stored
on the CDNs) that together constitute a full video. The video
player may then lelch the chunks/scgments/components one
by one according o the manilest file, which indicates how
the chunks may be retrieved from the CDNs so that they can
be stitched together by the client media plaver to render a
video assel as a smooth stream.

In this example, suppose that a user ol client 1404 would
like o walch. using a player application. a television (1V)
show owned by content provider 1402, For example, the
user begins a video streaming session (e.g., by hitting “play™
on a selected video). As used herein, a session relers 1o an
enlily representing an instance of playback ol a content asset
{(whether the asset is one requested by the user or another
tvpe of asset such as an advertisement). The session may
begin with a request tor the particular content or when it is
determined that the advertisement is being played/lo be
played, and end when the playing of the content is ceased
{e.g., the user stops watching a requested video, or an
advertisement finishes plaving).

In the example shown, when the wser hits play and starls 3

4 sesslon. the client is direcled o a portal owned by the
content provider (e.g., by using a web browser application.
mobile app, ete.), causing client 1404 10 connect 1o a content
management system (CMS), which may be operated by the

content provider and used by the content provider (o manage 3

its media assels.

Continuing with the example of a chunk-based protocol.
the requested TV show may be stored as a set of video
chunks/sepments that together constitute the tull video asset.
The generated chunks may be published o various CINs
such as CION 1408, with corresponding maniflest [iles gen-
erated that indicate the location (e.g., URLs) of the chunks
for a content item.

In this example, client 1404 is directed by the CMS to
CION 1408 10 oblain a manilest (lle (c.g.. 1118 manilest (ile)
lor the requested "IV show. The content player 1410 on
client 1404 then uses the obtained manitest file 1o begin
streaming, content from CDN 1408 (e.g., requesting, fetch-
ing, and playing chunks ol the TV show thal was requested).

In the example environment of VG0 14A.0 in which s

clicni-side ad insertion is perlormed, advertisements are
served and plaved as follows. In this example, client 1404
includes ad plaver 1412, In some embodiments, ad plaver
1412 and video player 1410 are components or modules ol

the same player application (but may be parts of separale s

applications in other embodiments). The plaver application
may be a dedicated application or an application provided by
a web browser application. In this example, video plaver
1410 and ad player 1412 are two dillerent players. where the
players are swilched belween whelher content is o be
shown, or an ad is 1o be displaved.

In this example, ad plaver 1412 communicates with ad
server 1414, Ad server 1414 is conligured (o serve ads. In
some cmbodiments. the ad server is associated with ils own
CION to deliver ads. ‘The ad server has stored ad content. In
some embodiments, ad plaver 1412 is implemented as a
plaver side plugin. Ad player 1412 is configured to comumu-
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nicate with ad server 1414 and request an ad 1o play. In some
cmbodiments. the ad server and the ad player are provided
or supplicd by a same vendor (c.g.. reeWheel). where the
vendor may work with conlent provider 1402. with the ad
server operating on behalt of the content provider to manage
campaighs and rules for placing ads in the vendor’s ad
players.

In this example, video player 1410 is playing the
requested TV show, Ad(s) are 1o be played at a particular
point (or points) of the video, The video plaver communi-
cates with the ad plaver, instructing the ad plaver 1o play an
ad whoen the video reaches the particular point in the video.
The ad player then communicales with the ad server,
requesting that the ad server provide the ad plaver with an
ad o play. In some embodiments, additional information
such as ad playing crileria is provided by the ad player to the
ad server, such as an amount ol time 10 be filled wilh ads
{c.g.. length of an ad break).

Ad server 1414 receives the request tor an ad (and any

20 other criteria or parameters, as appropriate) from ad player

1412, In the example shown, the ad server is programmed or
conligured with a set of campaigns. policies. and/or rules lor
ad insertion. The campaigns, policies, and/or rules may be
configured, for example, by an ad operations team (1416)
associated with the content provider (e.2., using tools 1o set
up and campaigns and rules lor ad insertion with the ad
server). 13ased on the campaigns, policies. and rules. the ad
server is configured to determine and provide a location
{e.g., a reference 10 a nniform resource locator (LTRL)) of an
ad {(or ads) in response o the request for the ad.

Suppose. in this example. that television nelwork XY/
has made direel sales (c.g., sold portions ol its ad invenlory
or ad slots) 10 a mumber of advertisers/brands, such as Acme
Motors (1417), Boss Burgers (1418), and Cool Cola (1420,
Viewers ol conlent provided by network XY7 will receive
ads [rom either Acme Molors. Boss Burgers, or Cool Cola.
In this example, the advertisers are represenied by respective
ad agencies 1422, 1424, and 1426. As shown in this
example, each ad agency is associated with a CDN (respec-
Llive CIONg 1428, 1430, and 1432) with which they serve the
ads for the respective represented brands.

In this example, the ad server is configured to use the
programmed campaign criteria, rules, and policies when
processing requests for ads from client 1404. For example,
when ad player 1412 requests an ad o play from ad server
1414, ad server 1414 is conligured 10 use the campaign and
rules with which it was programmed 1o determine or select
an ad (or ads) for the ad plaver to play. In the example
shown. the ad server responds (o the ad player’s ad request
with a URIL. (or URIL.s) lo the ads the ad server has selected
based on the campaign and rules.

For example, suppose that in response 10 ad plaver 14127
request for an ad, ad server 1414 selects a set of Cool Cola
ads for the ad player o play. Ad server 1414 relurns o the
ad player a set of URLs corresponding o the selected ads.
These URLs point to CDN C (1432) which holds the actual
ads to be plaved (ie., the URLs point to the location of the
actval ads). The ad plaver, vsing the set of URLs, is
redirecled o CON C, which delivers the corresponding
selected ads o the ad player. While a single redireet of the
ad plaver is shown (e.g., redirection from ad server to CDN
), multiple levels of redirection may occur.

In the example shown, client 1404 includes ad monitoring
cngine 1434 and conlent monitoring engine 1436, Conlent
monitoring engine 1436 is conligured lo measure perlor-
mance and quality of experience of content plavback using
video plaver 1410. In some embodiments, the content moni-
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toring engine is integrated with the video player. Various
examples ol quality of experience measurements include
measures/melrics associaled with bitrate. average bitrale
(t.g.. average bitrale sustained over the liletime ol a session
during which the video is plaved), startup time (measures of
how long the content took 1o start plaving), failure events
(c.g.. [ailure to start), bullering ratio {(which indicates. lor
example. a pereentage ol time or how often a stream is being
buffered or interrupted), the number of buffering events (if
any), the length of a buffering event, the number of frames
per second rendered by a video/ad plaver, failed connection
allempts. premature conneclion lerminations. cle.

In some embodiments. inlormation perlaining o user
behavior/engagement is obtained for ads and/or content.
Examples of vser behavior/events include: starting and
stopping playing a video or audio stream. secking within the
stream, skipping through the stream, dbandoning the stream-
ing scssion {c.g.. by closing the player application), switch-
ing the plaver to full screen mode, minimizing/restoring the
plaver, a change in the volume level of the plaver, and
clicking on an advertisement. Other examples ol informa-
tion about the conlent playback include engagement metrics
as well as local state information. Examples of local state
information include current measurements of the client, such
as a content plaver’s current bitrate, current CDN, current
player stale (e, playing. bullering. paused, stopped), cur-
rent player buller length, cwrrent play head lime/position.
current bandwidth measurement estimations, current trame
rate, ete. Other state information may include events such as

error events. Lxamples ol engagement inlormation or mea- 2

surcs include a length ol time that the video segment has
bheen playing, a lengih ol time that the client has been
connected to a content distribution network, an amount of
data associated with a download of the video segment, a

display mode ol a video screen. a viewer interaction with at 3

least ome player conlrol. and a viewer Interaction with the
video segment. In some embodiments, the measurements
performed by content mondtoring engine 1436 are collected
on g per-session basis, where as described in turther detail
bhelow. the conlent player is conligured o creale a content
session entily [or the streaming ol the instance ol the TV
show,

In this example, the content monitoring engine is contig-
ured to provide the measurements to content distribution
monilor 1438, which is an example of contlent distribution
monitor 210, In some embodiments, the measuremenits made
by the content monitoring engine are associated with meta-
data about the content (e.g., name of the content, genre, e1¢.).
The content inlormation may also be associaled with an
identifier ol the session in which the content was played.

Ad monitoring engine 1434 is conligured o measure
quality of experience of ad playback vsing, ad plaver 1412,
In some embodiments, the ad monitoring engine is inte-
graled with the ad player. In some embodiments. the same

expericnce measurements and metrics made lor contenl s

plaved using the video plaver (e.g., performance metrics,
engagement metrics, local state information), as described
above, are also made for the ads that are plaved with the
content. or example. ad quality playback inlormation such
as buffering events. bitrales. starlup limes. playing timoes.
ete. with respect to the plaving of an ad may be measured.
Summarviaggregate information based on the ad quality
playback moeasurements may also be computed. such as
rebullering ratios, average bitrates. ele. In some embodi-
ments. other event information. such as ad requests, ad
failures, ad abandonments (e.g., a vser closed the plaver
application during the ad), ad skips, ad blocks, ad completes,
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etc. are also detected and recorded or otherwise obtained.
Other examples ol information include volume and ad
interactivity. Yel another example of inlormation includes
whether a picee ol content (thal was nol the user-requested
content) that was plaved during an ad slot/break was a
“slate™ content item that had been plaved in liev of an actual
advertisement. where a “slale™ content ilem reflors 10 a piece
ol conlent {typically provided by the publisher ol the
requested content) that is plaved by detault in an ad slot or
ad break when an actval ad (e.g., one provided by an
advertiser after buving an ad slot) is oot available 10 be
played (c.g.. because the ad slol was nol purchased by an
advoertiser. an ad could not be delivered due (o infrasiructure
issues, ete.). The slate content item may be a detault adver-
tisement, but need not be. For example, when streaming a
live sporting event, (he publisher could present an inlorma-
tional notice {example of slale conlent) indicating that a
commercial break is oceurring (withoul showing an actual
commercial), and that coverage of the sporting event will
resume after the break. In some embodiments, if the moni-
loring cngine delects that slale content is being played,
measurcmoents specilic W slale content may be delermined.
As one example, the monitoring engine may monitor when
a slate is plaved and how long the slate content was playved
for. The monitoring engine may also compute the duration/
pereentage ol time (hal a slale content llem was played
during an ad break (e.g., during a 3 minute ad break during
which real ads were supposed to be plaved, slate content was
plaved for 1 minute).

In some cmbodiments. the measurcments performed by
ad monitoring engine 1434 are collected on a per-session
basis, where as deseribed in [urther detail below, the contenl
plaver is configured to create an advertisement session entity
for the streaming of the instance of the advertisement (or
slate content item il one wag played in lieu ol a real
advertisement). where, although the advertisement was
played in conjunction with the requested IV show, a session
entity separate from the content session entity is created. In
this example, the ad monitoring engine is confipured 1o
provide the measurements made with respect Lo ads played
by the ad player o conitent distribution momitor 1438,
Further details regarding the intormation collected by the ad
monitoring engine are described below.,

In addition 1o measuring the plavback experience and
cngagement [or the ad, the ad moniloring engine may alse
obtain other measurements aboul the ads that were played,
such as ad load information, including the length of an ad
break, the position of the ad break (e.g., pre-roll or mid-roll),
cle. Measurements associaled with pods (which may include
mulliple ads) may also be determined. such as pod duration,
the position ol the pod relative o content {e.g.. pre-roll or
mid-roll), etc.

In some embodiments, client attributes/parameters are
also oblained. such as deviee lype {c.g. desklop. mobile
device. ele.). operating system (eg., 108, Android, Win-
dows, ete.), user agent, liternet Protocol (IP) address, geo-
location, etc. Such client attribute intormation may be
associated with the ad/content measurement information
{e.g.. added 1o the information or otherwise linked (o 1 Jor
cxample, via a client application identifier. session identifier,
and/or ad identifier). Such client attribute information may
be vsed 1o further segment measurement data and computed
meltrics (e.g., breaking oul ad [ailures by (he attribule of
device lype or other dimensionsfaliributes), as will be
described in Turther detail below.

In this example, the ad player has knowledge of the ad that
was plaved by the ad plaver (e.g., has access to information



us 12,250,108 B2

37

identifving the ad that was plaved) for the requested content.
In some embodiments, the ad player is also configured Lo
obtlain meladala associaled with the ad that it is playing. Ior
example. when the ad player communicales with ad server
1414 to obtain the URLs for a set of ads to be plaved, the ad
plaver also obtains, from the ad server, metadata about the
ads, such as an identifier ol an ad {c.g.. unique identifier). the
creative name of the ad. the ageney that served the ad. the
campaign that the ad was a part of, rules associated with the
ad, etc. Such information associated with an ad is reterred to
herein as “ad metadata.” Metadata information about the ad
may also be derived. or example, in client-side ad insertion.
the client is conligured 10 insert ads into the stream of video
presented to the viewer, The ad plaver may derive or extract
the identifier of the ad from the URL for the ad (e.g., the
URI. string may include the identifier for the ad. and (he ad
player is configured to extract the identifier [rom the URI.
string). In some embodiments, the extracted identifier is then
used 1o query the ad server, which returns additional corre-
sponding metadata information about the identified ad.

In some embodiments. the playback experience measure-
ments [or an ad are assoclaled with the additional metadala
information about the ad collected from the ad server. The
combined intormation is then sent to content distribution
monitor 1438, In some embodiments, as will be described in
lurther detail below. an adverlisement session entily s
generated Tor cach playing ol an instance of an advertise-
ment, where the advertisement session entity is associated
with its own corresponding advertisement session idenrifier.

In some embodiments, the metadata and monitored infor- 3

mation determined lor an advertisement are lied o the
advertisement session entity. Conlent session enlilics are
also generated for the streaming of an instance of the
nser-requested content, as will also be described in turther
detail below.

Content distribution monitor 1438 is confligured (o ingest
the collected informalion and perlorm anomaly delection
and root cause diagnosis. In particular, content distribution
monitor 1438 turther includes logic for performing anomaly
detection and root cause diagnosis lor instances ol adver-
tiscments played on the client. Further details regarding
content distribution monitor 1438 will be described below in
conjunction with FIG. 15.

In some embodiments, the various example entities
shown in the example environment ol FIG. 14A. such as
content provider 1402. CIDN 1408, ad server 1414, CDNs
1428-1432, client 1404, and content distribution monitor
1438 communicate with each other over a network such as
the Internet.

Server Side Ad Insertion

I'IGr. 1413 illustrates an example embodiment of an cnvi-
ronment in which server-side ad insertion is performed. In
server side ad insertion, in contrast to the client-side ad
insertion scenario described above in conjunction with UIG.

14A. ads are pre-inserted into the content by an enlily s

external to the client content plaver.

In the example of FIG. 14A, the client includes an ad
plaver configured to manage requesting and plaving of ads.
One example challenge ol having ad players installed on
clients is that it may be dillicull 1o maintain those client
plavers, such as fixing bugs, improving the ad players, etc.,
which is compounded by the disparate type of client devices
that may be in use.

In the example server side ad insertion as shown in UG,
1413, the [unctionality provided by the ad player ol client
1404 is moved out of the client and instead included in a new
component, ad insertion server 1452, In some embodiments,
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the ad insertion server is configured to communicate with ad
server 1414 and the video player 1410 at client 1404,

In this example. when the video player ol client 1404
requests a manilest [ile o play a requesled video (c.g.. an
HLS manifest file), instead of the video plaver being
directed (e.g., by a CMS) 10 CDN 1408 to obtain the video
manifest file, the video plaver is instead directed 1o server
side ad insertion server 1452,

The ad insertiom server is conligured 1o oblain the appro-
priate manilest e (i.c.. the manilest fle for the requested
content) from CDN 1408, In some embodiments, a manitest
file includes a list that is a series of URLs to chunks 1o be
plaved (e.g., where the chunks, when plaved sequentially,
form the entire content). The ad server is conligured 1o
determine where an ad should be played, and then dynami-
cally modify/rewrile the original manilest (Tle by replacing
or ingerting UTRLs 1o the ads (or slate content if an actual ad
is not available to be plaved for some reason) among the

2n content chunk URLs at appropriate locations among the

conlent chunks {c.g.. al the time locations where ads are 1o
be played such as al the beginning or during the conlent).
The original content chunks (the URLs to the content
chunks) are not modified.

Ad insertion server 1452 then provides the video plaver
the modificd mani[est [ile. which includes the locations {e.g.,
URILs) ol the video chunks thal together constitule the
requested content.

The revised manifest file, with ad chunks dyvnamically
included/inserted among the original content chunks. is (hen
provided 1o the video player. The video player is (hen
confligured (o obtain the chunks using their corresponding
URLs listed in the manitest file, and sequentially play the
chunks. In this example, from the video plaver's perspec-
live. it i playing a series of video chunks. irrespective ol
whether the chunk being played is lor an ad or lor the
conlent requested by (he user ol the client. This is in contrast
to the example of FIG. 144, where an ad player is config-
vred to play chunks belonging to ads, and the video plaver
is comligured Lo play chunks belonging o content (because
the ad playing is separated [rom the content playing). In the
example of FIG. 14B, the video plaver plays both ad and
content, without switching to a different plaver 1o play ads,
as in the example of FIG. 14A.

In some embodiments, the video player is conligured 1o
identily when an ad {or slale content item in licu ol an ad)
is plaved. For example, an identifier or tag indicating that an
ad chuok is being plaved may be uvsed 1o allow the video
player o determine that an ad is being played. As one
cxample, a marker in an 18 manifest file called a “dis-
conlinuity lag” indicales (o the player when the next chunk
will be from a different video, such as an ad. Based on the
indication of an ad being plaved, the video plaver may
prevenl a viewer [rom skipping the ad (e.g.. by disabling the
abilily o perform skipping when playing an ad chunk). In
some embodiments, similar to as described above in con-
junetion with FIG. 144, and as will be described in turther
detail below, based on the knowledge of when an ad is being
playedio be played, an advertisement session cenlily s
created lor the playing of the instance of the advertisement.
Information about the advertisement (or slate content) deter-
mined by the monitoring library during, the streaming of the
advertisement 15 then tied 1o that created advertisement
session entily {e.g.. via a corresponding advertisement ses-
sion identifier). A separate conlent session enlily is gener-
ated tor the streaming of the instance of the user-requested
content.
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In some embodiments, the ad monitoring engine is con-
figured to colleet quality and event inlormation associated
with playback ol an ad (or slale content) as deseribed above.
lI'or example. the video player may determine when an ad (or
default slate content) is plaving, and the ad monitoring
engine is configured to measure ad quality of experience
metrics (c.g., when ad started or ended. buflering, startup
time. pod metrics. cle.).

While the client may know that an ad is being plaved and
be able to measure qualitv/performance ntormation for
what the client knows 10 be an ad, in this example, additional
metadata information about the ad {e.g., ad crealive name.
campaign, rules/policics  associaled  with  campalgn.
upstream CDN, agency CDN, etc.) may not be available to
the video plaver. However, such metadata about the adver-
tiscment (hat was played may be obtained via various
mechanismes. As one example, unigue content/session iden-
tifiers (e.g., where the clientapplicalion session identiller
may be embedded in the manitest file and/or obtained from
the client plaver application) and vnique ad identifiers (e.g.,
where the ad identifier may be extracted [rom a URL. o an
ad chunk in the oblained manilest (ile) can be used 10 oblain
ad metadata intormation. As one example communication
protocol, from the client, an identifier of an ad mav be
included in a cve point. In some embodiments, a cue point
is a meladata clement that contains a Gmestamp at which the
swilching belween (wo video chunks should occur. The ad
identifier may then be nsed (e.g., by the client or the content
distribution monitor) to pertorm a look vp (e.g., by perform-

ing a query using the ad identifier) ol the ad server 1414 3

and/or ad inscrtion server 1452 and retrieve the relevant
metadata assoclated with the queried-lor ad identifier. In
other embodiments, the ad monitoring engine is configured
10 communicate with and query one or both of ad server
1414 and ad insertion server 1452 1o oblain (he additional ad
metadata information. As another example. the unique con-
tentfsession identifier embedded in the manilest [ile may
also be used 1o query the ad insertion server to determine
what ads were inserted by the ad insertion server for the
video playback session. The ad metadala may then be
associaled with the advertisement session enlily created lor
the plaving of the instance of the advertisement.

In some cases in the server-side ad insertion scenario, the
content player on the client may not have knowledge of what
ads were played during the session (e.g.. the client may not
have aceess o the ad identifiers of the ads that were played).
However, such knowledge mav be available to the ad
ingertion server, which knows what ad segments it inserted
into the content video stream lor a playback session. In some

embodiments, in order o determine what ads were played s

lor a session, the conlent sessiom identifier (c.g. of the
content session entity generated for streaming the instance
of'the TV show requested by the viewer) is obtained. The ad
insertion server is queried using the content session idenii-

fler. 13ased on the query. the ad insertion server relums the s

ad identifiers of the ads that it inserted into the content for
that session. Thus, the ads that were plaved for a content
session may be identified. In some embodiments, ad meta-
dala assoclaled with the ads is alse returned by the ad
insertion server. 11 ad metadata is not retlumed by the ad
ingertion server (but the ad identifiers are returned), the ad
identifiers returned by the ad insertion server may be used to
make additional network requestsiremote queries for ad
moetadata (c.g., by querying the ad server). These additional
calls arc used o oblain the ad meladata. which can then be
correlated or otherwise associated 1o ad plavback quality.
For example, similarly to as described above in conjunetion

—
Pl

—
1

[
[y

”

35

40

45

.t

Gl

G5

40
with FIG. 144, and as will be described in further detail

below, the ad metadata and inlormation collected via moni-
loring may be associaled with the ad session entily generated
for streaming the instance of the advertisement.

FIG. 15 illustrates an embodiment in which anomaly
detection and root cause diagnosis for advertisements is
performed. In this example, suppose that the user of client
device 1502 would like w0 stream a show published by
publisher/studio “XYZ.” In this example, client device 1502
is a mobile device such as a smartphone. The vser requests
the content via the dedicated video plaver application for
publisher XY /. "The video player application provides an
interface (o a contenl management system (CMS) [or the
publisher’s content, where the content management system
is used to manage the indexing, searching/retrieval, format
managemenl, revision control, and publishing o XY7's
conlenl

Via the graphical user inlerface ol the video player
application, the nser searches for and selects the content they
wish to watch. For example, atter finding the content item,
the user elicks “play.” The client is provided a manilest e
that includes a listing ol video chunks or segments and their
locations, which the player uses 10 obtain chunks o play 10
form the stream. Clicking “play™ cavses a streaming session
to start, where the requested content is streamed during, the
session. In this example, a monitoring library ol the player
applicalion includes a content moniloring engine (such as
content monitoring engine 1436, which is confipured 1o
monitor events and metrics associated with the content
slreaming session. as deseribed above). In this example, the
conlenl monitoring engine creales a contend session enlily
for the playing of the requested content, and assigns the
content session in which the content is streamed with a
content session identifier.

Now supposc that an advertisement 1s o be played in
conjunclion with the strcaming of the requested conlent. Lior
cxample, as described above. XYZ has sold an advertise-
ment slot 10 a brand. The advertisement may be played
before, during, or after the content. As described above, the
advertisement may be inseried into the streaming session of
the conlent in various ways.

For example, in client-side ad insertion, as described
above, the plaver of the ad (which may be the same as the
plaver of the content or a different plaver used to specifically
play advertiscments) separatcly communicales with an ad
server o request an advertisement 1o play. The ad server is
part of a control/management plane that acts as a controller
that directs the plaver to the advertiseiment 1o be plaved. The
indication of what ad (or ads) 1o be played may be provided
Lo the ad player in the [orm of a manilest [ile as well (with
a listing ol the locations ol the chunks ol the advertisements
to be plaved), similar to the manitest file provided for the
content directly requested by the user.

The ad player then stitches/inserts the advertisement into
the streaming ol the content by stitching the ad chunks inlo
the content stream, thereby providing what appears, to the
viewer, to be a single video stream in which content encoded
by different entities (in this example, the content publisher
and the ad publisher) is played (which the viewer may nol
be aware of).

Asg described above, another example way by which
advertisements are provided to the client is server-side ad
insertion. In this scenario. the ad is inserled into the conlent
by an enlily external o the client (in contrast (o the client-
side ad inseriion scenario, where the client stitches/inserts
the ad and the content together into a single stream that is
viewed by the viewer). For example, the ad is stitched/
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ingerted into the content by XY Z’s content delivery network
{(which includes, [or example, an ad stitcher). which com-
municates with the ad server 1o oblain the ads that are o be
played in conjunclion with the conlent. As one example, the
ad stitcher (e.g., ad insertion server 1452) stitches the ads
together with the content by creating a manifest file that
includes both chunks lor advertisements along with chunks
lor the content requested by the user. "The manifest [le is
then returned to the client, where the video plaver plays
through and renders the chunks listed in the manifest file
{(which includes URLs for chunks of the requested content
and the URLs lor ads 1o be played). In this case. in contrast
1o the clicni-side ad inseriion scenario, the client does not
need to separately communicate with the ad server.

At the client, the advertisements may be plaved by a
dedicated ad player thal is scparale [rom the player of the
content {e.g., as shown in FICG. 14A), or the same player used
o play the content (e.g.. as shown in UVIG. 1413). In cither
case, the user sees a single stream of ads inter-mixed with

content, and may be unaware that the content and ads being 2

streamed together are coming [rom/encoded by dilferent
entitics.

In some embodiments, regardless of how the ads were
delivered to the client (either via client-side or server-side ad
ingertion), mechanisms are provided that allow the client to
recognize when an advertisement is being played (versus the
content requested by the viewer). As one example. the
chunks/sepments of advertisements provided to the client
are associated with metadata indicating whether a chunk
heing played 1s an advertisement (e.g., via a marker such as
the discontinuily tag deseribed above). Other mechanisms
may also be wsed o delermine when an adverlisement s
being plaved/distinguish berween plaving content versus
ads. For example, the detection that an ad is being plaved

may be triggered by the action of communicating with an ad 3

server {e.g. during client-side ad insertion). Those chunks
provided by (he ad server may be labeled as advertisements
by the client. Other markers that may be used 1o detect when
an advertisement is being plaved are described above. As
will be deseribed in Turther detail below. this ad-indicating
metadata will be used 10 drive and afleel various types ol
processing behavior, both on the client side and on the
backend (e.g., a1 the content distribution monitor).

Asg one example in which the ad-indicating metadata
alleets or changes client player behavior, when the player
determines thal an ad is being played, operations such as
skipping may be prohibited by the plaver, as described
above,

‘The behavior of the moniloring library is also allecled

based on the delermination that an adverlisement is being s

played. For example, compared (o the content, diflferent
events and/or metrics may be recorded/computed by the
monitoring library. Further, in some embodiments, the play-
ing ol the advertisement is provided its own session iden-

tifier {where the playing of the advertisement is treated as 5

having plaved in its own viewing session). If the monitoring
library includes separate content and ad monitoring engines,
the selection of which monitoring engine 1o be used to
colleet information is delermined based on a determination
ol whether the content being sircamed is an advertisement or
the content requested by the viewer.

Details regarding the types of information collected by the
contentad moniloring engines are deseribed above. Selected
examples will be described in [urther detail below lor
illustrative purposcs.

In some embodiments, the plavback experience measure-
ments for an ad are associated with the additional metadata
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information about the ad (which may be obtained in a variety
ol ways. as deseribed above). The combined ad meladatal
monitored inlormation is then sent o platform 1438 (which
in some embodiments. is a version ol content distribulion
monitor 210 adapted to perform anomaly detection and root
cause diagnosis for advertisements as well as content). In
some embodiments. as described above. an adverlisement
session entity for the playing of the instance ol the adver-
tisement is created, where the advertisement session is
accorded its own corresponding, unique advertisement ses-
sion identifier. The information obtained about the adver-
lisement (e.g., the measurement data and ad metadata) is tied
lo the advertisement session. or example, when a heartbeal
including information about the advertisement is sent to the
backend, the heartbeat includes the advertisement session
identifier. "The hearlbeal may also include an indicalor ol
whether the heartbeal includes inlormation [or an advertise-
ment or for user-requesied content {content provided by the
content publisher that is requested by a viewer).

Further details regarding the carving of content playvback
sesslons and assignment of sesslon entities 10 dillerent
portions of a media stream presenled o a viewer are
described below.

Carving the Stream of Media Presented to Viewers

FIG. 16 illustrates an embodiment of streaming content
cncoded by dillerent entitics. In this example. an advertise-
ment is played in the middle of the requested content.

For example, at time 11 (1602}, the content requested by
the viewer beging plaving. The monitoring library creates a
session cntily lor playing of the content, and assigns the
slreaming conlenl session entily with a session idenlificr,
“(11. Metrics, metadata, and events collected by the moni-
toring library during plaving of the content are assigned the
sesgion idenrifier “C1.” Any heartbeats that wnelude infor-
mation aboul the requesied contenl are lagged with the
conlent session identifier “C1.7 AL time (2 (1604). alier a
portion ol the content has been played {e.g.. several chunks
of the requested content), an advertisement is plaved. Based
on various mechanisms such as those described above, the
monitoring library delermines that an adverlisement is being
played. and treats the advertlisement as being streamed in ity
own session {(or as a sub-session of the overall/content
sesgion in which both the content and ad/slate are being
plaved), for example, by creating a new advertisement
session enlity represcrting the playing ol the advertisement
for slaic conlent), and assigns the streaming ol the adver-
tisement its own session identifier, “Al.” Metrics, metadata,
and events collected by the monitoring library during play-
ing ol the advertisemenl are assigned the session identifier
AL As the advertisement was also played in conjunclion
with the conlenl. a pointer o the session “C17 s also
included in the session information about the advertisement
collected by the monitoring library. In some embodiments,
heartbeats conlaining data about the playing ol the adver-
lisement are assigned the advertisement session identifier
“Al,” where the heartheat also includes a pointer to “C1.7” At
time t3 (1606), plaving of the advertisement completes, and
the client resumes plaving of the content. The monitoring
library determines that playing ol the advertisement is over,
and that playing of the requested comtent is being continued,
and the monitoring library reverts to collecting metrics and
events for the requested content, which are again assigned
the session identifier “C17 (since the playing of the
requesied conlent s being resumed).

Thus. the monitoring library has isolated and carved oul,
from a single stream of video being presented/rendered,
those portions of the stream in which ads were plaved, as
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well as those portions of the session in which the requested
content was played. and created individual advertisement
session enlitics for those carved-oul advertisement portions
that are assigned their own advertisement identiflers. such
that the metrics and events collected for advertisements are
contained within their own advertisement session that is
uniquely identifiable. As will be described in further detail
below. such partitioning ol melrics and evenls by type ol
content being played {requested conlent versus advertise-
ment). where playing ol an ad is treated as ils own session
within the larger overall stream in which both the content
and advertisement are played, allows for a separation
between content and ad telemetry data that forther allows
anomaly detection and rool cause analysis (0 be perlormed
speeifically on ads. That is. such partitioning allows the
content distribution monitor o determine whether a sel ol
megsurements pertains 1o an advertisement session entity or
a content session entity, such that the backend can determine
whether to perform content-specific or ad-specific process-
ing om the measurement data.

Returning o the example ol VG, 15, based on the
determination of whether an advertisement is being plaved
or requested content is being played, the monitoring library
performs, respectively, ad-specific monitoring or content-
speeilic monitoring. That is. because the client is aware ol
when ads or requested content are being played. the moni-
toring library performs varions measurements based on the
tvpe of content being plaved (requested content or adver-
lisement content).

The lollowing are cxample ypes of metrics, values. and
evenls recorded lor advertisement content that 1s streamed.

Ad start tailure: The ad start failure is an event indicating
whether an advertisement plaved or failed to play.

Volume: Volume that the ad was played at

Bitrate: Bitrale that the ad was played at.

Ad inleractivity: Tor example, user interactions with the
advertisement, such as a click or selection of an ad (e.g.,
such as with respect to pop-up advertisements that appear in
a4 user interface belore a user can walch (heir requested
content). An advertisement may also have various oplions/
muliiple choices for a vser 1o click on, such as a link to more
intormation, a button to skip the ad, etc. In some embodi-
ments, the monitoring engine monitors what selection was
made by the user with respect Lo the options associaled with
advertisement.

Slate content?: This metadata indicates whether or not a
slate content item was plaved during an ad slot/ad break in
licu of an advertisement. In some cmbodiments. slate con-

tent churks may include metadata indicating that the content. s

is slale-type conlent.

Apomaly detection and root cavse analysis based on such
tvpes of measurements and events will be described in
[urther detail below.

Ag described above, in addition o the playing ol the s

requested coatent item being accorded its own content
session entity, the playving of each individval advertisement
instance is also accorded its own advertisement session
enlity with its own session identifier. The monitoring library
is conligured o continuously monitor cach individual video
session (whether content session or advertisement session)
and collect data on a per-session basis and then transmit that
collected inlormation to conlent distribution monilor 1438.
lor example. in the form ol heartbeat messages. That is, in
some cmbodiments. cach advertisement session has ils own
set of heartbeats with information about a given advertise-
ment session.
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In one embodiment, a heartbeat for an advertisement that
was played includes the following information: an indicalion
that the heartbeat 1s [or adverlisemeni-lype conlent {(versus
conlent requested by the viewer 1o walch): (he session
identifier for the advertisement session in which the adver-
tisement was plaved; a pointer to the session identifier for
the content session that the advertisement session is/was a
part of (which allows (he adverlisement session and s
corresponding content sessiom 1o be correlated); and raw
measurcmoent data such as metrics and events caleulaled and
collected/observed by the monitoring library. The heartbeat
also includes metadata about the session, such as the client
device type (e.g., iPhone, Android, deskiop, laptop, ete. ), the
operating syslem ol the client device. the version ol the
operating system, the assel being played during the session,
whether the content is live or Vol). the CDN (e.g.. Akamai,
Leveld, etc.) trom which the asset is being streamed, and an
Internet Protocol (I?) address of the client device. In some
embodiments, the Internet service provider (ISP) (e.g.,
Comeast, AT&T, Verizon. ele.) used by the client device is
derived [rom the 1P address of the client device.

The heartbeats may be sent periodically 1o the content
distribution monitor (e.2., every 20 seconds) over a network
such as the Internet.

Conlent Distribution Monitor 1438 1s conligured o per-
form anomaly detection and rool cause diagnosis. In this
example, content distribution monitor 1438 is an embodi-
ment of content distribution monitor 210 of FIG. 2A in
which the content distribution monitor is exiended or oth-
crwise adapled o perform anomaly detection and rool cause
analysis In sessions in which content encoded by multiple
entities is streamed.

In this example, a heartheat for a session (whether content
session or advertisement session) s received via galeway
212, as deseribed above in conjunction with UIG. 2A. The
heartbeat s placed In queue 214, Realime compulalion
stack 216 is configured to generate, in real tilne, a session
summary using the heartbeat. The session summary is
persisled 1o (ile system 218.

The session summaries are then processed by aulomalic
alerts engine 220, which is configured to perform anomaly
detection and root cause analysis. [n this example, the
automatic alerts engine is shown to have two tracks, one for
processing content sesslons. and one for processing adver-
lisement sesslons. Those session swmmaries thal are lor
content sessions are processed using track 1504, as
described above, while those sessiol summaries that are for
advertisement sessions are processed using track 15306, The
sesslon summarics are lunnmeled o the appropriale track
using a lype identifier that indicales whether a session
summary was for an advertisement session or a coutent
sesgion. Ditterent algorithms for anomaly detection and root
cause diagnosis may be applied depending on whether a
session swmmary is for an advertisement session or a conlenl
sesgion. In this way, ad specific processing may be per-
formed on advertisement sessions.

While parallel systems track for processing content
cncoded by dillerent entities (e.g. conlent scssions and
advertisement sessions. which may have dillerent metrics,
aroupings, ete., despite being shown as part of the same
streaming session), the parallel systems may also be cowm-
bined inlo a single system such that the lunctionality is
combined. where the same engine can ulilize dillerent
algorithms depending on what type ol sessiom {conlent
session or advertisement session) for which data is being
processed by the engine.
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In some embodiments, track 1504 tor processing content
session summarics wlilizes the same logiec as described
dbove in conjunclion with automatic alerls engine 220 of
"I, 2A.

Continuing, with track 1506 for processing advertisement
session summaries, e series computation engine 1522,
sImilar Lo time series compulation engine 222, is conligured
1o use the individual session summarics 1o generate, [or cach
recorded metric, a time series of values of the metric for
different groupings of sessions.

The dimensions by which advertisement sessions are
grouped may be dillerent [rom those deseribed above that
are used o group or scgment conlent sessions. ixamples ol
dimensions/group-bys used to partition or otherwise group
advertisement sessions include the tollowing. In some
embodiments, the groupings of sessions are done on a per-ad
id basis.

Advertisement Identifier: the identifier ol the ad. This
grouping corresponds 10 all advertisement sessions in which
a given advertisement (identified by its advertisement iden-
tifier) was played. lor example. the (ime serics compulation
engine may collecl ogether all sessions In which inslances
pertaining 10 a specific ad id were played.

Content identifier: the identifier ot the content with which
the advertisement was plaved. The same advertisement may
be played multiple times with diflferent content ilems. Thus.
lor example. Tor a specilic picce of content, all sessions in
which an instance of the ad id was plaved in conjunction
with that piece of content are grouped together.

Viewer identificr: the identifier of the viewer thal an 3

advertisement was shown 1o, The same advertisement may
be played multiple times [or the same viewer. Thus, Tor
example, for a specific viewer, all sessions in which an
instance of the ad id was viewed by that viewer are grouped
Llogether.

Ad agency: identifier of the advertisement ageney the
advertisement came [rom.

Ad insertion mechanism: indicates whether advertisement
was added via client-side ad insertion or server-side ad
inseriion. Instances ol the same ad (identified by ils ad
identifiery may have been inserted via cither client-side ad
ingertion or server-side ad insertion. Thus, for example, all
sessions 10 which an instance of the ad id was inserted by
client-side ad insertion are placed nto one grouping, while
all sessions in which an instance of the ad id was inscried by
server-side ad insertion are placed in another grouping.

Geo-location: indicates the geo-location (e.g., geographi-
cal region) of the device on which the advertisement was
played. Thus, lor example. lor a specilic geo-location. all

sessions in which an instance of the ad id was played inare s

grouped logether.

Device type: indicates type of device that advertisement
was plaved on, such as iPhone, Pixel, Galaxy, ete. Instances
ol the same ad may be played on various (ypes ol devices.

Thus. lor example. lor a specilic device Lype, all sessions in 5

which an instance of the ad id was plaved on a device of that
device type are grouped together.

Plaver: indicates what plaver application (e.g., built by the
publisher) was used (o play the adverlisement. Instances ol
the same ad may be played on various types ol players. TThus.
for example, for a specific player, all sessions in which an
instance of the ad id was plaved oo that plaver are grouped
Llogether.

Operating system: indicates whal operaling system was
used by the device that played the advertisement {e.g.. 108,
Android, Windows, etc.). Instances of the same ad may be
plaved on devices running various types of operating svs-
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tems. Thus, for example, for a specific operating svstem., all
sessions in which an instance of the ad id was played on a
device using (hat operating system are grouped logether.

Ad server: indicates which ad server hosted the adver-
tisement that was plaved in the advertisement session. The
same ad id may be served from multiple ad servers. Thus, for
cxample, lor a specific ad server. all sessions in which an
instance of (he ad id was played on that ad server are
arouped together,

Creative: ad creative refers to the actual video object
rendered for a specific advertisement. The same ad id may
have multiple creatives, where cach creative has ils own
unique ideniifier (creative id). Thus, for example. for a
specitic ad creative object, all sessions in which an instance
of the ad id was presented in the form of that creative obyject
are grouped Logether.

Slate Conlent: With respect Lo sessions in which slate
conlent was played in licu of advertisements, these sesslons
may also be grouped according to various dimensions such
as those above. However, while sessions in which instances
ol a specilic ad id are played are grouped along various
dimensions. slale contenl may be grouped in a more global
manner, even though there may be different types of slate
content that are shown, For example, rather than having a
aroup of all sessions in which instances of a specific ad id
were played. there may be a group ol all sessions in which
any slale conlenl was playved (regardless ol whal specilic
pieces of slate content were plaved). For example, the time
series computation engine may collect together all sessions
in which any slale contenl had been played (based on
meladala indicaling thal slale conlent had been played
during those sessions). That grouping ol all sessions in
which slate content was plaved may be further divided
according to various dimensions such as those described
above. For example, lor a specilic video asscl (identified by
# unigue content identifier). all sessions lor which any slale
conlent was played in conjunction with thal content identi-
fier are grouped together. Similarly, any sessions in which
slate content was plaved on a specific tvpe of device are
grouped logether. The technigues described herein may alse
be variously adapled o track anomalics in individual/spe-
cific slate content items.

The following are examples of aggrepgate metrics com-
puted for an advertisement that are generated for a specific
partition/grouping ol advertisement sessions in which the
advertisement was played. The [bllowing examples corre-
spond to the metrics and events that are recorded by a
monitoring library for advertisements, as described above.

Yolume: Determine the average volume that instances of
the advertisement were played al across the adverlisement
sesslons inoa group delined by a corresponding set ol
attributes. For example, the average volume that an adver-
tisement was plaved at during advertiselment sessions in
which the adverlisement was incorporaled with user-re-
quested content via client-side ad insertion may be com-
puted. As another example, the average volume that the
advertisement was played at for advertisement sessions
plaved on XYZ's plaver (versus the plaver application of
other publishers) may be compuled. An average is bul one
cxample of a statistical aggregation that may be used.

Ad Frequency: For a given advertisement and a given
grouping of advertisement sessions in which the given
advertisement was played. delermine the count or number of
limes that (he given adverlisement was repeated in the
sessions belonging o the group. As one cxample, lor a glven
viewer identifier, determine a count of the number of times
the advertisement was plaved (e.g., the number of adver-
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Tisement sessions for the given viewer identifier for which
the adverlisement was played).

Play Time: As another example, the play time ol an
advertisement is recorded by the monitoring library of the
client. Advertisements may have vardous lengths (e.g., 10
seconds, 15 seconds, 30 seconds, ete.), and the play time
refers to the amount of time the ad was plaved for.

Ad start Tailure: As one example. determine the pereent-
age of sesslons in a group of sessions (hat atlempled o play
the ad. but for which there was a failure (0 starl. For
example, determine that for the ad sessions where the ad was
received from a specific ad server (where instances of the
same ad id may be provided by different ad servers, the
percentage ol ad sessions that [ailed (o start. cle.

Bitrate: As one example, delermine the average bitrale
that the advertisement was played al across the advertise-
ment sessions in a group. For example, the average bitrate
that an advertisement was plaved at during advertiselment
sessions in which the advertisement was incorporated with
user-requested content via client-side ad insertion is deler-
mined. As another example, the average bitrale volume that
the advertisement was plaved at tor advertisement sessions
plaved on XYZ’s player (versus the plaver application of
other publishers) is determined. An average is but one
example ol a statistical aggregation thal may be used.

Ad interactivily: As one example, determine. [or a group-
g of sessions i1 which an interactive ad was plaved, the
number of times vsers of those sessions skipped the ad or

clicked a link embedded in the ad, or otherwise perlormed 2

4 given aclion with respect 1o the inleractive ad. Ag another
example. the ratio of sessions in the grouping in which a
given action was taken may be determined (e.g., vsers
skipped the ad in 20% of the sessions in which the ad was
played in a cerlain geo-location).

Slate Comtent: Vor slate content, which are played in licu
ol advertisements. other aggregale melrics may be com-
puted. For example, as described above, the monitoring
library indicates (e.g., using metadata) whether content
played during an ad slot or ad break was slale contenl. As
deseribed above, slale content 1s content thal is played in licu
of a real advertisement, and is inserted into an ad break to
fill the gap where an advertiselment could not be plaved,
which could be due 1o various reasons (e.g., no brand
purchased an ad slot lor the ad break. there was an issue in
delivering the adverlisement and a picee ol slale content
needed 10 be played, etc.). Also, as described above, sessions
in which (any) slate content was plaved may be grouped
logether by various dimensions. Aggregale slale metrics

may be compuled lor cach grouping. as deseribed above. For s

example. the number ol sessions in a grouping pertaining Lo
a specific content identifier is an aggregate metric that may
be determined that indicates the number of times slate
content was played [or a speeific video assel. Further, for a

grouping of sessions in which slale content was played, the s

aggreaate (e.n., average) duration of tine the slates were
plaved per ad break mav be determined. As another
example, for some specific grouping of sessions in which
slale content was played. the aggregate (c.g.. tolal) number
ol (mes thal slales are played over the (otal number of
attempts tor playing ads may also be determined.

After generating the aggregate metrics tor various group-
ings ol sessions. the generaled time series [or cach group are
evalualed by anomaly detection engine 1524, which s
conligured o determine il there is anomalous behavior
detected in the plaving of the ad with respect to the various
session groupings. That is, for each group in the pluraliy of
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aroups, the presence of an anomaly in a given grouping of
ad sessions (lor a specilic ad) is determined.

In ihis example. rather than building a bascline and
threshold Tor deteetling an anomaly in a metric as described
above in conjunction with FIG. 24, the publisher provides
a threshold or KPI (key performance indicator) for a metric.
That is, XY/ is a publisher of content and is a subscriber 1o
the services provided by the content distribution monitor.
While XYZ did not encode the advertisements that were
plaved, XY7Z may have certain expectations as 1o how the
ads should pertorm, where XYZ defines (and provides 1o the
conlent distribution monitor) the (hreshold by which issues
are detected.

In one embodiment, the content distribution monitor
provides an intertace by which a vser, such as an operator-
user associaled with XY/, may deline or conligure a thresh-
old that is used by anomaly delcction engine 1524 10
determine whether an anomaly has occurred [or an ad in
some grouping of sessions.

One example of vsing the thresholds 1o detect the pres-
cnee ol anomalous behavior in the playing ol an ad in a
particular grouping ol sessions is as [ollows. The anomaly
detection engine (or the time series metric computation
engine), nsing historical information about metrics, gener-
ates statistical models of the distribution of metrics for
various groupings. As one example. suppose an advertise-
ment for Cool Cola 1s used. The advertisement is identified
by its advertisement identifier, 1234, Now consider the
metric, volume. In this example, historical intormation is
cvalualed to delermine a statistical model of the volume [or
advertisement sessioms (in which advertisement 1234 wasg
played) that occwred on devices running the 108 operaling
svstelm (an example of an attribute vsed to define a group-
ing). As one example, advertisement session sunmaries for
4 sliding window of 48 hours, or any other time period, as
appropriale. are obtained. and the volume lor advertisement
sesslons played on (08 devices in that Ume period is
modeled as a distribution, such as a Gavssian distribution.
As part of modeling the distribution of the metric for
sessions involving ad 1234 (hat woere played on 108 devices,
various statistical measures are delermined. one example ol
which is as confidence intervals (e.g., 33%, 99%, etc.).

In one example, when determining whether there is
anomalous behavior for a metric 10 a group of sessions, the
conlidence interval determined lor the metric lor the group
is compared against the threshold provided by the conlent
publisher, XYZ. A 95% confidence interval indicates that
with 95% certainty, the average value for the metric is within
a cerlain range of values. In this example, this would
indicate that with 93% certainty. the average volume {e.g.,
for the particular group of sessions in which the ad id 1234
was plaved on i0S devices) would tall within the range of
values in the confidence interval. If that XYZ has provided
a threshold volume, and i€ the threshold s exceeded. then the
volume ol the ad sessions [or the group is anomalous.

As one example of comparing the confidence interval
against the predefined threshold, if the lowest value in the
confidence interval exceeds the threshold, then an anomaly
is Magged (allernatively. il going below a threshold triggers
detection of an anomaly, (hen an anomaly is detected il 1L is
determined it the highest valve in the range falls below the
threshold).

The use of the conlidence interval helps o prevent [alse
positives in anomaly detection lor metrics that [uctluale a
greal deal. Por example. [or metrics thal vary a greal deal,
their confidence intervals will be larger, and it is unlikely
that the lower end of the range of the confidence interval
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would exceed the threshold (even though the computed
average value may exceed the threshold). In this way.
slatislical noise in melrics (ime serics can be eliminaled (by
ensuring that the crossing ol the threshold is not due (o noise.
and is statistically significant). Further variation due 1o low
traffic (e.g., small mumber of sessions in a grovping) may be
addressed by using the conlidence inlerval.

The [ollowing are additional examples ol how anomalics
are detected for different tvpes of ad-related metrics.

Yolume Anomaly: XYZ may wish 10 be alerted when the
volume of the ad was too high {or too low) relative to the
volume ol the conlent. alfecling user experience.

Bitrate Anomaly: XY7 may wish o be alerted when the
bitrate is too high or oo low relative to a threshold, affecting
user experience.

Ad Start liailure Anomaly: XYZ may wish lo be alerted
when the pereentage ol ad starl [ailures for a given ad
exceeds a threshold. For example, il lor a certain group ol
sessions, the ad failed to start in more than 5% of the
sessions, then an anomaly is detected.

I'requency Anomaly: XY7Z may wish 1o know when the
[requency of the advertisement is above a threshold, as this
indicates that the ad was repeated multiple times over a
period of time. For example, a threshold of 10 could be set,
where if any given viewer sees an ad with a particular ad
identifier more than 10 times. XY7 is nodified.

Ad Interactivily Anomaly: XY/ may wish Lo be alerted
when the ratio of sessions in which given ad was skipped
exceeds a threshold. For example, it, for a certain group of

sessions. the ad was skipped more than 30% of the time. then 3

an anomaly 1s delecled in thal group ol sessions.

Asg deseribed above, anomalics in groupings ol sessions
pertaining to a specific ad id may be detected. The tech-
nigues described above may be variously adapted 1o accom-

modate deteeting anomalous behavior in groupings of ses- 3

slons in which slale content had been played instead of a real
adverliscment.

Slate Content Anomaly: As a slate content item is default
content that is plaved during an ad break in liev of an actval
advertisement (and therelore playing ol the slate content did
not bring in revenue for XY7). XYZ may be interested in
being alerted when slate content was playved a threshold
number of times (or threshold frequency over the window;
period of time ot the time series). For example, tor a certain
content item thatl slate conlenl was played in conjunction
with. whether slates content was played more than a thresh-
old number of times (or trequency given the period of time),
or for a threshold percentage of time. As one example,
suppose that XY/ i inlerested in the pereentage of time that

slate content is played lor a specilie content assel. The s

process [or detectling anomalous behavior would be o 1irst
compute slate percentage of time per ad break for each
individual video content session. Next, the average percent-
age of tme (or confidence interval) across all individual

pereentage of time per assel group (corresponding o differ- s

ent content identifiers) is computed. Finally, it the average
slate percentage time (or confidence interval) is above a
given threshold, the asset group is marked as anomalous for
the metric of slale pereentage Gime.

In some embodimenis, aller it is delermined thal the
confidence interval has exceeded (or falls below) a thresh-
old, other criteria are vsed 1o confirm that an anomaly has
bheen detecled and that Turther steps should be taken o
address the anomaly, or il the anomaly should be ignored.
l'or example, the number/percentage of viewersisessions
that are aftected, and the period of the anomaly (whether it
was a short-lived anomaly, for example) are vsed to deter-
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mine whether to escalate the processing of'the anomaly (e.g.,
lo perlorm root cause diagnosis, notilying the publisher ol
the anomaly, cle.). These [actors may prevent the notifica-
lion ol false positives, or allow issues thal alTecl only a small
number of viewers to be ignored.

Atter an anomaly has been detected, root canse diaghosis
cngine 1526. similar 1o rool cause diagnosis engine 226. is
configured o delermine the root cause ol the anomaly
detected in the advertisement’s metric for a group. Diag-
nosing the detected issue and identifving a root cavse of the
issue allows publishers 1o understand the anomalies and be
proactive in handling them.

As deseribed above. in one embodiment, a diagnosis
araph is generated, where the graph is generated/constructed
vsing hodes corresponding to group-bys and dimensions
{which include those thal may be speeilic o advertisemenls,
such as the ad server).

1I1(3. 17 illustrates an embodiment ol a diagnosis graph. In
this example, suppose that anomaly detection/root cause

20 diagnosis is to be performed for sessions in which a par-

ticular Cool Cola ad, with the unique ad identifier 1234, way
played. Shown in this example is a two level graph wilh the
ad identifier (e.g., 1234) as a root (1702) (while a two-level
hierarchy is shown in this example for illustrative purposes,
the graph may have any number of hierarchical levels, with
lurther levels including various ples of dimensional group-
ings. as deseribed above). The child dimensions in this
example are content identifier (1704), operating syvstem
(1706), plaver (1708), ad server (1710) (where instances of
the same ad identificr may be delivered by dillerent ad
servers). ad insertion type (1712). and device (1714). In
some embodiments. as deseribed above. the diagnosis graph
is traversed in order to identify a root cavse. Within each
dimension are groupings corresponding to each of the pos-
sible dimension values. lor cach grouping. a sel ol aggre-
gate metrics have been computed lor the sessions belonging
Lo the grouping. While a lwo-level diagnosis graph is shown,
with single dimension groupings, in the example of FI1G. 17,
groupings may be constructed based on combinations of
dimensions (as desceribed above), resulling in graphs of
varying levels.

In some embodiments, the contribution/impact on g ses-
sion wetric of the set of attributes of a grovping are
computed using the techniques described above, The con-
tributions may be used in various ways as parl of the
diagnosis processing. Por example, those groupings that
have a low contribution may be excluded from the graph
feven if’ they are determined to be anomalous, as it is
unlikely they would be the cause ol anomalics duc o their
low impact on the metric value). This reduces the number of
nodes that are traversed when perlorming rool cause diag-
nosis.

Asg another example, the contributions can be used 1o
isolale whether there s a single rool cause lor a detecled
anomaly or whether there are many faclors that contribule 1o
an anomaly oceurring. For example, it all children of a
problematic node contribute equally 1o the session metrie,
then it is likely that the parent is a root cause. But if one
dimension is largely contributing to the majority ol the ssue,
then that particular grouping may be identified as the rool
cause of the detected anomaly.

Asg one example, suppose that the group for ad id “1234”
{parcnl node 1702) was detecled as anomalous due 10 high
ad-start Tailure (aggregate ad-start lailure metric lor that
grouping exceeded a threshold). To [ind the contributors of
this anomaly, the graph is traversed (e.g., vsing BFS). Inn this
example, a search iz started from the dimension “Content
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1D (1704). Within this dimension, every group is evalvated
lor their contribution o the parent anomaly and is labelled
as 4 candidale contribulion o the parenl anomaly and is
labelled as a candidale contributor i their contribution 1s
high enough. One example of determining the contribution
of a group to the anomaly is to remove the sessions belong-
ing o the group and recompuling the aggregaie metric lor
the parent, withoul the removed group. IT the change in the
aggregate metric for the parent is significant (e.g., bevond a
threshold), then that group is designated as a candidate
contributor. If multiple groups are labelled as candidates,
then no contribulor is found within the dimension {c.g..
hecause all groups are determined o have coniributed 1o the
parent group anomaly, so a single root cause group could not
be identified), and the next dimension (in this example,
“O8™ 1706) will be processed n the same way. [T only one
candidate is ideniified, thal candidaic is retumed as a con-
tribution. Thus. within cach dimension. 0 or 1 contributors
may be returned. In this example, the contrilbutors are the
groupings of "5 (1714) and “server-side ad insertion™
(1716). In (his way. XY/ can gain insight and sce that
playing of the ad id on 108 devices or having instances ol
the ad id inserted via server-side ad insertion are the main
culprits causing the anomalies seen in the ad id with respect
1o the ad-start failure metric.

In this cxample, the parent group was the group of all
sessions 1n which instances of a specilic ad identifier were
plaved. The graph may be variously adapted 10 accommo-
date performing root cause diagnhosis for slate content. For
example. rather than the rool node corresponding 1o group-
ing ol all sessioms pertaining Lo a specilie ad identifier. the
rool node would be all sesslons in which (any) slale content
was plaved. Those sessions would then be further similarly
grouped by dimensions such as content identifier, geo-

location. device-lype, cle. lior example. supposc that the 3

duration ol slales per ad break across all slale sessions 1s
anomalous (Le.. an anomaly is detecled in the rool node
grouping of all sessions in which slate content was plaved).
It a child grouping with respect 10 a specific content iden-
tifier was relumed as a contributor, XYZ could use this
diagnosis information 1o delermine that advertisers do not
wish 10 buy ad slots for that specific content. As another
example, if there is an abnormally high number of slate
content items being plaved in a certain/specific geo-location,
this may ndicate 0 XY7Z an inlrastructure issuc wilth
delivering adverlisements in that particular geo-location.
Reporting engine 1528, similar to reporting engine 228, is
configured to provide notification about anomalies and the
diagnosed rool cause(s) ol the detected anomalies. [[a single

rool cause grouping/dimensions are delermined, then the s

rool cause grouping is oulpulled. I contributions have been
calculated, the groupings that contributed 1o the detected
anomalies are outputted. Thus, either a single root cause may
he presented. or multiple causes may be presented based on
the determined contributions.

In some embodiments, a sample of aftected advertisement
sessions 18 presented. Time series for those sessions may
also be shown. Thus, although publisher XY7Z is not in
control of advertisements thal are played with their conlent.
the publisher may be alerted 1o issucs with those advertise-
ments. Other dashboards, similar to those as described
above, may also be shown.

I'IG. 18 s a Mlow diagram illustraling an embodiment ol
a process [or crealing sessiom entities lor dilferent types ol
content presented logether in a stream. In some embodi-
ments, process 1800 is executed by a client device, such as
client 1502 of FIG. 15, The process begins at 1802 where it
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is determined that, in conjunction with the plaving ot a first
conlent ilem encoded by a (irst enlily, a second conlent ilem
i being played or is w0 be played. As one example. the first
conlent item is content requested (o be played by a user. The
second content item may be encoded by a second entity
different from the first entity. As one example, the second
conlent item is an advertisement. encoded by a second entity
dillerent [rom the [irst entity. that is played in conjunciion
with the requested content. The second content item being
plaved/to be plaved in conjunction with the first content item
may also be other content not requested by the viewer, such
as slale content (which may also be encoded by the [irst
entity). that is played in conjunction with the first item in licu
of an advertisement. The determination that an ad/slate
content is being plaved instead of the requested content may
be made in a variely ol ways. as described above. lior
cxample, discontinuily lags. communication with an ad
server. cue points. cle. may be used o determine that an
{chunk of) advertisement (or inserted slate content instead of

20 ad during ad break) is being plaved (or 10 be plaved).

ALT804, a [irst session enlity is created lor the playing of
the (irst content ilem encoded by the [irst enlily, and a second
sesgion entity is created for the plaving of the second content
item. In some embodiments, the second session entity is
created in response 1o the determination made at 1804, In
some embodiments. the second session enlity includes a
pointer (o the [first session enlity. As one example. cach
sesgion entity is associated with a corresponding session
identifier, and the pointer comprises the session identifier for
the first session enlity. As one example. the adverlisement
session enlity includes a pointer o the content session enlity
created for the content [or which the advertisement {or slale
content) was streamed.

At 1806, plaving of the second content item is monitored.
Inlormation oblained as part ol the moniloring 15 associated
with the second session entily. In some embodiments, the
type of nlormation that is collecled is based on the deter-
mination of the tvpe of content that is being plaved. For
example, different types of information may be monitored
for depending on whether the segment being played is a
portion ol the requested content or a portion ol an adver-
tisement (or slate content plaved in lieu of a real advertise-
ment). Examples of monitored measurements/events, as
well as metadata for advertisements/slate content, are
described above.

AL 1808, the inlormation collected from monitoring the
plaving of the second content item is associated with the
second session entity. The collected information is also
transmitled. As one example, heartbeal messages including
the collected information are sent out o a remote conlent
distribution monitor that obtains moniloring inlormalion
from nomerous clients. Example contents of heartbeat mes-
sages are described above, such as metasdata indicating a
type of the session o which the heartbeal data belongs {(e.g.,
user-requesied conlent versus advertisement {or slale con-
tent plaved in liev of an ad)). Examples of information
included in heartbeats for vser-requested content and adver-
tisements (or slate content) are described above.

I'1(3. 19 is a Jow diagram illustraling an cmbodiment ol
a process [or perlorming anomaly delection and rool cause
analysis for streaming sessions involving multiple types of
content. [In some embodiments, process 1900 is executed by
conlent distribution monitor 1438. The process begins al
1902 when. at a lirst Gme. a set of metrics Tor a plurality of
groups of scssions 13 compuled. A first streaming session
included i a group is associated with streaming, of a first
piece of content encoded by a first entity. The first piece of
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content encoded by the first entity was streamed in conjune-
tion with streaming ol a sceond picce of contenl. The
streaming ol the second picee ol content is associated with
a dillerent. second streaming session. In some embodiments.
the first streaming session associated with streaming, of the
first piece of coatent includes a pointer 10 the second
streaming session associaled with streaming of the sccond
picee ol conlent.

The first and second pieces of content may be encoded by
different entities, but need not be. For example, the first
streaming, sessiol is associated with streaming of an adver-
tisement encoded by a first enlity (or slate content thal was
played during an ad break instead of an advertisement). and
the second streaming session is associated with streaming of
content requested by a user, where the second content item
(requested by the user) 1s encoded by a dillerent. sccond
enlity. "The content requested by the user 1s provided by a
content provider such as a content publisher. [owever. the
advertisement plaved 10 conjunction with streaming of the
nser-requested content is provided by a third-party that is
different [rom the content publisher that provided (he user-
requested conlent. As another example. the [irst conlent item
is slate content that is plaved in conjunction with the nser
requested content (where both are encoded or otherwise
provided by the content publisher). Although the advertise-
ment {(or slale conlent) was presented along with the user-
requested content in what appears 10 be a single stream 1o the
viewer, as described above, the content plaver (used to play
the advertisement and content provided by different entities)

credles separate session cntitics lor (he advertisement (or 2

slate content) and the user-requestled content, such that any
information collected as part of the rendered stream deler-
mined 1o be part of an advertisement (or slate content) is
encapsulated/partitioned into the advertisement session

enlity (which includes sessioms created for playing slale 3

content). while inlormation collected as part ol streaming a
portion ol content {e.g.. video chunk) determined Lo be what
was requested by the vser is partitioned into the content
session entity. As described above, the content plaver creates
the separale session entitics based on distinguishing the type
of content that it is sireaming (e.g., advertisement (or slale
content) versus user-requested content). For example, the
content playver creates a content session entity tor the stream-
ing of the user-requested content item, and separately creates
an advertiscment session entily for cach advertisement or
slale content ilem that is played in conjunction with the
streaming, of the vser-requested content. Varlous examples
of how a content player distinguishes between advertise-
ments and user-requestled conlent are described above.

In one embodiment, the plurality ol groups ol strcaming s

sessions [or which the sel of metrics is compuled includes
sessions in which a particular advertisement was plaved
(that is, the sessions in the groupings are sessions in which
instances of a particular advertiscment. dentificd by an ad

identifier, were played). The various groups in the plurality s

of groups include different groupings of advertisement ses-
sions in which the advertisement was plaved. For example,
a group of streaming sessions represents a set of streaming
sessions defined by a set ol dimensions comprising al least
one of: an identifier of the conlent with which the adver-
tisement was streamed, the manner in which the ad was
insgerted at the client (i.e., client-side ad insertion or server-
side ad insertion), the device, operaling sysiem. ad server
{(where instances of the same ad identifier may be delivered
via multiple ad servers), cle.

As one example of grouping streaming sessions, all
streaming sessions (in a window of time) in which a par-
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ticular advertisement was plaved are obtained. For example,
for a given ad identifler. 1234, one group is the group of all
advertisement sessions (in some period ol Gme) lor which
instances of the ad identifier were streamed. The group of all
streaming sessions in which the advertisement was plaved
may be further divided/segmented into various other group-
ings. where cach grouping corresponds o some set ol
dimensions. One example dimension s ad insertion mecha-
nism. There are two example values for this dimension:
client-side ad insertion or server-side ad insertion. The
advertisement 1234, which could have been plaved numer-
ous limes. could have boen integraled with the user-re-
quested content. Thus, sessions in which the advertisement
1234 was inserted via client-side ad insertion are grouped
together, and sessions in which the advertisement 1234 was
inserled via server-side ad insertion are grouped logether.
The same sel of metrics (c.g. average volume. average
bitrate. frequency, ad starl [ailure percentage. cle., as
described above) are determined for the different groupings
of sessions in which the instance of ad 1234 was played.

A deseribed gbove. the lechniques deseribed hercin may
also be varlously adapled o accommodale slale content that
is plaved during ad breaks in liev of advertisements. For
example, groupings of sessions in which (any) slate content
was playved may be formed along various dimensions. Met-
rics spocilic 1o slate conlent. such as slale percentage ol ime
during an ad break may be compuied.

At 1904, an anomaly is identified at least in part by
performing anomaly detection using the computed set of
metrics. For example. anomalics in (he streaming of the first
conlent llem (e.g., advertisement or slale conlentl) are
detected in one or more groupings of sessions in which the
advertisement (or slate content) was plaved. Historical infor-
matioh may also be used. For example, a metric computed
for (he current minule is joined with historical aggregale
values lor the meltric to consirucet a time series. where the
lime seriecs per melric per grouping is evaluated o detect
anomalies in the behavior of the time series. Anomalies may
be identified in the time series of multiple groups. In some
cmbodiments. an anomaly is determined o be detected by
comparing a confidence interval of the metric values [or a
arouping 10 a threshold. For example, in some embodiments,
a pre-configured threshold is received. For a given metric
computed tor a given grouping of sessions, various statistics
are generaled. For example, consider the volume melric
compuied lor the grouping ol adverlisement sessions in
which a particular Cool Cola ad was played in conjunction
with a movie (with a corresponding content identifier). A
conlidence interval [or the volume across the sessions in the
grouping is determined. A preconligured volume threshold is
received, lor example. [rom the publisher of the movie, who
wishes to be alerted anytime the ad’s volume exceeds the
threshold. In this example, an anomaly is determined to be
detected il the lowest volume in the confidence interval!
range exceeds (he threshold. Thus. anomalics are detected in
various groupings of sessions in which the Cool Cola ad was
plaved. In some embodiments, additional eriteria, such as a
nuber of affected sessions (e.g., number of sessions in a
group lor which an anomaly was detectled) or the duration of
the allfeel. are used o determine whether o [urther process
the anomaly (e.g., perform root cause diagnosis, penerate an
alert for the detected anomaly). For example, it only a small
number of sessions (c.g. below some  threshold) are
impacted, then the anomaly may be ignored.

Ag described above, the anomaly detection lechnigues
described herein may also be variously adapted to accom-
modate slate coutent that is plaved during ad breaks in lien
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of advertisements. For example, anomalous behavior in
aggregale metrics [or the various groupings ol sessions in
which slate content had been played may be deleeted.

ALT906, a cause of (he identified anomaly is diagnosed.
As one example, a diagnosis graph is generated. In one
embodiment, a directed acyelic graph (DDACT) is constructed
based on the relationships ol the groups. The graph is then
scarched (o identily the rool cause ol delected anomalous
behavior. An example of such a diagnosis graph generated
for groupings of advertisement sessions is shown in FIG. 17,
In some embodiments, each node of the graph corresponds
1 a parlicular grouping. As described above, groups are
designated 10 be candidale contribulors 0 a delected
anomaly in a parent group if the contribution of the child
grouping has a significant impact on the aggregate metric tor
the parentl group in which the anomaly is detected. The
contribution of the group may be determined by removing
that grouping of sessions [rom the parent group aggregale
metric calculation, and determining the change in the aggre-
gate metric value for the parent group. It the contribution
exceeds a threshold. then the group is determined o be a
candidate contributor. I[multiple groups in a dimension are
labelled as candidates, then no contributor is found within
the dimension, and the next dimension is similarly pro-
cessed. Thus, within each dimension (or grouping of dimen-
slons). 00 or | contributors may be relumed as causes of the
detected anomalies.

Ag described above, the root canse diagnosis techniques
described herein may also be variously adapted 1o accom-

modate slale conlent that is played during ad breaks in licu 2

ol advertisements. or example. the root cause(s) lor anoma-
lous behavior deleeted in aggregate metrics lor the various
groupings of sessions in which slate content had been plaved
mayv be diagnosed.

ALT908. an alert 1s generaled based al least in part on the
diagnosis. As one example, 14 single grouping is identifled
as the rool cause of the anomalics scen (which may be
detected in multiple groupings), the root cause group (rep-
resented by the set of dimensional values that define the
grouping) is provided as the root cause. [ mulliple groups
are determined (o contribule 1o the anomalics, then the
muliple groups are provided. A list of impacted video
sessions may also be provided. Other examples of alerts and
reports are described above,

Thus, using the teehniques described herein. conlent
publishers {or any other entity n the O ccosystem/
pipeline, as appropriate) may be automatically aletted, in
real-time and near real-time, to any issves in the streaming
ol advertisements, as well as be provided the rool causes ol

the detected issucs. This provides automalic alerling on s

problems with advertisements. which are Lypically not under
the control of content publishers, but which may affect the
viewing experience of user-requested content that is pro-
vided by the contenl publishers.

Allhough  the  foregoing  cmbodiments
described in some detail for purposes of clarity of under-
standing, the invention is not limited to the details provided.
There are many alternative ways of implementing the inven-
tion. ‘The disclosed embodiments are illustrative and not
restriclive.

What is claimed is:

1. A svstem, comprising:

a processor conligured lo:

al & lirst time, compule a sel of metrics lor a plurality ol

groups ol streaming sessions:

wherein a streaming session in a group is associated with

streaming of slate content;

have heen s
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wherein streaming of the slate content is associated with

streaming of a conlent assel:

wherein the streaming session is determined o be asso-

cialed with streaming ol the slate content based at least
i part on recorded metadata indicating, that slate con-
tent had been plaved by defavlt during an ad slot in lien
of an advertisement;

wherein the sel of metrics is compuled at Teast in part by

determining. lor a window ol (ime. 4 number ol times
that the slale content was played in conjunclion with
the content asset, or a percentage of time that the slate
content was plaved tor the content asset;

based at least in part on the set of metrics, identify an

anomaly wilth respeet o the streaming ol the slate
content:

wherein identilying (he anomaly comprises delermining

that, tor the window of time, the number of times that
the slate countent was plaved in conjunction with the
comtent asset exceeds a threshold number of times, or
that the pereentage of time that the slate conlent was
played lor the conlent asset exceeds a threshold per-
centage of time;

diagnose a cavse of the idenrified anomaly with respect 1o

the streaming of the slate content; and

generate an alert based al least in part on the diagnosing;

and

a memory coupled 1o the processor and configured 1o

provide the processor with instructions.

2. "The system recited in claim 1, wherein a content player
streamed (he slate content in conjunclion with streaming ol
the content assel. wherein the content player generaled a [irst
sesgion entity associated with streaming of the slate content
and a second session entity associated with streaming ot the
conlent asset. and wherein the conlent player generated a
[irst heartbeal comprising streaming information associated
with the [irst session enlity and a sccond hearlbeal compris-
ing streaming information associated with the second ses-
sion entity.

3. "The system reciled in claim 2, wherein the conlent
player included, in the (irst heartbeal, a pointer o the second
session entity.

4. The system recited in claim 1, wherein the processor is
turther configured 1o receive a preconfigured threshold for a
melric.

5. "The system recited in claim 4. wherein the processor is
turther configured 10 determine, fora group of sessions in
which the slate content was streamed, a confidence interval
with respect to the metric.

6. "T'he system recited in claim 5. wherein the processor is
confligured to identily anomalous behavior in the group of
sesgions with respect 10 the metric at least i part by
comparing the confidence interval 1o the preconfigured
threshold.

7. "The system recited in claim 1. wherein the processor is
confipured to perform the diagnosing at least in part by
generating a diagnosis graph, wherein nodes of'the diagnosis
araph correspond 1o groups of streaming sessions in which
the slaie conlent was played.

8. "The system reclled in claim 7. wherein the groups of
streaming sessions are associated with corresponding sets of
atiributes, a corresponding set of atiributes comprising at
least one ol content identifier, adverlisement server. or Lype
ol advertisement insertion.

9. A method, comprising:

at a first time, computing a set of metrics for a pluraliny

of groups of streaming sessions;
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wherein a streaming sessiol 10 a group is associated
with streaming ol slale content:

wherein streaming ol the slale conlent s associaled
with streaming ol a content assel,

wherein the streaming session is determined to be
associated with streaming of the slate content based
at least in part on recorded metadata indicating that
slate content had been played by delaull during an ad
slot in licu of an advertisement:

wherein the set of metries is computed at least in part
by determining, for a window of time, a number of
times that the slate content was plaved in conjunetion
with the conlent assel. or a pereentage of me that
the slale content was played lor the content assel;

based at least in part on the set of metrics, identitving
an anomaly with respect to the streaming of the slate
coltent;

wherein identilying the anomaly comprises determin-
ing thal. lor the window ol time. the number ol limes
that the slate content was plaved in conjunction with
the content asset exceeds a threshold number of
times, or that the percentage of time that the slate
contenl was played [or the conlent assel exceeds a
threshold percentage of time;

diagnosing a cavse of the identified anomaly with
respect to the streaming of the slate content; and

generaling an alerl based al least in part on the diag-
nosing.

10, The method ol claim 9. wherein a conlent player

streamed the slate content in conjunction with streaming of -

the content asset, wherein the content plaver generated a first

1
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sesgion entity associated with streaming of the slate content
and a sceomd session enlity assoclated with streaming of the
conlent asset. and wherein the conlent player generated a
[irst heartbeal comprising streaming information associated
with the first session entity and a second heartbeat compris-
ing streaming information associated with the second ses-
sion enlity.

11. "The method ol claim 1. wherein the conlent player
included, in the first heartheat, a pointer to the second
session entity.

12. The method of clain 9, further comprising receiving
a preconfigured threshold [or a metric.

13. The method of ¢laim 12, further comprising deter-
mining, for a group of sessions in which the slate content
was streamed, a confidence interval with respect to the
melric.

14. "The method of claim 13, [urther comprising identi-
fying anomalous behavior in the group ol scssions with
respect 1o the metric at least in part by comparing the
confidence interval 1o the preconfigured threshold.

15. The method of claim 9, lurther comprising performing
the diagnosing al least in parl by gencraling a diagnosis
araph, wherein nodes of the diagnosis graph correspond 1o
aroups of streaming, sessions in which the slate content was
plaved.

16. The method of claim 15, wherein the groups ol
slreaming sesslons are associaled with corresponding sets ol
atiributes, a corresponding set of atiributes comprising at
least one of content identifier, advertisement server, or type
ol advertisement insertion.
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