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FACILITATING CLIENT DECISIONS

CROSS REFERENCE: 10O (TR
APPLICATIONS

This application is a continmation of TS, patent applica-
tion Ser. No. 12/780,796 entitled FACILITATING CLIENT
DIECISIONS filed May 14, 2010, now U8, Pal. No. 10.862.
9494, which 15 incorporated hercin by relerence lor all
purposes. which is a continuation in parl ol U8, patent
application Ser. No. 11/897.9537 entitled REASSIGNING
SOURCE PEERS filed Avug. 30, 2007, now U.5. Pat. No.
9,407 494, which is incorporated herein by reference for all
purposes. which claims priorily 1o U8, Provisional Patent
Application No. 60/859.428 entitled CONTENT DISTRI-
BUTION filed Nov. 15, 2006 which is alse incorporated
herein by reference for all purposes. U.S. patent application
Ser. No. 12/780,796 also claims priority 1o ULS. Provisional
Patent Application No. 61227066 entitled REAL-TIME
THLEMITIRY FOR CONTENT filed Jul. 20, 2009 and (o
LL8. Provisiomal Palent Application No. 61/339.925 entitled
THLEMITTRY FPOR CONTHNT liled Mar. 10, 2010, both ol
which are incorporated herein by reference for all purposes.

BACKGROUND O TTIE INVENTION

Users are increasingly nsing networks such as the Internet
10 access content, such as video files and live streaming/

video on demand content, via client machines. Such content 3

is oflen large, time sensitive, or both, As demand lor such
content inercases, there are challenges in distribuling that
content efficiently and with high quality. As one example,
when a client experiences problems during plavback, it can
be ditficult 1o remedy the problem in an efficient manner.

BRIV DESCRIPTION OF TTIE DRAWINGS

Various embodiments of the invention are disclosed in the
lollowing detailed descriptiom and the accompanying draw-
ings.

FIG. 1 is an illustration of an environment in which
content is distributed.

FIG. 24 illustrates an embodiment of a client.

I'IG. 213 illustrates an cmbodiment ol a client.

I'IGr. 3 llusirales an example of a process [or moniloring
the performance of a content plaver.

FIG. 4 illustrates an example of a process tor dvnamically
adjusting a heartbeal.

I'IC1. 8 is an illustration of an environment in which stalus =

information is received and processed.

FIG. & illustrates an example of a process for detecting a
problem in a content distribution.

I'IG. 7 illustrates an example of a process lor correcting
4 problem in a conlent distribution.

FIG. 8 illustrates an example of an environment in which
content is distributed.

FIG. @ illustrates an embodiment of an interface through
which content distribulion monitoring data 1s exposed.

I'IGr. 10 llustraies an embodiment of an interlface through
which content distribution monitoring data is exposed

FIG. 11 illustrates an embodiment of an interface through
which content distribulion monitoring data 1s exposed

I'I¢r. 12 illustraies an embodiment of an interface through
which content distribulion monitoring data 1s exposed.

FIG. 13 illustrates an embodiment of an intertace through
which content distribution monitoring data is exposed.
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FIG. 14A is a graph illvstrating the impact of distribution
qualily on a content ilem.
I1C5. 1413 is a graph illustrating the impact ol distribulion
qualily on a content ilem.
FIG. 15 illustrates an example of a process for improving
a content plaver engagement.

DITATLED DESCRIPTION

The invention can be implemented in numerous ways,
including as a process; an apparatus; a svstem; a composi-
tion of matter; a computer program product embodied on a
compuier readable storage medium: andfor a processor. such
as 4 processor conligured 1o exceule instructions slored on
andior provided by 1 memory coupled 10 the processor. In
this specification, these implementations, or any other form
that the invention may take, may be referred to as tech-
niques. [n general, the order of the steps of disclosed
processes may be allered within the scope ol the invention.
Unless staled otherwise. 1 component such as a processor or
a moemory described as being conligured o perlorm a lask
may be implemented as a general component that is tem-
porarily confisured 1o perform the task at a given time or a
specitic component that is manutactured 1o pertorm the task.
As used herein, the lerm “processor’ relers 0 one or more
devices. cireuits. andior processing cores comligured 1o
process data, such as computer program instructions.

A detailed description of one or more embodiments of the
invention is provided below along with accompanying [ig-
ures that illustrale the principles of the invention. "The
invention is deseribed In connection with such embodi-
ments, but the invention is not limited to any embodiment.
The scope of the invention is limited only by the claims and
the invention encompasses numerous allernatives, modili-
calions and equivalents. Numerous specilic details are sel
forth in the lollowing description in order lo provide a
thorough vnderstanding of the invention. These details are
provided for the purpose of example and the invention may
be practiced according (o the claims withoul some or all of
these speeilic details. or the purpose ol clarity, technical
material that is known in the technical fields related to the
invention has not been described in detail so that the
invention is 0ot unnecessarily obscured.

FIG. 1 s an illustration ol an environment in which
conlent is distributed. In the example shown, clients 170-184
are used to access content, such as audiovisval content (e.g.,
movies, songs, Television shows, sporting events, games,
images. ete.y that is owned by conlent owners. The conlent
s stored (or caplured) al origin servers 196-198. (hen
disiributed via other servers, caches. content distribuiion
networks (CDNs), proxies, etc. (collectively, “‘content
sources”). Content sources employ a variety of technologies
and include ITUTE Adobe lilash Media. and Microsoll
Internel Information Service servers. In some embodiments
content is also distributed by clients (e.2., using peer-to-peer
techniques ).

Examples of clients include personal computers (170),
laplops (182), cellular phones/personal digital assislants
{178), and other types of inlormation appliances (nol shown)
such as set-top hoxes, game consoles, broadband routers, file
servers, video servers, and digital video recorders, as appli-
cable. The clienis shown are used by subscribers o varlous
Internel service providers (I8Ps). lior example, clients 170,
172, and 174 arc subscribed 1o 8P1 (122), while clients 176,
178, and 180 are subscribed to SI'2 (124), and clients 182
and 184 are subscribed to SP3 (126).
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In the example shown, a movie smdio (“Studio™) has
contracted with conlent distributor 142 (0 provide down-
loadable coples ol its Ilms in exchange [or a fee. Similarly.
a lelevision network (“XYZ™) has contracted with content
distributors 142-146 to provide viewers with access to live
streams of its broadcasts as well as streams of television
show eplsodes and sporling cvents. In some cases. the
content distribulor is ownedi/operated by the content owner.

Content distributor 142 has a data center that is provided
with network access by backbone ISP 132, Though repre-
sented here by a single node (also referred to herein as a
“CDN node™), content distributor 142 may typically have
multiple data centers (not shown) and may make use ol
multiple backbone or other ISPs. Content distributor 144 has
a data center that is provided with network access by
hackbone ISP 134, Adverlisements are served o various
clients via ad servers 150-152.

Suppose a user ol client 172 (hereinaller “Alice™) would
like 1o watch a live soccer game owned by XYZ. Clienr 172
icludes a web browser application. Alice uvses the web
browser application (0 navigale o a portal owned by XY /.
such as “hup:ifxysivnetwork. com/livegames.”™ [ler request
for the game is directed to a CDN node that is closest to her.
In this case, CDN 146 is the fewest hops away from her
client. Her client then begins streaming the content from
CION 146, which is in turn rendered in her browser (c.g., via
a Ulash or Silverlight player). Adverlisements. associated
with the portal, are served to her by ad server 150,

In addition to CDN 146 and ad server 150, Alice’s client

is also in communicaiion with comtent disiribution moniior 3

102, As will be deseribed in more detail below, client 172
provides stalus inlommation {alse relerred Lo herein as a
“heartbeat™), on a recurring basis, to content distribution
monitor 102,

The status information includes a variety of lelemetry data 3

such as information thal caplures the quality ol the user
experience {e.g. video stream qualily), and information
pertaining 1o user behavior. Examples of quality metrics
include: the length of time it takes tor the soccer game video
Lo slart playing, the number of bulTering events (il any). the
length ol bulfering events. and the number ol [rames per
second rendered by the video plaver. Examples of user
behavior include: starting and stopping plaving a video or
audio stream, seeking within the swream, switching the
player to [ull sereen mode. minimirzing/restoring the player.
4 change in the volume level ol the player. and clicking on
an advertisement.

Ag other vsers of clients 170-184 request content, their
respective players similarly obtain content [rom content

sources such as CION 144 and alse communicale stalus =

information (also relerred (o herein as (elemetry informa-
Tion) to content distribution monitor 102, Such plavers may
be browser-based as with Alice’s, or they may be standalone
applications. as applicable. In various cmbodiments. all

clicnts in the environment provide stalus information (o 3

content distribution monitor 102.

As will be described in more detail below, ditferent clients
may provide content distribution monitor 102 with ditterent
levels of detail. and may also do so wilh dillering [requency.
l'or example, client 178 is a smartphone with less powerlul
hardware than client 172 and more limited bandwidth. It is
configured 1o provide less information to content distribu-
tionn monitor 102 than client 172 and also does so less
[requently than client 172.

Content distribution monitor 102 collects and processes
the information received from Alice’s client along with other
clients. The collected information is made available in
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real-time 10 control entities/operators and can be vsed 1o
detect and remedy problems in the content distribution.
lixamples ol such problems include excessive bullering,
freezing, and [rame skipping. Addilional information per-
taining to delivery resources (e.g., CDN 142) and networl
providers (e.g., ISP 126) is also made available, as is other
inlormation pertaining e clients such as demographic inlor-
malion.

In the example shown in FIG. 1, a single content disti-
bution monitor 102 is vsed. Portions of content distribution
monitor 102 may be provided by and/or replicated across
various other modules or infrastructure depending,  lor
cxample, on [aclors such as scalability and availability
{reducing the likelihood of having a single point of failure),
and the techniques described herein may be adapted accord-
ingly. In some embodiments content distribution monitor
102 is implemented across a sel of machines distribuled
among scveral dala centers. A Resilience Service |ayer
{RS5L) can also be vsed 10 ensure that the monitoring service

20 is not disrupted when/if a subset of machines fail or a subset

ol dala centers hosting (he content distribulion monitlor are
disconnecled from the Internet.
Examples of Client Architecture

In various embodiments, the collection of status informa-
tion and the reporting of that intormation to the content
distribution manager are perlormed by a “monitoring mod-
ule™ included in the client.

FIG. 2A illustrates an embodiment of a client. In the
example shown, client 202 includes a content plaver appli-
cation 204 which in tum incorporaies memitoring module
206. Conltent is received by the player rom content source
208, Monitoring module 206 is in communication with
content distribution monitor 210.

In the example shown, module 206 is inplemented in
ActionSeript and deployed as an 8WIT library thal is
dynamically loaded by player 204, In llagh, the Net-
Stream{ ) class is mainly responsible [or streaming. buller-
ing, and plaving the video. The monitor is implemented as
an element in the content plaver which wraps the video
clement. and provides the same interlace as the video
clement. as described in more detail below.

Module 206 can also implemented using other
approaches, such as in the NET platform for Silverlight and
deploved as a DLL library that is dvnamically loaded by
player application 204. In Silverlight. the Mediallement( )
class is mainly responsible for streaming, bullering, and
plaving the video. The monitor is implemented as an ele-
ment in the content plaver which wraps the video element,
and provides the same inlerlace as the video clement. as
described in more detail below.

Iixamples ol some ol the information collected by moni-
toring module 206 include the following, expressed in
kev-value pairs:

(player_state, “bullering™): The stream is bullering.

(buller_lengih, 5s8): ‘The current buller lengih is [five

seconds.

(join_time, 33): The join tine was 3 sec.

(frame_per_second, 30): The number of frames per sec-

ond is 30.

(player-mode. “liull Screen™): ‘The player is running in

full-screen mode.

FIG. 2B illustrates an embodiment of a client. In the
cxample shown, client 252 includes a web browser appli-
cation which in tum incorporates monitoring module 256.
Conlent 1s received by the player [rom content source 258.
Monitoring module 256 is in communication with content
distribution monitor 260. In the example shown, module 256
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i5 implemented in JavaScript. The monitor periodically
colleets information aboul the current web page and the
browser. lixamples ol some ol the information collected by
monitoring module 256 include the following, expressed in
kev, valve pairs:

(browser_minimized. “yes™): The browser window is
minimized.

(tab_visible, “1n0"): The tal containing the web page is not
visible,

(pointer_pos. “x, ¥} The position ol the pointer on the
weh page.

(banner_display”, “ACMECars™): The banner ad on the
web page is tor ACME Cars.

As explained above, the monitoring module can be imple-
menied in a variely of ways. For example, the moniloring
module can be included in the ¢lient’s plaver by the author
of the plaver. The monitoring module can alse extend the
[unctionality of an existing player, such as by being imple-
mented as a plugin. library, or standalone application {c.g..
a helper application). Various examples of techniques for
integrating a monitoring module with an existing plaver will
now be described.

In ome embodiment, the monitoring module is a wrapper
around the lowest level streamer module (e.g., “NetStream™
in Flash, or “MediaElement™ in Silverlight). The plaver uses
the wrapper. which provides the same or enhanced version
ol the AP provided by the streamer module. to stream video.
Logic in the wrapper captures the appropriate telemetry data.

lixample

“ConvivaNetStream™ extends and wraps “NetStream™

var ns:NetStream  new ConvivaNetStream( )

ns.play(<slream=Yy,

In a second embodiment. the moniloring module exists as
a side attachment and is not present in the code path for

streaming, 1o oceur. The plaver passes the streamer module

1 the monitoring module cither directly or through a proxy
module. The menitoring module reads propertics and listens
for events from the streamer module or proxy module to
collect data. The proxy module method prevents the moni-
loring module from inlerfering with the streaming.

Example 1

var ns:NelStream=ncw NelStream( )
bs plav(<stream>};
Livelass.createMonitoring Session{ns);

lixample 2

“NetStreamProxy”™ wraps “NetStream,” but prohibits any
calls thal may adversely impact “NetStream™:

var ns:NelStream=new NelStream( ),

var nsProxy:NetStreamProxy new NetStreamDProxyins);

bs plav(<stream>};

Livelass.createMonitoring Session{ nsProxy);

In a third embodiment, the monitoring module is built into
the streamer module. The player uses the streamer module.
The monitoring module within collects data.

lixample

var ns:NetStream  new NetStream( );
bs plav(<stream>};

Additional Status Information ixamples

Asg mentioned above, clients downloading/streaming con-
tent from content providers are also in communication with
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content distribution monitor 102 on a recurring, time-driven
basis. lach heartbeal contlains a snapshot of the session stale
al the time the heartbeatl was sent oul and & summary of the
cvenls and measurements since the Tast heartbeat or sinee the
start of the session, as applicable. Examples of information
that can be included in a heartheat (though need not be
present in every heartbeal) include the following:
version: ‘The version ol the heartbeat.
clientID): A unique identifier associated with the client’s
monitoring, moduole (described in more detail below)
when it is downloaded/installed on the client.
clientVersion: The version ol the monitoring module.
customer!l): An identifier associaled with an entity such
as XY Z or Studio.
sessionID: A unique identifier associated with the content
vicwing scssion.
objeetIl): A unigue identifier associaled with the conltent
heing streamed. In Alice’s case, this is the soceer game.
currentResource: The source from which the content is
currently being obtained. In Alice’s case, this is CDN
146.
candiadateResourcel st A list ol polential sources [rom
which the player can obtain the content. In Alice’s case,
this could include CDN 144, CDN 142, cache 148, ete.
The “currentResource” is one resource in the “candi-
dateResourcel st
resourcelsage: The number of bytles lToaded/streamed
since the start of the session.
currentBufterSize: The current butfer size.
minl3uller8ize: The minimum bufler sive during the pre-
vious hearthbeat interval.
maxl3uller8ive: “The maximum bufler sive during the
previous heartbeat interval.
numButterEmptyEvents: The number of butfering empry
evenls since previous hearibeal.
currentBitrate: The bitrate al which the content is cur-
rently streamed.
plavheadTime: For video-on-demand content (ie., not a
live event}, this is the time oifset of the stream file.
currentlyPlaying: lior live content, this is the time oflset
ol the stream since the player started.
joinTime: The amount of time that it took the plaver 1o
enter the plaver state for the session.
averagelF’S: The average rendering frame per second
(I'PSY al which the content was rendered since the last
heartbeal.
encadedFD'S: The FI’S at which the content was encoded.
averagelFl’S: Can be lower than the “encodedFPS™ it the
client’s ("PU 1s unable 1o render the content al the
“encodedliPS™ or il the client cammol stream the content
[iagt enough.
totalPlavTime: The total play time since the beginning of
the session.
totall3ullering lime: The total bullering time since the
heginning of the session.
totalPauseTime: The total pavse time since the beginning
of the session.
totalSleepTime: The total sleep time since the beginning
ol the session. The client is in a sleep state 1] the client
is suspended.
sessionTime: The total time elapsed since the session
started.
currentSlate: The stale of the player when (he heartbeat
was senl. lxamples of player stales include: play,
pause. bullering, jeining. and secking.
numRateSwitches: The number of bitrate switches since
the beginning of the session.
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mmRescurceSwitches: The number of resource switches

since the beginning ol the session.

raleBwitching] ivenl.lime: ‘The lime at which a bitrale

swilch was allempled. measured from the start of the
session.

rteSwitchingBvent. from: The bitrate of the stream at the

lime the switch was allempled.

raleBwitching] ivent.lo: “The target bitrale ol the swilch.

rateSwitchingBvent result: Indicates whether the switch

was successtul or not. For example, a switch may not
be succeed if the client cannot sustain the “rateSwitch-
ingliventresull™ bitrate.

resourceSwitchingliventiime: “The lime at which a

resource switch was attempted, measured from the start
of the session.

resourceSwitchinglivent. from: The resource from which

the content was streamed al the time (he switch was
allempled.

resourceSwitchingEvent.to: The target resource for the

switch.

resourceSwitchingliventresults:  Indicates whether the

swilch was success[ul or not.

errorList: A list of errors encountered from the start of the

session.

FIG. 3 illustrates an example of a process for monitoring
the performance of a conlent player. In some embodiments
the process shown in UG 3 1s performed by a client such as
client 172. The process begins at 302 when intormation
relating 1o the state of a content plaver is obtained. For

example. al 302, client 172 collects varlous information 3

pertaining o the video player that Alice uses o walch the
streaming soccer game. [nformation such as the amount of
time an advertisement took to load and which ad server
supplied the advertisement is also obtained. In some

embodiments, additional processing is performed in the 3

collected information. Ixamples include compuling aver-
ages. minimums, maximums. and (he x® percentile over the
last few samples.

At 304, at least a portion of the obtained intormation is
reporied 1o a content distribution momitoring server. For
example. at 304, client 172 sends a heartbeal 10 content
distribution monitor 102, including some or all of the
information collected at 302. Information sent at 304 can
also include processed results such averages and minimums,
instead of or in addition to raw data.

In various embodiments, the process shown in UG 3
repeats throughout a content plaving session. The process
may repeat regularly (e.g., ooce every second), and may also
repeal with varying [requency.

The amount of dala reported by the client in a heartbeal =

Lo content distribution monitor 102 can afleet the scalability
of the content distribution monitor. The amount of data
collected and reported by the client can also potentially
impact the perlormance of the client. IT the client is other-

wise resource constrained (e.g., due o other processes, or 5

due to hardware limitations), adjustments can be made to
how much intormation is collected and with what frequency.
For example, suppose the butler size is expected to be of size
three sceonds. The time period employed by the monitoring
module can be set o one second or a few hundred milli-
seconds. The adjustment can be dynamically adjusted as
needed. The period can be decreased if the butter grows and
increased il the buller shrinks, (thus minimiving overhead
while still being able (o detect a low buller sive which can
impact the video quality.

The amount of data sent can be adjusted according 1o two
parameters: the heartheat “period,” and the size of heart-
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beats, both of which can be adaptively changed by either the
client or the conlent distribulion monilor as needed. lior
cxample, 1[ the quality experienced by the client is accept-
able. the client may reduce the heartbeal requency. This can
entail collecting state intormation less trequently and can
also entail sending collected intormation less trequently. It
the quality degrades, the client can increase the heartbeal
frequency accordingly. As one example. client 172 can
employ a rule that, as long as the buffering ratio is less than
or equal to 0.5%, the heartbeat period is 30 seconds. If the
butfering ratio is berween 0.3% and 1% the heartheat period
i adjusted Lo 20 sceonds. I the bullering ratio is cqual 1o or
grealer than 1%, the heartbeat period is adjusted o 10
seconds.

Content distribution monitor 102 can also direct client
172 (o merease or decrease the heartbeal [requency based on
lactors such as the current load on the content distribulion
monitor (or applicable component thercol). For example, il
the load on content distribution monitor 102 exceeds a

20 predefined threshold, clients are instructed 1o increase the

heartbeat interval and/or reduce the detail of the inlormaltion
sent in a heartbeal.

Asg one example, content distribution monitor 102 can
employ a rule that, if’ its resource ntilization exceeds 80%,
clients are instructed to double their respective heartbeat
intervals. Monitor 102 can also sclectively send  such
instructions Lo clients. lor example, clients with periods
vider 30 seconds can be instructed to double their periods,
while clients with periods above 30 seconds are not sent
such instructions.

Ag another example, when monitor 102%s utlilization
excoeds B0 it can instruct clients (o reduce heartheat sive
by sending less information. This can be less detailed
information (e.g., sending only the mumber of resource
swilches, nstead of the detailed information about these
swilches), or can include aggregale measurcments aboul
certain events instead of sending individual details. I the
client is already aggregating certain information, the mea-
surements can be aggregated over a longer time interval
{e.g.. 10 sceonds instead of 2 seconds). Additional examples
lollow.

Instead of sending every butlering event, send the aggre-
gate time the session spent i the bultering state since
the last heartbeat.

Instead ol sending every measurement ol the rendering
rale, send the average over the entire heartbeal inlerval.

Instead of sending intormation about a switch event at the
time when the switch event happened, store the event
on the client and send it with the next heartbeal.

I"1(3. 4 illustrates an example of 4 process Lor dynamically
adjusting a heartbeal. In some cmbodiments the process
shown in FIG. 4 is performed by a client such as client 172,
The process begins at 402 when an indication is received
that a change should be made o cither the collection. or
reporting ol statug inlormation (or both). As explained
above, the indication can be received as an instruction from
content distribution monitoring server 102, and can also be
received as the result of a determination made by the client
iselll AL 404, an adjustment is made 10 the collectiond
reporting ol status information implicated by the indication
received at 402.

Inferring State Intormation

In some cases. the monitoring and reporting [unctionality
deseribed herein as being provided by a client is wholly
integrated with the player itselll For example. Studio might
make available a custom plaver application that can be
installed on a client by users that want to wateh Studio filins,
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The customer plaver includes all of the necessary logic to
provide complele heartbeat inlormation, and also includes
logic [or communicaling with the content distribution moni-
Lo, adjusting (he lrequeney with which status information is
commmunicated to the content distribution monitor, and other
functionality described herein. However, depending on the
plaver deploved on a client, not all of the example heartheat
information described above may be direcily accessible for
collectiom and (ransmission. lior example, the lash player
plugin used by Alice o view the soccer game does not
provide direct access to its state. Using the techmiques
described herein, content distribution monitor 102 can none-
theless be provided with the state of the plaver.

In some embodiments, a monitoring module is embedded
in the content player deployed on the client. lor example.
when Alice direets her browser (o XY /s websile. a custom
Flash-based plaver is loaded. The custom plaver has direct
access to the APT of the video plugin. Possible states of the
plaver are as follows:

Playing: The player’s buller is not emply. and the player

renders frames on the sereen.

Bullering: The player's buller is cither cmply or is less
than a predefined threshold, making it impossible tor
the plaver to render new frames.

Joining: The player has just connecled and has nol yel
accumulated cnough data in its buller to start rendering
lrames.

Pavse: The plaver is paused, usvally, as a result of a user
action. During the pavse state, no new frames are
rendered even if the buffer is full.

Sleep: "The client 15 suspended.

In the case of the alorementioned Flash player. NetStalus
evenls provided by the player can be used 1o inler the siate.
as described below:

BPuttering: When one of a NetStatus. Buffer Empty, Net-
Stream.Play. Start, or NetStream Plav Reset events is
received, an inference is made (hat the player is bull-
cring data and the video 1s nol playing. lior live RI'MP
streams. the mentiomed events might not be available.
In that case, if the plavhead time has stopped moving
and there is 1o data in the content plaver buffer, an
inference is made that the player is buttering data and
the video is not playing.

Playing: When a NetStatus.BullerPull event is received.
an inference is made that the player is playing video. 11
the plaver is currently in a Paused state and the play-
headTime starts to move, an inference is made that the
plaver is plaving video.

Paused: I the playheadlime docs nol progress [or 1.6
seeonds. an inflerence is made that the player s paused.

Sleep: If the amount of time that has elapsed between two
firings of a periodic one second timer is greater than 30
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seconds, an inference is made that the client has been =

in a sleep mode since the last (iring of the limer.

Stopped: Vor TP streams, when a NetStatus. Play.Stop
event is received, an inlerence 1s made that the sircam
has ended. For RTMP streams, when a NetStatus. Play-
.Complete event is received, an inference is made that
the stream has ended. When a NetStatus.Playv.Stop is
reecived, an inlerence is made (hat the download has
finmished. bul the stream is still playing.

Irror: Il the stream slays i stopped state lor [illeen
seconds at the start of a session, an inference is made
that it has failed to connect.
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In addition to the plaver states described above, an
additional slale can also be inlerred:

Fombie state: An inference 1s made (hat the player is ina
zombie state (3 non-operating state with no vser
actively using it) if it persists in a non-playing state for
more (han a specificd time. Once the player is in a
sombic stale, the transmission ol heartbeals (o conienl
distribution monitor 102 is halted. Reporting will
resume it the player returns 1o a plaving state. Non-
playing stales  include:  “Bullering”™  “Paused.™
“Stopped.” and “lirror.™

In addition to the plaver states, the monitoring module
monitors varous metries, including the number of bytes
downloaded/streamed since the session started. the bitrale of
the stream. and the rendering rate.

Some plavers, such as the Flash 9 plugin, do not provide
a direct AP from which the number of bytes streamed/
downloaded or the stream bitrate. Nonetheless, a varicly of
lechnigues can be used 1o oblain or estimate the bitrale. As
ole example, the developer of the plaver might expose the
bitrate throvgh an ATT call.

Anolher technigue lor oblaining a bitrale 1s o use meta-
data associaled wilth the contenl. For example. suppose
metadata is made available through a configuration file
associated to the content. The configuration resides on an
origin server such as origin server 198 and also includes
other information such ag the title of the content. its genre,
and a list of CDNs where the content is available,

Yet another technique tor obtaining a bitrate is o examine
the content URI .. For example, a movie might be aceessible
al the URIL. hilpdfsoww CDN-CleomdSudio/Janeliyre300
Kbps. In this case, the bitrate of the content is likely 10 be
300 Khbps.

An estimation of the stream bilrale can also be made. "The
cstimation. along with the amount of lime the player was in
the plaving state, and the size of the bufter, are used 10
estimate the number of bytes downloaded/streamed. As one
cxample, supposc a player streamed data at 400 Kbps, was
in a playing state [or 315 soconds. and at the ime ol 1aking
the measurement the butter size contained data for plaving
another 135 seconds. The total humber of bytes downloaded
ig: 400 Kbps*(315 sceonds+13 sceonds)=16 MI3.

In the event that the bitrate s available through mulliple
of the above techniques, in various embodiments each
applicable approach is used, in a specified order, vntil a valid
bitrate (e.g., greater than 0 and less than 10,000 Lkbps) is
oblained.

The number of byles downloaded can be estimaled as
(totalPlavingTime+bufferL ength)*bitrate. It  multiple
bitrates are used, in some embodiments the bytes down-
loaded is estimated as the sum ol wolalPlaying lime| bitrate |
*hit-ratc+buller] ength*currentBiirale.

Rendering quality is another example metrie that can be
obtained and provided to content distribution coordinator
102. Rendering quality is the ratio between the frames per
second (11PS) rendered by the player and the I'PS al which
the siream was encoded.

Some plavers do not directly provide the information
needed to compute the rendering quality. For example, Flash
9 has an AP that exposes rendered frames per second, but
not encoded [rames per second. One lechnigue o compule
the encoded I'PS, in such a scenario, is as [ollows. The
rendering FPS is measured and an assumption is made that
the encoded FI'S is the maximum FP'S observed over the
course ol the session. Another technigue is o esiimale the
cncoded I'PS as the maximum of a three second sliding
average ol rendered 1PS sampled five times a second.

In order 1o ensure accurate accounting of the player status
over the course of the session, it is important 1o determine
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the time intervals when the svstem is in sleep or suspend
mode. These intervals can be detecled using notilication
APIs provided by the syslem for this purpose. For systems
that do not provide such API {c.g.. llash Player, or Silver-
light}, the intervals can be estimated by sefting a timer to fire
at periodic intervals (e.g, every 1 second). At each firing of
the timer the current system time is recorded, and the time
clapsed since the last firing is computed. ] the time clapsed
is grealer that a given threshold {e.g., 10 scconds). an
inference is made that the given clapsed lime inlerval was
spent in sleep or suspend mode.
Interring Plaver Capability Information

The following are example plaver capabilities that impact
the quality ol the video cxperience: processing speed, video
rendering capabilitics, amount o memory available. and
amount ol bandwidth available.

Processing speed: The monitoring module can use the APT
of'the content plaver, or the vnderlying platform to read
the processing speed of the plaver. For example, if the
conlent player is implemented on the Silverlight plat-
form the monitor can use the nvironment.Processor-
Count to obtain the count of the processors available,

For platforms whose API does not provide direct reading

of processing speed capabilities, the monitoring module can
derive 1t by using a limer 1o measure the ime required o
perlorm a lxed CPU-Intensive computation.

Video rendering capabilities: Some content plavers have
the ability to use hardware acceleration to render video.

The monitoring module can determine the speed at 3

which the content player can render video, cither by
using the AP ol the conlent player or the underlying
platform. For example, a monitoring module vsing the
Flash platforn can vse the flash.system Capabilities. S-
creenResolutionX 10 determine the sereen resolution.

Available memory: The amount of available memory has
a direet influenee on how well the content player can
support rendering video while performing the compu-
tation required for monitoring and other user-interac-
lion tasks. The monitoring moedule can obtain the
amount ol available memory by using the AP of the
viderlying platform. For example, a monitoring mod-
vle vsing the Flash plattorn can vse the AP flash.sys-
tem. System totalMemory  to determine how much
memory is available.

Available download bandwidth: "The available download
bandwidth has a direct impact on the quality of the
video stream that can be downloaded and playved. The
monitoring module can inler the available bandwidih

by measuring the time interval il takes o download a =

fixed sive file rom the server. Allematively, the under-
lying plattorm can provide ATI that can be used to
determine the download bandwidth. For example, a
player using (he Flash platform can use the API [ash-
nel.NetStreamInfo.current] 3y lesPerSceond.

FIG. § is an illustration of an environment in which status
ntormation is received and processed. [n various embodi-
ments, the services provided by content distribution monitor
102 are implemented across a scalable infrastructure. par-
ticularly in embodiments where telemetry data is received
from all clients. In the example shown, the elements con-
tained within dashed region 502 collectively provide the
[unctionality of content distribution monilor 102, Lach ol
the layers (e.g., dispatcher layer 520} is horizontally scalable
and their respeclive components can be implemented on
standard commercially available server hardware (e.g., hav-
g a multi-core processor, 4G+ of RAM, and Gigabit
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network interface adaptors) running a typical server-class
operating syslem (e.g., Linux).

Clients 504-512 cach include a monitoring module (hat
colleets status imformation. When the monitoring module on
a client is activated, the client is mapped 10 a dispatcher
server. As one example, when the monitoring module starts,
il reads a conliguration file that includes a list ol dispatcher
servers. The moniloring module selects a dispatcher server
at random trom the list.

A dispatcher server (514) includes two conceptual mod-
vles. The first module implements a communication inter-
lace lor receiving status information from clients. In some
cmbodiments the module is Implemented using an oll-the-
shelf’ web server, and allows clients to connect over the
HTTP protocol (and also allows clients to securely commu-
nicale via 8813, Data received by the first module is passed
o the sceond module. The secomd module normalives the
data (1o a format suitable lor [urther processing) and passes
the normalized data 10 a real-time stream processing com-

20 ponent (516).

The real-time stream processing (R8P) layer includes an
optimived sollware component thal processes the lelemetry
data that it receives from the dispatcher in real-time. A
dispatcher sends all heartbeats belonging 1o the same session
to the same RSP component.

In some cmbodiments the REP component is imple-
menied as a continuously running service that reads and
processes the telemetry data received from dispatchers via
the networl over TCD. The telemetry data stream comprises
individual records. cach of which represents the telemetry
data sent by the monitoring module. The REP component
reads nelwork dala one record al a time and parses the data
into a local data representation. The data received by the
RSP component can be stored as in-memory hash tables of
records allowing last excculion. and very high (hroughputs.
Since the RSP component does not require old inlormation,
it can periodically purge (he in-memory hash lables and
increase scalability accordingly. In other embodiments, opti-
mized in-memory databases are vsed.

A mapping function o map hearlbeals having a session
identifier “1137 (o a particular RSP component i as [ollows:

{ sl Iimad e

where hash{ ) is a hash function and “m™ is the total
number ol REP components.

Once an RS8P compoment parses the dala records. it
performs two main tasks. First, it performs data filtering. A
filter is a logical expression and is installed at each RSD
component instance. As one example. the lollowing filer
would identily viewers located in 8an Prancisco, connectled
o 18P SP1. streaming [rom CDN A, one of two particular
shows:

{city “San  Francisco”
CDN="CIDN A" AND
{show="SundayMagarinc™})

For each message of incoming telemetry data, the (key,
value) pairs in the record are matched against the filter. It the
filter is matched, the data is associated with the filter.

The second task perlormed is 1o compute snapshotls and
on-line statistics over the lelemetry data matching cach flter.
One example of a snapshot is the number of plavers that are
in a particular state (e.g., “plaving™). The RSP component
generales soquences o these snapshols (cg.. one every
second). Bxamples ol statistics computed by the RSP com-
ponent include: the average number ol byles played over all
video streams matching a filter over a given time interval
{e.g., 10 seconds) and the minimum frames per second

AND ISP “SP1”
{(show="NewsAL10™)

AND
OR



Us 12,166,841 B2

13

experienced by a stream matching a filter over a time
interval. Snapshols and statistics are updated continuously.
[rom new telemetry data received [rom clients.

The RSP component provides its computed snapshots and
statistics 10 a real-time global aggrepation component (518).
The real-time global aggregation (RTGA) commponent aggre-
gates the information provided by the RSI' component tor
cach [ilter specilicd by a user (described in more detail
helow).

Asg explained above, cach R8P component (516) receives
(via a dispatcher) telemetry data from a subset of the
monitoring modules and calculates snapshots and statistics
for all filters. Each RGA component instance is in turn
responsible [or a subset ol the [ilters. Based on the identilier
of the iilter, all RSP components send data lor that filter (o
4 single RGA component. The RGA component combines
the data trom all RSP components for the filters that it is
responsible for, resulting in a global shapshot and statistics
based on information from all monitoring modules.
Iixamples ol aggregation operalions performed by an RGA
component include: counting the tolal number ol viewoers
that match a particular filter, determining the percentage of
viewers matching a given filter that are in buitering state, the
Jointime distribution experienced by viewers joining a given
stream, the cwrrent number of viewers in a given cily. the
rank ol the most popular live events. and so on.

In some embodiments an RGA component’s functionality
is inplemented as a continuously running service. It reads

records sent by the R8Ps asynchronously, thus achieving a 3

high throughput. The RGA component stores the records it
receives in in-memory hash lables allowing oplimived
access for real-time processing. Old intormation is periodi-
cally purged trom the hash tables to improve efficiency.

Ag shown In PIG. 5§, galeway 522 provides a web service 3

API 524 for accessing dala. Through the API, RGAs data is
available on a per-filier basis. In addition. 1t alse exposes
APIs 1o edit and install new filters and aggregation tune-
tions. In some embodiments gateway 522 is implemented
using an ofl-the shell web server (such as Apache) with
customirzed code 1o handle the various web service API calls.
The handlers return data tor a given web AT call in various
data tormats including XML, JSON, SOAT, and HTML, as
applicable. The handlers serve as middleware tor querving
and interactively controlling the REPs and R(GGAs.

Galeway 522 also provides access controls and persis-
tently stores the intormation regarding the ATI requests, data
access and presentation policies, and filter descriptions, The
information is maintained in a persistent database. such as
my8QI. or Oracle database.

Aulomatically Delecting and Resolving Conlent 1istri-
bution Problems

Ag explained above, content distribution monitor 102
aggregales lelemetry inlormation [rom all elicnts, processes

the information, and, as will be explained in more detall s

below, allows vsers (e.g., via a user interface) 10 view the
muli-dimensional results in realtime. Examples of dimen-
sions include:

Client propertics: Including browser type and version.
player type and version. operaling system, CPU speed.
connection tvpe, II* address, geographic location, lan-
auage, autonomons system, and ISD.

Content propertics: Including category, title, show, epi-
sode number. duration, encoding format. encoding
quality, and language.

Content source properties: Including CDN, data center,
and clients served.
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User properties: Including whether the user (of the client)
is & premiwm or [ree user, and returning or (irst-lime
visitor.

Accordingly. using the teehniques herein, one is able 1o
track, in realtime, granular intformation such as the qualiry
experienced by viewers located in Denver, connected 1o
SP2, and streaming videos from CDN B, using Flash Player
10, Further, by aggregaling and corrclating the data it
receives [rom all clients. content distribution monilor 12
exposes. in reallime. the performance of conlent sources and
network providers. (ISPs). Problems in content delivery can
be automatically detected by examining the results.

FIG. 6 illustrates an example of a process for detecting a
problem in a conlent distribution. In some embodiments the
process shown in VIGL 6 is perlormed by content distribulion
monitor 102, The process beging when information associ-
ated with a first content plaver and a second content plaver
is received trom a first client (602) and second client (604),

2 respectively. For example, at 602, telemetry information is

received rom client 504 by dispaicher 514. AL 604, telem-
clry information is received rom client 506 at dispatcher
526. Al 606, the received inlormalion as aggregated. lior
example, at 606, distributed processing of the received data
is performed by the RSP and RGA lavers. Finally, at 608, a
determination is made from (he aggregale information thal a
conlent distribution problem is indicated. or example, al
608, gateway 522 determines that the CDN trom which
client 504 is obtaining content is experiencing a problem.
Specific examples of analysis and diagnosis will now be
given.

Example: Diagnosing Client Problems (Single
Client, Single CDN)

Suppose a conlent owner, such as Studio-A. distributes its
conlent via a single CDN, such as CIIN C. Suppose that the
content is encoded at mwltiple bitrates Bl and B2 where
B1=B2. If a client A is able to sustain the download rate, but
detects problems rendering the [rames, an inference can be
made that the client A likely has problems with its (CPL
vtilization. An example of performing such an interence
tollows.

Observe the client bulter size over a pedod of time T (e.g.,
1=10 sceconds) when the client is streaming at bitrale 132,
Observe the rendering qualily measured using dropped
frames reported by the plaver. It the client buffer size is
areater than B threshold (e.g., B_threshold 0.5%B_max) at
all times during the period of observation. and the rendering
quality is less than R threshold_1 (say, R_threshold_1=0.6),
then a conclugion can be made that the client cannol susiain
displaving bit-rate B2 due 10 CPU issves on the client.

Perform the same observation with the client plaving at
bit-rate 131, 1 the client bufler size is greater than 13_thresh-
old {c.g.. B3_threshold=0.5*13_max) at all times during the
petiod of observation, and the rendering quality is greater
than R_threshold 2 (e.g., R_threshold 2 0.73), then a con-
clusion can be made that the client can sustain displaving
bit-rate 131.

A numerical example is now provided. Consider a sclling
where a client streams a 1 Mbps stream for 10 seconds with
butfer size varies between 9 and 10 seconds. Suppose that
13_max is 10 seconds and 13 threshold is 5 sceonds. Assume
that the rendering quality at 1 Mbps is (.55 over this inlerval.
When (he client plays a 500 kbps stream instead, the buller
size is in the same range (9-10 seconds), but the rendering
quality iz 0.9 instead. Then, assuming that R_threshold
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1 0.6 and R_threshold_1 0.75, a conclusion ¢an be made
that the client can sustain 500 kbps but not 1 Mbps.

Iixample: Diagnosing CDN Problems (Single
Client, Two CDNs)

Suppose a content owner. such as Studio-A. distribules its
conlent via two CINs, such as CION 1) and CDON 1L [T a
client A 15 able 1o sustain the download rate [rom CDN 1.
but not CDN E, then the client can conclude that CDN E has
problems streaming to client A, An example of performing
such an inlerence (ollows.

Compule an aggregale quality metric () using various
megsurements trom the client over a time T (eg., T 60
seconds). Examples of measurements which can be directly
used as the metric Q across a group of clients over a time T
include:

bulfering ratio: “The total number ol sceconds the client

experienced buffering divided by the total plaving time
of the clients during interval of time T.

join ime: The average joining lime over all clients during

lime I over a group ol clients.

join [ailures: The lraction ol cases (across all allempls)

where the join failed during time T.

If the quality Q is greater than a threshold T1 {eg.
T1=0.93) for CIIN . bul lower than another threshold "1'2
(c.g. "12=0.30% for CIIN 11, then a conclusion can be made
that CDN E has problems streaming to client A,

One example remedial action that can be taken at the

client is 1o select CDN D for streaming the current stream, 3

or use it [irst [or [ulure streams.

A numerical example is provided. Consider a sclling
where a client M streams from CDN D and experiences a
buffering ratio of 0.3 over K1 atterpts and time T1. Also,

client M streamms from CDN E, and over K2 attempts and 3

time 12 experiences a bullering ratio of 0,02, In this case.
given that K1 and K2 are above a threshold (e.g., both
greater than 2), and T1 and T2 are above a threshold (e.g.,
both are greater than 10 minutes ), a conclusion can be made
that CIN 13 has problems streaming (o the client. A Turther
refinement can be perlormed by compuling the buflering
ratio [or cach of the K1 {or K27 streaming allempls from the
CDNs 1o the client. In this case, it can be stated that CDN
D has problems streaming to client M it more than 75% of
the attempts [rom CIDN D {out of the K1 atlempis) have
bullering ratio greater than 0.5, and more than 75% of the
attempts trom CDN D have buffering ratio less than 0.02.

Ixample: “Two Clicnts in the Same [Location Using
Dillerent ISPs 13oth Streaming [rom a Single CDN

Suppose a content owner, such as Studio XYZ, distributes
irs content via a single CDN, such as CDN C. The CDN
compriscs sceveral geographically distributed  servers. As

clients request content, they are assigned lo a particular s:

server based on their geographical location. It many clients
at the same geographical location, but using different ISDPs,
experience quality problems, an interence can be made that
the CDN servicing that geographical location is having a
problem. Note that since XY 7 also uses the services ol CDN
C, the experiences of clients obtaining XYZ's content from
the same location can be included in the analysis. Oune way
this analysis can be implemented on content distribution
monilor 102 is as (ollows.

I'irst, obtain location and network imformaiion lor all
clients. Examples of location information include city, state,
country, DMYZ code, and geographic coordinates. The loca-
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tion information can be obtained in a variety of ways, such
as by providing the clienCs 1P address o a geo-localion
service such as Quova. Also oblain network inlormation
such as Aulonomous Syslem Number (ASN) inlormation
and ISP information for the client.

Second, group clients based on their ASN and one geo-
graphic altribule, such as 1IMY code, cily. or state. Lel
G(ASNI, Geol) denole the set of clients connected 0 a
specitic ASN, ASNI1, which have the same geographic
attribute value, Geol.

Third, compute an aggregate quality ) for each group
GASN. Geo) over last 'l seconds. Denole this aggregale
quality by Q{G{AEN, Geo). lixamples ol quality metrics arc
provided above,

Finally, for each Geo atiribute value Geol, check whether
there are at least two group of clients conneeted via dillerent
ASNs. [T the aggregate quality ol a certain [raction I ol the
groups 1s greater than a threshold Bullering Threshold]. then
conclude that the CDN is experiencing problems serving the

25 clients at location Geol. In some embodiments a minimum

group sive is defined so that only groups having a number of
clients larger than a given threshold are considered. As one
example, the fraction F is selected between 0.75 and 1.

A numerical example is now provided. Consider a system
setting where BufferingThresholdl 0.1, MinGroup-
Sive=200. and 1'=1.0. Based on an analysis of their P
addresses, 200000 viewers are determined 1o be located in
San Francisco, connected to CDN C, and watching a new
release by Smdio. Assume 5,000 clients are connected 1o
ASN1 belonging o 8P1; 5,000 clients are connected 1o
ASN2 belonging o 8P2; 9,900 clienls are connected 1o
ASN3 belonging lo 8P3: and 100 clients are conneeled 1o
ASN4 which belongs 10 a wireless company. Four groups
exist: G(SF, ASN1), G(5F, ASN2), G(SF, ASN4), and G(SF,
ABN4). respectively.

liach client reports Tor cach session (a) the total time il
spent in buflfering during every 10 sceond interval; and (b)
the total playing time during the same 10 second interval.
For example, suppose a user Charlie has the II' address
1.2.3.4 which belong 1o ASNI, and walches the stream with
the URL. rimp:fwww. CDONCLexample.com/12346/video. [v.
Charlie reports in a particular heartheat that he has experi-
enced 1 second of buffering and 9 seconds of playing time.
Another vser, Bob, has the IP address 2.3.4.5 which belongs
lo ABN3. and watches the stream with the same URI.. 13ob
reports in a parlicular heartbeat that he has experienced (0.5
seconds of buttering and 5 seconds of plaving tine. Bob’s
plaver spent the remaining 5 seconds in pause state. The
pause lme s not used in the computation ol the bullering
ratio.

Conlent distribution monitor 102 compules over cach
interval of time T 3 minutes, the aggrepate average buffer-
ing ratio, defined as the (1) the total buttering time experi-
cneed by all sessioms in a group during '| divided by (2) the
lotal playing time over all sessions in the group during the
same time interval T. The aggregate quality ratio tor each of
the four groups is as tollows:

Q(G(SF, ASN1)) 0.14, Q(G(SF, ASN2)) 0.21, Q(G(SF,
ASNIP=0.18, QGSE. ASNAN=0.04.

Since the number of clients in ({81 ABN4) is less (han
MinGroupSize, the diaghosis analysis ignores this group.
Also, since the buttering ratio of all remaining groups is
grealer than Bullering Threshold ], a conclusion is made that
CDN C experiences qualily ssucs serving clients in San
I'rancisco.

Suppose the above example is modified such that ASN4
has 1000 clients, and Q(G(SF, ASNI1)) 0.02, Q(G(SF,
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ASN2Y 021, QUGISE, ASN3)) 0.18, Q(G{SF, ASN4))
=0.04. In this case, an inference can be made that CDN €
does nol experience qualily issucs serving clientls in San
I'rancisco in general. The problem can (hen be narrowed
down further and smaller or different sets of clients inves-
tigated, such as clients that are connected 10 ASN1 served by
CDN C.

lixample: Inlerring Problems in a Particular ASN

{Single CDN)

Suppose a content owner, such as Studio XY 7. distribules
its content via a single CDN, such as CDN C. T the quality
of clients at the same location but using different ISPs is very
ditterent, an interence can be made that the quality problems
experienced by the clients are due to the ISP (and not due to
the CIDNY. One way this analysis can be implemented on
content distribution monitor 102 1s as [ollows.

Perform the first three steps of the previous diagnosis

{describing the diagnosis of CDN quality issues). As a final 2

slep, let G(ASNIL, Geol) be a group experiencing low
quality. IT there is at Teast another group. GASN2. Geol) at
the same location expericneing high quality. then conclude
that ASN1 is the cavse of quality issves. In particular, a
conclusion that ASN2 has quality issves is reached it, and
only il QECHASNZ, Geol N=-Q(GIASN]L, GeolYy=Bullerin-
gRatioDiscrepancy.

A numerical example is now provided. Consider a system
setting where BufferingRatioDiserepancy 0.1, Suppose
5,000 viewers are determined to be located in New York,
connecled 0 ASNT. and streaming 4 baschall game [rom
CIIN . Another 4,000 viewers in New York are connecled
10 ASNZ2 and streaming the same game from CDN C,

Each client reports for each session (a) the total time it

spent in buffering during every 10 second interval; and (b) *

the total playing time during the same 10 second interval.
The aggregale quality ratio lor cach group as computed by
content distribution monitor 102 is: Q{G{NY, ASN1)) 0.14,
and (MGNY, ASN2)) 0.03, respectively.

Since Q(G(BL, ASNIY=OQ(GEL, ASN2)=BullerRatio-
Diserepancy. the qualily issucs arc pinpoinled as being
ASNIL

Example: Inferring Problems with a Particular
CDN (Multiple CIINs)

Suppose a coutent owner, such as XYZ, distributes its
content via multiple CDNs (e.g., CDN A, CDN B, and CDN

. IT elients at the same location and using the same 18P

experience signilicantly dillerent quality when connected o 5

different CDNs. the difference in quality can be attributed o
CDNs. One way this analysis can be implemented on
content distribution monitor 102 is as follows.

I'irst, obtain location and network imformaiion lor all

clients. Sceond. classily cach client based on ils ASN, the s

CDN it gets data from, and one of its geographic attributes
(e.g., DMYZ code, city, or state). Let G(ASN,, CDN1, Geo,)
denote the set of clients connected to a specific ASN and a
geographic region (c.g.. fori=1, 2, 3. 4. 5), getting data [rom
same CDN, CIDNLL One way ol determining (he particular
CDN from which a client is receiving content is 1o eXiract it
from the URL vsed by the client 1o obtain the content.

Third. compule an aggregale quality () flor cach group
G{ASN, CDN, Geo) over the last I seconds. 1enole this
aggregale quality by Q{G{ASN, CIIN. (reo)).

Finally, check whether there are at least K pairs of groups
that share the same ASN and geo-location, but get their data
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from different CDNs, and which experience different qual-
ity. In particular, let G{ASNT. CDNi, Geol) and ({ASNI,
CDNj, Geol) be one such pair of groups. Then 11 QUG{ASNI,
CONT. Geo)=Q(G(ASNIL CIIN2, Geoi)y»Quality I hresh-
0ld2 for greater than a fraction F ot the K pairs, a conclusion
is made that CDN2 has problems serving clients in general
across a large sel ol regions. Allernatively, 10 this happens lor
smaller than a raction I bul a non-wcro sel, then a conclu-
sion can be made that CDN2 has problems serving those
{ASN, Geo) combinations for which the difference in quality
exceeds the quality threshold.

In some embodiments, 2 minimum group size is defined
s that only groups having a number of clients larger than a
aiven threshold are considered.

A numerical example is provided. Content owner Char-
lie’s Stmdio nses CDNs A and B for delivering content. At
some poinl. there are 1100 streams rom [8P-1 in San
lirancisco, 1200 streams from 18P-2 in Los Angeles, 1500
streams from ISP-3 in New York, 1050 streams from ISI>-4
in Boston, 600 streams from [SP-1 in Denver, with exactly
hall the users in cach group streaming from CDN A and the
other hall [rom CION 3. A minimum group size ol 500 users
streaming [rom a particular (ASN. CIN. Geo) group 1s used,
and hence there are four groups to consider. A requirement
of at least four pairs (K 4) exists, For CDN A, the bhuffering
ralios lor users in San Prancisco. [os Angeles, and 13oston
ig 0.3, and lor users in Denver i is 0.1 For CDN B the
buffering ratio of all vser groups is 0.05. The quality
threshold to separate good and bad quality is 0.1, and the
fraction F required is 75%. This condition is satisfied, since
three oul of the four groups have a quality difference
between CIDN A and CDN 13 as (.25, [lence, a conclusion
is made that CDN A is having problems streaming to vsers.

Iixample: Mulliple CIONg with CDN Optimization

Suppose a contenl owner, such as XY7, distribules ils
content via multiple CDNs (e.g., CDN A, CDN B, and CDN
). Assume that it a client connected to CDN A experiences
bullering beyond a threshold. it switches 10 another C1ON
{and stays there for al least a threshold interval of Gme).
Based on the amount of switching observed from a CDN, the
relative extent of quality problems the CDNs have can be
quantified. Oune way this analysis can be implemented on
conlent distribution monitor 102 is as [ollows.

l'or cach CIDNI [or a period . determine the number ol
clients Ni that start with CDNi, and the number of clients Mi
that start with CDNI and switch away from CDNi (i.e. count
only the first switch ola client). Compute the swilch fraction
SWi=Mi/Ni lor all CDNs. I[ {(SWi-avg(SW)=8W_Thresh-
old). A conclusion can be made that CONi has quality
problems in general. Similar analysis can also be performed
with respect 10 a geographic region or an ASN restriction.

A numerical example is provided. A conlent owner Char-
lie’s Studios uses CDN A and CDN 13 o deliver content.
Orver a 10-minute period, 10,000 vsers watch content start-
ing streaming from CDN A, and in the course of viewing,
1000 users switch 10 CDN B based on client-based quality
detection algorithm. In the same period. 10,000 users walch
the same conlent starting streaming from CIN 3. and oul ol
these, 2,500 switch to CDN B. The switch traction tor CDN
Ais 0.1 and that for CDN B is 0.2, Switching threshold
SW_Threshold is 0.1, and a conclusion is made that CION A
has quality problems in general.

Other content distribution problems can also be detected
vsing the techniques described herein. For example, a prob-
lem with a content item itself (e.g., a particular movie) can
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be inferred if’ several clients, using different CDNs and
different I8Ps, experience qualily issues with the same
content. As another example. a problem with ad server 150
can be inferred 10 several clients report excessively long
advertisement load times or timeouts,

A numerical example is provided. A content owner pub-
lishes 100 clips daily using two CDNs: CDN A and CDN B.
One of the clips, clip X, has 100%, join lailurcs on both
CIONs. Using this inlormaltion. an inlerence can be made
that there is a problem in publishing clip X. Now assume that
there is 100% join failure for clients that join CDN A, but
<2% of the users have problems with CDN B. Then an
inference can be made that CDN A’s publishing path has
problems [or that clip (but CIIN 13°s does not).

Other content distribution problems can alse be detected
using the lechnigues deseribed herein. or example. a prob-
lem with a content item itself (e.g., a particular movie) can
be inferred if’ several clients, using different CDNs and
different ISDs, experience quality issues with the same
content. As another example. a problem with ad server 150
can be inferred 10 several clients report excessively long
advertisement load times or timeouts,

In variows embodiments, when problems are detected by
content distribution monitor 102, corrective actiohs are
auwlomatically taken, cither by a control module included in
content distribution monilor 102, or by a separale control
system, confipured 1o work in conjunction with content
distribution monitor 102.

I'IG. 7 illustrates an example of a process lor correcting 3

4 problem in a conlent distribution. In some embodiments
the process shown in PIG. 7 is performed by content
distribution monitor, The process begins at 702 when a
determination is made that a problem in a content distribu-

Lion exists. In some embodiments the processing of portion 3

702 of 1G5, 7 vccurs in accordance with the process shown
in PG, 6. AL 704, a determination is made that al leasl one
setting of a client should be updated, and at 706, the vpdate
is sent to the client.

A one example, suppose conlent distribution monitor
102 comtinuously monitors the quality ol clients® receiptl ol
content. It this quality drops vnder a predefined threshold,
the contral module (or control system) will trv 1o localize the
problem 10 one or more (CDN, city) pairs, as described
above. IT successiul. the control module instructs clients in
cach cily o use a dillerent CIIN. As another cxample, the
content distribution monitor can be configured 1o monitor
audience quality for triplets (CDN, city, ISD?), and based on
the data inler whether a quality issue is due to a client’s
CION. ISP, or both.

‘The communication between the control module and the
clients can be implemented in a varety of ways. In one
example, the control module updates a centrally maintained
conliguration (ile that is periedically read by cach clicnl. In

another example, the control module opens a connection Lo 5

any clients implicated in the problem and sends commands
directly 1o those clients. In various embodiments, instead of
specifically instructing the client to make a change, a list of
allernatives or suggestions is instead provided Lo (he client.
and the client is conligured 1o perlorm some local decision
maling. As one example, suppose a client is experiencing
difficulties obtaining advertisements from advertisement
server 150, I multiple other adverlising servers exist, rather
than content distribution monitor 102 determining which
advertisement server the client should switeh o using.
content distribution monitor 102 sends a list of three such
serves, and the client is tasked with selecting trom the list.
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It the problem is determined to be CDN A, and CDN A

ig the omly CDN able o provide the conlent. in some
cmbodiments the control module instruets those clients
allected by CIIDN A's problem o reduce the rate al which
they stream. In addition, new clients joining CDN A can be
instructed 10 nse a lower rate than they might otherwise use.

It the problem is determined to be CDN A, and multiple
CINs are able o provide the conlent, in some embodiments
the control module instructs those clients allecied by CION
A’s problem 1o swilch 1o another CDNL In addition, new
clients joining CDN A can be instructed to avoid CDN A,

It the problem is determined to be an ASN, in some
embodiments the control module instructs the clients con-
neeled (o that ASN (o reduce the rale al which they are
streaming. In addition. newly clients joining from the ASN
can be instructed o use the lower rate.

It the problem is determined 1o be the client (e.g., the
client’s connection is congested or the CPLT is overloaded),
in some embodiments the control module instructs the client
lo reduce the rate at which U streams.

IT the problem is determined 10 be an ad server, in some
embodiments the control module instructs all clients to cease
fetching or attempting to fetch advertisements from the ad
server, and instead to fetch them trom a different ad server.

In various embodiments. clients include logic (o interprel
the control module instructions and inlormation. A client
makes the ultimate decision based on the instructions and
information received from control module information and/
or il own intermal state. The state can include both real-time
state as well as historical state. 1ixamples of stales include,
but are not limited o CPU utilizations, rendering rate, and
whether the viewer watches full screen or not.

Selecting a CDN Based on External Input

Supposc a conlent owner distribules 1ts conlent via mul-
liple CDNs (CIDN A and CDN 13). Suppose also thatl the
conlent owner’s desire is o use CION A Jor clients in the
United States and CDN B for clients in Burope, When a
client connects to the content owner's website to view a
stream. an entity on the server side determines the location
ol the client and returns the CIN that the client should used
based on its location. This technique can also be used with
respect to more sophisticated policies, such as ones based on
content being watched, or user ¢lass (e.g., premivm versus
regular).

Selecting a CDN 13ased on External Input ol Muliiple C1ONsg

FIG. 8 illustrates an example of an environnent in which
content is distributed. In the example shown, a content
owner distribules its contenl via multiple CIONs - CDN A
{BO8) and C1IN 13 (810). Bupposc the conlent owner’s policy
is o use the C1IN that provides the best quality [or a client
at the current time. When client A (812) connects 1o the
content owner’s website o view a streamw, an entity at the
backend determines the CDN (hat is expected o provide the
best quality Lo client AL 'The backend entity (814) determines
this vsing performance intormation from other clients such
as clients B (816) and C (818). The backend entity sends the
list of CDNs to client A in the preferred order based on the
expeeted perlormance for client AL Client A then chooses the
CDN based on this ordered list and local stale. In some
embodiments the local state keeps a black list of CDNs
specitic to client A based on attempts made by client A 10
cach CIIN. One reason [or doing this is lor when a CION g
expeeted to perform well lor a client based on inlormalion
known (o the backend entity, but does not perloom well in
the particular case for a client. Once client A chooses a CDN,
it connects and streams from that CDN.



Us 12,166,841 B2

21

Selecting Bit Rate Based on External Input and Local State
Suppose a conlent owner distributes ils content using
multiple bitrates {c.g.. 300 kbps. 700 kbps. 1300 kbps. and
2700 kbps). Supposc alse (hat the contenl owner wanls Lo
make all bitrates available to its premiom customers in
country A, but only make the 300 kbps and 700 kbps bitrates
available 1o ils regular cuslomers in country AL In country 3.
the content owner wants 0 implement similar rules. but not
provide the 2700 kbps bitrate 10 any customer. For security
reasons, the knowledge of whether a customer is premivm or
Lot is maintained at the content owner's servers rather than
al the clienl. One example ol a premium cuslomer 18 one
who pays more [or a higher class ol service. When a client
connects to the content owner’s servers 1o stream the video,
an entity on the server side determines the set of bitrates
available o the client based on its location and service class
and retums this sel. The client then seleets one ol the
available bitrates based on local stale on the highest bitrale
it can play without experiencing, quality problems. This state
can be maintained at the client based on previous viewings
ol content om this site or dillerent siles.
Placing an Advertisement on a Page Based on 1ixternal Input
Suppose a content owner wants 10 experiment with
whether placing an advertisement on the lett side of the page
or the right side of the page has a better chance of the nser
clicking on the advertisement. When a elient conneets (o the
content owner’s websile, an enlily on the server side deler-
mines which side the client should place its ad. The client
places its ad in the specified location and reports back if the
ad was ever clicked.
Treating Inpuls [rom an lixtemal Intity as Commands
Suppose a conlent owner distribules content via multiple
content distribution networks (CDN A and CDN B). Sup-
pose also that the content owner wants 1o tightly control the

trallic usage ol the two CDNs and wants o change the usage 3

helween the CIDNs based on qualily and pricing in a con-
linuous manner. In an exireme scenario the conlent owner
may wish to turn off a CDN completely and migrate all users
1o the other CDN within a short period of tine (e.g. a few
minules). lo achieve this. the client periodically {c.g., every
minule) sends a request Lo the conlent owner’s websile. An
entity on the sever side determines for each client the CDN
it should be connected to based on current policy settings.
On the response 10 the first request from a client, the client
will comnect wo the CIN provided. On subsequent responses.
il the client is connecied o a dillerent CON than the one
returned, then it will immediately switch to the one returned.
Here the client treats the response as a command to make
sure the policies in the back end are enfloreed.
Treating Inpuls [rom an lixlermal Lntity as |lints

Suppose a content owner distributes conlentl using mul-
tiple content distribution networls (CDN A and CDN B) and
muliiple bitrates (300 kbps, 700 kbps, and 1500 Kkbps).

Suppose also that the player used by the conlenl owner

auwlomatically adjusts the bitrate 1o the highest bit rate that s

the client can stream from the current CDN but does not
switch between CDNs if streaming is working well. With
this setup, it is possible that the client will get into the
scenario where it plays the 700 kKbps bitrate well on CDN A
but cannot play the 1500 kbps on CDN AL Now supposc that
the client could play at 1300 kbps at CDN B, but the client
does not know this. In various embodiments, a “hint™ trom
an exlemal enlity that has knowledge of this possibility (c.g..
through inlerence hased on other clienis) can be sent o this
client letting the client know that it may be able o play a
higher bit rate on CDN B. The client may choose to ighore
or take this hint based on local state such as user settings.
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Decision on CDN is Updated Periodically

Supposc a conlent owner distribules 1ts conlent via mul-
liple CDNs (CIDN A and CDN 13). Suppose also thatl the
conlent owner's policy is 10 use the CDN that provides the
best quality for a client at the current time. When client A
connects 1o the content owner’s website 10 view a stream, an
entity at the backend determines the CDN that is expected 1o
provide the best quality 1o client A, The backend entity
determines this using perlormance inlormation [rom other
clients (in this example elients 13 and C). The backend entity
sends the list of CDNs to client A in the preferred order
based on the expected performance for client A, Client A
then chooses a CDN based on this ordered list and local
stale. Onee client A chooses a CDN, it connects 10 and
streams [rom that CDN. Network and CDN perlormance
change over Gime and the CIIN selection decision is updated
petiodically accordingly, Client A periodically (e.g., once
every ole minute) requests a new list of CDNs trom the

2 backend entity. If the backend entity determines that the

CDN currently being used by clicnt A is no longer best
suiled lor client A, il will retum a list with a dillerent CION
as the most preferred CDN. When client A receives this new
list, it makes a decision vsing the new list and local state on
whether to stay on the current CDN or switeh 1o the new one.
IT it decides to swilch. it will immediately switch o the new
most prelerred CTIN.

Client Decision when Communication with Backend Entity
is Lost

Supposc a conlent owner distribules 1ts conlent via mul-
liple CDNs (CIDN A and CDN 13). Suppose also thatl the
conlent owner's policy is 10 use the CDN that provides the
best quality for a client at the current time. When client A
connects 1o the content owner’s website 10 view a stream, an
entity al the backend determines the CIIN that is expected 1o
provide the best quality 1o client A, The backend entity
determines this using perlormance inlormation [rom other
clients (in this example clients B and C). The backend entity
sends the list of CDNs to client A in the preferred order
based on the expected perlormance lor client AL Client A
then chooses the CIIN based on this ordered list and local
state, Once client A chooses a CDN, it connects 10 and
streams from that CDN. During normal operation, it client
A detects a quality problem with the CDN it is streaming
from, it notifics (the backend entity to get a different CHN.
[Towever. in the event it loses conneetivity with the backend
entity, the client uses the next CDN in the most recent list
provided by the backend entity 10 select the next CDN to trv.

The control module can use the information collected
from the clients o determine the correlation between the
viewer engagemoent and quality. Allermatively, an operator
can use the historical or real-tine information to determine
this correlation.

Quantitative Relationship between Video Quality and
Viewer |ingagement

Viewer sessions can be classified based on a set of (N)
content attributes such as: (a) content format; (b) content
type; () content genre; (d) content length; and (e) content
publish time.

I'mgagement difference can be compuled lor viewer ses-
sions viewing “‘similar’ content. One definition of content
“similarity™ is equality of a majority of content attributes
where (a) all (N) atributes are equaly (b) only (N=13
allribules may be cqual: (¢} only {(N=2) altribules may be
cqual: cle.

By computing and comparing, engagement differences for
content with similar attributes (where a majority of attributes
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are similar), the impact of content itselt on engagement can
be reduced. thus highlighting the impact of video quality on
viewor experience.

Example 1

Consider a live sporling event ol duration 13 {c.g., 13=2
hours). et the number of viewers joining o walch the event
in the first minute be N 10,000, Let the average video
quality and corresponding viewer engagement of various
viewoers be as [ollows:

24

quality can be computed as [N2x[D1-D2]]+[N3x[D3-
121 |x{duration ol episode)={4000x 0. 5+3000x 1 .5)x30=195,
000 minutes.
Visvalization Tools and Manual Diagnosis of Problems

In addition 10 automatically detecting content distribution
problems, content distribution monitor 102 is configured 1o
make available visualization wols (o human operators.
Using the wols. such operators can quickly identify prob-
lems. The interface creates visvalizations for them based on
quality metrics such as the percentage of viewers in a
bullering stale, the amount ol time needed Lo start playing a

TABLE 1
Mumber Yiewer
of Engagement
Calegmy  Viewers Viewers Video Qualily [Wicwing Durdion)
C1 L Rt T Nl = Jain Time =1 sec, Dl=1hr10
3000 Duffering Ratia = 0. ming
Remdering Quality = 100%
c2 VIOL L L VT N2 = Jain Time = 4 secs. D2=1hr
AL Bnlering Ralio = 3%,
Remdering Qualily = 95%
C3 VIO L L VID00D N3 = Jain Time = 4 secs. D3 = 40 mins
3000 Bnlering Ralio = 6%,

Remdering Quality = 90%

Ag shown in TABLIL 1, viewers have been classilicd by
video quality into three categories. Viewers with poorer
video quality watched the video for tewer minutes. The net

loss ol viewer engagement lor viewers with poor video 2

quality can be computed as: [N2x|121=132] |+ N3x|133-11]]
=4000x 10+3000x30=13,000 minulcs.

Example 2

video stream as perecived by the viewors, cle. Other users,
such as business and marketing executives can also use the
tools to examine data trends in general, and without needing
a speeilic purpose ol problem detection. The inlerlace cre-
ales visualizations [or them based on metrics (hal are cor-
related with revenue and brand. Examples include the con-
current nummber of viewers, the percentage of viewers
dropping because of quality problems, the number of adver-

15 Using clicks. cle. Interactive controls are provided o allow
Consider a wobsile where the viewer can view multiple both operators and other users 1o view virlually any slice of
videos on demand. After viewing a video, the viewer is the multidimensional data captured by content distribution
presented the same interface 1o optionally continue watching monitor 102,
more videos. Let there be a sel of K videos with similar IF1GS. 9-13 illustrate embodiments ol an interface through
aliribules {genre="action”. lormal="cpisode”. duration="30 45 which content distributiom monitoring data is exposed. In
mins™). Lel the number of viewers who have watched at various embodiments. the interlaces are provided by conlent
least one of these videos in a given month be N 10,000, Let distribution monitor 102, such as through gateway laver 526.
the average number of videos watched by viewers with The interface shown in FIG. 9 includes four plots. The
varying video qualily be as [ollows: “Audience Size™ plot (upper-lel) shows the total number
TABLE 2
Yiewor
Engagement
Munber [Average Number
ol ol Vidvos Widehod
Calegmy  Viewers Viewers Video Qualily ina Manth)
Cl V1., VAN N1 = Jain Time =1 sec, Dl =335
3000 Buffering Ratio = Q.
Remdering Quality = 100%
(2 VI00L .. VToOD N2 = Toin lime = 4 sees, =3
A0 Buffering Ratio = 3%.
Rendering Cuality = 95%
3 VT00L .. VID0DD N3 = Toin lime = 4 sees, =2

3000 Bnlering Ralio = 6%,

Rendering Cuality = 9%

Asg shown in TABLE 2, viewers have been classified by
video quality inte three calegorics. Viewers wilh poorer
video quality walched a lewer number of videos. The net
loss ol viewer engagement lor viewers with poor video

G5

viewers versus time. The “Resource Utilization™ plot (upper-
right} shows the tolal bandwidih delivered by cach CIN.
The “Audience Quality™ plot (hottom-lel) shows the aggre-
gate qualily experienced by all viewers. The “Audience
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Geolocation™ plot (bottom-right) shows the location of the
viewoers on a world map. Fach plot shows data in realtime.
and changes are rellected through [requent refreshes ol the
interface.

Suppose an operator sees audience quality dropping, as
shown in FIG. 10, This drop in quality correlates with a drop
in the total number of viewers, and a drop ol the bandwidlh
delivered by CDN AL DBBased on this data, the operalor
hypothesizes that CDN A is likely part ol the problem.

The operator can verity this hypothesis by creating two
new plots, as shown in FIG. 11. The upper-right plot shows
the audience quality ranked by C1INs. while the bottom-lelt
plot shows the audience quality ranked by city. Since, in
both of these plots, CDN A and cities in the Seattle region
are the only ones to perform poorly, the operator further
hypothesizes that the problem is localized to the viewers in
the Secatlle region streaming from CIDN AL

To verily this new hypothesis. the operator adds a new
plot showing the quality of viewers in Seattle ranked by
CDN, as shown in the bottom-right plot in FIG. 12, This plot
show thal, indeed. only the Seattle viewers who stream [rom
CION A see quality 1ssucs: viewers [rom Scallle streaming
[rom other CNs see no quality degradation. As a resull. the
operator concludes that the hypothesis was correct, i.e., that
the problem is localized 1o the viewers in the Seattle region
streaming [rom CDN AL

The operator can lake actions o improve the viewer
quality in the Seattle region. Examples of such actions
ineclude calling CDN A 1o fix the problem, orfand pushing

new configuration files to the plavers. Such configuration 2

file can, ¢.g.. specily thal il the player is in the Scattle region.
it should use a CDN other than CDN AL

In addition 1o diagnosing widespread problems, operators
can also wvse the visualization tools provided by content

distribution monitor 102 to diaghose quality issues experi- 3

enced by particular clients.

Suppose a user who reports qualily issucs o a cuslomer
service organization in charge with overseeing the delivery
of the content. The vser provides the service operator with
the 1P address or other unigue identifier (e.g., ITTTP cookic.
user login} 1o help the operator identify the user’s end-host.

The operator uses this identilicr o see in real-ime a
summary of the information associated with the uvser’s
client. FIG. 13 shows an example in which the quality of the
client with the 1P address 123.456.7.8 is only 10%, (uppoer-
lelt plot). In addition. the interface indicates that the client
is located in Seattle and streams data from CDN A,

To determine the root cause the problem the operator nses
the iterface to show (a) the audience quality of viewers

using CDN A (upper-right plot). and (b) (he audicnee quality =

ol all viewers in Scaltle ranked by CDN (hotlom-leli plot).

Based on the second plot that shows that only the viewers
i1 Seattle which stream from CDN A experience quality
issues. the operalor concludes that likely the problem expe-

ricriced by the client is due o CDN AL To (ix this problem. =

the operator conligures the client remotely (e.g., via a
configuration file) to nse another CDN.

Additional l'mbodiments

Multivariate Testing

The techniques described herein can be vsed for a variety
ol purposes in addition o detecting and remedying content
distribution problems. As one example, contenl owners (or
other appropriale partics) can perlorm mullivariale lesting
and, based on the results, make adjustment to content
distribution settings.
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FIGS. 14A and 14B are graphs illustrating the impact of

distribution quality on a content item. Specilically, VIG. 144
indicates that, lor a first content ilem (e.g.. a leature length
[ilm), clients which experience a good experience lend 1o
watch the item approximately twice as long as those with a
poor experience. FIG. 14B indicates that, for a second
content item (e.n., a breaking news report), the length of
lime a particular client streams the content is largely unim-
pacied by the quality ol the experience.

I1(3. 15 illustrates an example ol a process lor improving
a content plaver engagement. The process begins at 1402
when an engagement of a first content plaver with respect 1o
a first content item being downloaded by the first client is
measurcd. As one example. the amount of time a particular
client, such as client 176. views a particular leatlure length
[m is determined. At 1404, heartbeal information s
received from the client. In some embodiments the process-
ing of 1402 and 1404 is combined, as applicable. At 1406,

2 4 determination is made as 1o the quantitative relationship

between the engagement and the perlommance inlormation.
In various embodiments, the processing ol 1402 and 1404 is
also pertormed with respect to other clients that are also
accessing the same content, and the resulting information is
vsed at 1406. At 1408, a setting of a second plaver with
respeet o the same content is adjusted. As one example. il
# determination is made that (the conlent can be provided. at
reduced quality, without incurring a significant reduction in
engagement, the content owner may instruet content distri-
bution monitor M2 1o send instructions o other clients
receiving (he content (o oblain the contenl al 2 lower bilrale.
Similarly, il a determination is made that changes in quality
significantly change engagement, instructions 1o devote
more bandwidth 1o clients experiencing poor performance
might be provided to content distribution memitor 102.
linforcing Policies

In various embodiments. content owners and other appro-
priate parties are granted access to a policy engine that
allows them to configure and revise a list of policies.
Policies provided by the customer are based on the lollow-
ing pallern:

1. matching rule A: action A

2. matching rule B: action B

3. matching rule C: action C

The matching rule determines the subscel of the viewers on
which the policy 13 10 be applicd. In addition, multiple
matching rules can be provided for certain policies accord-
ing to a specified priority order. When the policy engine
needs (o decide an action for a viewoer. it llerates through the
ordered list and based on the first match selects the appro-
priate action.

The matching rules are composed of predicates on several
dimensions that identify the viewers. Example dimensions
include:

1. Location ol the viewer (c.g.. Country, Stale, Cily, Zip
code).

2. The ISP and AS through which the viewer is connecting
to the Internet.

3. Technographics ol the viewer {c.g.. browser, (8. not-
work speed)

4. Content being watched by the viewer (e.g., hame of
video, play list name, ete.)

Iixample actions include:

1. Maintain uninterrupled viewing by swilching betwoeen
an ordered list ol resources (c.g.. Data centers. CDNSY via
which the viewer downloads the video. This provides high
availability of the connection of the viewer to the content.
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2. Maintain high quality viewing by switching in accor-
dance with an ordered 1ist ol resources via which the viewer
downloads the video. This provides a glitch [ree viewing
experience (e.g.. minimives the impact ol overloaded deliv-
ery servers, or hetworlc path congestion).

3. Optimize video resolution by switching the bitrate of
the video. This allows the download bandwidth of the
viewer Lo provide the highest resolution possible.

4, Optimize video viewing quality given limited band-
width available to the nser by using a lower bitrate video.
This provides consistent delivery of content even it the
handwid(h available 10 the user is low.

5. Minimive cosl ol delivery by swilching the viewer Lo
lower delivery cost resource it the gquality of download
offered by the lower cost resource is consistent.

6. Maintain load balance between a lisl ol available
resources. The load balancing is done based on priorily
weights associaled with cach resource in the list.

7. BEnforce a nsage limit on a resource by forcing viewers
10 switch away after a bandwidth or downloaded byte
threshold is mel.

As menlioned above, In various embodiments, content
distribution menitor 102 includes a control module or works
i1 conjuaction with a separate control svstem. The control
system is confipured to entorce policies specified via the
policy engine. As one cxample, in some embodiments
whenever an initial client request is made [or content. the
control system determines an appropriate content source tor
the client based on the policies and also based on telemetry

information made available via content distribution moniior 3

102.

Allhough  the foregoing  cmbodiments have  heen
described in some detail for purposes of clarity of under-
standing, the invention is not limited to the details provided.

There are many allernative ways ol implementing the inven- 3

tion. ‘The disclosed embodiments are illustrative and not
restriclive.
What is claimed is:
1. A svstem, comprising:
one or more processors; and
one or more memorics sloring compuler  excculable
instructions that, when executed by the one or more
processors, cause the one or More processors 1o;
receive, from a first remote client, first performance
information associated with a first content player;
receive. [rom a sceond remole client. second perfor-
manece information associated with a second content
plaver;
determine aggregale information at least in parl by
aggregaling the [irst and second perlormance infor-
mation received, respectively, [rom the [first and
second remote clients;
based at least in part on the aggrepate information,
determine that a content distribution problem is
indicated, wherein the content distribution problem
is determined, based at least in part on the aggrepate
information, to be a content distribution network
(CDNY;
determine whether another CDN s available (o provide
conleni; and
i response 1o: (1) determining the content distribution
problem 1o be the CDN based at least in part on the
aggregale inlormation determined at least in part by
aggregaling the first and scecond performance inlorma-
lion received. respectively, from the first and sceond
remote clients, and (2) determining that another CDN
is not available 1o provide content, facilitate updating
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of at least one setting of an affected remote client
implicated in the content distribution problem at least
in part by:
opening a conneclion lo the alfected remole elicnt; and
Transmitting, via the connection opened 1o the affected
remote client, a command to reduce a rate at which
the allected remole client is streaming.
2. The system ol claim 1. wherein the compuler execut-
able instructions, when executed by the one or more pro-
cessors, further cause the one or more processors to com-
mand a third remote client joining the content distribution
network 1o use a lower streaming rate.
3. A method, comprising:
receiving, from a first remote client, first performance
information associated with a first content plaver;

receiving, rom a second remole client, second perlor-
mance information associaled with a second content
playur,

determining aggregate information at least in part by

agaregating the first and second performance intforma-
tion received, respeetively. [rom the first and second
remole clienls:

based at least in part on the apgregate information,

determining that a content distribution problem is indi-
cated, wherein the content distribution problem is
determined, based al least in parl on the aggregale
information, o be a content distribution network
(CDN};

determining whether another CDN is available to provide

comtent: and

in response lo: (1) determining the conlent distribulion

problem o be the CIN based at least in part on the
aggregate information determined at least in part by
agaregating the first and second performance intforma-
tion received, respeetively. [rom the first and second
remole clients, and (2) determining thatl another CION
is nol available o provide content, Facilitating updating
of at least one setting of an affected remote client
wnplicated in the content distrilwtion problem at least
in part by:
opening a conneclion lo the alfected remole elicnt; and
Transmitting, via the connection opened 1o the affected
remote client, a command to reduce a rate at which
the affected remote client is streaming.

4. "The method of claim 3, [urther comprising command-
ing a third remole client joining the content distribulion
network 1o vse a lower streaming rate.

5. A computer program product embodied in a non-
transitory compuler readable storage medium and compris-
ing computer instructions that. when executed by al least one
processor. cause the al least one processor Lo

receive, from a first remote client, first performance

information associated with a first content plaver;
receive, [rom a second remole elient, second perlormance
information associaled with a second content playoer:
determine aggregate intormation at least in part by aggre-
gating the first and second performance information
recetved, respectively, trom the first and second remote
clicnis;

bhased al least in parl on the aggregale inlormation,

determine that a content distribution problem is indi-
cated, wherein the content distribution problem is
determined, based al least in parl on the aggregale
information, o be a content distribution network
(CIONY:

determine whether another CDN is available 1o provide

content; and
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i response 1o: (1) determining the content distribution
problem to be the CDN based al least in part on the
aggregale inlormation determined at least in part by
aggregaling the first and scecond performance inlorma-
tion received, respectively, from the first and second
remote clients, and (2) determining that another CDN
is nol available w0 provide conlent. Tacilitate updating
ol at least one selling of an allected remole client
implicated in the content distribution problem at least
in part by:
opening a connection to the affected remote client; and
transmilling, via the connection opened o the allected

remote client. a command 1o reduce a rale al which
the atfected remote client is streaming,.

[
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UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

PATENT NO. : 12,166,841 32 Page | of 1
APPLICATION NO, 1 16/870640
DATED : December 10, 2024

INVENTOR(S) : Aditya R. Ganjam et al.

it is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as shown below:

In the Specification
In Column 5, Line(s) 12, delete “banner_display”,” and insert --banner_display,--, therefor.
In Columin 5, Line(s) 31, after “var ns:NetStream=new ConvivaNetStream{ )”, insert --;--.

In Columin 5, Line(s) 44, after “var ns:NetStream=new NetStream( )", insest -—;--.

In Column 6, Linc(s} 22, delete “candiadateResourceList:” and inscrt --candidateResourcelist:--,
therefor.

In Columin 13, Line(s) 50, delete “mySQL’ and insert --MySQL--, therefor.
In Columa 14, Line(s) 23, after “information”, delete “as™ and insert --is--, therefor.
In Column 14, Line(s) 48, after “than”, delete “B threshold™ and insert --B_threshold--, therefor.

In Column 14, Line(s) 50, after “than”, delete “R threshold_1" and insert --R_threshold_1--,

therefor.
In Columin 14, Line(s) 63, after “and”, delete “B threshold” and insert —-B_threshold--, therefor.

In Column 14, Line(s) 67, afier “assuming that”, delete “R_threshold” and insert -R_threshold --,
therefor.

In Columin 16, Line(s) 34, delete “G(SF, ASN4),” and insert --G(SF, ASN3),--, therefor.

In Columin 19, Line(s) 67, delete “serves” and insert --servers--, therefor.

Signed and Sealed this
Third Day of June, 2025

Coke Morgan Stewart
Acting Director of the LUnited Stares Pavent and Trademark Office
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