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,—402
(Generate a resource allocation identifier corresponding to a
resource allocation request

l

,—404
Transmit a first message including the resource allocation
identifier

l

Transmit a second message, wherein transmission of the )_405

second message causes transmission of the resource
allocation request corresponding to the resource allocation
identifier
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Store the resource allocation identifier to a data store
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)—602
Receive a resource allocation request

l

,—604
Query a data store for a corresponding resource allocation
identifier

l

Based at least in part on identifying the corresponding )‘606
resource allocation identifier, receive contextual metadata
associated with the resource allocation request
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FAST DIRECT RESOURCE ALLOCATION
IDENTIFIER

CROSS REFERENCE: 10O (TR

APPLICATIONS
This application is a continmation of TS, patent applica-
tion Ser. Noo 17326.674. cnlitled  VAST  DIRECTT

RESOQURCT ALLOCATION IDENTIVIER filed May 21.
2021 which is incorporated herein by reference for all
purposes, which claims priorty to U.S. Provisional Appli-
cation No. 63/110,903, entitled FAST DIRECT
RESOQURCT ALTOCATION IDENTIFIER (iled Nov. 6.
2020 which is incorporaled herein by relerence lor all

purposes.
BACKGROUNIY O TTIE INVENTION

In existing real-time programmatic bidding eco-systems,
any new piece of information about a bidding opportunity
that the publisher wants 1o send 1o real-time bidders needs to
bhe sent over real-lime bidding paths using helerogencous
interfaces  defined  between  the  different components
involved. Lack of standardization of most of these inter-
faces, and involvement of multiple different vendors and
service providers (e, ad stitlchers. ad servers. supply side
platlorms (88P%), cle)). makes introducing and managing
new information and changes dillicull. There is also another
issue. Because the bid requests are distributed across a

number of demand side partners by the SSPs for open

bidding, publishers have very little control over with whom.
when. and which inlormation they want (o share [or real-
time bidding {(¢.g.. [or targeling purposes). This is a problem
in the connected TV ecosvstem, where publishers are con-

cerned about sharing information with a wide array of ¥

ceosystem entilics.
BRIEF DESCRIPTION OF THE DRAWINGS

Various embodiments of the invention are disclosed in the
lollowing detailed descriptiom and the accompanying draw-
ings.

FIG. 1 illustrates an embodiment of a programmatic
advertisement ecosystem.

IIG. 2 illustrates an embodiment of a programmalic
ceosystem with a synchronived parallel data path.

FIG. 3 illustrates a system for resource allocation svn-
chronization.

FIG. 4 is a flow diagram illustrating an embodiment of a

process [or causing a resource allocation identifier and a 5

corresponding resource allocation request o be transmitied
via parallel communication paths.

FIG. 5 is a flow diagram illustrating an embodiment of a
process for processing a resource allocation identifier.

IIG 6 is a [ow diagram illustrating an embodiment ol a =

process for processing a resource allocalion request.

FIG. 7 is a flow diagram illustrating an embodiment of a
process for synchronizing a resource allocation request with
a resource allocation idenlifier.

DETAILED DESCRIPTION

The invention can be implemented in numerous ways.
including as a process: an apparalus: a syslem: a composi-
tion ol matler: a compuler program product embodied on a
computer readable storage medivm; and/or a processor, such
as a processor configured to execute wmstructions stored on

[
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and/or provided by a memory coupled 1o the processor. In
this speeilication. these implementations, or any other lorm
that the invention may lake. may be referred o as wech-
nigucs. In general, the order ol the sleps ol disclosed
processes may be altered within the scope of the invention.
Unless stated otherwise, a component such as a processor or
a moemory described as being conligured o perlorm a lask
may be implemented as a general component thal is lem-
porarily confisured 1o perform the task at a given time or a
specitic component that is manutactured 1o pertorm the task.
As used herein, the term “processor” refers 1o one or more
devices. cireuits. andior processing cores comligured 1o
process dala, such as computer program instructions.

A detailed description of one or more embodiments of the
invention is provided below along with accompanying fig-
ures that illustrale the principles of the invention. "The
invention is deseribed in connection with such embaodi-
menis, but the invention is not limited 1o any embodiment.
The scope of the invention is limited only by the claims and

20 the nvention encompasses numerous alternatives, modifi-

calions and equivalents. Numerous specilic details are sel
forth in the lollowing description in order lo provide a
thorough vnderstanding of the invention. These details are
provided for the purpose of example and the invention may
be practiced according to the claims without some or all of
these speeilic details. or the purpose ol clarity, technical
malerial that is known n the technical fields related 1o the
invention has not been described in detail so that the
invention is 0ot unnecessarily obscured.

Deseribed herein are lechnigues lor resource allocation.
In various embodiments, the resource allocation (echnigues
deseribed herein are used to identily corresponding resource
allocation requests and resource allocation identifiers that
were sent via different communication paths. In various
cmbodiments. the resource allocation lechnigues deseribed
herein provide technical solutions o (echnical problems
with existing resource allocation sysiems, such as technical
problems with respect to efficiency, privacy, security, and
data exposure when performing resource allocation. Using
the technigues deseribed herein. improved resource alloca-
tion that is ellicient. sceure, and privacy-preserving and thal
also allows for control of data exposure in ecosvstems such
as real-time resource allocation ecosystems is provided.

While embodiments involving resource allocation eco-
systems such as real-lime programmalic bidding ceo-sys-
lems lor connected 1V are described below Tor illustrative
purposes, the resource allocation techniques described
herein may be variously adapted to accommodate any other
types of resource allocation ceosyslems.

The existing connected TV adverlising ceosystem has
hislorically been a closed environment that is operated in a
publisher-controlled manner. Publishers, whether a blogger,
a website, a news outlet in the digital world, or a video site,
typically interface with an adverlisement server {e.g.,
Google), where the publishers register their inventlory or
supply of advertisement slots (that thev offer for sale to be
filled with ads, for example). A slot may be a slot on a
website, or a slot on a particular video for video advertise-
menis. Publishers also communicated with brands (or the
brands approached publishers), where the brands indicated a
demand tfor the advertisement slots in the particular ad
server, and a desire to fill the slots supplied by a publisher
with their advertisements {c.g.. Lo serve ads on a particular
advertisement server, with access Lo cerlain demographic
inlormation). “Thus, historically, cxisting connected 'Y
advertising ecosystems were established as a tri-party svs-
tem between the publisher, the ad server, and the brand.
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Programmatic advertising has also emerged. In a pro-
grammalic advertising ccosyslem, a publisher registers ils
invenlory ol advertisement slots. Towever, the publisher is
less concerned with which particular advertisement is served
based on direct relationships with brands. This has been
beneficial for smaller publishers, especially in the digital
world. Here, instead of having to have a direct relationship
with a brand, the publisher indicates crileria on whal types
ol advertisements should be served. That is, the publisher
with the supply ol advertisement slols is nol nocessarily
aware of the brand or entity that will purchase the adver-
tisement slot and fill it with an advertisement.

The programmatic ad ecosystem is divided into two sides.
Om one side is the supply side. and the other s the demand
side. The publisher s on the supply side (as the publisher
provides a supply ol advertisement slots). The demand side
includes entities that have a demand for advertisement slots
1o fill. That is, the demand side inchides entities such as
brands that wish to purchase advertisement slots to fill them
with advertisements. The programmatic advertiscment cco-
syslem is aulomaled. This is because when a user is clicking
into a website, or on a plaver 1o play a particular video, there
is a short amount of time (e.g., a fraction of a second) to
decide which advertisement should be played for the user,
and how much o pay the publisher for (illing an advertise-
ment slot with an advertisement.

That is, the process of bidding on an advertisement slot
and deciding what advertisement 1o fill the slot should be
perlormed in a very low-lalency manner (e.g., where the
enlire process is completed in 100 millisceonds or Tess).
l'urther. the process oceurs at high-scale. That is. the pro-
grammatic advertisement process is a low-latency, high-
scale environment.

In order o address the low-latency, high-scale nature ol 3

the programmatic adverlisement ceosyslem. various low-
lateney leehnologics have been pul into place. Lnlities or
components such as supply-side platforms (S8Ps) and
demand-side plattorms (DSPs) were established. The DXSPs
include demand-side partners, where the demand is [rom
enlitics such as brands. Thus. the demand-side platlorms are
partners for the brands. The supply-side platforms include
supply-side partners that are working with publishers (e.g.,
1o facilitate providing a supply of advertisement slots on
hehall of the publishers).

In exisling real-lime programmalic bidding cco-systems.
any new piece of information about a bidding opportunity
that the publisher wants 1o send 1o the real-time bidders
needs o be sent over the real-lime bidding path using the

helerogencous interfaces delined between the different com- 5

porents involved. [ack ol standardization of most of these
intertaces, as well as wvolvement of muliple different
vendors and service providers (e.g., ad stitchers, ad servers,
S5Py), makes introducing and managing new information

and changes quite difficull. There is alsoe another issue. s

Because the bid requests are distributed across a number of
demand side partners‘platforms (DSIs) by the SSPs for open
bidding, the publisher has verv little control over with
whom, when, and which inlormation they wani 1o share lor
real-time bidding. particularly for targeling purposes. This
problem is even more prevalent in the connected TV eco-
system, where publishers are concerned about having to
share imformation with a wide array ol ccosyslem entitics.
While the standard bidding path could be modilied, this may
require working wilh a wide wvariely ol players in the
ecosvetem (e.g., ad stitchers, ad servers, SSI%s) who mostly
lack any direct interest in the information being transterred.

3
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In various embodiments, the direct path resource alloca-
lion lechnigques deseribed herein (also referred o herein ag
direet path synchronization lechniques) may be used 1o
seeurely and clliciently share publisher approved informa-
tion with one or more partner DSPs, in real-time, withont
requiring any involvement of the existing bidding-path
ecosystem interimediate entities and intertaces. In various
cmbodiments. this establishes more contrel [or the publisher
over the data shared, lacilitates [aster solution deployment,
and requires signilicantly less dependency on other pro-
srammatic ecogystell components.

FIG. 1 illustrates an embodiment of a programmatic
advertisement ecosystem. In the example of FIG. 1, an
exisling programmatic adverlisement ccosystem 1s shown.,
In this example, the nventory/supply of advertisement slots
{e.g.. ad request. which indicates availability ol an adver-
tisement slot to be filled) proceeds from the publisher,
through an advertisement server (108) and SSI (110), to the

a2 demand side, which includes the DSP (112), and then the

brand that will bid om advertisement slots in which 1o Include
the brand’s advertisements.

As described above, the programmatic advertisement
ecosystem facilitates real-time resource transactions (bid-
ding on advertisement slots that are available to fulfill an
advertisement slot and selection ol advertisements).

Consider, lor example. the case ol real-lime program-
matic advertisements when plaving video. Suppose that a
vser (using user device 102) opens their player 104 (e.2., by
opening a video app lor a publisher). A request for an
advertisement Lo 111 an available advertiscment slot (e.g.. 1o
i & pre-roll ad that will be displayed belore user selecled
content is displaved) is sent from the plaver (e.g., via the
indication of a play request, for which advertisements will
be played in conjunction wilh).

Ag shown in this cxample, the request is sent through the
programmalic ccosyslem. passes through. for example,
another server-side advertisement insertion (SSAI) server
{e.g., ad stitcher 106), which then forwards the request 1o an
advertisement server 108 (e, Google. reewheel. a pub-
lisher's own ad server. ete.). The advertisement server then
determines that the option to satisty this ad request should be
placed on an open market for bidding.

For example, the advertisement server forwards the ad
request 1o the 88P 1100 The 88P. using for example a
standardized protocol such as OpenR1T13 (provided by the
standards body, Interactive Adwertising Bureau (IAB)),
communicates with one or more DSPs (e, DSP 1123,
indicating Lo the 1I8Ps the presence of an ad opporlunity.
The 138Ps operate on behall ol various brands. 13ased on, lor
cxample, demographic or other largeling data. the 18P
selects a particular brand’s advertisement to tulfill the avail-
able advertisement slot for which a request tor an ad has
been made.

That is. the DSP is conligured 1o selecl an appropriate
advertisement for that particular advertisement slot. The
advertisement slot is defined not only by what video the ad
will be shown in conjunction with, but intormation pertain-
ing 1o the user who s walching the video. the current lime,
# geographic location. as well as various other parameters.
This various targeting or demographic intormation comes
through the above described path in real-time, along with the
request. where such demographic paramelters are included in
the advertisement request thal s [orwarded through the
various enlities along the real-lime path.

There are various challenges and issues with the existing
programmatic ecosystem.
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Scaling:

I'xisting solutions depend on sending a resource alloca-
tion identifier {e.g., bid ideniifier, or bidl)) that includes
contexlual metadata Tor the targeling rom the player in
real-time through the complex and heterogeneous ecosystem
of a programmatic ecosystem, as shown in the example of
II¢r. 1. The Tull path [rom the player o the D8P involves.
lor example, Ad Stilcher, Ad Scrver. and the 88P. "These are
different components otten built by different companies.
Each component has multiple providers in the ecosystem.
The intertaces between them are non-standard. Thus, scaling
this existing solution involves working with all these part-
ners, and working through all these interlaces with their
difterent possible combinations. In short, scaling this exist-
g solution is challenging,

Integration Complexity:

‘The player part of code lor integration is challenging. This
is because. in some cases, the player may have o call a
sensor API 1o obtain the bid identifier and then that bid
identifier needs to be put in the Ad Request in the right
lormal and [icld.

13idID Structural Complexity:

There are various restrictions on the structure of the bid
identifier (tor example, it may be a formatted URL (uniform
resource locator)-safe string with a composite structure
containing mulliple keys) because it will be transmiited over
heterogencous 1TTUP-based interfaces in the path shown in
the example of FIG. 1.

Privacy:

lor example, as described above, in exisling program- 3

malic cnvironments, various largeling and demographic
parameters are included in the ad request. where the ad
request is forwarded through numerous entities. This is
problematic trom a privacy perspective, as multiple entities

in the ad request data path described above will potentially 3

have access Lo personal information aboul usersfviewoers.

Thus, in existing programmalic ccosyslems, conlenl origi-
nators and publishers are concerned about leakage of data
pertaining to their subscribers (.., viewers that subscribe to
4 streaming service provided by the publisher). Due o this.
in exisling programmalic syslems, ad bid requests are Lypi-
cally empty or devoid of demographic information. This
makes it difficulr tor DSPs to provide targeted advertise-
ments in video streaming.

l'urther, even 10 publishers did desire o include viewer
information in an ad request, adding information can be
challenging. Forexample, as described above, the ad request
is forwarded among numerous entities. Each entity may
have its own propriclary protocols for modilying or flor-

warding ad requests (o other eniitics. Vor example, il server s

side ad insertion is used. the publisher conlacts a server side
ad insertion (SSAT) server (e.g., ad stitcher 106). The SSAT
builds an ad request that is sent to the ad server. The ad
server forwards (hat ad request by building another request

(t.g.. based on the ad request [rom the 85AU0) that is then sent 5

10 the S8 The SSI then builds another request that is sent
1o the DSE. While the protocol between the SSI* and DS
may be standardized, the other protocols for generating/
lorwarding ad requests by the various other entitics in the ad
request path are proprictary. Further. (here may be many ad
servers or SSAT servers, each with their own protocols.
Thus, including information in an initial ad request that is
transportable and will survive the repeated lorwarding
through the various protocols and interfaces of the entitics in
the ad request path can be challenging. lor example, difl-
ferent protocols may have different limits on the amount of
tformation that can be included in an ad request. Thus,

[

6

information included earlier in the path may cause a request
Lo be rejected later om il it does not conlorm o the require-
menis ol some entity or component Turther along the ad
request path. “This would make it dillicull o decide what
information to put in the request.

Further, due to the varving protocols, even if information
in the initial request were packaged to conform, for example,
lo the minimum sive requirement among all the entities
{which may nol be casily known), the manner in which the
viewer information is included {e.g.. in certain ficlds ol the
ad request) may not conform to some entity’s protocol, also
causing the ad request o be dropped.

Ag described above, each entity in the ad request path that
louches the ad request may have their own respeclive
protocol, which limits whal viewer information may be
included in the ad request. lurther complicating this prob-
lem is that for each type of entity, there are many different
instances. This is another example of a scalability challenge,

25 in addition to those described above.
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Thus. in existing programmalic environmenls, il can be
challenging 1o provide tlargeting inlormation lor an ad
request in a manner that both prevents data leakage, and that
also allows scalable providing of such viewer information in
a real-time manner.

Deseribed herein are diveet path resource allocation tech-
nigucs. The direel path resowrce  allocation  (echnigues
described herein include creating a highly svachronized data
path in real-time parallel 1o the Ad Request path trom the
player. direetly to the DSP*s network. As will be deseribed
in [urther detail below. the data path synchronization tech-
niguecs deseribed herein address the alorementioned issues
and challenges ot scalability, data exposure risk, integration
difficulty, and publisher control by providing an alternative
path for comtextual metadata which is separate or free ol the
exisling adverlising ccosyslem.

IIG. 2 illustrales an cmbodiment of a programmatic
ecosystem with a svochronized parallel data path. In this
example, FIG. 2 illustrates an embodiment of an environ-
ment in which a direel path is provided o carry a bid
identifier (or any other picce ol conlextual metadata related
to an ad transaction or ad request) between a user device and
a DSP environment.

Ag shown in this example, two parallel paths are created.
One path 202 is an ad request path rom the player o the
ISP similar (o, for example. as deseribed in conjunction
with FIG. 1. In this example, a second path 204 is estab-
lished and vsed 1o communicate information included in bid
identifiers. such as conlexiual metadata used w0 lacilitate
bidding on ad requests. liurther details regarding the use of
a synchronived parallel data path are deseribed below in
conjunction with FIG. 3.

The parallel real-time data path 204 is used 1o provide,
separalely [rom (he ad request. information {e.g., conlexiual
meladata) related 10 the ad transaction. The resource allo-
cation techniques described herein turther include tech-
niques for svochronizing or otherwise associating a bid
request (or ad request) sent on the ad request path with a
corresponding matching bid identifier (and related conlex-
lual inlormation) thal is senl on the separate parallel real-
time path.

Ag aresult, as shown in the example of F1G. 2, the parallel
direct path is completely agnostic of the existing ad ceosys-
lem. This provides a benelit in that the same solution will
work in any programmalic environment. Thus, the resource
allocation techniques described herein can be scaled across
multiple publishers, DSPs, etc., with less complexity.
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Further, contextal metadata, by being provided directly
1 a 18P, is controllable by a publisher. lHere, the publisher
(where player 208 s associated with the publisher) can
decide what 10 share or not share with a given D8P, where
this may vary for different DSPs. That is, the data sharing
platform described herein allows publishers to securely
share data with programmalic demand pariners  {(c.g..
Demand Side Plailorms) in real-time to increase the value of
their inventory. In some embodiments, using the data svo-
chronization techniques described herein allows a publisher
1o granularly control which demand partner is granted access
1 which data clement.

lurther, exposure of contextual metadata is limited Lo
being between the publisher and the DSE which is in
contrast 1o the existing programmatic system, where con-
textual metadata is included in the ad request that is for-
warded among numerous entitics in the ad request path. For
example. as deseribed above. in the exisling programmalic
ad ecosystem for connected TV, publishers may face chal-

lenges in controlling their data {e.g., content contextual data) 2

that is shared as part ol the bidding process. lor example. in
the exisling programmaltic ad ceosysiem, data {e.g., content
metadata, avdience data, vser demographic data) that is
ineluded in the bid may be passed to various entities such as
an ad server, to an S8, which will then send the information
1 a number of DEPs. where bidding will then happen. That
is. inlermediale entitics will have access o publisher infor-
mation, and the publisher may not have visibility into how
such entities would vse the intormation. Further, DSPs may

receive access o data that the publisher does not want them 3

1o have.

Using the dircel path resource allocation lechnigues
described herein, such data control and exposure issues may
be addressed. For example, the direct bid I path described

herein bypasses (he existing programmatic ad ccosyslem. 3

l‘'urther. the direct path bid 113 techniques deseribed herein
allow publishers o decide whatl data is delivered to what
DSP at a granvlar level, as described above.

Further, arbitrary contextual metadata information may be
provided (o the DEP withoul being restricied by the variely
ol protocols (hal may be pul In place by (he various entitics
or compolents in the ad request path.

Via the direct path and svochronization techniques
described herein, the viewer information needed to facilitate
improved targeling is also provided in near real-lime Lo
allow [or real-time advertisement selection.

Thus, using the techniques described herein, a bid iden-
tifier (an example of a resource allocation identifier which
may include information periaining o conlextual metadata)

is provided 1o a D8P dircetly, via an allermate path than the s

ad request. In some embodiments, (he resource allocation
identifier is received before the ad request is satisfied.
Further, using the techniques described herein, the ad
request and (he transaction identifier sent via the two dil-

lerent paths arc synchronized or olherwise related (o cach s

other at the DD

Thus, as will be described in further detail below, vsing
the techniques described herein, contextual metadata, such
as demographic or largeling inlormation pertaining o a
viewer, may be provided in a real-lime manner thatl protects
the privacy of users and prevents leakage of data.

FIG. 3 illustrates a system for resource allocation svn-
chronization.

Player Side Processing

In this example. suppose thal a user clicks on the player
ot their user device (302), for example, to watch a desired or
selected content item. In response to the user clicking on the
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plaver, a plaver object (304) is created. A sensor object (306)
i also created. Prior o sending an ad request. the player
object 15 instructed (o call the sensor object (.., via an
APD, o create and (ransmil a corresponding bid identifier.

Initializing the Bid Identifier

In this example, an AT exposed by the sensor object is
called to initialive and send a bid identificr. In some embodi-
menis, the sensor also stores an identifier of the device, such
as the public II? (Internet Protocol) Address.

The tollowing are examples of arguments that are passed
to the sensor object as part of making, the call to initialize and
send the bid identifier:

Conlent 1dentifier

Channel identifier—In some embodiments, the channel

identifier is the channel name. The channel identifier
may also be a hash or other function ol the chamnel
name. In some embodiments. the chamnel identifier
refers or points 1o a sel ol channel level metadatad
formation  {e.g. channel-name, channel-category
(e.g., sports, news, shows), etc.).

Stream-type (e.g., live or video-on-demand (V1))

As will be deseribed in further detail below, these and
other parameters are vsed 1o build the bid identifier.

Creating the Bid Identifier

In some embodiments, the bid identifier (also reterred 1o
herein as a resource allocation identifier) includes (two
portions. One portion is the payload, which includes con-
textual metadata or information nsable to obtain the contex-
tual metadata. The other portion of the transaction identifier
includes a sel ol keys. As will be deseribed in [urther detail
below, the keys are used 10 malch the bid identifier (o a
corresponding ad request, which is sent on a dillerent,
parallel path to the bid identifier.

Kev Portion

Ay deseribed above in conjunction with the example of
IIC3. 2, and as also shown in the example of VG, 3, (he ad
request is delivered 1o the 1I8P in one data path, and the
transaction bid identifier is delivered via a synchronized
parallel data path. The DSP may be receiving numerous ad
requests comlemporancously (c.g. millions of ad requests
per second). In some embodiments, the DSP is conligured 1o
perform svachronization to identity, for a given ad request,
a matching or corresponding bid identifier.

In some embodiments, the matching is performed via a set
ol keys. where the same set ol keys relates an ad request and
its correspomding bid identifier. That is, a sel ol keys
common to both the ad request and the bid identifier is
determined using parameters that are sent via both the ad
request and s corresponding bid identifier {where the ad
request may be subject o various restrictions based on what
can be included in it).

In some embodiments, the set of kevs is a combination of
ole or more parameters that are included in the key portion
ol the bid identilicr.

Ome example of a key included in the key portion of the
bid identifier is a publisher identifier. The publisher identifier
may be used to partition bid identifiers 1o a particular
publisher (as a DSI* may receive bid/ad requests associated
with mulliple publishers). The publisher identilier is Gypi-
cally included in the standard ad request. Another example
kev or parameter included in the key component of the bid
identifier is an IP (Internet Protocol) Address, such as a
public IP address. The public 1P address is typically also
included in an ad request. As another example. the key
portion includes keys related Lo device information pertain-
ing 1o the client device, such that the device parameters
provide a type of device sighature. In varions embodiments,
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the device information parameters include platform tvpe
(c.g.. operating system such as Android, 108, Windows.
eley, user agent. browser identilier. cle. Other parameters or
keys may be included in the key portion of the bid identifler.
as appropriate.

Ag described above, wsing the techniques described
herein, the bid 11 s sent via a path that is dillerent than the
path ol the ad request (where the ad request ultimately
results in a bid request, such as a standard compliance bid
request). In some cases, because of the direct path tor the bid
identifier, the bid identifier may arrive betore the actual bid
request (because. for example, the bid request s coming
through the ad ceosysiem and passing through/being trans-
formed by multiple entities such as an ad stitcher 308, ad
server 310, S5P 312, ete.). Thus, in some embodiments, the
dircet path bid identifier includes the alorementioned sel ol
keys o serve as koys o [acilitale malching belween ad
requests and bid identifiers. This allows the direct bid 1.
which arrives at the DSI’ via a first path, to be matched with

a bid request that arrives via a different path. This is in 2

contrasl to exisling bid 1s. which typically come with or
“piggyback™ on ad requestibid request objects, and thus do
0ot need such kevs (as matching need not be performed
since the bid ID is not sent on a separate channel from a bid
request).

In the above example, the key portion ol the bid identifier
includes @ number ol keys thal are used 1o index bid
identifiers and facilitate finding matching bid identifiers for
ad requests, as will be described in further detail below, In
some embodiments. the key portion includes a single key
that is generated as a [unction ol multiple parameters such
as those described above (e.g., by performing a hash on the
values). However, in some cases, the uvse of the hash
obfiscates the individvual parameters (which may form a

hicrarchy), and would not allow for partial matches {e.g.. a 3

malch on subscls ol parameters). For example, il the key
portion ol the bid identifier is Implemented as a set of
individual and separate keys, partial matches mayv be per-
formed later on, even if, for example, a value such as the
device operaling sysiem 1s nol included in the bid identifier.
The key portion of the bid identifier may also include a
combination of both individual keys as well as composite
keys that are functions of multiple values.

Pavload Portion

In some embodiments. the payload portion of the bid
identifier includes information associated with conlextual
metadata that is nsable 1o facilitate bidding on the ad request
sent via the other communication path. For example, the
payload may be used 10 provide additional information {(c.g..

user inlormalion. device imformaiion. content informalion. =

ele.y that may be used by the ISP when determining how
much to bid on a given ad request, as well as 10 select an
appropriate advertisement for the given ad request. That is,
the contextual meladata may be used by advertisers (on the

DSPY lor advanced targeting. thus driving lfavorable bid s

responses from the DSD.

Examples of contextual metadata include client device
tormation, viewer information, content information per-
laining (o the conlent being walched by a viewer. cle. With
respect o the payload. by sending conlextual metadata via
the parallel path 1o the ad request, the intormation that may
be eluded in the payvload is not constrained as it would be
il the ad request were used o convey the payload (as in
existing programmatic ccosyslems. such as that described in
conjunclion with 1€, 1. lior example. in existing real-time
programmatic hidding ecosvstems, there are restrictions on
the structure of existing bid IDs and what may be put inside
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the bid ID. For example, as described above, existing bid
113s may be required Lo be ol a certain maximum length, be
4 single string. cle. This is due (o the exisling ad ceosyslem
having. as described above, mulliple components with het-
erogeneous APls (Application Programming Interfaces) that
existing bid IDs must pass through.

In some embodiments, the direet path bid identifier
described herein does not have such resiriclions, as the bid
ID, in some embodiments, is generated by sensor (e.g.,
software development kit (SDK)) code (e.g., sensor 306)
that is sent directly 10 a collector/receiver service at the DSD
{described in Turther detail below), where in some embodi-
menis, both the sensor on the client and (he collector service
are provided by the same entity. Thus, in some embodi-
ments, the direct Bid 1D described herein does not need 10
adhere 0 the restrictions on existing bid I1Ds. Rather. the
direct bid 113 may be senl, for example, as a protocol
message (e.g. binary packed Protobul message) or in a
tormat such as JSON, as described in further detail below.

Further, the direct bid ID is extensible, and the amount/
type of inlormation included in the payload ol the direet bid
113 may be adjusted/changed.

In various embodiments, the contextual metadata in the
pavload includes:

Viewer information, such as an avdience identifier or
subscriber identifier. In some embodiments. the iden-
tifier. such as a subscriber identifier (c.g., a user's
subscriber 1D for a publisher), is anonvmized or oth-
erwise obfuscated or de-identified so that the actual
value ol the identilier is nol revealed (o the D8P

Client identifier, such as an identifier of the specilic
instance of the client application installed on the device
from which the ad request originates.

Content  information pertaining to the content item
selected by the viewer Lo stream or olherwise view.

Session identifier of the streaming session lor which the
ad request is being made.

Channel] identifier,

Stream-type, such as live or video on demand (VOD).

Transaction information. In some embodiments. (ransac-
tion informaiion includes dynamic information pertain-
ing 1o the corresponding ad transaction request and the
particular time that the viewer will be viewing the ad.
In some embodiments, such transaction level data
includes device level data. which includes data that
changes dynamically and may only be known at a client
device at the time of a transaction. This may include an
indication of a tvpe of ad slot for which a corresponding
ad request is being made {e.g., pre-roll, mid-roll, or
post-roll). Information indicaling what previous ads
had been played may also be provided. Other examples
of dvnamic information include the plavhead time (e.g.,
of when exactly an ad is being plaved inside playback
ol a content item) and the behavior of the viewer. such
as whether they are skipping through the content they
selected to view, or are watching it linearly. Other
examples of infonmation pertaining to the current
viewer ihclude viewer experience information, such as
the experience ol the viewer perlaining 1o the current
viewing session (c.g.. is the video not playing well. as
measured by bulfering events, ete.). Such transaction
level data may be provided in real-time in a bid ID for
usc in bidding {as such data may become stale or not
applicable al a later lime).

Conlextual Meladata ldentifiors

In some embodiments, rather than including granular or
specitic contextnal metadata valves for contextual metadata
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fields in the bid ID, the direct path bid I includes higher

level identifiers (also relerred 10 herein as “contextual mela-
dala identifiers™), such as a content identificr, channel iden-
tifier. stream-lype. client identifier. sessiom identifler. cle.
described above. In some embodiments, the identifiers are
de-identified (e.g., via a one-way hash 1o address data
privacy concerns of identificrs ol the conlent. of the user.
elel). For example. with respect o content metadata, rather
than sending within the bid identifier metadata specifving a
specific genre, episode number, season number, or content
length of the content being watched by a viewer in the hid
112, ithe bid 11D includes a content identifier of the content.

In some embodiments. o protect privacy. the keys used
for matching (of the bid request and bid I provided via
different paths) are also de-identified. For example, the
public 1P may be de-identified {e.g.. using a hash so that the
actual public 1P is not made known (o the entitics in the ad
cecosystem path), where the same de-identified public 1P is
used in the key of the bid identifier, as well as in the bid
request for consistency (3o that the matching can be per-
[ormed al the DEPY.

In some cmbodiments, as will be deseribed in Turther
detail below, the higher level contextual metadata identifiers
are used 10 query data stores to obtain the contextual
metadata pertaining to the identifier. As will be described in
[urther detail below, such identifiers may be used 10 oblain
additional or actual largel valucs. As one example, the bid
identifier pavload includes an identifier of a content item. A
query is made at the DSI side vsing the content identifier to
obtain additional metadata pertaining o the particular con-
Lent item {e.g.. content name. episode number. ete.). Further
details regarding the use and implementation ol such higher
levels of contextual metadata will be described below.

Sending, the Bid Identifier

In some embodiments, the bid identilicr is binary encoded 3

(c.g.. Protobul). Other formats, such as JSON. may be used
1o encode the bid identifier. The bid identifier is then sent by
the sensor object 306 directly to the DSD (resource alloca-
tion plattorm 314) via the parallel path described herein. For
example. the transaction identifier is senl as an out-ol-bound
packel, and is direclly addressed o a known address of the
DSP. This is in contrast 1o the ad request message, which as
will be described in further detail below, is sent in a separate
message that is directed or addressed to another entity, such
as ad stitcher 308.

The bid identifier may be sent o the D8P via various
protocols. As one example, the bid identifier may be sent via
HTTP (hyper-text transter protocol), with the bid identifier

in the body ol a packel or sel ol packets. For example. the

hid identilier is senl over an [TTP direel commection o the s

collector 316 on the DSP 314, Ax another example. sinee the
bid identifier is directly delivered 1o the DSD, other proto-
cols, such as UDD (user datagram protocol), are used (e.g.,
where the bid identifier is implemenied as a UDP packet).

‘The sensor 306 instructs the device 302 1o send a message s

necluding the transaction identifier 1o the particular DST that
the publisher has a relationship with (DSP 314 in this
example). As the transaction identifier need not be included
in the ad request. the publisher need not be guided on how
1o insert the transaction identifier (and its associated pay-
load) in the ad request. Further details regarding sending of
the ad request are described below.

Sending (he Ad Request

Subsequent 0 using the API provided by the sensor Lo
make a call (e, invoke a function or call a [unction) Lo
create the bid identifier (and have it sent to the DSIP), the
plaver sends an ad request (e.g., an Open RTB bid request,
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where there is one bid identifier per bid request). For
cxample, the player object 304 is instructed 10 immedialely
make a call o creale/send the ad request, alier initializing
the bid request using the AP exposed by the sensor object,
as described above. For example, the plaver object sends a
play request for a particular content item. The particular
conlent llem is associaled with metadata that includes inlor-
malion perlaining (o advertiscment slots. In some embaodi-
ments, the ad request made by the plaver is forwarded 10
another server (e.g., ad stitcher 308) which generates mul-
tiple ad requests based on the number of advertisement slots
o be filled. In other embodiments. the player 304 direetly
makes ad requests Tor cach ad slot. The ad request may be
made via an APL The ad request may either be transmitted
to an SSAIL (server side ad insertion) server (such as ad
stitcher 308), or an ad server (such as ad server 3107,
depending on conliguration.

As will e described in [urther detail below, in some
embodiments, an ad request message seat from the plaver

20 (or was caused 1o be sent by the plaver) eventually lands, for

cxample, as an OpenlR T3 Bid Request message al the D8P
314. In a server-side ad insertion case. the lolal path may
take five network hops, and the latencies of each intertace
are additive. In some embodiments, the SSP (supply side
platform) 312 processing rins avetion with multiple IXSPs,
and il there is sequential processing involved. this may alse
incur some delay in the ad/bid request path.

In the above example, a first AT’T call is made to create and
send a bid identifier. This action (pertforming the first call) is
executed in an asynchronous manner. lior example, In some
cmbodiments. immediately subsequent o making the call 1o
creale and send the bid identifier, and withoul wailing lor
confirmation of delivery of the bid identifier, a second A1
call is made 1o cause the ad request corresponding to the bid
identifier o be crealed and senl. Thus. in some embodi-
menis, the ad request is senl by the player withoul walling
for. or requiring, conlirmation ol delivery of the bid iden-
tifier. In this way, the bid identifier is sent in an asyvnchro-
nous manner (where sending of the ad request is not depen-
dent on conlirmed delivery of the corresponding  bid
identilier).

That is, in some embodiments, the call to generate and
transmit the bid identifier and the call 1o send the ad request
are pertormed sequentially, in order, with the call to make
the bid identifier made [irst. and the call 10 make the ad
request made alter the call o make the bid identifier.

Thus, the bid identifier and the ad request in this example
are a synchronized pair of messages that are called together.
Whenever the player object sees thal there is an ad slot 1o (11
{c.g.. as the player is playing the conlent requested by the
user), the bid ideniifier is first created {(and transmitted). and
then the ad request is sent out.

Thus, in some embodiments, calling of the AT to create
and send the bid identifier is an asynchronous operation,
where aller the call is made, the Tunction immedialely
returns without requiring a response. In some embodiments,
the calls are made asvochronously, becauvse waiting for
confirmation of delivery of the bid identifier to the DS
would unnecessarily delay the player. Purther, even il were
determined that the bid identifier was not delivered. due 1o
the real-time nature of the transactions taling place, it is
vulikely that there would be sufficient time to send another
bid identifier.

DSP SBide Processing

B3id ldentifier Processing

Ags described above, in some embodiments, the resource
allocation identifier such as a bid identifier is transmitted in
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a manner such that it is delivered, with a high likelihood, to
the 18P prior (o the ad request (so that the ad request does
not arrive prior o the transaction identifier, causing bidding
on an advertisement slot Lo oceur withoul using the contex-
tal metadata included in the transaction identifier sent on
the parallel communication patlh).

lor example, as the transaction identifier is transmilied by
the player prior o the ad request being sent oul [rom the
plaver, as described above, and as the transaction identifier
is sent directly to the DSP (e.g., transaction identifier packets
are directly addressed 1o the IP address of the DSI, rather
than an ad scrver or 88A1 or other entity, such that there is
thereflore only a one-hop lalency lor the transaction identi-
fier), the bid identifier should arrive at the DSD prior 10 the
corresponding ad request. This is in contrast 1o the hid
request on the other path, which will go through multiple
hops (because 1L passes through muliiple entitics). whoere
there may also be processing delays.

Thus, the transaction identifier will arrive prior to the ad
request, where the transaction identifier is waiting at the
DSP Tor the ad request 1o arrive al the DSP. Durther opli-
mivalions may be perlormed o enhance the likelihood that
the transaction identifier arrives at the DSI before the bid
request. For example, the DSP may place ditferent servers in
difterent geographic regions. The DSP collector (e.g., col-
lector 316) (o which the (ransaction identifier is senl may be
scleeted based on geographical location  lor cxample, the
closest DSP collector is selected. The particular correspond-
ing I’ address tfor that DSI collector is obtained. The
transaction identifler is sent and addressed (o that particular
IP address.

In some cases (e.g.. due o network errors). (the bid request
may arrive before the transaction identifier (or the transac-
tion identifier may not arrive at all). 1o these cases, the bid

request 1s salisfied withoul the contextual metadata in the 3

transaction identificr.

In the example of FIG. 3, the 18P side platlorm 314
includes a collector 316 (also referred 1o herein as a “bid
identifier server”™) configured 10 collect the transaction iden-
tilier. In some cmbodiments. the transaction identifier col-
lector is secured. In some embodiments. the collector is a
light-weight low-latency service in the DISP (demand side
platform) site,

In this example, the bid identifiers collected by collector
316 are slored o data slore 318, which in some embodi-
ments is co-located with the DSP. In some embodiments. the
data store is Luplemented as an in-memory cache, such as a
Redis cache. In some embodiments, the collector 316 stores
the bid identifier data in the in-memory data slore in a

compacl [ormal. using the keys specilied in (he key portion s

or component of the bid identifier {c.g., the public IP
address, publisher identifier, and/or plattorm-type kevs
included in the bid identifier).

‘The following is an example ol an entry [or a bid identifier
in the in-memory dala store:

<public-ip, platform-type> ><content-id,
stream-type, client-id, session-id>

In this example, the bid identifier is inserted into the
in-memory data store using the sel of keys including the
public IP address and platform type. The payload ol the bid
identifier is stored 10 the record that corresponds to the
public IP address/platform tvpe kevs.

Time-to-Live (111

In some embodimenis, the bid identificr cniries siored in
the in-memory data slore are sel with a time-to-live {1T71).
In some embodiments, the TTL corresponds to the maxi-
mum amount of time for the corresponding bid request to

channel-id,
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arrive (while still allowing tor the contextual metadata in the
corresponding bid identifier 0 be available [or use in
lacilitaling the bidding on the bid request). In some embaodi-
menis, the bid identifier entry aulo expires alier this lime.
(ther TTLs may be used as approprate. Further details
regarding TTLs are described below.

The TTL will limit what bid identifiers can be matched 1o
a given ad request (where the bid identifier will not be
available for matching il it has exceeded the 111 In this
way. only bid 1dentifiers (hat were sent on the parallel path
contemporaneously with a corresponding ad request will be
considered.

For example, when the bid identifier is inserted into the
data store {c.g.. based on the keys in the key portion ol the
bid identifier). (he data store places a "U'IT. on (he bid
identifier or entry corresponding Lo (he bid identifier. lor
example, a bid identifier is inserted into the data store with
its corresponding, set of kevs (e.g., combination of public II*

2 address, publisher 1D, device OS, ete.).

The dala store. such as a Redis cache, expires bid iden-
liliers afier the associated 1711, has elapsed. In some cases,
multiple bid identifiers with the same set of kevs may be
received (e.g., because a father and daughter are using
devices at home with the same operating svstem at the same
lime), resulting in a collision. In some embodiments, the
data store only permils one entry per unigque key (where the
most recent bid identifier for a given kev overrides any
entries that happen 1o be a collision and have the same set
ol keys).

The "IIT. lor the bid identifier entries. which delines a
window [or allowable transactions, may be adjusted (where
ad requests also have a time o live, in which a transaction,
such as bidding, on the ad slot and selection of an ad, should
be completed, such as within one second of delivery ol the
ad request).

Suppose. for example. thata 11T, ol 5 seconds is selected.
Suppose that the DSP receives | million ad requests per
second. Thus, within a § second window, the DSP receives
5 million ad requests in this example.

By using a "', o 3 seconds, only those bid identilicrs
that were delivered 1o the DIST within the last 5 seconds will
be in the pool for determining a match to a given received
ad request (where identifiers outside of that 5§ second win-
dow would have cxpired).

Further. by using a scl of keys such as [P address and
publisher identifier in the ad request, the bid identifiers that
would match to an ad request are those that belong to the
same publisher and came [rom the same public IP address,
and thal were sent within the last 5 seconds.

The use of both a set of keys along with a 'I'l'T. window
thus reduces the number of collisions that may occur (that is,
reduces the number of bid identifiers that could be returned
as a resull ol the scarch/matching based on the set ol keys).

l'or example, while the use of the public [P address and
the publisher identifier limits the bid identifiers that may be
provided, there may still be collisions, as the public II
address may relate to a household with multiple devices
sharing (he same public 1P address. "The T°U1. [or example,
lurther limits the bid identifier search space o only those bid
identifiers that match on both II' address and publisher
identifier, along with the temporal constraint of having
oceurred in the last 3 seconds {or whatever 11T, window was
selected). lior example, i a user walches multiple conlent
itermns through the day, resulting in multiple ad requests (and
corresponding bid identifiers with the same set of kevs), only
those bid requests that were made contemporaneously with
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the ad requests (e.g,, within 3 seconds of an ad request)
would be returned as matching to a given ad request.

The use ol a 'l applicd 1o the bid identifier has other
henelits in addition o those deseribed above. lor example.
without the time to live, a large number of transaction
identifiers would need to be stored. This takes storage space,
and also increases the search/malching space. Thus, the use
ol the T°U'1. provides the benelit of decreasing the amount of
slorage space required 1o store transaction identifiers, and
also improves the speed and efficiency of searching tor a
match, as it decreases the amount of transaction identifiers
that need 1o be scarched.

In some embodiments, the 11T, s a syslem level param-
eter tor the DSDP. As described above, the TTL may be
adjusted. For example, while the TTL may be lowered to
reduce the possibility of collisions (e.g., multiple bid iden-
tifiers being identified as malches lor a given ad roquest).
lowering the 11T, o Far may cause a bid identifier (o expire

before the ad request reaches the DSD. Further, if the TTL is

100 long, while this may increase the time that an ad request 2

has 1o arrive at the DSP, in addition o increasing the
likelihood of collisions, it will cause an increase in the
number of bid identifiers that are stored at any given point
in time (and increase the amount of memory required to
store received bid identifiers).

In some embodimenis, the bid identifier includes a time-
slamp indicating when it was created or sent oul. The
timestamp may also be used when performing the search to
identify a match to a given ad request.

Additional Details Regarding "I s

Ag described above, in some embodiments, the sensor on
the player sends the direct path bid ID (e.g., via an AT call),

and then immediately or oltherwise subscquently makes an 3

ad request or play request (hal involves a call o an ad
slilcher or server. In some embodimenis, as the direct bid 113
is most likely to arrive betore the bid request, based on the
processing described above, the bid ID has a TTL (time to
live). as described above (eg. 5 scconds as described
above), where the corresponding ad request is expected Lo
arrive within the TTL window, The TTL may be set to
difterent values, and may be determined in a variety of ways,
taking into account a variety of factors. For example, the
public IP used in the key and the bid request may point (o
multiple devices. lor example, the public IP may be the
same for an entire office building, or for a household. In
some embodiments, the TTL (which specifies the amonnt of
time belore the record lor the Fast direet bid 11D is deleted)

is selected o prevent collisioms on [P addresses [rom mul- 5

tiple devices, while sl accounting lor potential latencics/
delavs in the bid request traveling to the DS (which may
take longer than through the direct path to the DSP that the
bid identifier travels). In this way, the T°U]. window acls as
an implicd key.

In some embodiments, the TTL is determined based on an
analysis of historical information such as publisher data, ad
data, content data, ete. For example, analytics may be
perlormed by scgmenting a particular day’s data inlo win-
dows of lime corresponding 10 a candidate U1, and deter-
mining how many times it is observed that the same public
IP* is making multiple ad requests in that candidate TTL
window segment. In some cases. iU may be observed that
there may be requests coming [rom nol only the same public
IP. but the same device Tor the same content {e.g., hecause
there is an ad pod that results in multiple ad requests being
generated), in which case, a collision was not observed.
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Ad Request Processing

As deseribed above. the player sends a pair ol bid
identifier and corresponding ad request (which are transmit-
led on dilferent paths). Not every ad request will necessarily
20 to the DSP (even though all bid identifiers will reach the
DSP since they are sent directly 1o the DSD, unless they are
dropped or not delivered due. for example. o nelwork
crrors). lior example, some ad requests will be rejected by
various components in the ad request path, or will nol be
passed to certain DISPs.

In this example, suppose that an ad request in a bid
identifier/ad roquest pair is delivered (o the DSP. The 18P
includes various components, ome ol which includes real-
time bidders (e.g., real-tine bidder (RTB) 320). The real-
time bidder is a server that operates in a low latency, high
throughput mode to receive ad/bid requests. The ad requests
are structured according o a standard {c.g.. Inleractive
Advertising (1A standard). "The TAR is associated with the
OpenRTB protocol, which includes a request architecture
specifving various fields.

The K113 320 on the DSP recelves the ad requests. The ad
requests, according o the OpenR1T13 protocol, may be in
various [orms. such as JSON or Protobul. In this example,
after receiving the hid request, the RTB is configured 10
extract parameters, such as publisher identifier, public Il
address. device operating system. user identity. ele., which
may be placed in standard [lield locations according o the

OpenRTB protocol.
Identilying a Maiching 13id ldentifier

In some embodiments, the RUB (real-time bidders). alter
receiving the ad/bid request, extracts various parameters
from the bid request. For example, the RTB is configured
with logic o extract those paramelers [rom bid requests that
are also included in the key portion ol bid identifiers. As
desceribed above, the use of such coordinated and predeter-
mined parameters to be nsed as kevs provides a sate mecha-
nism by which 1o perform matching ot a bid ID carried via
the dircet path and a bid request that came o the 18P via an
allernaie path. In this example, the publisher identifier and
public [P (Internet Protocol) address were decided to be used
as matching kevs, and the publisher identifier and public I
were inclided in both the ad request and the bid identifier.

In this example. when the bid request arrives (e, o the
real-lime bidder 3200, the public IP and publisher 113 are
extracted trom the bid request. The public IP and publisher
ID extracted from the bid request are then sent to the
receivericolleclor service 316 on the D8P The key param-
clers may be senl rom the RT3 o the colleclor using a
low-laleney interface (e, gRPC remote procedure call).

The DSP uses the public I and publisher 1D extracted
from the ad request 10 make a query of data store 318 for a
maltching bid identifier that had been received via the direct
path. In some embodiments, as described above, the direct
bid ID is saved to a local in-memory store 318 of the DSD,
vsing the set of kevs including publisher IDVpublic 1P

In some embodiments, the lookup is performed hierar-
chically. with only a subset ol the parameters extracled [rom
the ad requested used initially, and more paramelers being
vsed in a query if needed. For example, initially, the query
may be made using ounly the publisher identifier and I’
address parameters. The number of matching bid identifiers
that are retwmed is determined. IT there 1s only one malching
bid request that is ideniified, then the scarch ends. However,
it in this first stage of query, multiple bid identifiers are
returned, a next stage or level of querving can be pertformed
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on the bid identifiers returned in response to the first stage
ol query. where additional paramelers. such as an operaling
syslem and user agent. are used Lo (iller those bid identifiers
[urther 1o ind an exact malch.

If a corresponding bid identifier had tailed to be delivered,
or its TTL had expired prior to the ad request being delivered
or the querying having been performed. then the bid iden-
tifier will notl he in data siore 318, and no bid identifler is
returned. In this case, bidding is still performed on the ad
request, but without the contextual metadata that had been
included in the pavload of the bid identifier.

II' a matching bid identifier is [ound. the data (c.g.
contextual metadala or contextual metadata identifiers)
stored for that entry is returned 1o the RTB server to facilitate
resource allocation (e.g., bidding on the ad request).

Ay deseribed above, in some embodiments. instead ol
including specilie values of conlextual metadata for specilic
fields. when the client device generates the bid identifier. the
bid identifier is generated such that the pavload includes
contexmal metadata identifiers usable to obtain additional
[urther informalion or contextual metadata. As one example.
the payload includes a content identifier. channel identilicr.
client identifier, stream-tvpe, session identifier, etc., where
the DSP then performs a query of other data stores. For
example, the collector service queries respective data stores
(t.g.. conlent data store 322 is queried [or contextual mela-
dala perlaining lo a conlent ilem being viewed. and device
data store 324 is queried for contextual metadata corre-
sponding to a particular device identified by the content

identifiery with these contextual meladata identifiers 1o leich 3

the additional metadata values for the corresponding enli-

tics. In some embodiments, such data stores are collocated

at the DSP with RTBs, and are managed by the DSDP.
Thus, as shown in the above example, in some embodi-

menis. the collector service uses contextual metadata iden- 3

tifiers that were in the payload ol a bid identilier o perlorm
[urther queries of data stores Tor additional contextual mela-
data vsed 1o facilitate the bidding transaction.

In some embodiments, as an optimization, when the bid
identifier 1s received by the DSP bid identifier server the
collector 316 also uses the payload of the received bid
identifier 1o pre-tetch the corresponding metadata values for
the identifiers in the pavload (e.g., by performing a query of
the wvarious contextual metadata servers, as described
dbove). [n this way. the detailed contextual metadala {(c.g..
content genre. viewer information. ele) is pre-letched and
maintained locally with the bid identifier.

In this way, when an ad request is received later on and
a query of the bid 113 server is made, the contextual metadala

is already cached with the corresponding bid identifier, and s

the pre-letched metadata may be provided or relumed 1o the
RTB directly as output (without requiring the RTB to receive
the bid identifier, extract the contextal metadata identifiers,
and then perform another query Tor contextual metadata at
the time ol processing ol a received ad request).

In some embodiments, the pre-fetched metadata also has
a TTL that matches the corresponding bid identifier, and is
also removed when the TTL expires (e.g., to save storage
space).

In some embodimenis, the 18P is in communication with
an entity or platform such as a coutent analyvtics platform,
which, for example, is operated or provided by an entity that
also provides the sensor that is collecting data from content
playing devices (as well as the collector service on the DSP).
and provides analytics on such dala {c.g.. such as the video
that a user is watching, what is the genre of the video, its
length, its asset name, etc.). This may include intormation
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passed by a publisher, where the analvtics plattorm performs
analytics and relums resulls of the analytics back Lo the
publisher. In some cmbodiments. the analytics platlorm
provides such data o the DSP. As one example, a periodic
batch job is pertormed in which one or more of the DPS’s
databases (e.g., content data store 322 and device data store
324) are populated with such data. In some embodiments,
the populated data is associaled with an identifier that
malches 1o an identifior that is in a bid 1. as deseribed
above (that is, the identifier in the data provided (o the 18P
from the content analytics platform matches to a higher level
contextual metadata identifier generated in the client-side
sensor (SDK) and included in the bid identifier pavload). For
cxample, lor a cerlain conlent assel, metadata aboult the assel
such as genre. content length, cpisode number, season
number, cle. that s provided 1o the DEP is also associaled
with a corresponding content identifier, where the same
content identifier is also generated by the client device (from

2 which the bid ID is generated). Thus, in some embodiments,

there 1s & synchronous operation o generale the identifiers.

Thus. in some embodiments, when a real-lime bidder
obtains a bid ID as a result of the matching described above,
the bid ID is opened, and the identifiers from the bid ID are
obtained. In some embodiments, the identifiers in the bid ID
are then used o access the one or more databases (c.g.,
conlent data store 322 and device data store 324) populated
with the contextual metadata specific to those identifiers,
which can then be used to facilitate bidding,

In some embodiments, the specilic conlextual metadata
associaled with the higher level identifiers in the bid 11D were
provided (o the 18P as partl ol a balch process (where (hey
were stored to the contextual metadata stores). In other
embodiments, rather than storing such data on the DSE, the
18P makes a real-lime query, Tor example. 1o (he analylics
platlorm, lor the specilic data corresponding Lo an identifier
{where it may be specilied in the query). In some embodi-
ments, 1o address latency issues with making such a query
to an entity external 1o the DSE, a server that is in the same
or close geographical reglon Lo (he 18P may be established
that includes the contextual metadata to be oblained.

In some embodiments, the above described scheme using
higher level identifiers in the pavload of the hid identifier
provides further control over data exposure concerns of the
publisher. as the publisher can control what publisher con-
lextual metadata is provided 1o what 1SP. while only a high
level identifier is included in a bid 1D or ad/bid request that
will pass through the various intermediate entities of an ad
ceosyslem. Purther de-ldentilication of some  identifiers
{c.g.. subscriber identifiers) may be perlormed, as described
dhove.

Further, by vsing identifiers rather than including meta-
data valves, the size of the bid 1D may be controlled (and
made, for example. more lightweightl. reducing network
resources used). Lurther, enrichment ol metadata [rom other
data sources, or handling of discrepancies in naming con-
ventions may be handled by the content analvties plattorm.
For example, even for the same publisher, the raw metadata
for a data leld may be different lor dillerent platforms (c.g.,
Roku versus Android). For example, the same conlent name
may be sent, but with the raw content name worded or
formatted differently for the different platforms. This may
cause issues lor the DSP il the raw data lor the same conlent
name is coming in differently from different devices. In
some embodiments, normalivation is performed by an entity
such as the analytics platform, which then sends metadata 1o
the ISP that is normalized across the different plattorms,
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In some embodiments, the DSI is configured to provide
differentiated processing o accommodale both bid identifi-
ers that are included in the ad request, as well as bid
identifiers thal are senl by a separale chamnel {using. for
example, the direct path bid identifier techniques described
herein). For example, in some embodiments, when a bid or
ad request is received, the D8P is conligured o determine
whether the bid request includes a transaction identilier and
contextual information. For example, in some embodiments,
the bid identifier is included in a field of the ad request that
is known 1o the DSI (where the DSI knows what field will
have the bid identifier). where the 18P includes logic Tor
exlracting information [rom that ficld 1o delermine the
presence of a bid identifier. If the ad request includes the bid
identifier, then a query is not made for a matching transac-
tion identifier. as described above. and (he information
embedded in the bid request is used direetly (o scleel an
appropriaie ad. IT. om the other hand, the bid identifler is not
in the bid request, then the svnchronization techniques
described herein are performed 1o identity a corresponding
transaction ideniifier thal was senl on a parallel path w the
ad request, as described herein.

In this way, the direct path bid 1D techniques described
herein exist in hybrid with existing bid ID mechanisims. In
some embodiments, as described above, the RTBE on the
DSP includes logic lo determine whether a bid 1) is
included in a bid request or was senl via an allemate path
(e.g., the direct path described herein). Thus, based on a
determination of whether the bid ID is included in the bid

request, the RT13/138P can delermine whether or not a bid 113 3

had been sent directly on a parallel path. and whether o
query the collector service Lo identily a matching bid iden-
tifier in order to obtain contextual metadata. For example, if
a bid ID> is directly included in the bid request, then the RTB
determines that it does not need 10 query the colleclor
service. However, iF 1L 1s determined that the bid 1) is not in
the bid request. then it is determined (hat the bid 1) was sent
via an alternate path. In this case, as described above, the
RTB then extracts information/fields thom the bid request
(c.g.. public IP and publisher 11D and uses them as keys Lo
access the collector service and identify a bid 11 that had
been sent on a path different from the bid request (which is
why the bid ID was not in the bid request). Thus, using the
key, the RTB is able 1o determine which bid 1D corresponds
1 which bid request. even though the bid 113 and the bid
request came via different communication paths.

Facilitating Resource Allocation

In response to the querving by the RTB for a matching
resource identifier, il a malching resource allocation identi-

fler is [ound. the collector service provides the correspond- 5

ing contexiual meladala i a response 1o the RUB. In some
embodiments, the collector service also adds the stream-type
as a field. The RTP then uses the contextmal metadata (that
had been in the payload of the bid identifier and/or oblained

by perlorming a query using at least a poriion of the payload s

information) to facilitate bidding on the corresponding ad
request.

The plaver receives advertisements (e.g., links 1o the
advertisements) which may be inserted into requested con-
tent by the client device. or inserted by a server side ad
stitcher such as ad stitcher 308, which, for example, gener-
ates a manifest file that includes links to the selected
advertisements that won the bids.

As shown in this example, by providing conlextual meta-
dala inlormation via an altermate path than the ad request
patly, the contextual metadata information was not passed
through the ad request path, and thus privacy of the infor-
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mation was protected from the various components in the ad
request path (as it is not exposed at all o those enlitics on
the ad request path). lior example viewer behavior informa-
tion is controlled and is not exposed (o other entities in the
ad request path. Further, the information that can be made
available to the DSP for facilitating improved bid targeting
need 1ot be constrained by the limits imposed on ad
requests. The publisher's inlormation (e.g.. aboul its sub-
seribers) is also protected.

Other benelits ol the resource allocation  echnigues
described herein include:

Advertising HEeosystem Agnosticism:

Ags described above, in some embodiments, the resource
allocation lechnigques described herein create a highly syn-
chronized data path in real-time that is parallel 1o the ad
request path rom the player, direetly lo the DSP™s network.
As a result, it is agnostic of the ad ecosvstem. This provides
a benefit in that the same resource allocation techniques

ap described herein are compatible with any programmatic

cnvironment. In this way. the resource allocation (echnigues
deseribed herein may be sealed across mulliple publishers,
DSPs with muoeh less complexity.

Simpler Integration:

The integration of such a synchronized data path is
simplificd [or client devices. Vor example. using (he tech-
niguecs described herein the player need only make a call 1o
the sensor (e.g., library installed on the client device).
Nothing else needs to be changed for the plaver, and as
deseribed above, the sensor handles sending of the bid
identificr in real-time (o the 18P such that it can be fetched
by the R113s in real-time when an ad request arrives.

Increased Control Orver the Bid Identifier:

In some embodiments, the bid identifier is transmitted and
received by components (c.g., sensor and bid identifier
collector) provided by the same enlity. Because ol this. there
i more control with respeel o the propertics of the bid
identifier, so that the bid identifier may be transmitted more
securely and efficiently, with, for example, reduced network
lateney. greater extensibility, and less cxposure of dala 1o
other entities, as described above.

FIG. 4 iz a flow diagram illustrating an embodiment of a
process for causing a resource allocation identifier and a
corresponding resource allocation request to be transmitted
vid parallel communication paths. In some embodiments,
process 400 is exceuled by client device 302 ol UG, 3. In
this example, the process begins at 402 when a resource
allocation identifier (e.g., bid identifier described above)
corresponding o a resource allocation request (e.g., ad
request deseribed above) s generated. For example. the
resource  allocation request perlains o allocation of a
resource associated with streaming of an audiovisual content
item (e.g., request for an advertisement to fill one or more ad
slots associated with a streaming video session). A [first
portion ol the resource allocation identifier includes a set ol
kevs. Examples of parameters to be used as kevs that are
included in the key portion of the resource allocation iden-
tifier are described above (e.g., publisher identifier, public II*
address ol the client device rom which the resource allo-
cation identifier is transmilled). A sccond portion of the
resource allocation identifier includes a pavload. The pay-
load includes information associated with conrextual meta-
data perlaining lo the resource allocation request. ixamples
ol contexiual meladata are described above. In some
cmbodiments. as described above, the payload includes
contextual metadata identifiers usable to obtain the contex-
tual metadata.
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At 404, a first transmission is pertormed. Performing the
first transmission includes transmitling a [irst message
including the resource allocation identifier. In some embodi-
ments. the first message including the resource allocation
identifier 15 directed to a first address associated with a first
entity (e.g., collector service in a DSP environment, as
deseribed above).

In some embodiments, steps 402 and 404 are perlormed
in regponse to a call (e.g., AP call) 1o initialize and transmit
a resource allocation identifier corresponding to a resource
allocation request, as described above,

AL D6, a sceond lransmission 1s perlormed. Perlorming
the second transmission  includes transmilling a sccond
message that causes transmission of the resource allocation
request corresponding 1o the resource allocation idemifier.
I'or example, the sceond transmission includes (ransmission
ol the resource allocation request (c.g.. ad request) or a play
request that causes the resource allocalion request 1o be senl.
The second transmission is directed 1o a location or address
of @ second entity that is different from the first entity (e.g.,
ad stitcher or ad server versus collector of a DSP environ-
menl. o which the message including the resource alloca-
tion identifier was addressed). In some embodiments, the
second transmission performed at 406 is initiated subsequent
10 having made the call 1o initialize and transmit the resource
allocation identifier.

IIG 5 s a [ow diagram illustrating an embodiment ol a
process for processing a resource allocation identifier. In
some embodiments, process S00 is executed by collector

316 of L'IG. 3. "The process beging al 502 when a resource 2

allocation identifier {e.g., bid identifier, as described above)
is received. As described above. in some embodiments, the
resource allocation idenrifier includes a first portion includ-
g one or more kevs, and a second portion including a

payload of information associaled with contextual meladata 3

(t.g.. cither the contextual metadata itselll or conlextual
metadata identifiers usable o oblain the contextual mela-
data).

At 504, based at least in part on the one or more keys in
the resource allocation identifier. the resowrce allocation
identifier is stored 1o a data store. lor example. the resource
allocation identifier is stored to an -memory store. As
described above, in some embodiments, the resource allo-
cation identifier stored to the data store is associated with a
time-to-live (I'I'LY. Further details regarding 1°0'1s are
deseribed above.

In some embodiments, as described above, the payload of
the bid identifier is included in the record for the bid

identifier in the data store. The payload may include con-

textual metadala andfor conlexiual meladata identiliers. As =

deseribed above. in some embodiments, il coniexiual mela-
data identifiers were inchided in the bid identifier, the
corresponding contextual metadata is pre-fetched (e.g., by
perlorming a query using the contextual metadata identifi-

ers) and cached when the resource allocation identifier s 5

stored.

FIG. 6 is a flow diagram illustrating an embodiment of a
process for processing a resource allocation request. In some
embodiments, process 600 is executed by resource alloca-
tion platform 314 o[ I'1(3. 3. The process beging al 602 when
a resource allocation request (e.g., ad request, as described
above) is received.

In some embodiments. a sel ol query paramclers is
determined [rom al least a portion of the resource allocation
requesl. For example. as deseribed above, a set of field
values is extracted trom the resource allocation request to be
used as kevs in a query to identity a corresponding resource
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allocation identifier (e.g., bid identifier, as described above).
In some embodiments. as deseribed above. the fields or
paramelers whose values are 10 be used as query keys may
be predetermined. where the same paramelers are used
between the resource allocation request and the resource
allocation identifier, so that matching may be performed.

ALl 604, 1 query is made Lo a data store [or a resource
allocation identifier corresponding 1o the resource allocalion
request (e.g., using the parameters extracted from the ad
request, as described above). In some embodiments, the
resource allocation identifier was previously received and
stored Lo the data store (e.g.. an in-memory data slore, as
deseribed above) using process S00 of UG, 5.

It the resource allocation identifier is in the data store,
then at 606, contextual metadata associated with the
resource allocation request is received. lor example. the
conlexlual metadata is directly obtained rom the record
associaled with the resource allocation identifier. As another
example, as described above, the record for the resource
allocation identifier entry in the data includes contextual
meladata identillers. where the identifiers are used o query
lurther data stores lor the contextual metadata. In some
embodiments, as described above, the contextual metadata is
pre-tetched and cached when the resource allocation iden-
tifier was stored (and may theretore be returned directly in
response o the query lor a matching bid identifier, without
requiring additional query ol contexiual metadata stores).
The contextual metadata may then be vsed 1o facilitate
resource allocation (e.g., selection of an advertiselment 1o
Mllll or satisly the ad request or resource allocalion
request).

IT the corresponding resource allocation identifier is nol
identified (e.g., because the resource allocation identifier
was hot delivered, or the resource allocation identifier
expired duc lo exceeding ity lime-lo-live). then resource
allocation proceeds withoutl additional contextual metadala,
as described above.

FIG. 7 iz a flow diagram illustrating an embodiment of a
process for svachronizing a resource allocation request with
a resource allocation identifler. In some embodiments, pro-
cess 700 is exceuled by resource allocation platlorm 314 of
FIG. 3. The process beging at 702 when a resource allocation
identifier (e.g., bid identifier) is received. In some embodi-
ments, the resource allocation identifier is received and
stored according (o process SO0 ol IG. 5.

AL 704, a resource allocation request {e.g.. ad request, as
described above) is received. At 706, the resource allocation
request is matched with the resource allocation identifier. At
T08. based at Teast in part on the match. contlexlual metadata
associaled wilh (he resource allocation request 1s received.
In some embodiments, steps 704-708 are perlormed by
executing process 600 of FIG. 6. In some embodiments, as
described above, resource allocation (e.g., selection of an
advertisement 1o [l one or more ad slots associaled with a
streaming video sessiom) 15 Tacilitated at least in part by
vsing the contextual metadata.

Although the forepoing embodiments have Dbeen
described in some detail for purposes of clarity of under-
standing, the invention is not limited (o the details provided.
There are many aliernative ways ol implementing the inven-
tion. The disclosed embodiments are illustrative and not
restrictive.

Whal is claimed is:

1. A syslem, comprising:

a processor configured o

recerve a first message comprising a resource allocation
identifier;
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associate the resource allocation identifier with a time-
to-live window;

al a lime subsequent o receiving the [irst message.
receive a sceomd message comprising a resource
allocation request pertaining to allocation of a
resource associated with streaming of an audiovisual
content item;

based at least in part on delivery of the scecond message
within the (ime-lo-live window associated with the
resource allocation identifier comprised in the first
message, match the resource allocation request com-
prised in the second message with the resource
allocation identifier comprised in the first message;

based al Teast in part on the matching, receive conlex-
tual metadata associated with the resource allocation
request: and

tacilitate fulfilling of the resource allocation request at
least in part by using the contextual metadata; and

a memory coupled to the processor and configured to

provide the processor with instructions.

2. The system reciled in claim 1. wherein the resource
allocation identifier comprises a first portion and a second
portion, the first portion comprising a key, and the second
portion comprising information associated with the contex-
tual metadala pertaining o the resource allocation request.

3. "The system recited in claim 2, wherein (he second
portion comprises the contextual metadata.

4. The system recited in claim 2, wherein the second
portion compriscs a conlextual metadata identifier.

5. The system reciled in claim 4. wherein the processor s
[urther comiigured 1o fetch the contextual metadata at least in
part by performing a query of a data store using the
contextual metadata idenrifier.

6. "The system reciled in claim 1. wherein subsequent Lo
receiving the (st message comprising the resource alloca-
tion identifier, the processor 1s [urther conligured Lo store the
resource allocation identifier to a data store based at least in
part on a key included in the resource allocation ideifier.

7. The system reciled in claim 1. wherein subsequent Lo
receiving the sceond message comprising the resource allo-
cation request, the processor is further configured to deter-
mine a key trom at least a portion of the resource allocation
request.

8. The system reciled in claim 7. wherein perlorming the
malch comprises using the key o perlorm a query ol a dala
store for the resource allocation identifier.

9. The system recited in claim 8, wherein the resource
allocation identifler is identified in response 1o perlorming
the query.

10, "The system reciled in claim 9. wherein the contextual
metadata is recerved in response 1o identifving the resource
allocation identifier.

11. The system reciled in claim 9, wherein in response Lo

identilying the resource allocation identilicr. the processor is - s

further configured to:
receive a coltextual metadata identifier; and
receive the contextual metadata at least in part by per-
forming a lookup using the conlextual metadata iden-
tifier.

12. The swstem recited in claim 1, wherein the first
message was transmitted thom a client device comprising a
content player, and wherein the resource allocation identilier
was generated al the client device.

13. A method, comprising:

recerving a first message comprising a resouree allocation

identifier;
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associating the resource allocation identifier with a time-

lo-live window:
al a lime subscquent lo receiving the [irst message,
receiving a second moessage comprising a resource
allocation request pertaining to allocation of a resource
associated with streaming of an avdiovisuval content
item;
hased al least in part on delivery ol the second message
within the Ume-to-live window assoclated with the
resource allocation identifier comprised in the [first
message, matching the resource allocation request
comprised in the second message with the resource
allocation identifier comprised in the first message;

hased at least in part on the matching, receiving conlex-
tual metadata associaled with the resource allocation
request: and

facilitating folfilling of the resource allocation request at

least in part by uvsing the contextual metadata.

14. The method of claim 13, wherein the resource allo-
cation identifier comprises a [irst portion and a sccond
portion. the first portion comprising a key, and the second
portion comprising intormation associated with the contex-
twal metadata pertaining to the resource allocation request.

15. The method of claim 14, wherein the second portion
comprises the conlextual metadata.

16. The method of claim 14, wherein the second portion
comprises a contextmal metadata identifier.

17. The method of ¢laim 16, further comprising fetching
the contextual meladala al least in parl by performing a
query ol a data store using the contextual meladata identificr.

18. The method ol claim 13, wherein subsequent 1o
receiving, the first message comprising the resource alloca-
tion identifier, further comprising storing the resource allo-
cation identifier Lo a data store based at Teast n part on a key
included in the resource allocation identifler.

19. The method ol claim 13, wherein subsequent 1o
receiving, the second message comprising the resource allo-
cation request, turther comprising determining a key from at
least a portion ol the resource allocation requoest.

20. The method of claim 19. wherein perlorming the
match comprises vsing the key to pertorm a query of a data
store for the resource allocation identifier,

21. The method of claim 20, wherein the resource allo-
cation identifler is identified in response o perlorming the
query.

22, The method of claim 21, wherein the contextual
metadata is received in response to identifving the resource
allocation identiller.

23, The method of claim 21, wherein in response 1o
identilying the resource allocation identifier, lurther com-
prising:

receiving a contextual metadata identifier; and

receiving the contextual metadata al least in parl by

perlorming a lookup using the conlextual metadata
identifier.

24. The method of claim 13, wherein the first message
wag ransmitted from a client device comprising a content
player. and wherein the resowree allocation identifier was
generaled al the client device.

25. A computer program product embodied in a non-
transitory computer readable storage medivm and compris-
ing compuler instructions lor:

recelving a (irst message comprising a resource allocation

identifier;

associating the resource allocation identifier with a time-

1o-live window,
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al a tine subsequent 1o receiving the first message,
receiving a sceond message comprising 4 resource
allocation request perlaining o allocation ol a resource
associaled with streaming ol an audiovisual conlent
item;

based at least in part on delivery of the second message
within the time-to-live window associaled with the
resource allocation identifier comprised in the (st
message, matching the resource allocation request
comprised in the second message with the resource
allocation identifier comprised in the first message;

hased al least In part on the malching. receiving conlex-
lual metadata associaled with the resource allocation
request; and

facilitating tulfilling of the resource allocation request at
least in part by using the contextual metadata.

—
1
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