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1
AUTOMATIC DIAGNOSTICS ALERTS

CROSS REFERENCE: 10O (TR
APPLICATIONS

This application is a continmation of TS, patent applica-
tion Ser. No. 15/994.534, entitled ATTTOMATIC DIAG-
NOSTICS ALLRTS fled May 31, 2018 which is incorpo-
raled herein by relerence for all purposcs. which claims
priority to US. Provisional Application No. 62/514,672,
entitled AUTOMATIC DIAGNOSTICS ALERTS filed Jun.
2. 2017 which is incorporaled hercin by relerence [or all
purposes.

BACKGROUND OF THE INVENTION

Over the top. online video streaming (1) over the
Internet has been rapidly growing. or example. in addition
10 medinms such as traditional cable television, many con-
tent publishers are placing their videos online. In some
cases. some conlenl may only be watched online. The
growlh ol O] video streaming has increased o the point
that online video trallic now consumes a large portion ol
global Internet traffic.

Delivery of content such as videos involves many entities
and many distribution paths. Any cnlity along any ol the
content distribution paths may [ail silently, al any time.
directly causing degradation of the viewing experience.
Improved techniques for handling failures in a content
distribution ecosvstem are needed.

BRIV DESCRIPTION OF TTIE DRAWINGS

Various embodiments ot the invention are disclosed in the

lollowing detailed deseription and the accompanying draw- 3

ings.

IIG. 1 illustrates an embodiment of a video streaming
pipeline.

FIG. 24 illustrates an embodiment of an environment in
which anomalics In a video sireaming pipeline are identified
and the rool causes ol the identificd anomalics are diag-
nosed.

FIG. 2B illustrates an embodiment of a machine learning
module for facilitating anomaly detection.

I'IG 3 illustrates an embodiment of deleeling an anomaly.

IIG. 4 illustrates an embodiment of diagnosing a root
cause of detected anomalies.

FIG. § illustrates an embodiment of diagnosing a root
cause ol delected anomalics.

IIG. 6A illustrates an embodiment ol a distributed s
anomaly detection and rool cause diagnosis processing
pipeline.

FIG. 6B illustrates an embodiment of defermining group
level metrics.

I'IG 6C illustrales an embodiment of delermining aggre- s

gate (QoE metrics on a dimension.

FIG. 7 illustrates an embodiment of an interface for
reporting anomalies and root causes.

I'IGr. 8 illustrates an embodiment ol a reporting inlerlace
lor a particular content publisher.

FIG. 9A illustrates an embodiment of a diagnosis inter-
face.

IIG. 913 illustrates an embodiment of a portion ol a
diagnosis graph.

IIG. 10A illustrates an embodiment of a diagnosis inler-
face.

FIG. 10B illustrates an embodiment of a diagnosis graph.

[

1

Pl

ta

40

45

.t

Gl

G5

2

FIG. 11 is a flow diagram illustrating an embodiment of
a process [or anomaly delection and root cause diagnosis.

DITATLED DESCRIPTION

The invention can be implemented in numerous ways,
including as a process; an apparalus; 2 syslom: 4 composi-
lion of mailer; a compuler program product embodied on a
computer readable storage medinm; and/or a processor, such
as a processor configured 10 execute instructions stored on
and/or provided by a memory coupled 1o the processor. In
this speeilication. these implementations, or any other lorm
that the invention may lake. may be referred o as wech-
niques. [n general, the order of the steps of disclosed
processes may be altered within the scope of the invention.
Unless staled otherwise. 1 component such as a processor or
a moemory described as being conligured o perlorm a lask
may be implemented as a general component thal is lem-
porarily confisured 1o perform the task at a given time or a

20 specific component that is manutactured 1o perform the task.

As used herein, the lerm “processor’ relers 0 one or more
devices. cireuits. andior processing cores comligured 1o
process data, such as computer program instructions.

A detailed description of one or more embodiments of the
invention is provided below along with accompanying fig-
ures that illustrale the principles of the invention. "The
invention is deseribed in connection with such embaodi-
ments, but the invention is not limited to any embodiment.
The scope of the invention is limited only by the claims and
the invention encompasses numerous allernatives, modili-
calions and equivalents. Numerous specilic details are sel
forth in the lollowing description in order lo provide a
thorough vnderstanding of the invention. These details are
provided for the purpose of example and the invention may
be practiced according (o the claims withoul some or all of
these speeilic details. or the purpose ol clarity, technical
malerial that is known n the technical fields related 1o the
invention has not been described in detail so that the
invention is 0ot unnecessarily obscured.

FI1G. 1 illustrates an embodiment ol a video streaming
pipeline. Content delivery may involve many parlics and
many paths, with no single end-to-end owner. An example of
a simplified streaming, pipeline (that does not include entities
such as content management systems (CMS), digital rights
management (DRM)), or ads) is shown in PIG. 1. Publishers
102 produce dala (c.g., raw content) and encode the data
{e.g., using encoder 104). The encoded versions of the raw
content are then placed on origin servers (106), which are
typically owned by the publishoer.

l:dge servers ol content delivery networks (C1DNg 108 and
110, which acl as a lorm ol cache layer lor the content. then
pull content from the origin servers if' an edge server
receives a request trom a content plaver, but does not have
the requested content item.

Om the client side, a variely of devices, such as smart-
phone 112, tablet 114, laptop 116, and set top box 118 may
be used 10 play the video content. Other tvpes of devices
such as gaming consoles and smart televisions may also be
used Lo play video contenl. The player on cach device sends
requests o the CDN server through different Intemel service
providers (ISPs), such as wireless IS 120 and Cable/DSL
ISP 122, in order 1o stream the content. The requested
conlent is [eiched rom the edge servers, passes through
backbone network 124 and the [8Ps, and is ultimalely
delivered o the client devices (o be played.

Asg shown in the example of FIG. 1, there are many
entities and many paths, with no single end-ro-end owner of
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3
the entire content distribution pipeline. Any entity in the
pipeline could [ail al any time. directly causing degradation
in the quality ol the video experience ol the end users of the
client devices.

For example, suppose that the video plaver of'a device has
a bug which causes many viewers nsing the device to butter
for a long period of time in the middle of video plavback. In
this scenario. il il can be determined that only the iPhone 1s
the issue, and nol any other device or enlity in the delivery
pipeline. then the device player can be debugged and the
issue resolved.

Typically, however, issues may occur on many enfities
along the streaming pipeline. For example, consider the
scenario in which users are walching a live event on different
devices  smartphones. desklops, and set lop boxes. The
devices stream [rom multiple C1INs, where cach CDN has
irs own live encoder. Suppose that the encoding tor a first
CDN, CDN 108, has an issue and no more data can be
pushed to CDN 108 atter a certain point, causing all devices
streaming [rom CDN 108 (o buller [or an exiended period of
time. In this case. high bullering ratio would be observed on
CDN 108, as well as on many types of devices.

Ag described above, there is no single end-to-end owner
of the content delivery pipeline. The various parties and
enlitics involved in (he content delivery pipeline (ypically
are separate and do nol work with cach other. ['there are any
issues that oeccur in the content delivery pipeline, this
fragmentation of the ownership of the pipeline malkes issues

difficult 0 debug, and even more difficult o fix. For 2

example. even iF an I8P in a cerlain region observes that
there is bandwidih comgestion, the I8P issue would not be
visible to the publisher. The publisher, who is concerned
with the experience of end viewers, would have no ides the

causce of issucs with end viewers whose slreaming experi- 3

ence 15 sullering duc to the I8P congestion problem.

Thus, it is challenging o deteet and determine the root
cavse of the issves in a content delivery pipeline. Viewing
quality has a large impact on viewer engagement. For
example. a 1% increase in rebullering ratio (the percenlage
ol time a user spends in bullering. aller the video starls) can
cause viewers to spend less time watching content, as well
as causing increased churn (which will continve to inecrease
as viewers' expectations contilve 1o increase). Without
deteeting issues and determining their root cause, eflfective
aclioms canmol be taken, and the quality of viewers™ expe-
riences will continue to suffer while the issue remains
unidentified, and therefore, unresobved.

Using the tlechnigques described herein. anomalics or

issues along (he streaming pipeline are detected. and the oot s

causc of the detected anomalics is identilied. A single issue
mayv manifest itself in multiple, different areas. For example,
a problem with video encoding may trigger issves at the
CION level, the device level, ele., resulling in multiple

anomalics arising in different components in the streaming s

pipeline, even though the video encoding is the actual, single
root cause of all the issues that are seen across the various
components. Thus, even it anomalies can be detected, it can
be diMicull 1o undersiand where the true cause of the issue
lics so thal appropriale aclions can be taken 1o resolve the
issue. Using the root cause diaghosis techniques described
herein, even if multiple anomalies are detected, the anoma-
lics may be reconciled, and a single rol cause ol the
anomalics may be determined. The detected anomalies and
their diagnosed rool causes may then be reporled o various
entities in the streaming pipeline, informing them of
detected problems and where the source of the problems is.
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Further, using the techniques described herein, the
anomaly detection and rool cause diagnosis is perlormed in
near-real lime {e.g.. al minule granularity ). Detleeling quality
issucs n the viewing experience ol many viewers. diagnos-
ing the root cause among the many entities in the content
delivery pipeline, and providing rich supporting metadata 1o
aid in troubleshooling (c.g., by sampling impacted views
with rich metadata and using lime series of aggregated
metrics) in near-real time allows for issves and their cavses
to be identified quickly, ensuring good viewing experiences
and maximizing, viewer engagement.

While example embodiments in a video streaming (e.g.,
live and on-demand streaming) ceosystem are deseribed
below, the techniques described herein can variously be
adapted 10 accommodate any tvpe of andiovisual or mult-
media content distribution, as applicable.

II1G. 2A illustrates an embodiment ol an environment in
which anomalies in a video streaming pipeline are identified
and the root causes of the identified anomalies are diag-
nosed. In this example, devices 202-206 include video
players used Lo play streaming conlent (c.g.. whether live or
video on demand (Vol)). Nach player has running 2 sensor.
The sensors continvously monitor the quality of the viewing
experience for individual video sessions and send the mea-
surements periodically back to content distribution monitor
210 (e, over nelwork 208, such as the Internet). In this
cxample, the quality ol experience (Qolt) measurements are
sent in the form of heartbeats. The heartbeats may be sent
petiodically 1o the content distribution monitor (.2, every
20 sceonds).

In various embodiments. a heartbeal includes a session
identifier {of the sesslon [or which the measurements are
taken). The heartbeat also includes raw measurement data.
The raw measurement data is nsed to compute QoE metries,
such as rebullering ratio. video startup failure, exil beflore
video starl, cle. lior cxample, a heartbeal may conlain
bullering time and playing ime measurements, which are
then used to compute the rebutfering ratio metric. The
heartbeat also includes metadata about the session, such as
the client device type (e.g.. iPhone, Android, desklop. lap-
lop. cle.) the operating system ol the client device. the
version of the operating svstem, the asset being plaved
during the session, whether the content is live or VoD, the
CDN (e.g., Akamai, Level3, etc.) trom which the asset is
being streamed. and an Internet Protocol (IP) address of the
client device. In some cmbodiments. the Inlernel service
provider (ISD?) (e.g., Comcast, AT&T, Verizon, ete.) used by
the client device is derived from the IP address of the client
device.

Conlent distribution momitor 210 is conligured o monitor
the quality of the viewing expericnee of the video sessions,
optimize the quality of the viewing experience, and maxi-
mize the viewer experience. Various entities may utilize the
services of the content distribulion monitor. For example,
15Pg, CDNs, Publishers. cle. may be customers thal con-
sume the services provided by the content distribution
manitor,

Ag shown in this example, the heartbeats transmitted from
the various devices are received by galeway(s) 212, As one
cxample, a galeway is implemented as a hyperlext transler
protocol (HTTT) gateway server. The heartbeats are then
placed on queve 214. In one embodiment, queve 214 is
implemented as a Kalka queue.

The quened heartbeats are then passed lrom queue 214 10
real-lime computation stack 216 (also referred o herein ag
the “live” stack). The real-time computation stack is con-
figured to summarize the incoming measurements on a
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per-video session basis (le., generate sunmarized session
dala per session  as identilicd by a session identifier in a
heartbeai). In some embodiments. monitor 210 includes a
socond stack Tor handling historical information (e.g., pre-
viously captured session information).

The summaries are then written to a file svstem 218, In
one example. (ile sysiem 218 is implemented as a distributed
file system such as the Hadoop Distributed File System
(HDFES), where the summaries are to be consumed by other
applications and processes.

In one example embodiment, the summarized heartbeat
entries are stored in files in TIPS, Lach (ile stored in TIDIS
conlains a list of sessions [or a specilic minule. The session
in a file may have various atiributes inecluding metadata and
quality metrics, such as the following example metadata and
quality metrics:

Motadata:

Identifiers about the viewer: Viewer 11, Device 11 {Client

ID), Session 1D

Metadata about the video such as the name of the video =

assel, stream URLL {Unilorm Resource [ocator), ele.

Device metadala, such as the namefversion ol the device
vsed o play the video, the name'version of the oper-
ating, system, the name/version of the plaver, etc.

Geographic (“Geo™) information: Country, state, DMA,
city. longitude, latitude. public 1P address of the
devices. 18P ABN. cle.

CDN(s) used to play the video

Custom metadata: for example, tags set by customers of
the services provided by the content distribution moni-
lor.

Quality Metrics

Startup state: indicates whether, the video just started
within the specific minute, the player is waiting for data

Lo start playback. the session ended without playing any 3

data. cle.

Lifetime metrics: metrics thal are measured since the slart
of the session such as total playing time, total buttering
time, video startup time, average bitrate played since
the start ol the session, session starl lime. session end
lime. cle.

Interval metrics: metrics measured within the correspond-
ing minute such as plaving time within the minute,
buffering time within the minute, average bitrate played
within the minute. cle.

l'rrors encountered

In this example, the summaries are consumed by auto-

matic alerts engine 220, Automatic alerts engine 220 is
conligured 1o automalically detecl and diagnose issucs in

(ncar) real-lime. Automatic alerls engine 220 lurther s

includes time serics compulation cngine 222, anomaly
detection engine 224, root cause diagnosis engine 226, and
reporting engine 228, Automatic alerts engine 220 is con-
figured (o deteet anomalics (and decide when (o fire alerts).

diagnose the root cause ol the deteeled anomalics, and report s

the detected anomalies/diagnosed root causes. In some
embodiments, the processing performed by automatic alerts
engine 220 is repeated or performed on g time-driven basis
(t.g.. every minule).

The rool cause of the detecled issuc may be a single
dimension or a combination of several dimensions by which
sessions may be grouped. The root cause that is identified
may be a speeilic grouping ol entities (or a single entity) in
the content delivery pipeline that is determined (o be the
source of the issue. or example. the rool cause could be
diagnosed as the iPhone device tvpe under the device
dimension. As another example, the root cause could be

[
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diagnosed as the group of sessions using iPhones that
streamed [rom the Akamai CIN.

The anomalics are detected with respect Lo the time series
ol various predelined Qoll metrics. such as rebullering ratio,
video start failures (V8. exils belore video start (1:13VS),
and video startup time (VST) (i.e., 1t is detected whether
there are anomalies in the behavior of those QoE metrics).
In this example, lor every grouping ol sessions, all of the
meltrics are computed. The rool cause of the detected
anomaly is diaghosed 10 determine which specific group of
entities (e.g., some specific device or some specific combi-
nation of device and CDN} is the source of the issue (which
i determined lor cach Qoli metric). The delected issues and
identified rool cause are then reporled. lior example, alerls
are sent out,

An example of the processing performed by issue detec-
tion and diagnosis engine is as follows. The processing
deseribed herein as performed with respeet o cach pre-
defined (ol metric of inlerest.

Al cach minule {or any other lemporal granularity. as
appropriate), time series computation engine 222 is confip-
vred to load, from file svstem 218, all of the session
summaries from the last minute. Time series computation
cngine 222 conlinuously compules (e.g., al cach minule) the
sel ol Quality of Lxperience (Qold) metrics such as video
start failure (VSFE), exits before video start (EBVS), video
startup time (VST), rebuffering ratio, etc., as described
above. The aforementioned example metrics may be used 1o
aggregale the quality experience [rom a large amount of
collected video session data, which may be sent directly by
software sensors integrated in client devices, as described
above.

The aggregated QoE metrics are computed for groups of
sesslons al varying levels of granularity. The groups may
correspond Lo sels ol predelined dimensional allributes by
which the sessions are grouped; lor example. in varlous
embodiments, sessions may be grouped according 1o their
geo-locations (e.g., state, city, or Designated Market Area
{(IOMAY in the United States). device type, as well ag
combinations ol geo-location and  device type. Other
examples of dimensions that may be used for grouping
sesgions include: the name of a video asser that was plaved;
the CDN from which the video data is streamed; whether the
conlent is live or Vol (Video on Demand); and a user’s or
viewer's Intemel Service Provider (I8P), or Autonomous
Swstemn Number (ASN) within a given ISD

The tollowing is an example of dimensions and group-
ings.

Dimensions:

CDN

Device

Live or VOD

Asset

I8P

City

CDN, Device

CDN, Live or VOD

Device, Live or VOD

CDN, Device, Live or VOD

CDN, City

IS, City

CDN, I8D, City
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Groupings (there may be many groups per dimensions,
and several examples are listed below per dimension. with-
oul limilation)
CDN: Akamai, Level 3, Limelight. ldgecast, cle.
Device: iPhone, iPad, FireTV, Roku, xBox, PlavStation,
efc.
Live or VO Live, YOI
Asset: Game ol Throne, The Americans, ele.
ISP Comcast, AT&T, RoadRunner, etc.
City: San Francisco, New York, London, ete,
CDN, Device: (Akamai, Rolan), (Akamai, xBox), etc.
CDN, Live or VI (Akamai, Live. Roku). (Akamai.
Y1), xBox). cle.
Device, Live or VOD: (Roku, VOD), (iPhone, Live), etc.
CDN, Device, Live or VOD: (Akamai, Roku, Live),
{I.eveld. iPhone. YOI, cle.
CDN, City: (Akamai, S8an I'rancisco), (1.evel3, Chicago).
{Akamai, Darmstadi), cle.
ISP, City: (Comeast, Denver), (Verizon, Boston), etc.
CDN, ISI, City: (Fastly, Verizon, Baltimore), (Akamai,
Verizom. Boston), (Akamai, AU&T. San Dicgo). cle.
‘The various groupings are perlormed because 1ssucs may
oecur with respect 1o any of these groups, and any of these
groups may be the source of the issue. The session data tor
the last mimite may be grouped by the predefined dimen-
slons. as shown above. For example, suppose that only the
three dimensions CIDN. Device, and ASN are under consid-
eration. The difterent types of ways in which session may be
grouped by (also referred to herein as “groupby tvpes™)
would then be <ALl (represcnting the group of
slonsflraflic).  <CIN=,  <DEVICE=,  <ABN=  <CIIN.
Devices, <CIIN. ASN=, <Device. ASN= and =<CIIN.
Device, ASN=, resulting in a total of 2°3 8 types. Each type
has the detailed dimension values or attributes filled in. As

shown above, cach dimension may have many different 3

aliribules or values.

Asg deseribed above, In this example. al cach minute. time
series computation engine 222 computes the aggregated
(e.g., average) QoE metrics per group from the numerous
video sessions collecled in the Tast minute. The computed
Qol: metrics [or the minute are then combined (e.g.. joined)
with the QoE metrics computed for previous minutes to
construct the time series per metric per aroup. A time series
per group is also referred to herein as a “groupby™ time
serics. 4% 1 18 a time series compuled lor a subsel or group
ol sessions that has been (Tllered according (o a combination
of dimension values or attributes. As one example, the QoE
metrics computed for the minute are combined with the QoE
metrics computed [or the past 60 minutes. which have been
cached (i.c.. as historical information).

In some embodiments. smoothing of the lime serics s
performed to eliminate noisy spikes cansed by low attempts
instead of real issves. The window size is made adaptive to
the volume ol attlempts. To encode logic. an atlempts thresh-

old is set {e.g., 1007 and a look back is done rom the current 5

minute vatil the threshold is met. When the attempts volume
is large, the smoothing logic will not be triggered because
each minute has enough attempts (exceeding the threshold).

Anomaly election

‘The time series construeted per metric per group (e.g.. the
Time series constructed for rebuffering ratio for the group of
<ALL> traffic, the time series constructed for relwitering
ratio [or the group ol sessions under <iPhone, Akamai=, cle.)
are provided as inpul 10 anomaly delection engine 224,
Anomaly delection engine 224 is conligured o determine
whether there is an anomaly detected in a time series for a
metric for a group. For example, based on the evaluation of

all ses- 3
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the time series for the rebuttering ratio metric for the group
<iPhone, Akamai», il 13 delermined whether the group
<iPhone, Akamaiz is anomalous (1.c.. the behavior ol the
bullering ratio metrics appears anomalous [or sesslons
plaved on ilhone devices obtaining content from the Aka-
mai CDN}.

Statistical analysis may be performed on the constructed
lime series ol the metrics 1o deleel anomalics. One example
of a technique for anomaly detection includes determining
and vsing a baseline and threshold. A second example of' a
technique for anomaly detection includes vsing the Hidden
Markov Model. The [irst approach using basclines and
thresholds s deseribed here. Further details regarding
anomaly detection nsing the HMM will be described below.,

Anomaly Detection Using Baselines and Thresholds

The Qol: meltrics may oscillale around a stable or station-
ary baseline over lime. The time serics may be modeled ag
a4 conslanl mean plus random noise. Whenever the noise
portion exceeds a certain level, an issue is claimed to be

20 detected, that is, an anomaly refers 1o a non-trivial spike in

the time series ol a quality melric.

In some embodiments, anomaly detection includes com-
puting a baseline and deviation threshold for each QoE
metric per group, for example, by aggregating QoE metrics
for an extended period of time in which the metric appeared
normal (c.g.. as compared Lo a threshold value. such as video
startup failure rate (V81 %01<0.5%). In one example embodi-
ment, the baseline is the mean of the aggrepated QoE
metrics (per group) within the rime period and the threshold
is computed as a multiple ol the standard deviation plus the
bascline value.

In one embodiment. the mean of the Qol metric. per
aroup, is computed vsing sessions (that are under the group)
within a sliding window (e.g., last 40 hours) as a baseline.
lior example, the trending mean (or moving average) is used
lo compute a bascline [or cach melric on cach group. In
some embodiments, the values ol the Qol: metric ol the time
series are biased towards more recent data. For example,
when computing the moving average, a high weight is
assigned (o the current minute. "The weight is then decayed
{c.g.. exponentially) for the previous minudes (1.c.. older data
has less weight). As one example, an exponential decay rate
01 0.998 is nsed, while maintaining a sliding window of 40
hours, 0.9987(40%60),

In some embodiments, a tolerance bandwidth is computed
based on the compuled standard deviation of the metric. Lior
example, the tolerance bandwidth is computed as a multiple
of the computed standard deviation. The tolerance band-
widih may be used o control alert sensilivily, In some
cmbodiments. the tolerance bandwidth is conligurable as a
per cuslomer parameter, as different customers may have
different expectations and actions on alerts.

A tolerance threshold under which the metrics are con-
sidered normal is then also compuled. where the wolerance
threshold is compuled based on the baseline and the oler-
ance bandwidth. In one embodiment, the tolerance threshold
is the tolerance bandwidth above the baseline.

In some embodiments, when an issue is detected, the
bascline and tolerance threshold are not updated, because
they are used o caplure the natural vibrations ol metrics
without issues oceurring.

The deviation threshold (also reterred 1o herein as an
“issue detection threshold™) is then used o deteet issues lor
cach Qol! metric and group. The issue delection threshold
may be based on the distribution ol arca above and below the
tolerance threshold under normal sitvations. As one
example, the area is confipured based on the standard
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deviation and typical issue observation time. For example,
the arca threshold can be set o be 2*deviation™ 10 min. 130th
the height (number of standard deviations) and width {issue
vbservation lime) of the area can be adjusted.

A group is then marked or labeled as anomalous or “bad™
if’ the metric at the current minute exceeds the tolerance
threshold (e.g., there is a spike in rebullering ratio thal goes
dbove the tolerance threshold). In some embodiments, a
starting and ending time point of the issve is determined.
Both starting and ending points are the cross points between
the tolerance thresheld and metric time series.

In some embodiments. the metrie for the group having
crossed or exceeded the threshold does not aulomaltically
1rigger the labeling of the group as anomalous. For example,
other factors are considered betore the group is labeled as
bad. I'or example, the impact ol the delected event (crossing
ol the metric over the threshold) is compuled. For example.
the impact ol the detecied event may be compuled in lerms
of time and the number of sessions that are impacted. Based
on the impact, the group may then be labeled (or not labeled)
a% 4 true anomaly. The impact threshold [or designating a
detecled evenl as a true anomaly is lunable. For example.
different customers may twne their impact thresholds difter-
entlv. One customer may decide that although the metric
exceeds the threshold, only a small group of users are
impacted. and the small impact is not signilicant enough lor
the event o be labeled or classilied as an anomaly.

Ag one example, of taking into account the impact of an
anomaly, if the QoE metric of the corresponding group at the

current interval (c.g.. one minule inlerval). or within a short 3

period ol Gme (c.g., 10 minuies) is above the deviation
threshold [or at least a comligurable (threshold) ime interval
(e.g., 3 minutes), and there are at least a configurable
(threshold) number of sessions (e.g. 100) considered

“impacted” (ie.. the sessions for which (he Qoll metrics 3

exceed the baseline+/'=a multiple ol the standard deviation)
within that nterval (5 minutes), the Qoll metric of the
corresponding, group is labeled as anomalous,

In some embodiments, the impact is used o determine
whether an alert should be sent lor an anomaly {c.g.. il the
impact is below a threshold. then ne alert is sent). The
frequency for detecting anomalies is configurable. The alerts
may have different severity levels (e.p., “warning” and
“gritical”). The sensitiviry of detecting anomalies and send-
ing alerls may also be configurable.

An example ol anomaly detection using basclines/thresh-
olds is described in further detail below in conjunction with
FIG. 3.

Anomaly Detection Using the [idden Markov Model

A sceond example lechnique [or anomaly detection is 3

based on a hidden Markoy model (HIMM), an example ol a
Bavesian method for modeling time series. HMMs may be
used 1o detect anomalies in metries time series. HMMs may
be used o delermine the probability thal an anomaly is

happening within a particular group ol scssions al any point s

in time.

In some embodiments, a separate HMI is vsed for each,
per group, QoE metric. In this example, an HMM is a chain
ol slates, one per inlerval (c.g.. once per minute), with an
associaled metric obscrvation [or cach inlerval. In this
example, the state for the interval is a label to be inferred by
the algorithim, erther “ordinary™ or “anomalous.” These
slales are unknown (i.c., “hidden™). and the model may be
used to inler these states using the observations (ol Qolt
metric values). The stales may be distinguished by the model
for observations, which, in some embodiments, makes dit-
ferent predictions for metrics observed vnder the ordinary
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and anomalovus states. If observations appear incompatible
with the ordinary state lor some strelch ol lime (c.g.. the
observaltioms are extremely unlikely 1o happen under the
ordinary stale), the model [mds a high probability that the
group is in the anomalous state for that period. Interence
may be pertormed on an interval {e.g., once per minute)
vsing, for example, an algorithm such as the forward-
backward algorithm.

One example ol a model parameter is the distribution of
obscrvalioms (metrics) under the ordinary stale {(when there
is no anomaly) and the anomalous state. In some embodi-
ments, the ordinary distribution of metric values for each
QoE metric and group is approximated as a Gaussian
distribution. As ome example, the mean ol the Gaussian may
be conlinuously re-cstimated as an exponentially weighted
moving average ol previous metric observations when the
aroup was in the ordinary state with high probability. The
standard deviation may be approximated vnder a worst-case

2p assumption by bounding the metric above and below, In

some emboediments. (he distribution of the metric in the
anomalous stale is laken (0 be a fixed Gaussian with a very
large standard deviation. Another input to the model
includes the probability of an anomaly.

In some embodiments, the use of HMM allows tor the
reporting of when an anomaly started (versus reporting that
the anomaly happened when the detection happened).

The following is an example of an HMM model for
anomaly detection. Take a group of sessions (e.g., all ses-
sions [or a customer. or any group ol sessions under some
groupby ). Congider the metric, rebullering ratio. In cach
minute. the average rebuflering ratio is observed lor the
sessions. The HMM is used to determine the “hidden™
state—whether there is an anomaly. The HMM may be used
lo determine the probability that there is an anomaly al a
certain time. An anomaly can then be reported 1T that
probability exceeds some threshold (cg.. 0.5, 0,99, or
0.999). The HMM connects the observations of metrics and
the hidden states. The HMM may also be used 1o determine
the probability thal an anomaly happened in cach past time
period. not just the current lime period {e.g.. current minute).

State Transitions

The following is an example of a Markov model for the
hidden states at each time interval. Each state depends only
on the previous stale. The model is 1o be used lo delermine
the probability that the melric al the currenl minule is
anomalous given the state of the previous minute. In order
to do so, Two parameters are determined: (1) the probability
thal the current slale is anomalous given thal the previous
stale was ordinary;, and (2} the probability that the current
state is anomalous given that the previous slale was anoma-
lovs. As one example, probability (1) is 0.0001 and prob-
ability (2) is 0.99, respectively. This would encode the
assumplion thal there is an anomaly on average every 10,000
minutes. and thal anomalics last on average 100 minules.

Emissions

A model for the observed metrics, also referred 1o herein
as “emissions™ is also determined. For example, the metric
{c.g.. bullering ratio) 1s modeled as depending only on the
current stale. The distribution of (he metric in the ordinary
state and the distribution of the metric in the anomalous state
are obtained. In one embodiment, becavse the ordinary state
is common, the rebullering ratio distribution when in the
ordinary slale may be estiimated [rom recent session data. As
deseribed above, (he metric’s distribution in the ordinary
state may be modeled as a Gaussian distribution. With
respect 1o the anomalovs state, in one embodiment, the
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metric is modeled as a vniform distribution, where any
average rebullering ratio is equally likely o oceur.

Starting Stale

In some embodiments. because the anomaly deleetion is
performed every minute (or at any other interval, as appro-
priate), the initial starting state may be set 1o the anomaly
probability thal was calculated lor that time slice the previ-
ous lime anomaly detection was run. The very lirst ime that
the HMM based anomaly detection is run, the starting state
(e.g., probability that starting state was anomalous) can be
set 10 a small number (e.g., 0.0001).

Afler deleetion of anomalics. rool cause delection may
then be perlormed. In one cmbodiment, the TIMI anomaly
detection approach produces anomaly probabilities for each
group of sessions independently. The root cavse detection
may lhen use the anomaly probabilitics as inpul.

While two example lechnigues lor delecling anomalics
wore deseribed above, other anomaly detection techniques
may be uvsed. For example, the baseline may be non-
stationary, with “seasonal” changes, if a model of the
haseline is used that supports the capture of such inlorma-
tion. (This means, [or example, that the normal value ol the
baseline changes based on time. For example, the model
may capture the fact that there are typically many more
people watching TV at primetime than in the early morning
hours.y Other prediclive algorithms {(e.g., auloregressive-
moving-average) may be used (o predict the normal values
and deviations for any specific 1ine intervals and specific
metrics based on the nature of the metrics.

Handling Groups with Small Numbers of Scssions

In some cases, small groups (groups with a small number
ol sessions) may nol have enough ralfic lo reliably detect
issues/anomalies (i.e., it may not be clear whether a small
group has an anomaly or not because, for example, the group

hag very litlle traMe with a very spiky Gme scries). This can 3

impact the subsequent diagnosis processing.

In one example ol anomaly detection, as described above.
statistics are vsed 1o compute the baseline and threshold for
detecting anomalies. However, tor small groups that are not
ol a sullicient sample sive, the threshold may be extremely
large, and il s possible (hal anomalics may not even be able
1o be detected.

In some embodiments, the anomaly detection described
above ig limited 1o those groups that have suflicient tratlic
(t.g.. where the number ol sesslons in the group exceeds a
threshold) (o make a reliable anomaly detection delermina-
tion.

In another embodiment, machine learning is wvsed to
compensale for the lack of trallic data [or a “small™ group.

Ay one example, a machine learning module is included in s

anomaly detection engine 224 10 assist or aid in estimating
the pertormance (e.g., average of a QoE wmetrie) for such
small groups for a given time interval (e.g., one minute
interval).

I'IGr. 213 illustrales an embodiment of 2 machine learning s:

module for facilitating anomaly detection. In some embodi-
ments, the machine learning module of FIG. 2B is a portion
of anomaly detection engine 224, The machine learning
module is used o determine the aggregale metrics [or a
“emall” group (c.g.. (hal includes less than a threshold
number of sessions). In this example, a machine learning
model] 252 1s trained based on all video sessions 254, At each
minule (or any other interval of time, as appropriate). all of
the sessions from the “small™ group (256) are led into the
machine learning model 10 obtain an cstimale ol the group’s
performance (indicated by QoE metric value), as shown at
258. In this example, this results, minute by minute, in time
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series of the quality metrics for the “small” group. Thus, a
lime serics of the metries Tor this “small™ group is generaled?
constructed. The anomaly detection techniques deseribed
above may then be used on the constructed time serics 1o
detect anomalies at 260,

Thus, information is pooled between smaller and larger
groups. Similar sessions in large groups are used o assist in
cstimaling the perlormance of the sessions in small groups.
In some cases, the sinpler average pertormance for a small
aroup may be a poor estimate of the true average perfor-
mance for that group at any one time. In these cases,
machine learning lechnigues such as linear regression may
be used o improve these estimales by partially pooling
information between smaller and larger groups. Thus, simi-
lar sessions in a larpe group are used to estimate the
performance of the sessions in the small group.

Rool Cause 1iagnosis

Rool cause diagnosis engine 226 1s comligured (o diagnose
the root cause of the anomalies detected by anomaly detec-

20 tion engine 224, As described above, for a given Tine series

metric. such as rebullering raiio, the Qol: metric is compuded
for every grouping. Anomalics may be detecied in multiple
aroupings (i.e., spikes in rebuifering ratio may be detected
in the time series of many groups), even it only one group
is the source of the issue. This is because a single issue may
manilest anomalics in multiple groups. That s, an issuc in
one component ol the video delivery system may alleet the
aggregate metrics of multiple groups of video sessions. For
example, an issue across an IS that causes increased
rebullering may also cause increased rebullering lor every
ASN, and an Issuc in a single ASN may polentially cause a
noticeable increase in rebullering lor the entire ISP Root
cause diagnosis engine 226 is confipured 1o solve this causal
inference problem, finding the “root cause™ of the detected
anomalies. as will be deseribed in [urther detail below.

As deseribed above, the different groupings {(ways lo
group sessions) are constructed ag dillerent combinations of
dimensions (examples of which are described above), where
different groupings are groupings of different numbers of
dimensions. "The dilferent groupings have a hicrarchical,
parent/child relationship. For example. suppose that only the
dimensions Device, CDN, and IsLive? (i.e., true if live, false
it not live (e.g., VOD)) are considered. The possible com-
binations of these dimensions are:

Jerys <ALl

Single: <CIN=, <Devices, <lslives

Double: <CDN, Device, <(CDN, IsLivex,
IsLive:

Triple: <CIN. Device. sl ives

In terms of levels of granularity and [iliering ol scssions
by dimension(s), the single dimension groupings are chil-
dren of all traffic. The double dimension groupings are the
children of the single dimension level (e.g., <iCDN, Device>
and <CDN, lsl.ives are children of <CIDN=). The triple
dimension grouping is achild ol the double dimension level.

In some embodiments, when performing root cause diag-
nosig, a graph (also referred 1o herein as a “diagnosis graph™)
including the different groupings is constructed based on the
parent/child relationship of the groupings. as described
above. The rootl cause group is the one whose children are
all bad or anomalous. In some embodiments, it'the diagnosis
is o be performed on behalf of a specific customer (e.g.,
publisher). then the diagnosis graph is construcled using
only the trallic ol that customer.

As one example. a direeted acyelic graph (12AG) s
construeted, where each node in the graph represents a
aroup. The graph is constructed out of all of the groups

<Device,
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based on the parent-child relationship berween the groups. A
group. as relerred o in the example herein. represents the
collectiom of video sessions defined by the dimensions ol
that group. Jomain specilic knowledge ol the O] video
delivery ecosystem may be vsed to construet and prune the
graph. For example, a group (CDN: Akamai, Device:
AppleTV) may be constructed to represent all the video
sessions thal are playing video on an Apple TV device Lype
and oblaining video [rom the Akamai CDN. In some
embodiments, a group “A” 15 considered a parent of group
“B™ it “B” contains and matches all the dimensions of group
“A” and has one more dimension than “A.” For example,
(CDN: Akamai, Device: AppleTV) iz a parent of (CDN:
Akamai. Device: Apple’ 'V, Content'Type: Live).

As one example ol a graph. al the rool 15 <AlL> traflic
(i.c., the group contaming all trallic in that minute. uniiliered
by any dimensions). The next level is single dimension
groupings. The next level is double dimension groupings.
The next level is triple dimension groupings, and so torth. In
the above example of three dimensions. there were cight
combinations ol paticrms. 1T N dimensions are considered.
the mmber of combination patterns would be 2°(N). In some
embodiments, for scalability, certain dimensions, such as
<Assgets, <DMA>, <ISP=>, and <Asset, CDN> are excluded
[rom the groupings used Lo generale the graph. As another
example. cerlain dimensions are excluded [rom being com-
bined with other dimensions to generate group-bys.

The tollowing is an example of a process tor performing

rool cause diagnosis by traversing or scarching the diagnosis 3

graph. lirsl. the scarch ol the graph is perlormed [rom lelt
1o right (i.c.. using a breadth first search (131°8)) [or the
groups with issues/anomalies detected (with depth bound or
group bound).

Next, whenever one such group is detoeted. a depih st 3

scarch (DUSY is porlormed recursively (starting with the
group) lor all of its sub-groups 1o look lor the rool cause.

Next, in each DFS run, tor each child group, the contri-
bution (agaregated metrics) of all children to the parent is
computed in both a normal period {e.g., the last 30 minules
without issuc. which may be conligurable) and during the
issue period. It a child whose issue period contribution is
much larger than its normal period contribution (e.g., 0.1,
which may also be configurable), then the child is consid-
ered as ome ol the root causes. [Mnone such child exists (Le..
the contribulion difference vibrates around »ero), then the
parent is the root cavse. Here, the increase of contribution
indicates root cause, instead of absolute contribution.

In an aliernative embodiment ol determining when Lo stop

the 1218 search. instead of computing contribution belore s

and afler an anomaly is detecied. the deleetion ag set by the
previous BES issve detection stage is used. If all children
groups with significant amouvnts of tratlic are marked as
anomalous, then the parent is returned as the root cause. That

is. il'a group is claimed 1o be the rool cause of an issuc, then s

all of its children should be anomalous. For example, if
<dimension_1, dimension_2, . . . , dimension_m> is the
cause of the issue, all combinations such as <dimension_1,
dimension_2. . . ., dimension_m, any other dimensions=
would have the same issue. In another embodiment. the node
irself is labeled as a root cause it more than a configurable
(threshold) percentage (e.g., 80%) of children are labeled as
anomalous as well, 11 a node satisfics the criteria. then the
node is labeled as a root cause and the scarch mowves [orward
1 the next node on the BUS path. Otherwise, il the node 1s
anomalous but does not meet the children criteria, then each
individual child is recursively drilled down into vsing a DFS
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search. In a merging stage across difterent children groups,
the child with maximum depth is selecied as the rool cause.

Nexl. in the DUS scarch, alier all ol the root causcs of all
the children groups are compuled, the rool causes are
merged. Ifall children groups agree that the parent is the root
cause, then the parent is returned as the root canse. Other-
wise, the union of all children rool causes withoul parent is
relurned, and the rool causes are merged based on the
parent-children relationship. In some embodiments, a single

3 node child is blamed betore the parent is blamed. For

example, if <ALL>> is diagnosed as the root cause and the
cuslomer uses a single CION. then the algorithm should
relurn the CDN ag the root cause.

Next, all sub-groups searched in the DFS search are
marked as “searched™ so that the BFS search does not revisit
these groups. In this way, cach group would be visiled
exaclly once by 13I°S (but may be visited multiple limes by
DI'S).

In some embodiments, verification of the root cause

20 diagnosis is performed. For example, atter the cause of an

igsue 1s identified. the rool cause group’s performance can be
replaced with its past good average Lo see il this resolves the
issue.

Further details and examples of root canse diagnosis are
described below.

Based on the anomaly detection and rool cause diagnosis
performed by anomaly detection engine 224 and rool cause
diagnosis engine 226, respectively, reporting engine 228 is
configured to generate output such as alerts. As one example
implementation, generated alerts are wrillen o Phoenix 1o
be pulled by a dala application programming interlace (A PD
for exlernal usage. A push API can also be called to push the
alerts 1o customers. Examples of alerts include emails or
pages that are sent 1o customers or users.

As one example. an alert includes a link, that when
clicked on. provides detail aboul the alert (e.g., by poinling
back 10 the content distribution monilor). Various informa-
tion is then provided, such as the detected anomaly, the
identified root cause, as well as additional information that
may be used lor troubleshooting, such as information!
metadata Tor a subscl ol sessioms (hat are allected by the
detected/diagnosed issue.

The provided information may also include a representa-
tion (e.g., plot) of the time series for the metrics in which
anomalics were found {e.g.. (wo hours of data  one hour
belore the alert was fired. and one hour aliler). This would
allow the vser to see when a metric begins 1o degrade, as
well as the severity of the degradation. Users can then also
view what the numerical value of the metric was when the
alerl was fired.

The cumulative impact ol an issue may also be presented,
for example, by displaving the number of sessions or unique
devices that were impacted since the issue was detected. For
cxample, a threshold may be setl 10 quantily the impacted
users in normal situations (withoul aleris/anomalics). sup-
pose 957 percentile (defining only 5% of users are
impacted). The 957 percentile is then used as a threshold 10
analvze how many users exceed the threshold when an alert
happens (an anomaly is detecled).

The determination o whatl sessions are impacted may
vary depending on QoE metric. For example, for metrics
such as EBVS and VS, the impacted session is defined as
any session with 13VE or V8L. In one cmbodiment, lor
rebullering ratio and video startup time, the impacted ses-
sion 1s defined as a session whose rebullering ratio or video
startup tine exceeds a tolerance threshold (as described
above). In some embodiments, if the tolerance threshold is
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1ot known when computing distrilbution buckets in groups,
4 linear inlerpolation is performed 1o approximate the per-
centage impacted. lor example, suppose a (olerance thresh-
old of rebullering ratio is 3%, which [alls within the bucket
(2%, 5%) with corresponding percent (80%, 50%), then the
percent impacted is  50%-+{3%—2%)"({80%-50% )/{5%—
2%y 60%.

Rich metadata lor al least some of the allected or
impacted devices may alse be shown. For example, mela-
dala for a random subset ol the allected devices may be
presented. The additional details provided in the metadata
can be used to facilitate troubleshooting.

For example, while the dimensional atiributes of the
group thal was identified as the rool cause are provided. the
user may also wish 10 sce whal spocille assels (c.g.. pieces
ol video conlent) were being streamed at the time, what the
streaming UURL was, or what were the versions of a specific
device in the identified root cause group (e.g., 10 see if there

is a certain plugin that is affecting video streaming). Another >

example of additional meladata that may be provided is the
IP address of CDN edge servers. "This inlormation would
allow @ customer that is a publisher 1o alert the CDN ol the
I* addresses that are problematic. The CDN provider may
then vse the information to correlate from their side if there
any lssues with their edge servers.

‘The alerl may also include a severity rating, which may be
based on how many people were impacted by the issue, as
well as how long the issue lasted. For example, the severity
may be specified at different levels, such as critical, warning,
or information. This allows the nser to have greater insight
inte the detecled anomaly so thal the appropriale actions
may be taken.

Additional examples of oulpul, such as reports and inter-
faces, are described in further detail below.

The issve detection/diagnosis (per metric per group) pro-
cessing described above is performed on a periodic basis
(t.g.. every minute. or any olher appropriale granularity) (o
provide near real-time [aull deteetion and diagnosis. Al cach
interval, the processing is performed with respeet o cach ol
the QoE metric. For example, at the next minute, new
sumuarized session data is received trom the live stack. All
the metrics are computed for all the groups tor that next
minule, where are then combined with the cached Qoll
metrics computed lor the previous minules o generale
updaled lime series per meltric per group. Anomaly detection
and root cause diagnosis are then performed on the updated
time series, This mayv result in new issues and/or new root
cavses being determined every minute.

Thus, il there is an issue in the content delivery pipeline.
there is 4 one minute latency Lo deteet the issue and report
the detected issue. This provides immediate, near real-time
issue detection, diagnosis, and reporting, which allows for
customer of the service to be notified of the issues with as
little laleney as possible so that the issucs can be fixed as
soon as possible. This is benelicial [or the streaming envi-
ronment. where any issues can cause loss in viewer engage-
ment,

The time granularity may be adjusted. For example, if an
ISP is a customer utilizing the services provided by the
aulomatic alerts engine. the time serics granularily may be
changed rom ome minule (© one hour.

An cxample illustrating how the near real-lime processing
is performed using the distributed computing platform,
Spark, is described in further detail below.
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Further Details and Examples of Anomaly Detection

Iixample Anomaly eleclion

1I"1(3. 3 illustrales an embodiment ol detecting an anomaly.
In this example. a time series of the rebullering ratio Qol:
metric tor the group of all watlic is shown. At 302 and 304,
two spikes are shown, a smaller spike (302) and a larger
spike (304). The larger spike al 304 has a larger impact on
video quality, as compared (o the small spike al 302, In this
example, the spikes are captured/detected as anomalies
vsing the baseline/threshold anomaly detection technique
described above.

I'irst. a baseline 306 is computed. As deseribed above. the
bascline is compuled based on the trending mean ol past
historical data. Then, above the baseline, a tolerance thresh-
old (308} is computed. In this example, the tolerance thresh-
old is compuled as being several standard deviations above
the bascline, as described above. The rebullering ratio is
considered as “normal” (or nol anomalous) when il s
beneath or under the tolerance threshold.

Next, above the tolerance threshold, the area of each spike
is compuled to determine the impact ol the issuc. In this
cxample, (he computed arca is an integration over the ime
dimension and the metric dimension, where both dimensions
are vsed 10 characterize the impact. For example, while a
spike may be small in height (small in terms of rebuffering
ralio valuc). it may last Tor a prolonged period of time,
resulling in an overall large impact on video quality. On the
other hand, a spike that is short in time duration may still
have a high peak rebultering ratio, also resulting in a large
impact. Thus, the arca under the spike is used to reflect the
impact.

In this example. il the compuled area excoeds an arca
threshold, then the spike is determined 1o be an anomaly. In
some embodiments, the area threshold is vser-configurable.
This allows users Lo conligure and control how alerls are
generaled/iransmilled. Vor example, the user can make
adjustments Lo have more alerls, or o only caplure the most
serious anomalies (e.g,., those that have the largest impact, or
an impact that exceeds a configurable threshold). This
control may be delegated (0 customers because the deter-
mination ol whether a spike 1s anomalous or not depends on
the customers’ definition of impact. For example, one cus-
tomer may choose 10 only define the large spike at 304 10 be
anomalous, becavse the small spike 302 has a trivial impact
on their video quality. On the olher hand, a different cus-
lomer may wish o caplure both small spike 302 and large
spike 304 as anomalies.

Further Details and Examples of Root Canse Analysis

Ay deseribed above. content delivery issucs may oceur [or
al any dimension, or any combination of several dimensions.
IT omly anomaly detection were perlformed, many anomalics
might be detected (since issues may manitest in many
aroups), without identitving which group is actually at the
rool ol the delected anomalics.

1G4 illustrales an embodiment ol diagnosing a rool
cause of detected anomalies. Shown in this example is a
diagnosis graph that is constructed based on anomaly detec-
tion. At the root 402 of the graph is the “zero™ dimension
level represeniing all traflic.

The next level is the groupings ol sessions thal are
arouped by single dimensions. For example, at this level are
the device dimension groupings 404 and CDN dimension
groupings 410, Within the device dimension are two group-
ings by specilic devices (attributes ol the device dimension),
one lor the grouping/[iltering ol sessions by iPhone (4063,
and one for the group of desktop sessions (408). The CDN
dimension includes two groupings, one for the group of
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segsions streaming from Akamai (412), and one for the
group ol sesslons oblaining content [rom the Leveld CDN
(414). The groupings al the single dimension level are
children ol the all group at 402,

The next deeper level includes groupings by two dimen-
siops, In particular, in this example, this level includes
groupings of sessions that are grouped by both CDN and
Device dimensions. The groupings <-Akamai, 1Phones
(416). <Akamai, Desklop> (418). <1 cvel3. iPhones (420).
and <l.cveld, Desklops (422 are the pairs/combinations ol
devices (406-408) and CDNs (412-414). Each grouping at
this level is a child of two parents (one device and one
CDN).

Thus, as shown in this example. when performing root
cause diagnosis, a diagnosis graph (c.g.. direcled acyelic
graph) is constructed, where cach node represents a group
(grouping of sessions), such as <iPhone> or <Akamai,
iPhone>, The group <Akamai, iPhone represents the group
of traffic that vses iPhones and streams from Akamai, and is
the Intersection of the sessions that use iPhones and the
sessions thatl stream [rom Akamai. The links between the
nodes indicate a parent-child relationship. A parent group is
split into multiple subgroups. The split may be performed
according, to various dimensions. For example, the group
<iPhone= is split inle the subgroups <Akamai. iPhone and
<Level3. iPhone> by the CION dimension. In this example.
this split indicates that among all the video sessions that are
plaved on the iPhone, some of them stream from Akamai,
and the remainder stream [rom [evel 3. The parent group 1s
the union of all its child subgroups.

In the example shown, the groupings <iPhonc> 406.
<Akamai, iPhone> 416, and <Level3, iPhone> 420 have
been detected as anomalous vsing the anomaly detection
lechnigques deseribed herein.

II'the iPhone device has issucs, it may alleet all the CDNs
[rom which iPhone devices stream [rom. lor example, both
groups <Akamai, iPhone> and <Leveld, iPhone> are
affected. Although anomalies are detected in both these two
groups, these two groups should not be blamed or diagnosed
as the root cause. nstead. the 1Phone device should be
blamed or diagnosed as the root cavse (because in this
example, both of its children were anomalous).

In this example, when performing diagnosis, among all
the groups thal are delecled as having anomalics. only the
group whose subgroups are all “bad” (such as iPhone in this
example) is diagnosed as being the root cause (and the
source of the issue). The other groups 416 and 420 are
merely allecled by the issue wilh 1Phones. and are not the
rool cause.

The [ollowing describes an example syslematic approach
of the root cause diagnosis performed by evaluating or
traversing the diagnosis graph of FIG. 4. The diagnosis
graph is construcled. The graph provides the scarching
structure [or the rool cause diagnosis.

After the graph is built, root cavse analysis is performed
for all groups in the graph independently. Those groups that
are detected as lhaving an anomaly (e.g., detected as
deseribed above using basclines/thresholds, TIMIL ele.) are
marked as anomalous or “bad™ {c.g.. the groups 404, 416.
and 420 in the graph).

After marking the groups that are anomalous, a search is
perlormed [rom the wop level o the bollom of the graph.
Whenever an anomalous group is visited, a recursive drill
down is performed to scarch lor the root cause. The search
ends when a group is identified whose subgroups are all bad.
That group is then returned as the root canse, In the example
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of FIG. 4, all subgroups of iPhone are bad, and thus the

group <iPhone> is diagnosed as the rool cause.

1G5 illustrales an embodiment ol diagnosing a rool
cause ol deleeled anomalies. An example ol a diagnosis
araph is shown in FIG. §, which includes the same nodes as
the graph shown in FIG. 4. In this example, different groups
have been lound (o0 be anomalous. In this example. an
anomaly has been detected in the <All> group (502) al the
top level (ie., anomalies were found in the group of all
traffic/streaming, sessions). A search is performed on the
diagnosis graph of FIG. § to determine a root cavse of the
detected anomalics.

Since the anomaly was detected in the <All> group. a
recursive drill down of the <<All> aroup is performed. At the
next level, for each dimension (single dimension group-bys
al this level) Device and CIIN. the groups within cach ol the
dimensions are evalualed o determine how many ol the
groups within a given dimension are anomalous. As part of

the drill down, anomalies in the subgroups <ilPhone> (504)

20 and <Akamai= (506) are found in the dimensions Device

and CDN, respectively. [owoever, not all of the devices and
not all of the CINs were anomalous. Thus., the <All> group
is not the root cavse (otherwise all of the groups within a
dimension would have been anomalous, since their union
would cover all traffic).

The scarch then lorks. and recursive drill downs are
performed on both  <iPhone> and <Akamai>. Both
<iPhone> and <Alkamai> point 1o their common subgroup
<Akamai, iPhone> (508), for which an anomaly has also
been detected. "That is, both scarch paths ended at the same
node. Thus. the group <iPhone, Akamaiz is determined (o be
rool cause. In this example, the <Al group was (lageed as
anomalous because of the large proportion of trattic being
streamed by iPhones, which would have a large impact on
the average rebullering ratio that s compuled across all
trallic.

IT << Akamai> were the rool cause. then the group <Aka-
mai, Desktop> should also have been detected as anoma-
lovs, which is not the case in this example. Likewise the
group <iPhone> 13 not the rool cause cither, otherwise the
group <1 .evel3. 1Phone> would also have been anomalous,
which Is also not the case.

Further Details Reparding Constructing the Diagnosis
Graph

I'rom the examples ol FIGE. 4 and 5. it can be seen thal
the diagnosis resull depends on the structure of the diagnosis
araph (e.g., what nodes are included in the graph). In other
scenarios, there may be many more dimensions and cowm-
binations ol dimensions o consider. resulling in a more
complex scarching structure.

In some embodiments, the diagnosis graph thal 1s con-
structed is not a tull graph that includes all possible nodes
and all possible combinations of dimensions, as the size of
the graph would make the diagnosis traversal dillicull o
compuie. In some embodiments. pruning is perlormed 1o
boost pertormance. For example, not every dimension is
considered when construeting the graph. Not every combi-
nation of dimensions is necessarily considered, as well. For
cxample, while combinations of <device. CION=, <Cily,
ISP, and <CIN. Cily> may be comsidered (the combina-
tion of City with ISP and CDN may be used 1o help localize
ISP and CDN issuves 1o certain geographical cities/regions),
other combinations such as <device, 18P and <device. cily>
are nol combined to lorm [urther subgroups because those
combinations arc nol as meaninglul when diagnosing an
issue. As another example, the combination of the asset
dimension with other dimensions is not computed, due 1o
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scalability and complexity issuves (becauvse of the numerous
different picees ol content that could be streamed), when
generating the diagnosis graph. In some cmbodiments. what
dimensions/combinations of dimension are considered when
constructing the diagnhosis graph is predefined/configurable.

In some embodiments, the graph is constructed starting
from groups identified as anomalous. In one embodiment,
cach group is represented or delined or identilied by a group

session data for a group. (The group 113 will also be used (o
provide warions performance enhancements, as will be
desecribed in further detail below) The group ID, which, in
one embodiment, is a hash of the dimension attributes!
groups 1o which the session belongs. alse indicales the
relationship among the groups. As deseribed in the examples
ol above, the rool ol the graph is all trallic for the customer.
Starting from the anomaly groups, a connected graph that
connects the anomalous groups is constructed. For example,
the anomaly groups are first gathered. The parents of the
anomaly groups thal are required for the graph to be con-
nected are oblained o construct the graph.

Merging Multiple Identified Root Canses

In the example of FIG. 5, both search paths gave the same
unique root cause, [n some cases, multiple search paths may
resull in multiple, different rool causes being returned (this
may be an arlilact or consequence ol an incomplele graph
being constructed and used for diaghosis for efficiency!
complexity reasons). However, this is potentially the same
issue manilesting isell in multiple places.

Varlous lechniques may be used o resolve the multiple
identified rool causes. As one example. the group at the end
of the longest search path is returned as the root cavse. In
some embodiments, a similarity analysis is performed

helween identified root causes (o delermine whether they 3

can be merged and a single rool cause can be identified. As
one example. the similarity is determined by checking. lor
each of the root cause groups, the similarity of the unique
wnpacted sessions tor those groups.

As one example, a count ol the impacted unique devices
by cach issuc is compuled (c.g., by using hyperloglog
(HLL)). The amount of overlap between the different iden-
tified root causes is evaluated to determine whether the root
causes may be merged or one root cavse can be excluded (in
the example of IG5, both scarch paths were the same
length but returned the same subgroup  Le.. same group ol
sessions—therefore, that subgroup was returned as the
single root cause group). In some embodiments, the times of
detected issucs are determined o combine mulliple root

causcs. In some casces. the metric time serics of the identificd =

rool causcs is compared 1o delermine the similarity of those

root canses. The determined similarity is then nsed to decide

it the root causes should be combined or excluded.
I'xample Spark Implementation of Aulomatic Alerls

In one embodiment, aulomatic alerts engine 220 is imple- s

mented on the Apache Spark distributed computing frame-
work (e.g., vsing a Spark cluster). For example, the pro-
cessing performed by the automatic alerts engine is
perlormed on a Spark clusier ol compuling nodes 1o achicve
high scalability.

For example, the QoE metrics computed per group per
minute are computed in a distibuted manner. However,
while the diagnosis is perlormed on a per-customer basis
(c.g.. when constructing the diagnosis graph), the Qoll
metrics computed per group are nol compuled on 4 per
customer basis. Thus, shuflling will need to be performed at
some point. Shullling is an expensive action to take in Spark
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computations. Described herein are optimizations that may
be perlormed (o reduce the shullling.

FPIG. 6A illusirales an embodiment of a distributed
anomaly deteclion and rool cause diagnosis processing
pipeline. In the example of FIG. 6A, a distributed version of
the anomaly detection and root cavse diaghosis processes
described above iz shown using the Spark framework. In
some embodiments, the processing deseribed in conjunction
LI 6A is used o implement automalic alerls engine 220.

In this example. suppose two execulors, 602 and 604, The
executors are included in worker machines of'a Spark cluster
{also reterred to herein as “worker nodes™). In one embodi-
ment, the executors are iwmplemented as java virtual
machines (JVMs) within the machines. Fach worker node
may have several exeeulors running al the same lime.

In this example, cach execulor is associaled with a sel ol
CPU (central processing unit) cores. For example, each
executor is assighed three cores. Suppose a machine/worker

2n node has 16 processing cores. The worker node may have

five excculors (using 15 ol the 16 cores). where the 16% core
is reserved for other tasks, such as nput/output (I70). Other
confipurations mayv be implemented. The number of
machines/worker nodes (and therefore executors) in the
cluster is scalable and confignrable.

In this example. al stage 608 ol the processing pipeling,
cach exceulor reads/loads video sessions rom [IDES 606
{e.g., file svstem 218). HDFS 606 holds all of the summa-
rized session data for the last minute. As described above,
the summarized session dala s stored in (iles {(where cach
entry ina file corresponds 1o the summarized session data lor
a4 given session in the last minule). where the summarized
session data for the last minute may be partitioned across
multiple files in HDFS. As described above, each file stored
in [IDL8 contains a 1ist ol sessioms (and thelr corresponding
summarized session data) lor a speeilic minule, where the
session in a file may have various allributes such as metadata
and quality metrics.

In some embodiments the summarized session data for the
sessions observed in the last minute are distributed randomly
among the [iles in TIDUS. Vor example. the summarized
session data is distributed according to a client identifier that
was randomly assigned to client devices (where the client
identifier identifies a specific device). For example, summa-
rized session data is distributed o the Oles ol TS based
on i hash ol the client 112, In some embaodiments, the number
of files into which the summarized session data is distributed
is fixed. If data for more sessions is received in a certain
minute. then cach file becomes larger and includes more
cntrics. The number of files inte which o distribule sum-
marized heartbeal data may also be conligurable.

In this example, at stage 608, each core/executor receives
a partition ot data. For example, each core fetches data from
IIDUS 606, This includes loading [iles inte the cores. In
some embodimenis, in order lor all cores 1o load dala ai the
same time (e.g., 10 increase parallelism), files may be split
{e.g., entries i1 a single file may be loaded onto different
cores). Bach partition is computed/processed by a task
assigned 10 a core of a4 machine. which is decided by the
Spark scheduler.

At this stage, the predefined QoE metrics are commputed on
a per session basis. That is, for each session, a given
sesslons” summarized heartbeal data is used o compule
video starl lailure, exit before video starl. bullering ratio,
and video startup time lor that individual session. The
individual session metrics will be nsed 1o compute aggregate
aroup level metries.
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In order to do so, a group identifier (group ID) is deter-

mined for cach session. The groups by which scssions are
grouped are based on a defined list of dimensions for the
groups, such as [CION. I8P City]. The scssions are then
assigned group IDs that are based on the group atributes
which corresponds to the list of dimensions defined for the
group. lior example. il a group is delined by the dimensions
[CDN, I8P and City], then the altributes used o deline a
specific group and create a group [D would be, for example,
[Akamai, AT&T, San Francisco].

Thus, each session is assighed or mapped to a group 1D
hased on its dimensional allributes. For cach session. the sel
ol predefined Qol: metries is also computed.

At this stage, the sessions are randomly distributed, and
thus a single partition may have sessions with many ditferent
group [Ds. In order to compule group level metrics. it would
he benelicial (o have all sessions in the same group (c.g..
with the same group 11D aggregated into the same partition.

In order to do so, the randomly distributed sessions are
shuffled so that sessions of the same group are collocated or
stored in the same partition. In some embodiments, the
group 113 is used as a key o delermine which partition a
session 18 stored 10, Thus, affer computing the individual
session metrics, the sessions are then grouped together into
the same partitions according 1o the group 1D kev. As one
example. a hash partitioner is used in Spark o determine the
partition lor cach session, where the hash partitioner com-
putes the hash of the Group ID for the session, and the
function “hashcode mod numPartitions™ is vsed as the
partition id ol the sessiondclement.

In some embodiments. prior (o the shullling a local reduce
may be performed 0 merge logether (e.g., average) the
metrics for sessions in the same group that happened 10 be
in the same partition. The local reduce reduces the amount
ol data thal will be translerred during shullling.

Once the sessions are shullled so that sessions within the
same group are stored in the same parlitions. the group level
metrics are then computed at stage 610, This includes
merping the metrics of those sessions that belong to the same
group. lor example, i there were len sessions in a group
heing processed in a partition. those wen sessions are merged
into a single entry (e.g., corresponding to the group ID that
the ten sessions belong to), where the individuval metrics of
the ten sessions are, for example, averaged 10 determine an
aggregale Qol: metric thal is assigned 10 the group 1. Thus.
cach group [17 1s associaled with a sel ol aggregate/merged
metrics for the corresponding group. In some embodiments,
the QoE metrics are computed for all groups defined in the
diagnosis graph.

With sessions in the same groups collocated n the same s

partitions and merged logether o delermine  per-group
aggreaate QoE metrics, time series are also constructed per
group, per-metric. For example, the group level metrics
computed lor the cwrent minule are joined with the group

level metrics of the previous 60 minules o generale the time s

series.

After the time series s constructed vsing the aggregate
metrics, anomaly detection and root cavse diagnosis are
perlormed. In one embodiment, the anomaly delection and
rool cause analysis are perlormed on a per-cusiomoer basis.
When determining the aggrepate wetrics, the partitions
included data from the same groups (that had previonsly
heen grouped by group 112). However. some groups slored in
the same partition may be associated with dillerent custom-
ers.

In this example, before performing the per-customer
anomaly detection and root cavse analysis, the aggregate
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aroup level metrics, which are distributed into partitions
based on group 112, are reshullled according o customer
identifier (113} {e.g., the identifier of a publisher utilizing the
services of content distribution monitor 210). The customer
identifiers are indicated by “c1™ and “¢2” in the example of
FIG. 6A. This second shutlle is performed 1o place together,
in the same partition, aggregate group-level metrics/lime
serics (hal belong o the same cuslomer. or example, all
aroups trom the same video publisher are placed in the same
executor.

Anomaly detection and root cause diagnosis is then
performed on the reshullled data, where. as shown in this
cxample al stage 612, cach exceculor processes data specilic
to a cerfain customer (e.g., executor 1 processes data for
custoer 1 (“cl™), while executor 2 processes data for
cuslomer 2 (Mc2™)). The processing perlommed by the exocu-
lors al this stage includes perlorming anomaly detection as
deseribed above. The rool cause analysis includes generat-

ing diaghosis graphs and traversing the graphs to identify

20 root causes of detected issues, as described above. The

resulls ol the anomaly detection and root cause analysis are
then persisted. [or example. into a database (c.g., Phocnix).

In some embodiments, as described above, when con-
strueting, the diagnosis graph, the full graph including all
possible combinations of dimensions is not constructed.
Rather. some dimensions are excluded (or excluded [rom
being combined with other dimensions), and only those
groups heeded to construet the graph and perform the
diagnosis are used. This makes the root cauvse diagnosis/
analysis more lightweight (by reducing the sive of the graph
thai needs o be traversed). This allows [or the more ellicient
construction of the mulliple graphs that are created for cach
of'the predefined QoE metrics at each minute for each group.

In one embodiment, the graph building, anomaly detec-
lion. and rool cause diagnosis are wrapped inlo 2 map
lunction. In this cxample, the entire pipeline is a job that is
fired al cach minute (or any other lemporal granularily. as
appropriate) to provide near real-time anomaly detection and
root cause diaghosis,

Generating (rroups in Spark

In one embodiment. groups are computed in Spark and
stored in RDDs (resilient distributed dataset), a data struc-
ture of Spark. The element ot the Group RDD is the tuple of
(Group 1D, Group), where Group ID is used as the key 10
determine which partition the element should be stored in. In
one embodiment. as described above, Spark uses a hash
partitioner 1o determine the partition tor each element, where
the partitioner computes the hash of the Group 1D of the
luple and the uses “hashcode mod numPartitions”™ as the
partition identifier ol the element.

An example data structure lor Group 11 is delined as the
following pseudo code:

Groupld{

Groupl3y mGroupl3y:

Object| | mAUribules;

Where “mGroupBy™ defines the list of dimensions for the
aroup, such as [CDN, ISP, City], and “mAttributes” is the
list of group atlributes which corresponds 10 dimensions
defined in “mCiroupldy™ lior example. il “m{roupl3y™ is
[CDN, ISP, City], “mAtributes” could be [Akamai, AT&T,
San Francisco].

I1(G. 613 lugirales an embodiment ol delermining group
level melrics. In some  embodiments, the processing
deseribed in PIG. 613 s used o implement stages 608-610 of
FIG. 6A. In the example of FIG. 6B, an example of how
Group RDD is generated is shown, as well as shutlling. In
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some embodiments, as described above, each partition is
computed/processed by a task. which is assigned 1o a core of
a4 machine, as decided by the Spark scheduler.

Asg illustrated in the example ol FIG. 613, cach metric
(e.g., video start tailures (VSF), Exits Before Video Start
(EBVS), Video Startup Time (VST), and Rebuttering Ratio
(RBRY) per group 1s compuled as [ollows. All metrics are
computed per sesgion per group (lor that session) first
{(Metrics RDD 652). Then the metrics are shufiled based on
the group ID and are merped for the same group, which
generates the group-level metrics (Merged metrics RDD
654). "L'he last step is o translorm the merged melrics per
group D 1o groups.

FIG. 6C illustrates an embodiment of determining aggre-
gate QoE metrics on a dimension. In this example, VSF and
rebullering ratio (RBR) are compuled on the CION dimen-
slon. In this example. at stage 680. the individual V&I and
RI3R medrics [or cach ol sessions 672-678 arc computed. A
mapping of the session 10 a CDN group (either <Akamai>
or <Level3>) is also performed. At stage 682, the individual
session metrics are shufMled and stored together according Lo
which CDN they belong o, The individual session metrics
for a given CDN are then merped together to compute
aggreaate VSE and RBR across the sessions that streamed
from the given CDN.

I'xample Alerls Reporting and Investigation Interlaces

Varlous reporls may be provided by reporting engine 228
i1 response to the detection of anomalies and the diagnosis
of a root cause of anomalies. Examples of reports and

investigation interlaces are described in lurther detail below. 3

IIGr. 7 illustrates an embodiment of an interlace Tor
reporling anomalies and rool causes. n this example, a CDN
issue was identified in the live traflic of the Level3 CDN for
a video publisher. The plot 702 is the time series of the group

identified as the root cause. There is a spike in the middle at 3

704, which indicales an anomaly was delected in video start
[ailures.

Ag shown in this example, all traffic excluding the root
cause group can also be shown, The second line (706) 15 the
time serics of olher trallic, which as shown in this example.
al the time of the anomaly 704, is smooth, withoul any
spikes. This indicates that the root cause of the issue has
been clearly identified, otherwise the second line (706)
would also show spikes or anomalies at the time of the
anomaly 704.

In this example report of VIG. 7. the amount ol traflic
(e.g., number of views or streaming sessions) for the root
cause group is also shown at (708) 10 indicate the impact of
the issue. A sample list ol sessions Impacted by the issue 1s

also shown al 710 which allows the video publisher o s

identily  the Intermet Protocol (IP address).  region.
streamURL, as well as other attributes on which the user or
publisher can take action.

I'IGr. 8 illustrates an embodiment ol a reporting inlerlace

lor a particular content publisher. In this cxample, alerts for s:

metrics are shown at column 802. The value for each metric
for each alert is shown at column 804. The root cause
identified for each alert tor the metric is shown at column
806. The cumulative impacted unique devices [or cach
detected issue is shown al 808, The Gime that alerls were
fired is shown at 810,

FIG. 9A illustrates an embodiment of a diagnosis inter-
[ace. Shown in this example is an alert Tor rebullering ratio
lor Xbox (lype ol device) and Live (lype ol content). The
rebullering ratio ol the delected anomaly is shown al 902,
The time at which the issue started is shown at 904. The time
at which the alert was fired is shown at 906. The cumulative
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nuber of impacted devices between the time the issve
started and when the alert was fired is shown at 908, Portion
910 of the reporting interface ncludes a plot ol the time
serics ol rebuflering ratio [or the identified rool cause group
<Xbox, Live, as well as a plot of the time series of all traffic
except the anomaly root cavse group. Graphical represen-
lations ol the time al which the issuc started and when the
alert were [ired are also shown al 912 and 914, respectively.
Portion 910 also includes a plot of the baseline and thresh-
old. A1 916, information about a subset of impacted sessions
due to the alert/identified issve is presented.

I1G. 913 illustrates an embodiment ol a diagnosis graph.
The (partial) diagnosis graph ol FIG. 913 was traversed, as
described above, to determine the root cause group of

3 <Xbox, Live> reported in the interface of FIG. 9A. In this

cxample, anomalics were delected al nodes Y52, 954, 950,
and 938 in the diagnosis graph ol FIG. 913 (note thal the
graph of I'I¢z. 913 docs nol show the complete graph lor
diagnosis. It only shows the anomaly groups in correspond-

20 ing dimensions). In this example, the root cause was deter-

mined (based on a traversal ol the graph. as deseribed above)
o be <Xbox. Lives (Y54) because all ol its subgroups (Y56
and 958) were anomalous as well.

FIG. 10A illustrates an embodiment of a diagnosis inter-

3 tace. Shown in this example is an alert for video start tailures

for Silverlight {iype of device) and Akamal (lype of CION.
The pereentage ol video start lailures ol the detected
anomaly is shown at 1002, The time at which the issue
started is shown at 1004. The time at which the alert was
fired is shown at TG, The cumulative number ol impacted
devices between the lime the Issue started and when (he alert
was [ired is shown al 1008, Portion 1010 ol the reporling
interface includes a plot of the time series of rebuffering
ratio for the identified root cause group <Sliverlight, Aka-
mai=, as well as a plot of the time series of all trallic excepl
the anomaly rool cause group. Graphical representations ol
the time al which the issue starled and when the alert were
fired are also shown at 1012 and 1014, respectively. Portion
1010 also includes a plot of the baseline and threshold. At
1016, information aboul a subsct ol impacted sessions duc
o the alertidentified issue is presented.

FIG. 108 illustrates an embodiment of a diagnosis graph.
The (partialy diagnosis graph of FIG. 10B was traversed, as
described above, to determine the root cause group of
<Bilverlight, Akamai> reported in the interface ol VTG, T0AL
In this example anomalics were delecled al nodes 1052,
1054, 1056, and 1058 in the diagnosis graph of FIG. 10B
{note that the graph of FIG. 10B does not show the complete
graph for diagnosis. [U only shows the anomaly groups in
corresponding dimensions). In this example, the rool cause
was delermined (based om a traversal ol the graph, as
described above) to be <Silverlight, Akamai> (1054)
because all of its subgroups (1056 and 1058) were anoma-
lous as well.

FFI1G. 11 s a Jow diagram illustraling an embodiment ol
aprocess for anomaly detection and root cavse diagnosis. In
some embodiments, process 1100 is executed by automatic
alerts engine 220 of FIG. 2. The process begins at 1102
when, al a [irst time, a sel of quality melrics are compuled
for a plurality ol groups (ol streaming sesslons). lior
example, a set of Quality of Experience (QoE) metrics such
as video start failure, exits betore video start, video startup
lime. rebullering ratio. ele. are compuled conlinuously {e.g.,
al cach minule or any other interval/granularity of time, as
appropriale) lor various groupings ol streaming sesslons.
The example (JoE metrics are used to aggregate the quality
of experience from collected video session data (data col-
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lected in the last minute), which iz sent by monitoring
sensors integraled in client devices requesting and playing
content. The metrics are computed [or various groups ol
sessions. whoere the sessions are grouped al varying levels ol
granularity according 1o various combinations of dimen-
siopal attributes. For example, in various embodiments,
sessions may be grouped according lo thelr geo-locations
(t.g. state. cily. or Designated Marketl Arca (DMAY in the
United States), device type, as well as combinations of
geo-location and device type. Other examples of dimensions
that may be used for grouping, sessions include: the name of
4 video assel thal was played; the CION [rom which the video
dala is streamed: whether the content is live or Yol (Video
on Demand); and a vser's or viewer’s Internet Service
Provider (ISI"), or Autonomous Svstem Number (ASN)
within a given 18P,

AL 1104, an anomaly is identificd at least in parl by
perlorming anomaly detection using the compuled sel ol
quality metrics and historical intormation. In some embodi-

ments, the QoE metric computed for the current minute is 2

joined with historical aggregate values [or the metric Lo
construct a lime series. where the time series per metric per
group are evaluated to detect anomalies in the behavior of
the time series. Anomalies may be identified in the time
series of multiple groups. In one embodiment, a baseline and
threshold are used o0 deteel anomalics. For example, a
baseline and deviation/tolerance threshold is computed Tor
each QoE metric and group, tor example, by agoregating
QoE metrics from an extended period of time in which the
metric appeared “normal’™ {e.g., as compared o some thresh-
old value Tor a melric). As one example. the bascline is the
mean ol the aggregated Qol: metrics within the time period
and the threshold is computed as a multiple of the standard
deviation plus the baseline valve.

The deviatiomdtolerance threshold s then used 1o detect 3

issues or anomalies [or cach Qoli metrie {lime series) and
group. l'or example. il the Qolt metrie ol the corresponding
group at the current interval, or aggrepated within a short
period of time, is above the tolerance threshold for a
threshold amount of time. then the metrie Tor the group is
labeled as anomalous. In some embodiments. the impact
(e.g., the number of sessions impacted by the anomaly) of
the issue is also vsed as a criteria for determining of the
metric for a group is anomalous. For example, in addition to
the metric exceeding the wlerance threshold for the thresh-
old amount ol time, the metric [or the group is labeled as
anomalous if a threshold number of sessions are impacted by
the issue.

In another embodiment ol anomaly detection, a hidden

Markov model (HIMM) is used 1o deteet whether ametric for s

4 group is anomalous al the current tme. In some embodi-
ments, a separate HMM is used for each QoE metric and
group. In this example, an HMM is a chain of states, one per
interval (e.g., cach minute). with an associaled metric obser-

valion for cach inicrval. The stale [or the inlerval is a label s

1o be inferred by the HMM, as erther “anomalous™ or
“ordinary” (not anomalous ). These states are hidden, and the
HMM is vsed 1o inter these states using the observations of
the metrics. The stales are distinguished by the model lor
observations. which makes dillerent predictions lor metrics
ohserved under the ordinary and anomalous states. It obser-
vations appear incompatible with the ordinary state for some
streteh ol ime {(e.g.. the observations are extremely unlikely
1 happen under the ordinary stale). the model [inds a high
probability thal the group is in the anomalous stale Tor that
period, and thus the metric for the group is labeled as
anomalous.
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At 1106, a cause of the identified anomaly is diagnosed.

In some embodiments. a graph (c.g.. dirceted acyclic graph
{12A07)) is construcled oul of all of the groups based on the
parent/child relationship between the groups. A group rep-
resents the collection of video sessions defined by the
dimension for that group. For example, a group (CDN:
Akamal. Device: Apple’ V) may be constructled 1o represent
all the video sessions thal are playing video on an Apple’I'V
device tvpe and obtaining video from the Akamai CDN. In
some embodiments, a group “A™ is considered a parent of
aroup “B” if “B” contains and matches all the dimensions of
group “A™ and has one or more dimensions than “A” Lior
cxample, (C1ON: Akamai, Device: Applel'V) is a parent of
(CDN: Akamai, Device: AppleTV, ContentTvpe: Live).
Other examples of dimensions and groupings are described
above. In some embodiments. the graph is constructed using
# subscl ol the groups, where cerlain dimensions/combina-
tions ol dimensions are excluded 10 reduce the complexily ol
the diagnosis graph and its evalvation.

The root cause is diagnosed by performing a traversal of
the constructed graph. Vor example, a Breadth Uirst Search
{131°8) traversal of the graph is started 1o look lor root causes.
One example criteria for a node to be a root cause is that the
node itself is labeled as anomalous (e.g., using the issue
detection algorithms described above), and more than a
conligurable (threshold) percentage {e.g., 80%) ol children
are labeled as anomalous as well. In some embodimenis, il
a node satistles the criteria, the system labels the node as a
root cause and moves forward to the next node on the BES
path. In some embodiments. il a node is anomalous but does
nol meel the criteria (e.g., the threshold percentage of
children that are labeled as anomalous is nol met). the
svstem starts Depth First Search (DFS) traversal from that
node through its children until a root cause is identified using
the same criteria.

AL 1108, an alert 1s generated based al least in part on the
diagnosis. lior example. the metric and group that is diag-
nosed as the root cause is provided. A list of impacted video
sesgions may also be provided. Other examples of alerts and
reports are described above.

Thus. using the lechniques deseribed herein. content
publishers (or any other entity in the OTT ecosystem/
pipeline, as appropriate) may be automatically alerted, in
real-time and near real-time, to any issues in viewing quality,
as well as be provided the root causes of the detected issues.
This provides aulomalic alerling on problems allecling
viewing experience, which has become increasingly iupor-
tant to content publishers due 1o the rapid growth of video
streaming over the Intemnetl {(e.g.. over-the-lop  conlent
(O, Tixisting solutions Lypleally leave the diagnosis ol
an lssue’s rool cause 1o conlent publishers. This is a dillicult
and time consuming task, since the issue can be at any
component in the streaming pipeline (for which there is no
single end-lo-end owner). and can cause signilicant delay in
finding the rool cause and resolving the issue.

Although the forepoing embodiments have Dbeen
described in some detail for purposes of clarity of under-
standing, the invention is not limited to the details provided.
There are many aliernative ways ol implementing the inven-
tion. The disclosed embodiments are illustrative and not
restrictive,

What is ¢laimed is:

1. A syslem, comprising:

a processor configured o

al a [first lime, compule a sel ol quality melries lor a
plurality of groups of streaming sessions, wherein
the set of quality metrics comprises at least one of
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video start failure, exits before wideo start, video
slartup ime. or rebuflering ratio:
identily an anomaly al least in parl by perlorming
anomaly detection wsing the set of quality metrics
and historical information;

constriet a diagnosis graph, wherein each node of the
diagnosis graph is associated with a corresponding
group ol streaming sessions. whercin the diagnosis
graph is construcled based al least in part on hicrar-

chical relationships among (he plurality ol groups ol

streaming sessions, and wherein the hierarchical

relationships are based at least in part on at least one
of device type or content delivery network (CDN)
assoclaled with groups of streaming sessions in the
plurality ol groups ol streaming sessions:

diagnose a cause ol the identified anomaly al least in
part by traversing the diagnosis graph, wherein tra-
versing the diagnosis graph comprises:

detecting anomalons behavior in a quality metric tor
slreamming sessions in 4 parent group ol streaming
sessions: and
respornse o detecling anomalous behavior in the
quality metric for streaming sessions in the parent
group of sessions, determining whether anoma-
lous behavior s detected in the quality metric for
streaming sessions in a child group ol streaming
sessions, the streaming sessions in the child group
comprising a subgroup of the streaming sessions
in the parent group of streaming sessions; and

generate an alert based at least in part on the diagnosis;
and

a4 memory coupled 1o the processor and configured Lo

provide the processor with instructions.

2. The system of ¢laim 1 wherein the set of quality metrics
comprises aggregated Quality of Experience (QoE) metrics
computed per group of streaming sessions collected within
an interval of lime.

3. The system ol claim 1 wherein a group of streaming
sessions represenls a sel ol streaming sessions delined by a
set of dimensions comprising at least one of state, city,
designated market area (DMA), device tyvpe, name of a
content asset, content delivery network (CDN), content type,
Internet Service Provider (ISP), and aulonomous system
number (ASP).

4. The svstem of ¢claim 1 wherein the processor is further
configured 10 construet a tilme series vsing the set of quality
metrics and the historical information. wherein the historical

=

information comprises a sel ol quality metrics computed atl s

4 previous me.

5. The system of ¢laim 1 wherein identitving the anomaly
comprises deterimining a baseline and deviation threshold
lor an aggregaled melric with respect Lo a group of streaming
SCSSIONS.

6. The system of claim 5 wherein the anomaly is identitied
based at least 10 part ob determining that the aggregated
metric exceeds the deviation threshold for a threshold
amount ol lime.

7."he system ol claim 5§ wherein the anomaly is identilicd
based at least in part on determining a measure of streaming
sessions impacted by the anomaly.

8. The system ol claim § wherein the bascline comprises
a mean ol the aggregaled metric within a lime period, and
wherein the deviation threshold is based al least in parl on
the baseline and a standard deviation of the aggrepated
metric.
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9. The svstem of claim 1 wherein identifving the anomaly
comprises using a hidden Markov model (o delermine a
probability thal a group is in an anomalous stale at the first
lime.

10. The system of claim 1 wherein evaluating the con-
structed diagnosis graph comprises pertorming a breadih
first search (IBLISY traversal ol the diagnosis graph.

11."The system ol claim 1 wherein a node in the diagnosis
araph is diagnosed as the cavse of the identified anomaly
based at least in part on determining that the node is
anomalous and that a threshold amount of children of the
nede are anomalous.

12, The system ol claim 1 wherein in response (o deter-
mining that a node is anomalous and that a threshold number
of anomalovs children is not met, a depth first search (DES)
iy perlormed starting rom the node.

13. The system of claim 1 wherein a plurality ol causes
are identified based at least in part on (he traversing of the
construeted diagnosis grapl, and wherein the processor is
turther configured 10 resolve the plurality of causes into the
diagnosed cause of the identified anomaly.

14. "The syslem ol claim 1 wherein the diagnosis graph
comprises a directed acvelic graph.

15. The svstem of claim 1 wherein the cause comprises a
aroup of streaming sessions in the plurality of groups of
slreaming sesslons.

16. "The system ol claim 1 wherein generating the alert
comprises providing a report as output, and wherein the
report comprises a list of streaming sessions impacted by the
identified anomaly.

17. A method. comprising:

al a [irst time, computing a sel ol quality metrics lor a

plurality of groups of streaming sessions, wherein the
set of quality metrics comprises at least one of video
starl [ailure, exits beflore video starl, video startup time,
or rebullering ratio:

identilying an anomaly al least in parl by performing

anomaly detection using the set of quality metrics and
historical information;

conslructing a diagnosis graph, wherein cach node ol the

diagnosis graph is associated with a corresponding
group of streaming sessions, wherein the diagnosis
graph is constructed based at least in part on hierarcli-
cal relationships among the plurality of groups of
streaming sessions. and wherein the hicrarchical rela-
Lliomships are based al least in part on at least one of
device type or content delivery network (CDN) asso-
ciated with groups of streaming sessions in the plurality
ol groups ol streaming sessions:
diagnosing a cause of the identified anomaly al least in
part by traversing the diagnosis graph. wherein travers-
ing the diagnosis graph comprises:
detecting anomalous behavior in a quality metric for
slreaming sessions in 2 parent group ol streaming
sessions: and
i1 response to detecting anomalous behavior i the
quality metric for streaming sessions in the parent
aroup of sessions, determining whether anomalous
behavior is detecied in the quality metric [or stream-
ing sessioms in a child group of streaming sesslons,
the streaming sessions in the child group comprising
a subgroup of the streaming sessions in the parent
group ol streaming sessions; and

generating an alert based at least in parl on the diagnosis.

18. A computer program embodied in a non-transilory
computer readable storage medium and comprising com-
puter instructions for:
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at a first time, computing a set of quality metrics for a
plurality of groups ol streaming sessioms, wherein the
sel of qualily metrics comprises al least one ol video
start failure, exits before video start, video startup 1ime,
or rebuttering ratio;

identifying an anomaly al least in parl by perlorming
anomaly detection using the sel ol quality metrics and
historical information;

constructing a diagnosis graph, wherein each node of the
diagnosis graph is associaled with a corresponding
group of streaming sessions, wherein the diagnosis
araph is constructed based at least in part on hierarchi-
cal relationships among the plirality of groups of
slreaming sessions, and wherein the hicrarchical rela-
lionships are based at least in parl on at least one ol
device type or content delivery networl (CDN) asso-
ciated with groups of streaming sessions in the plurality
of groups of streaming sessions;

—
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diagnosing a cause of the identified anomaly at least in

part by traversing the diagnosis graph. wherein travers-

ing the diagnosis graph comprises:

detecling anomalous behavior in a quality metric lor
slreaming sessions in 2 parent group ol streaming
sessions; and

i1 response to detecting anomalous behavior i the
quality metric for streaming sessions in the parent
aroup of sessions, determining whether anomalous
behavior is detecied in the quality metric [or stream-
ing sessioms in a child group of streaming sesslons,
the streaming sessions in the child group comprising
a subgroup of the streaming sessions in the parent
group ol streaming sessions; and

generating an alert based at least in parl on the diagnosis.
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