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Fields

Unified Data Mode!

Raw

"protocoiVersion”

X-Conviva-SDK-Version

"type":default value: CwsSessionHb

N/A — client can ighore. If needed,
may be added on server

"customerid” customers
"clientld" devices
"Instanceld" target id
"sesstonld” N/A

"sessionTimeMs"

timestamp_ms

"seqNumber" seq_num
"sessionStartTimeMs” N/A
"sessionFlags” N/A
"clientVersion™ app_version
"capabilities” N/A

FIG. 4A
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Platform Metadata

‘gen1” schema

operating system name system_name
operating system version system_version
device type system_device_type
device version (optional) deviceVersion
device model (optional) device_model

device manufacturer (optional)| deviceManufacturer

device brand (optional) deviceManufacturer

framework name {optional) framework

framework version (optional) | frameworkVersion

browser name {optional) browserName(Safari)
browser version (optional) N/A

platform name (optional) X-Conviva-SDK-Platform
platform version (optional) X-Conviva-SDK-Version

FIG. 4B



U.S. Patent

May 3, 2022

Sheet 7 of 15

Optional Fields

Unified Data Model

Raw

The corrasponding values for the videoType key

‘isAdVideo” shotld be live, adVideo, normalVideo

previous heartheat infos seg_num

‘events”. item_list

tags: Player metadata

"viewerld” viewerld

"framework": framework

"frameworkVersion" frameworkVersion

"platform™; X-Conviva-SDK-Piatiorm

"platformVersion™: X-Conviva-SDK-Version
The field inside the platform metadata of the conviva

"platformMetadata”. data model can go into deviceinfo, appinfo, and event
to inguire

"logs™: See ErrorEvent

‘connectionTypa". connectionType

"isSdkClient"; isSdkClient

"buffer length™: loadedTimeRanges

“player head fime". position

falloack selection event count”; | N/A

“Component config™ Configurations specific to the player platform
"Detected SSID™: wifiName

“CON Server P": cdnServerlp

"Signal Strength™ signaiStrength

“video width™ width

“video height": height

"Link Encryption”; sha256

*AdvertisingTrackingld” idfa

“client configuration parameters”: | ¢fg

US 11,323,500 Bl

FIG. 4C
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Fields for Video Sessions
Unified Data Model Raw
"assetName": assetName
"playerState”: Player state
"pausedoin™; pauseJoin

FIG. 4D
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Optional Fields for Video Sessions
Unified Data Model Raw
"resource™ resource
"cdnName": cdnName
“contentLengthSec": duration
"playerName" playerName
"bitrateKbps™: estimatedDataRate
"encodedFps": currentVideoFrameRate
"streamUrl": url
The corresponding values for the
"isLive": videoType key should be live,
adVideo, normalVideo
fpscnt: frameRateCount
rfpstot . frameRateTotal

FIG. 4E
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ErrorEvent

Unified Data Model Raw

"type": Inside jsonvalue, when
the status field’s value is
AVPlayer Status Failed,
this indicates that there
IS an error event

"isFatal" isFatal
"errorMsg": errorMsg
"sessionTimeMs" timestampms
"seqNumber": seq_num

FIG. 4F
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SeekEvent

Unified Data Model

Raw

H.typel!:

When the field
seekToPosition is in
jsonvalue, this indicates
a seek event

play head time

position

"sessionTimeMs"

timestampms

seek to position

seekToPosition

FIG.
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CustomEvent
Unified Data Model Raw
gty
"seqNumber": seq_num
attributes json_value
"sessionTimeMs" timestampms
play head time position

FIG. 4H
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] Rl 502\
hbi" : 20, } /packet settings

"timeout" : 5,

"config_interval"” : 30, } /config settings

FIG.5
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Receive, from a client device, raw data that is generated
within the client device and that is associated with content
playback
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Use an adaptor to translate the raw data into a unified data
maodel
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REMOTE MULTI-TARGET CLIENT
MONITORING FOR STREAMING CONTENT

CROSS REFERENCE: 10O (TR
APPLICATIONS

This application claims priority 1o U.S. Provisional Patent
Application No. 62/664.810 enlitled RIMOTIE MULI -
TARGITT CLIENT MONITORING FOR STREAMING
CONTENT filed Apr. 30, 2018 which is incorporated herein
by reference for all purposes.

BACKGROUND O TTIE INVENTION

Users are increasingly nsing networks such as the Internet
10 access content, such as video files and live streaming/
video on demand content. via client machines. Such content
is oflen large, time sensitive, or both, As demand lor such
content increases, there are challenges in distributing that
content efficiently and with high quality. As one example,
with the various types of device and video plavers used in
video streaming. keeping clients updated in a complex video
slreaming ccosysiem can be challenging.

BRIEF DESCRIPTION OF THE DRAWINGS

Various embodiments of the invention are disclosed in ihe
following detailed description and the accompanying draw-
ings.

FIG. 1A illustrates an embodiment of an environment in 3

which client-side moniloring and measurement s per-
lormed.

FIG. 1B illustrates an embodiment of an environment in
which server side monitoring and measurement of clients is
performed.

I'IGr. 2 illustrales an cmbodiment ol a data structure ol a
heartbeal.

FIG. 3 illustrates an embodiment of a raw data processing
engine.

IIGE. A=l iMustrate example mappings of raw dala o
fields ol the unified data model.

IIGE. 4= | illustrale example mappings ol raw data o
events of the unified data model.

FIG. 5 illustrates an embodiment of'a raw data collection
conliguratiom.

I 6 illustrates an embodiment ol a conliguration portal.

FIG. 7 is a flow diagram illustrating an embodiment of a
process for remote multi-target client monitoring for stream-
g content.

DIFTATLLED DESCRIPTION

The invention can be implemented in numerous ways,
including as a process: an apparalus: a syslem: a composi-

tion ol matler: a compuler program product embodied on a5

computer readable storage medivm; and/or a processor, such
as a processor configured to execute wmstructions stored on
and/or provided by a memory coupled to the processor. In
this speciiication, these implementations. or any other lorm
that the nvention may lake, may be relorred 1o as lech-
nigues. In general, the order of the steps of disclosed
processes may be altered within the scope of the invention.
Unless stated otherwise. a component such as 8 processor or
a memory deseribed as being conligured 1o perlorm a task
may be implemented as a general component that is wem-
porarily configured to perform the task at a given time or
specific component that is manvfactured to perform the task.

[
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As used herein, the term “processor” refers 1o one or more
devices. cireuits. andior processing cores comligured 1o
process dala, such as computer program instructions.

A delailed description of one or more cmbodiments ol the
invention is provided below along with accompanying fig-
vres that illustrate the principles of the invention. The
invention is deseribed in connection with such embaodi-
menis, but the invention is not limited 1o any embodiment.
The scope ol the invention is Timiled only by (he claims and

3 the invention encompasses numerous alternatives, modifi-

cations and equivalents. Numerous specific details are set
forth in the lollowing description in order lo provide a
thorough understanding of the invention. These details are
provided for the purpose of example and the invention may
be practiced according to the claims without some or all of
these specific details. For the purpose of clarity, technical
malerial that is known n the technical fields related 1o the
invention has not heen deseribed in detail so that the
invention is 0ot unnecessarily obscured.

Described herein are techniques for configurable, server-
side monitoring of clicnt-side targets. While example
cmbodiments in a video streaming (e.g.. live and on-demand
streaming) ccosysiem are described below, the lechniques
described herein can variously be adapted to accommodate
any type of multimedia‘avdiovisval content distribution or
delivery. as applicable.

Monitoring and Measurement of Streaming Scssions

Client Side Monitoring, and Measurement

163, 1A illustrates an embodiment ol an environment in
which client-side monitoring and measurement s per-
formed. [n the example shown, client 102 is used to access
content, such as avdiovisval content (e.2., movies, songs,
lelevision shows. sporling evenls, games, Images. ele.) thal
i owned by contenl owners. The content 15 stored {or
caplured) al origin servers, then distributed via other servers,
caches, content distribution networks (CDNgs), proxies, ete.
{collectively, “content sources™). Content sources employ a
variely ol wechnologies and include 11TTP Adobe 1lash
Media. and Microsoll Internet Information Service services.
In some embodiments, content is also distributed by clients
{e.g., using peer-to-peer techniques).

Examples of clients include personal computers, laptops,
cellular phones/personal digital assistants. and other types of
inlormation appliances such as scl-lop boxes. game con-
soles, broadband routers, file servers, video servers, and
digital video recorders, as applicable. The clients are vsed by
subseribers o various Inlernel service providers (15Ps).

In this example, suppose that client 102 is a smarlphone
device that has installed various mobile applications (also
referred 10 herein as “apps”). Suppose that a vser of client
102 would like to watch a television show published by
lelevision network (“XYZ™) 116 (an cxample ol a conlent
publisher). The user ol client 102 has installed. on their
device, a video plaver application (104) for selecting and
viewing streaming content published by a television network
XYZ").

Via a user interlace provided by video application 104. the
user scleets a lelevision show (example ol a conlent item) 1o
watch. Client 102 includes a content plaver application 106,
as well as a monitoring module 108, The requested content
ilemn is received by the content player [rom a content source
such as a CDN {c.g.. over network 118 such as the Internet).
The content player then renders the conlent being strcamed
from the CDN as part of the content plavback session. As
vsed herein, a session refers 1o an entity representing an
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instance of the vser's plavback interactions with the content
ilem or assel. The session may be defined in a varicly ol
manners. As one example, the session may be designated as
having begun with a user’s request for a particular conlent.
and end when the vser ceases plaving the content (e.g., the
nser stops watching a requested video). As another example,
the session may be designated as having started when the
video starled playing.

Monitoring module 108 is configured to provide status
intormation (also referred to herein as a “heartbeat™) asso-
clated with the video streaming, on a recurring basis, to
content distribution monitor 124

‘The status information includes a variety of lelemetry data
such as information that captures the quality of the user
experience (e.g., video stream quality), and intormation
pertaining o user behavior, xamples ol quality metrics
include: the length of time i takes for the elevision show Lo
slarl playing. the number of bullering events (16 any). the
length of buifering events, and the number of frames per
second rendered by the video plaver. Examples of user
hehavior include: starting and stopping playing a video or
audio stream, secking within the stream. swilching the
plaver 1o tull screen mode, minimizing/restoring the plaver,
a change in the volume level of the plaver, and clicking on
an advertisement.

In order 1o provide such stalus information, moniloring
module 108 includes sensor 110, raw data translation engine
112, and transport engine 114, [n some embodiments, moni-
toring module 108 is inplemented as a library. Sensor 110

is configured (o listen for and colloet raw evenl data (as well 3

as meladata and  propertics/attribules) [rom the content
player. The raw cvent data is translated by raw dala (rang-
lation engine 112 into a unified or predefined data model.
The raw data translation engine includes logic to determine,

[rom raw data {c.g. evenls and aliributes) collecled by 3

sensor 110, status informalion such as that desceribed above.
Ag one example, raw data provided by the conlent player can
be vsed to infer the state of the plaver. For example, the
unified data model may include a field for indicating plaver
slate (c.g., bullering. playing. paused. sleeping, cle.) during
a session. [owever. suppose thal the player itsell does not
provide an explicit indication of its plaver state. Nonethe-
less, the raw data translation engine is confipured to translate
(e.g., according to translation rules) raw events/atiributes
inle a player state. Vor example, il the scnsor recelves an
evenl [rom the player indicating that the player’s bufler is
full, then the raw data translation engine can use that raw
event to infer that the plaver is playing video. As another
example. 1710 was Inlerred that the player is currently in a

paused state and the playhead lime slarts 10 move, then an s

inflerence is also made that the player has changed state o
plaving video. In addition to the plaver states, the raw data
translation engine also determines varions metrics (e.g., the
number o byles downloaded/streamed since the session

started, the bitrale ol the stream, and the rendering rate) rom s

the raw events. As one example, the sensor can collect raw
framerate data from the video plaver. The raw data transla-
Tion engine may be configured to sumunarize the raw tram-
crale data. collecled over a period ol Gime (e.g., over the
course ol a sessiom), Inlo an average [ramerale. which is
another example of a field in the vnified data model.

In some embodiments, the monitoring module is imple-
mented as an APL where the client side library calls the APls
Lo perlorm certain lunctions. As one example. the developer
ol the library can code the library such that when an event
such as video start occurs, then the APT can be explicitly
called 1o designate start and end of (monitoring of) session.

[

1

4

Transport engine 114 is confipured to package the status
inlormation {in the unifled data model) translated rom the
raw dala inlo heartbeal messages, and then communicate the
heartbeats o content distribution monitor 120,

Content distribution monitor 120 collects the intformation/
heartbeats received from client 102 via receiver 122. Con-
tent distribution monitor 120 then processes the received
inlormation using processing pipeline 124, "The collected
inlormation is made available in real-lime to control entities?
operators and can be used 1o provide various inlormalion
about video streaming. In the example shown, television
network XYZ 116 is a customer of the services provided by
content distribution monitor 120, An analyst for television
network XY/ may use the inlormation provided by conlent
distribution monitor 1200 understand and gain insights inle
the quality of the streaming experience [or users walching
XYZ’s content.

In the example shown in FIG. 1A, a single content

25 distribution monitor 120 is vsed. Portions of content distri-

1
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bution monitor 120 may be provided by and/or replicated
across various other modules or inlrastructures depending,
for example, on tactors such as scalability and availability
{reducing the likelihood of having a single point of failure),
and the techniques described herein may be adapted accord-
ingly. In some cmbodiments. conlent distribution monitor
1200 is implemented across a sel of machines distribuled
among several data centers. A Resilience Service Laver
{RS5L) can also be vsed 10 ensure that the monitoring service
i not disrupled whendila subsel ol machines [ails or a subsel
ol dala centers hosting (he content distribulion monitlor are
disconnecled from the Internet.

While s single client is shown in the example of 1A, there
may be numerous clients in the content delivery ecosystem
streaming conlent published by various content publishers.
Conlent distribution monitor 1200 may colleet and process
inlormation received [rom these various clienls streaming
content from different publishers, where multiple publishers
may be customers of the services provided by content
distribution monitor 124,

The unifled data moedel desceribed above is used so that
status information in the same format may be collected
about clients, regardless of their tvpe (e.g., device type,
model, operating svstem, etc.) and the manner in which they
provide raw data. This allows content distribution monitor
1200 to process data across client types ol publishers in a
consistent data wmodelview, For example, the unified data
model is predefined in such a way that content distribution
monitor 120 is able (o parse and understand the meaning of
the felds in the unified data model. This is in contrast to the
raw dala. which may be in different [ormats lor dillerent
clients, publishers, content plavers, etc.

In the example of FIG. 1A, the translation of the raw data
o a unilicd data model s performed at the client. "The
translation is perlommed according o a translation conlfigu-
ration defined, tor example, by publisher XYZ. For example,
publisher XY7Z is given control 1o define how fields of the
vnified data model are determined from observed raw data.
Dillerent conligurations may be delined lor dillerent types
ol clients {e.g., the XYZ app on an 08 device will have a
different monitoring module than the XYZ app on an
Android device, since different types of raw data would be
collected and translated).

While having the translation be performed on the client
cnlorces common player abstraction om the client side, there
are various issues. For example, the conversion logic may be
complex, and error prone.
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For example, developers working for publishers, who
have control over the definition of the conversion logic, may
make errors in session management as well as (he mapping
[rom raw player cvents/propertics 1o the unified data model.

Further, because the translation is performed on the
client-side, data integrity is lost after conversion (becavse
the raw data s lost). lmportant raw inlormation is lost
l'urther. there is a lTack ol extensibilityiTexibility 1o add new
metrics due 1o logic 10 convert raw events into the unified
data model being hardeoded or predefined in the monitoring
library at the client. For example, if publisher XYZ decides
1 make a change Lo how status imformation 1s defined, then
4 new moniloring module would have o be integrated and
installed on the client device to pertorm the update. This can
be challenging due to the numercus devices of varving
types. Liurther, because the raw data from previous sessions
is notl preserved (since 10 was lost in the conversion al the
client side), then the new metric delinition cannot be applicd
10 previous sessions (only those going forward).

Other issves inclide low intormation entropy density,
duplicate data in heartbeats. and awkward inlormation orga-
nization. such as how o indicate whal metadata is for whal.

Further, in the example of FIG. 1A, having the conversion
logic reside in the library on the client and uvnder the control
of the customers can lead 1o measurement inaccuracies and
incomsisiencics. as well as ragmentation as dillerent cus-
tomers compule the same measurement ilem in different
ways. For example, because customers (e.g., publishers) are
given control of how status information is defined from raw

evenls, there may be differences in data consislency and dala 2

quality across the dillerent customers and libraries. Such
inconsistencics in the definition of the status information
make it challenging tor customers 1o compare their pertor-
mance againgt each other.

Ag one example. consider the video startup time metric.
which 1s a measure ol how [ast or quickly a video starls
playing. Dillerent cuslomers may have dilferent ways ol
defining this same video startup metric (which may be a part
of the unified data model). For example, the video startup
time measurcment ficld may be defined 1o be compuled as
the time between when a user clicks on a video and the video
starts plaving. However, the definition may be complicated
if pre-roll ads should be taken into account. For example,
one customer may consider pre-roll ads in the video startup
time. while another customer does nol.

Another example ol inconsistency in which (iclds ol the
unified data model may be defined differently by ditterent
customers is the definition of what the start and end of a
session are. lor cxample, some customers may define a
session as when a video starts playing until playing ceases.
lHowever, there may be additional [actors (o consider when
defining or designating session start‘end. For example, some
video delivery platforms allow replay of a video or content
assel. Some cuslomers may consider the replay as part ol the

same session. while another customer may define the replay s

as a new session. Ads, such as mid-roll ads may also
complicate the session definition. For example one customer
may define a session to include both the video and the ads
that are played, while another customer may deline a session
1 only include the conlent requesicd by the user. The
different ways in which the start/stop of a session (or the
monitoring of a session) is defined may have downstream
elfeets. as many metrics may be delined relative o the
slartiend points of the session (c.g.. average [rame rale ol a
SCHSION ).

Ag another example, suppose that a plaver is loaded (e.g.,
the Ul component of the plaver that is visible 1o the vser)

—
1
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when the user clicks on a video that they are interested in,
but the user has not yel actually clicked on the play bullon
in the interlace. In some cases. the player immediately starls
loading (he video data without beginning playing. This video
starts to load so that the video can be prepared (buftered).
For example, several seconds of data may be pre-loaded. In
this way. when the user clicks on play, the video will
immediately starl. 11 one customer decides 1o designale the
starl of the session {and (hereby designate the start ol
monitoring of the session) from the point at which the vser
clicks play, then the session would have a zero video start
lime. | lowewver, this would ignore the time spent loading the
video. A dillerent customer might deline the start ol the
session as when the video starts loading. This would result
in a non-zero video startup time determined for the session.
When comparing, the two customers based on the startup
lime ficld in the wnilicd data model. one would appear 1o
have vero stariup Ume. [owever. the comparison is nol
accurate due to the inconsistent way in which the metric was
computed by the customers. Even though the customers
have delined the sessionfvideo startup time dilferently. the
raw data will eventually be mapped o the same fleld in the
unified data model. Tiven within the same cuslomer. incon-
sistencies can arise in what is measured due to differences in
devices/plavers. However, because the raw data is lost in the
conversion ol the client side. the backend is unable 1o
provide a consislent slartup lime melric computation 1o
allow a consistent comparison.

Further, because the monitoring library has built in logie,
new integration work is required for any logic changes, such
as lhose required by cusiomers. Por example, the library
includes a fixed set o data that is o be collected. IT there are
new data collection requirements, new integration worl
must be performed.

Described in FIG. 1B and below is server side monitoring
and measurement ol clients, in which the comverting ol raw
inlormation into the unilicd dala model is perlormed by a
backend such as content distribution monitor 120. As will be
described in further detail below, moving the converting
logic o the backend allows for a reduction in the integralion
cllort by customers (e.g., when making changes (0 how
clients monitor and report data), as well as increases in the
data consistency, accuracy, and quality across customers and
libraries and integrations. Traceability (e.g., the capability 10
trace the raw behavior of players) is also inereased. Con-
figurability of the measurement and monitoring s also
improved. Thus, long-term overhead for integration, addi-
tion of new metrics, and maintenance is reduced.

Server Side Monitoring and Measurement of
Client-8ide largets

FIG. 1B illustrates an embodiment of an environment in
which server side monitoring and measurcment ol clients is
performed. In contrast lo the example ol VIG. 1A, a dillerent
architecture is provided in which the measurement and
monitoring of the ¢lient is moved to the backend (e.g.,
monitor 120). As will be described in further detail below, in
contrast Lo the embodiment ol FIG. 1AL the converling or
mapping or imlerpreling ol raw evenlsiproperlics o the
vuified data model is performed on the backend, rather than
at the clients (where, for example, no raw data to vnified data
model conversion is performed at the clients).

In this example. client 152 also includes a video appli-
cation for walching comtent [rom publisher XY/ (116). The
XY7Z application includes a content plaver 156. In other
embodiments, a content player provided by the operating
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system of the device is vsed for content plavbaclk. In this
example. the XY7 application includes 1 moniloring module
158 that includes minimal logic for oblaining raw data and
then sending the raw data Lo the backend.

Monitoring module 158 includes sensor 160 (which in
some embodiments is an example of sensor 110 of FIG. 1A),
which is comligured lo monitor/collect raw cvents/meladata/
propertics [rom nol only the player, but also rom other
ohjects/targets as well, such as the app itselt, DRM objects,
ads, ad managers, the device on which the app is installed,
ete.

In one embodiment, reflection or inlerceplion-based Lech-
niques [or monitoring are used. lor example. aspecl ori-
ented/reflection-based programming is vsed, where various
data may be intercepted with requiring reading of APIs.
Instead, the name ol a class or object need only be known.
(GGiven a name ol an objecl. the monitoring library 1s then
altached 1o an instance ol that class. Further details ol such
monitoring are described below,

For example, client 152 includes XYZ's application 154,
Mobile app 154 is inlegraled with moniloring module/
library 158. "The name ol the class ol objectsflargets o be
monitored is provided 1o the monitoring library, The moni-
toring library may then atrach itselt'to instances of objects of
that class. For example, an instance of'a ¢lass is instantiated.
The instance will be associaled with a parameter. An oper-
aling system {(e.g.. ol the client device) may have APy that
ntorm the monitoring module of the class names of the
ronning instances of this class. The library is configured to

slarl listening/monitoring lo any instances ol the class. The 3

classes may correspond o different types of largets.

The [pllowing is an example of initializing the monitor
and monitoring, various targets. When the XY7Z mobile app
is opened, the monitoring module (embedded in the XYZ

mobile app) is also initialized. The initlalized moniloring 3

library is conligured o listen in (he background lor different
Lypes ol objects (instances of various targel classes). TThus.
from within the mobile app, the monitoring library can
monitor various objects that are instantiated. The user may
have mulliple apps installed on their mobile device. cach ol
which has embedded its own copy of the moniloring library
built in (when multiple apps are opened, each app would
have a corresponding initialized monitoring library).

In this example, in which the XYZ app is run and the
moniloring library embedded in the ACMI app 15 initial-
ized, the sensor in the monitoring library listens and tracks
various objects/targets. In this example, the user selects a
video 1o watch trom the XYZ app, and then starts watching
the video by pressing on a play bullon rendered in the
interface. The XY/ app and the content player are two
examples ol targets that may be monitored by the moniloring
module 158,

In this example, in response to the uvser hitting play (or
scleeting the video), application information ol the XY7

mobile app larget s oblained. In various embodiments. s

application information includes the name of the applica-
tion, the version of the application, and the developer of the
application. Further, device information (e.g., device type,
an amount ol memory on the device. screen size, [P address.
ele is also oblained (e.g., where the device is another
example of a target that is monitored).

Ag described above, the XYZ mobile app is but one
example ol a largel that the moniloring library (racks. The
content player 156 is another target thal the moniloring
module 158 also tracks. "The monitoring module listens lor
raw events provided by the plaver and app targets. Atiributes
of the targets may also be obtained. The attributes mav be
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obtained in response 1o detection of an event. Attributes of
the targels may also be oblained periodically, on a time
driven basis {c.g.. periodically).

Consider the content player targel. An example ol a raw
event that may be picked up by the monitoring library is a
plaver state change event (e.g., from buffering to plaving, 1o
pause, eic., if provided natively as raw data by the player).
Other examples ol events associaled with a player target that
may be monitored are bitrale change evenls. screen sive
change evenls. ole.

The oceurrence of the event may trigger the obtaining of
atiributes of the plaver at the time of the event. Examples of
attributes include trame rate, frames rendered, ad time,
download speed, chunk downloads. ete. When the player
stale change evenlt s deleeted, such atlribules are oblained.
Obtaining attributes at the time of events allows for an
vinderstanding of the plaver context in which the event
ocecurred. For example, it'a plavhead time (PHT) event (e.g.,
movement of the PHTY occwrred, the attribules can be used
o inler that a seek operation had been performed as part ol
the event. An example of an app event is a user intertace (UI)
event.

Obtaining of altributes of the largels on a Ume driven
basis {c.g.. periodically) allows lor the continuous monitor-
ing ol altribules ol 1argets.

As will be described in further detail below, raw events
and attributes of the targets are sent to the backend. The raw
largel inlormation may be sent 1o the backend conlinuously.

In some embodiments. moniloring of largels stops based
on different events. For example, with respect to determin-
ing the end of @ monitoring, session, if the user exits the app,
the monitoring library stops monitoring the video plaver and
app largetls (since the moniloring library will also close with
the app being closed  the monitoring library can recognize
the stop event before it shuts down). If the user clicks stop
ol the plaver, then the stop event is tracked and recorded as
an cvenl. Other targels may be continued (© be monitored.

The lollowing are examples of information that are col-
lecled about dillerent largets, as well as raw data that is
obtained at monitoring, library instance initialization. For
each raw event that is collected, the event is associated with
a largel, timestamp (of when the evenl oceurred), and a
sequence number. In some embodiments, (he collected raw
event information is placed in a format such as a JSON
string. Examples of raw data to be collected for targets, such
as apps, a content plaver (AVFoundation plaver in the below
cxample), device. ele. are shown. Shown also 1s an example
ol information oblained lor a custom target that includes
information about content that is being plaved.

Uinstance_id": "1 5127004480000,
"seq mun': o,
Marget_rap': {
"AvTonndaion": |
{

Uiem_list |

"tarpet 14" 2,

Msey_nurm''s (0,

"json value": |
“framework: "AVFoundation",
“rrelomedYolome': 1,
"schema": "genl".
Uplayer™ame': "L
"has ProteetedCanien™s Talse,
"memaryAddress”s "IRGueI00g3110",
UHernld " 0,
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-continued

10

-contined

normalvidea".
.1'\_‘:'1[[[[.|T|“=

"duration":
"playerActionAtltemEnd™ 1,
UHrnet o el $taus
"AVDPlaverTimeControlstatusTansed".
“devwenload Specd' s B390048,
"errren MuedisBereer Adn
"reterenceRestrictions”: 0,
Uresourec’:
"volume": 1,
"oadedTimeRanges": {1,
UeeweerTds Mview d",
"framewarkVersion': "1L1"
“posilian: 0,
Ureuned s (0,

"heiallt" o,

1240193 20585,

Uresouree”,

“stﬂtus“. “_A_\ Pln.} er::tﬂtusRen.dyToPla}"'.
"playbackLikely ToKeepUp": false,
"dewe nload Bytes": B30004%,
"downloadThuration': 1.

Uit

I

1=
"timestamyp ms"t 1512700445000

1
I
|
“tarpet id": 2
“ngance_id": "IS 1270 1446000,
“linde id"r 2
“target type": "AVFoundation”

1
I
1-

"deviee_info"s |
“itern List": [
I

“target 1" 0,

"seq mum'": 0.

Mjsen_vilne's
up time": 42370,
"deviceMannlactnmer: "Apple”,
Ucharging”: "N,
"acoessories attached": "Na",
"device_rmadel™: "iPhone”,
"eotmtry'': Men T8,
"currency': "S".
Usystorn_name': MO8,
“dehug&m attached": "Yes",
Ueamier_counly''s 3
Ulully_charged”: "N,
“dE\ ice onentn.non“ oyt

"used disk sptu.e" "R TIGRY,
Ulsed_rnemeryt's USU2ORRIEL Y
"cpu usage": "4, 100000",

"carrier mabile country code':
"ledal_rmnernomy': "16384_[](][][][][]",

"free disk space”: "366.92GDR",
"connoehicn Type''s "W
Urinfitasking_enalled”
"systemn version": "11
Maystorn_sdovieo_ype™:
"soreen height": "736",
"name attached accessories
"deviceYersion':
"DarwinKernel Versionl 7, 2.0 FriSep 281 8:2 1103 TDT01 7rootxm-
45705.20,62-3/RELEASE X80 64",
"disk_space”: "465.630GR",
"carrier mabilenetwork code':
signal Strength': "3",
Asia‘Shanghai",

xRA_5d",

MR eone's
"headphenes attached": "Na',
"free memoery': "1623.539062",

Ueamier_iso_soummy_code'
"mimber processars’: "8,
"soreen brightness': "S0.000000",
2 U=10n0a0nt,

—
1
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“screen width': "414",

Urnrnber_aeli _p.mcn:ssmﬁ": "R,
"language’: e
"catrier qllo“s \01p“ "No"

\.,i.'IT'IL'I _ILme
"device name': “dh MEDP-1"
5
I
MHrnestarnp_ms"s 1512701446000
}
B
"target 1d": 10,
"lnstance id"™: "LS12T01446000",
"lHnk_id": 0,
"target type': "device info"
5
K

|
b
Uhave_teported: DY,
"client wversion": "1.0,1"

The monitoring library docs not perform summarization
or session management (e.g., designating or calling the
start/end of sessions). The customer also does not need 1o
perform such calling of start/stop. The customer also does
not have control of when the client-side moniloring/mea-
surement started or ended (in contrast o the example ol FIG.
1A where it is the customer that has control ol writing the
client side code that defines when monitoring starts/stops).

The movement of control from the client to the backends
provides improvements in accuracy and consisiency, as well
as reduces errors. or example. in the embodiment of IG.
1A, a developer implementing the monitoring library of
publisher XY7Z may torget to call the monitoring library API
to start a session or end a session (e.g., start'end monitoring
ol a sesslon). The developer may call the session starl (oo
carly or o late. For example, one customer might call the
starl ol a session aller a pre-roll ad had (inished. owever,
this would miss any technical failures during pre-roll ads,
since the tailure would not be captured because it was not
defined 1o be included in the session. As another example,
developers may call APIs al different times. resulling in
inconsistent ways of designating starts and ends of sessions
across different publishers.

In the example of FIG. 1B, rather, all raw events/attributes
are monilored, and the backend makes (he decision of how
lo interpret the raw evenls and decide, lor example. when a
sesgion starts and ends. This results in a lightweight, mini-
mal integration of the monitoring library and the XYZ
mobile app. This reduces the possibility of crrors {c.g.. by
reducing the amount ol code). Further. this simplilics the
dillerent types ol inlegrations needed lor dilferent types of
devices, which may have various differences resulting in
inconsistencies across different customer apps. Reducing the
amouni of work done by developers working on behall of
the customers also reduces measurement inconsislency and
inaceuracy.

The transport engine 162 is contigured to send the raw
data coming from the targets 1o the backend. For example,
the sensor. which collected the multi-largel raw data (raw
cvenls and aliributes). passes the collected raw data o the
transport engine, The transport engine is configured 1o
package the raw data into heartbeat messages. Heartbeats
used Lo transport raw data are relerred (0 herein as “raw
heartbeats.” The raw heartbeats are in contrast (o the heart-
beats provided by the clicnt in the embodiment of FIG. 1A,
where the payload has already been converted into the
vuified data model. Such heartbeats including data in the
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unified model atter having been converted from raw data are
referred o herein as “unilied data model heartbeats.™

Ay described above, in some ecmbodiments. a collecied
evenl is associaled with a target type (an identifier ol the
target from which the event was collected), a timestamp of
when the event occorred, a sequence number, ete. In one
embodiment. (he data structure for the payload ol the
heartbeat is in the JSON string [ormat, as shown above.

FIG. 2 illustrates an embodiment of a data structure of a
heartbeat. In the example shown, heartbeat 202 includes raw
data tor two types of targets, 204 and 210. Each target may
have mulliple data llems (e.g., dala ilems 206 and 208 ol
Largel 204, and 212 and 214 ol target 2100, where a dala item
corresponds to a raw event. For example, the plaver target
may have data items corresponding 1o a plaver state change
evenl and a loading event. "The app targel may have a Ul
change evenl recorded as a data item. The data ilems that are
included in a packel may depend on the interval in which
heartbeats are sent. For example, any data items that
occurred between the heartbeat transmission interval are
packaged into a same heartbeal for transmission o the
hackend.

Ag described above, each data item (event) has a corre-
sponding timestamp of when the event happened. Each data
ire also has a sequence number indicating the ordering of
the events that oceurred for the targel. Such an ordering
allows, [or example, the backend o determine i there are
any gaps 10 the transmission of events (e.g., if the backend
ohserves a gap in the sequence number of received events,

this may be an indication thalt a heartbeal including the 3

skipped event was dropped during transmission).

‘The heartbeats are sent as packets thal are transmitted Lo
the backend 166.

Multiple data items may be packaged into a single packet.

Packels may be sent periodically (e, on a 20 sceond 3

interval). Packets (hemselves may also include sequence
numbers.

In some embodiments, each packet is sent to the backend
via a nniform resource locator (LTRL). The URL may include
a cusiomer identifier, device identifier, and instance idenii-
fier. Buch inlormation may be oblained when the app ini-
tializes (hence the corresponding instance id of the app
stance), and may be vsed to index the information in the
packets. A single device may start the XYZ app multiple
times. where cach app slart is associaled with a correspond-
ing instance identifier. Fach packetl also includes a packet
identifier

The following is an example of a URL (POST) for
sending raw heartheats:

htipdf<account=.api.conviva.com/<version>ic
<cust id=/devicessdev_id>/instances~<ins_id>/packel!

In contrast to the embodiment of FIG. 1A, in which at
least some level of interpretation (e.g,., summarization of raw
dala/conversion of raw data (o the unilied data model is

perlormed on the clients, in the server-side translation s

architecture described herein, no interpretation of raw data
is performed on the client, only collection. This simplifies
the client side logic. Having more lightweight code reduces
the processor burden o perform the conversion. This alse
simplifies the code that is deployed on clients. Vor example.
clients can effectively receive the same or similar client
code, with only minor variations based on different tarpets
on devices, user interlaces, skins. ele. However, the same
moniloring librarics could be provided Lo customeoers, such
that dillerent librarics [or the customers would not have o
be managed. For example, instead of defining metrics (e.g,.,
start/stop of session, starmup time, ete.) and implementing

3

12
them in client side libraries, which are customer specific, a
single lightweight library can be distributed (o clients [or
collecting and transporling raw data. while the inlerpreta-
lionfconversion logic 1s placed at the backend.

In an environment where it may be challenging to make
changes to remote ¢clients, the simplification of code allows
for a more ellicient deployment of code. Changes may be
made elMectively without requiring end users 10 oblain 4 new
application trom an app store (and instead send new con-

; figurations of mondtoring ). Different client-side libraries for

different publishers/customers would not have to be man-
aged.

The packels sent by transporl cngine 162 are sent 1o
content distribution monitor 166 (e.g., over network 164
such as the Internet). Content distribution monitor 166
includes raw dala processing cngine 168. Raw data process-
ing engine 168 is confligured o convert (he raw largel data
items in the raw heartbeats into the unified data model. In
some embodiments, raw data processing engine 168 con-

25 verts the raw heartbeats into vnified data model heartbeats.
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The unilied data model heartbeats would be, [or example, in
the same [orm as the heartbeals provided by client 102 ol
FIG. 1A, The unified data model heartheats generated by
gateway may then be passed to processing pipeline 124, as
in FIG. 1A,

I1(G5. 3 illustrates an embodiment of a raw dala processing
cngine. In one embodiment, raw dala processing engine 300
is an example of raw data processing engine 168 of FIG. 1B.
In this example, raw patewsy 302 is unplemented as a
Iypertext lransler Protocol (IITTPY server. In some
cmbodiments. the galeway iy (Go-based. Raw heartbeal
{packels) are obtained from remole clients such as client
device 152 of FIG. 1B. The pavload (raw data items for
various targets) is extracted from the raw heartheat (packet).

The payload is placed in queue 304. In one embodiment,
the quene is implemented as a Kalka queue. 'The raw data is
preserved. Although not all ol the raw data might be used
immediately, it is preserved, for example, in case it can still
beused at a future time (this is in contrast 1o the embodiment
ol I'IG 1AL where the raw data at the client would no longer
be accessible alier it has been iranslated ai the client).

In this example, the raw data is passed 1o raw log store
306. In some embodiments, the raw data is stored to a data
store, per customer identifier, and bucketed by time. In one
cmbodiment, the raw logs are stored o a cloud data stlore
such as Amazon 83, 83 conneclors may be used. As one
example, the 53 connectors are run (e.g., every hour) via
schedule tasking in order to fetch the previous hour's logs,
which are then backed up 10 an appropriaie 83 bucket.

In various embodiments. the data structure [or a raw log
that is stored may include various nlbrmation. such as a
client identifier, instance identifier, platform, framework,
client version, timestamp of when the packet including the
raw log arrived al the galeway (c.g.. gateway 302), the client
IP address as scen by monitor 166 {c.g., 1P or IPv6). as well
as the raw packet data that was received.

The raw data is also passed from queve 304 1o adaptor(s)
305, Adaptors 305 are configured 1o convert or translate or
map or inlerpret the raw data inlo (iclds of the unified data
merdel.

In some embodiments, each customer is associated with
their own corresponding set of adapters. Adaptors may also
be used across customers. Dillerent adaplers may be used in
order lo provide customer-speciiic logic that is tailored (o the
respeclive cuslomers.

In the example shown, each adaptor is configured 1o
perform the conversion of raw data for a particular corre-
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sponding target tvpe, where there is a oLne-to-o0e correspon-
dence belwoeen largel Lypes and adaptors. For example. there
may be an adaplor lor a content player largel. another
adaplor for a particular mobile app, another adaptor lor a
particular tvpe of device target, another adaptor for a tvpe of
DRM target, etc. In some embodiments, for an event 1o be
processed, the targel ype identifier associated with the raw
evenl is oblained and used 1o identify or select an appropri-
ate adaptor to use to process the raw event.

Each adaptor has knowledge of the raw data that is present
for the target tvpe, as well as the logic 1o interpret the fields
ol the raw dala lor the corresponding targel ype. or
example. the adaplor lor the AVDUoundation player is con-
figured 1o parse and process fields in the raw data for the
AVFoundation plaver (which for example is in the JSON
lormat), while the adaplor lor the XY7 app player is
conligured (o parse and process (iclds in the raw data lor the
XY/ app.

The tollowing is an example of using an adaptor to map
raw data from a content plaver 1o plaver state changes
speeified according (o a unified data model. The logic of the
adaplor corresponding 1o the player targel type identifies
certain raw data fields and uses the raw data to inter what
state the plaver was in. As one example, suppose that the
unified data model includes a field tor indicating whether the
player was paused. The logic lor determining whether the
player was paused evaluates the raw data of the events ol the
plaver according to a set of rules. If the raw data matches the
rules, then it is inferred that the player was “paused.” This
is then designaled in the unilied data model.

The adaplor logic also includes code lor perlorming
computalions o determine, lor example. metrics or other
fields specified in the vnified data model.

The following is an example of adaptor logic tor a plaver

largel that evaluates (he raw cvenlaliribule data from the 3

player (o determine il the player is stopped. In this example.
the adapler looks for the raw data lor the duration of the
content being watched (e.g., the length of the video) and the
position of the current plavhead time (indicating at what
point in the video the user is currently at). 1] the dillerence
helween the duration and the current playhead time position
is less than some threshold, then this indicates that there was
only a threshold amount of the content remaining 10 be
watched. Based on the computation of the difference and the
comparison (o the threshold. the adaplor infers or otherwise
determines that the video ended and was stopped. The
corresponding plaver state field in the unified data model is
then set to stop. The session may also be designated as
slopped.

The adaptor may alse determine the start of (he session =

based on an evaluation ol corlain raw  evenls/atiribules
againgt a set of logic/rules. For example, the adaptor may
look for an event that indicates that loading of content has
slarted. The loading event is used (o designale the start ol the

session. As another example definition, the adaptor uses the s

user’s clicking of play event as the indication of the start of
the session.

Another example of determining session start‘end is when
the sesslon starls when data loading starts, instead ol the
video starting playing. lior that. the event for data loading 1s
identified, and that time of the data loading is vsed as the
starting tine of a session. For this case, session monitoring
slarls beflore the video 1s visible o end users.

Thus, in this example. the designation ol the startstop ol
the session is nol controlled by the customer. but rather by
the backend. As many metrics are defined with respect to
when a session starts and ends (e.g., video startup time),
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moving control of the designation of the start/end of sessions
o the backend removes a polential veclor ol Inaccuracy?
inconsislency.

FIGS. 4A-d1 Tlustrate embodiments of adaplor logic and
mappings between raw data flelds/events and flelds/events
of a vnified data model. In this example, translation of 108
raw dala lo unified data model feldsievents is shown. In
particular UIGR. 4A-411 illustrale example mappings ol raw

data to fields of the unified data model. FIGS. 4F-4HI

3 illustrate example mappings of raw data 10 events of the

vnified data model.

An adaplor may include various components. In one
cmbodiment, components of an adaplor include a comsumer
308, worker 310, and state storage 312, In one embodiment,
state storage 312 is implemented using Redis. The consumer
iz comligured (o generale 1 complete state snapshot, using the
Redis store as storage. The worker is conligured 1o generate
heartbeats in the unified dala model format based om the
client state generated by the consumer. In one embodiment,

2 the state storage is inplemented using a master-slave con-

figuration. Automalic [ailover may also be implemented lor
the store (c.g.. using Redis sentinel).

In the above example, there were multiple adaptors for
processing raw data from different tvpes of targets. Having
different tvpes of adaptors provides modularity in the con-
version process. In other embodiments, rather (han using
mulliple adaptors lor dillerent types ol largets, a single
adapter is vsed that is configurable to convert different tvpes
of targets. In one embodiment, the single adapter is adapted
lo process dillerent target types by loading dillerent con-
figuration [files thal transform the single adaplor into an
adaplor usable 0 process a particular type ol largel. lior
example, the target tvpe of the object instance 1o be pro-
cessed is dvnamically determined. For example, the tarpet
type identifiers in the raw cvenls o be processed are
obtained. A conliguration (ile corresponding to the dynami-
cally determined targel lype is oblained. The adaplor loads
up the functions that are in the confipuration file that are
appropriate for the target tvpe. The confipured adaptor now
has (he logic. which when exceuled, translales the raw
cvenls ol the largel type. lor a different type ol larget, a
different configuration would be obtained, changing the
tunctionality of the single adaptor.

In some embodiments, the output of the processing of the
raw data by the adaplors are heartbeats where the payload is
in the unified data model format Cunified data model
heartbeats”). The vnified data model heartbeats are then
passed for further analysis or processing, for example, 1o a
processing pipeline such as processing pipeline 124,

Ag shown in the above example embodiment ol P16 113,
the raw data [rom disparate devices. apps, ele. 1s translated,
at the backend, into the unified data model. This is in
contrast to the embodiment of FIG. 1A, where the unifica-
tion ol raw data from different players. libraries. cle. inlo the
unilied data model is performed by the clicnts.

Various outputs may be provided by content distribution
monitor 166 based on the raw data processing,. For example,
two different customers may receive the same type of data
presented two diflferent ways (because ol the dilferent ways
they define the same metric). A global benchmark may also
be computed that allows the two different customers 1o be
directly compared. The global benchmarks may be com-
puted because the original raw data from which the metrics
are compuled 1s maintained by the backend. An example of
outpul [or two different customers [or the same type o dala,
as well as a global benchmark, is described below in further
detail.
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As will be described in further detail below, the raw data
collectiom and translation of raw data (0 a unilied data model
is conligurable.

Confliguration of Moniloring and  Measurement ol
Streaming, Sessions

Continuing, with the example of FIG. 3, raw data pro-
cessing engine 300 Turther includes conliguration engine
314, which further includes conliguration server 316. con-
figuration portal 318. and conliguration store 3200 Using
conflguration engine 314, configuration of raw data collec-
tion, adaptors, and computation of metrics may be per-
lormed.

Configuration of Raw Data Collection

Changes (o monitoring of objectsilargels on clients may
be dynamically made via coniigurations {c.g.. conliguration
files). These conligurations are sent o the client. without
having 10 modify the app itself. The configuration of raw

data collection includes the configuration of monitoring of 2

largets.

When the data collection conliguration is sent o the
clients, the monitoring is performed according to the con-
figuration. New types of objects may be targeted by adding
them to the configuration sent 1o the clients.

Various levels ol conliguration may be specilied 1o control
the monitoring behavior of the client library.

FIG. 5 illustrates an embodiment of'a raw data collection
conflguration. At the communication/Transmission protoeol

level. conliguration ol heartbeals may be spocilied, as shown 3

al 502, V'or example. heartbeat interval (hbi) (Le.. the inter-
val of packel delivery may be changed) may be conligured.
A timeout period may also be specified in the confipuration.
The timecut field is an amount of time atter which the client

will resend a packet il the client has nol received a response 3

1 a previously senl packel within the limeout period.

‘The raw data collection conliguration may also be used Lo
specity, at the target level, what attributes to pull and what
events 1o listen to. For example, the events/attributes 1o be
collected may be (ilicred using blacklists and whilelists (c.g..
by specilying the keys in the liered lisis). "This can be used
to control the amount of raw data that is collected and
transmitted from the client to the backend (e.g., to save
network resources such as bandwidth). For example, if it is
decided that the memory address (ield no longer needs Lo be
collected. then the memory address raw dala can be added
1o the blacklist of the configuration. The client library, upon
wplementing monitoring according to the configuration,
will then no lomger colleel the memory address raw data.

In some embodiments, (he client confliguration is pushed s

1o the clients. In other cmbodiments. the clients poll the

content distribution monitor 166 for new configurations.
FIG. & illustrates an embodiment of a configuration portal

(c.g.. conliguration portal 318. provided via conliguration

server 316). In this example, the conliguration portal pro- s

vides a graphical vser interface (GUI) by which vsers may
specity data collection eonfigurations to be sent to clients. In
the example shown, a vser associated with a customer 602
speeifies a configuration Tor a largel 604 { AV oundation
player in this example). The configuration is specilied for a
particular operating system (105, as shown at 606), tor a
particular framework (AVFoundation, as shown at 608), and
4 particular 81K version (1L as shown al 610). AL 612,
various options [or the conliguration such as conliguration
refresh inlerval {e.g., in sceconds). heartbeal inlerval (e.g., in
seconds), offline size, offline interval, and timeout (in sec-
onds) may also be specified.

[
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At 614, a preview of the configuration file, according 1o
the user specification. s shown. Portions of such a conlfigu-
ralion [ile are deseribed above in conjunction with U1G. 5.
Dillerent conliguraiions may be stored 1o conliguration slore

320.
Conliguration ol Adaplors

The behavior ol adaplors may also be changed or modi-

7 fied. As described above, definitions of mappings bertween

raw events/atiributes and fields of s vnified data model may
be specilicd or conligured by customers. where dillerent
cuslomers may deline their own mappings. The adaplors use
the conliguration of the mappings (o translate raw dala o
fields/events of a unified data model.

Conliguration ol Metrics

The server-side raw data processing described herein
provides inereased Hexibility 1o modity or define/add new
metrics computed Mrom raw data. This includes metrics that
are compuled [rom raw measuremoents thal are converled
inte the unificd data model. Because the backend has col-
lected all of the raw events/attributes and stored them, they
are accessible if new metrics are to be computed dynami-
cally/om the My

The new metrics delinitions may be added atl the backend
{content distribution monitor 166) rather than having 1o
update the apps on numerous client devices of disparate
types.

Ag one cxample, consider the metrie, rame rate. In the
cxample of UVIG. 1AL a summarization ol raw [rame samples
would be performed on the client 1o compute the trame rate.
For example, a valve that is the average of the frame rate that
is oceurring on the client device would be sent over, rather
than the raw samples of frame rate that are collected at the
client. In the example of I 1AL in order 1o change the
definition of trame rate, the code for computing the average
frame rate on the client side would have to be changed. In
the sever-side technigues deseribed herein, such client side
modification would not need 10 be perlformed in order 1o
change the [rame rate delinition. Insicad. the raw samples of
observed frame rate are sent to the backend, and the change
to the trame rate definition is made on the backend. Further,
because raw dala is stored at the backend. the new [rame rale
definition may be retroactively applicd (o previous scsslons
by vsing the historical raw tramerate samples. Thus, in this
example, 11 contrast to having 1o modify the client 1o
implement a new metric, as would be the case in FIG. 1A,
in the environment of FIG. 11, the client does not need 1o
be changed or modified in order to implement the new
metric. Custom metrics may also be defined based on raw
data.

Further 1etails Regarding Conliguration of Molrics

There are various reasons for why a metric is defined and
why it is defined in a particular way. This may depend on the
use cases [or the use of the metrie. lor example. there may
be hundreds ol customers ol the services provided by
content distribution monitor 166, each with their own expe-
riences in video QoE monitoring and optimization. Content
distribution monilor 166 has defined a set ol metrics (c.g., as
part ol its unificd data model) that are usable for many
common use cases. [ lowever. there are cases when the need
of'a particular customer is somewhat different, such that the
custoler may wish to have different ways to define a
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particular metric. The following are examples 1o illustrate
the different ways in which the same metric may be deflined
(c.g.. by dillerent customers or by the same customer lor
different purposcs).

Video startup failure percentage: In one embodiment,
video startup failure (VSF) percentage is defined as the
pereentage ol video allempts that ended up ailing o walch
the video because, lor example. of [atal crrors.

In practice, some customers treat different fatal errors
differently. For example, for some customers, a fatal error
can be cavsed by geo-restriction of the content. Since the
restriction is relaled not only 1o the viewer’s geolocation
(t.g.. which citics and states in the United Stales). but alse
related to a particular content that the viewer tries to watch
(e.g., only a particular live event that is blacked out for that
cily). the geo-blocking should not be implemented at the
viewer level, bul at the level ol cach video atlempl. Thus.
removing geo-blocking related errors may be uselul il the
VSF metric is vsed for technical operations that are mostly
concerned about delivery errors versus business errors.

Some cuslomers may also deeide o remove DRM (digital
rights management) errors [rom the V8I° melric delinition.
DRM errors may be related to a business (2.2, a viewer has
1ot purchased the right to watch a particular video), but may
also be related to a delivery problem (e.g., a DRM server is
not working well. and the viewer 1s unable o walch a video
even though they have purchased the rights (o walching the
video). The customer can further refine the DRM errors to
decide which should be included in the ViSF and which
should be excluded in the ¥V81' metric delinition.

One customer (e.g., publisher XY /) may deline VS alier
removing geo-blocking errors because the application did
1001 block the viewer from attempring the video even though
the video is not available to the viewer at the mobile

application user inlerface level. Another customer (c.g.. 3

suppose another publisher ACMIE that also wtilizes the
services provided by content distribution monilor 1667 may
define V5F atfter removing DRM errors. Thus, the customer-
defined versions of VSF are not directly comparable. None-
theless, the backend may use a common, globally deflined
VI 1o allow customers o compare and benchmark cach
other, and determine whether their viewers have higher rates
of attempts that ended with failure errors or not. By doing so,
business-related errors can be prevented because the appli-
catiom can make 1t clear o the viewer that the video 1s not
available Lo the viewer. even belore the viewer allempts Lo
watch (e.g., by greving out the video that is not available to
the viewer because of business reasons, either because of
geo-restrictions or the rights having nol been purchased).

Allowing a viewer Lo atlempl 1o play content that 1s already s

known to [ail will resull in a poor end user video experience.
In the backend, a separate, global benchmark VSF may be
specified that is specifically defined for video delivery that
excludes geo-blocking and non-delivery based 1DRM crrors
as wll.

Video re-buffering interruption rate: In one embodiment,
video re-buffering interruption rate is defined as the number
of times the video plavback is interrupred by re-buttering per
aclively engaging minute (i.c., the ime the viewer is rying
Lo walch, and ime ol non-activily, such as pausce and stop are
1ot counted).

Because of various player limitations, some interruptions
may be very shorl, and notl visible lo the user. Dilferent
cuslomers may use different thresholds for delermining
whether an event 1s an inlerruption. or example, [or a
default definition of the video re-buffering interruption rate,
the content distribution monitor 166 can use 100 ms as the
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threshold to determine whether an interruption is too short
for a viewcer o notice. [ lowever. some customers may decide
o use 200 ms, while other customers may decide 10 use a
threshold of 50 ms. In the benchmark use cases, all custom-
ers are held 1o the same threshold and standard so that the
comparison is fair, However, as described above, customers
may know their specific viewer groups better and decide for
their own versions of the metric (o use dillerent thresholds.

Bullering impacted play: In one embodiment, bullering
impacted play (BIP) is vsed to define whether a particular
video playvback is impacted by re-buffering. As with the
other metrics described above. there may be many dillerent
ways lo decide what level ol re-bullering would alleet the
viewer in some major way. Thresholds may be used 1o
classify those impacted plavs from other plays that are not
as impacted. For example, the backend may define one
threshold {(e.g.. 1% ol re-bullering), while some cuslomers
may decide 1o use lower thresholds {e.g.. 0.4%) Tor their
businesses, while vet other customers may decide 10 use a

20 higher re-buffering ratio threshold (e.g., 2%).

Dillerent Delinitions of Metrics for Dillerent Types
ol Conlent

In the above examples, different customers defined their
awn versions ol meirics. [owever, different delinitions of
metrics may be defined lor olher scenarios. such as based on
content type.

The following is an example of the same metric being
defined differently based on whether the cowmtent being
viewed 15 eplsodic or linecar lelevision. Conlent being
walched as Vol (video on demand) versus conlent being
watched as part of linear television should be measured
differently. For exammple, for video startup time (VST), when
the content is VoD, there are usually many steps before the
conlentl starts o play, resulling in the V& being non-
negligible. [owever. il the content 1s part of a lincar "I’V
channel, it is highly likely that the content is pre-butfered
before the viewer gets 1o the content, and hence the VST will
be 0. Measuring the V81 lor that content in the middle ol'a
linear TV channel is not very meaninglul. Thus. V81 lor
such content should be delined differently. As one example,
in the linear TV case, the VST of content in the middle linear
TV 15 not defined at all (instead of having a value of 0), and
will therelore not populale an aggregate VST caleulation
{i.c.. will not bring down an average VST computation with
many valies of 0.

Implementing a New Meolric

Metrics may be delined based on an understanding ol
typical vse cases. For example, metrics for content may be
defined separately from metries for advertisements, because
typically those users looking al conlent issucs are dillerent
from uscrs looking al advertisement issues. [lowever. in
some organizations, a combined product team or operational
team may wish to see the total user experiences combining
content and ad experience together. In this case, a new
metric for the combined experiences may be delined diller-
ently [rom the metrics separately delined [or content and ads
individuvally.

For example, for content, re-buffering time may be
defined as all of the re-bullering time when the content is
played. where the re-bullering time that occwrred during
advertisement breaks is excluded. Similarly, re-bulTering lor
advertisements would only take into account the re-bhuffering
that oceurs when a particular ad is plaving. One example of
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a combined re-buffering metric (iuplemented as a new
metric via confliguralion engine 314) would (ake inle
account all ol the re-bullering that occurred during all
playback. cither [or the conlent. or [or the ad. and in some
cases, any re-buttering that oceurs between content and ads
{as well as any re-buffering between ads).

Another example of defining a new wetric is inplement-
ing a metric related (o signal strength and its impacl on
re-buflering. Vor example. signal strength may be collected
[rom devices (al a cerlain lime granularity). Player stale
changes may also be collected. One metric that may be
wplemented is to group by signal strength within a session
(where signal strength is according to a scale of 0-5 bars),
and a timeline is gencrated o when signal strength moved
[rom one number ol bars to another number of bars and then
caleulating the bullering ratio at cach bar level (e.g.. caleu-
late for all the time intervals when the signal strength is 5
bars, how much playtime, and how much buttering time,
summing them up to caleulate the buftering ratio when
signal strengih 15 3 bars  and then similarly caleulating
bullering ratio al signal strenglh of 4 bars, 3 bars. cle.).

Ag another example. consider B3V (exil belore video
start). Viewers may quit before video plavback starts. For
example, a viewer may exit during a pre-roll ad. A viewer
may also quit il they are wailing oo long while the video 1s
bullering. Using the techniques deseribed herein. at the
bhackend. a new metric may be defined such as exit during
pre-roll ad, and another new metric that corresponds 1o exits
while waiting for a content butfer to build up (le., exit
hecause the viewer did nol want Lo wail [or bulTering).

Redefining a Mettic

In the above BIV example, different customers defined
different thresholds. “That is an example of redefming an
existing metric. Other ways of redelining an existing metric
include changing the way in which metrics are computed or
aggreaated trom raw data For example, instead of vsing
averages (e.g.. average bullering ralio), metrics may be
redelined according (o percentiles of the metrics (c.g.. 25
percentile, 307 pereentile. 75 percentile, 907 percentile.
ete.). Distributions with ditferent ranges may also be defined
(e.g., re-buffering ratio between [0, 0.1%), [0.1%, 0.2%),
[ 2%, 0.3%0) [03%. 0.4t L. [09%. LOW). ... eled).

Example Outputs and Reports

Varlous reporls may be provided as oulpul based on the

processing ol the raw data oblained [rom various clients ol s

various customers thal utilize the services ol content distri-
bution monitor 166, For example, as described above, two
difterent customers may get the same type of data presented
two dilferent ways (because of the dillerent ways that they

define the same melric), while there is also a global beneh- s

mark that may be vsed to provide a ground truth for direct
comparison of customers with respect to the benchmark!
standardized definition of the metric.

lake, lor example. the same data set: 10 plays in the data
sel with the following bullering ratio: | 0.0, 0.0, 0.0, 0.0, 000
0.0, 0.2%, 0.5%, 1.5%, 2.8%]. If this data set is for customer
XYZ, who uses 0.4% as the BID threshold, then customer
XY/ has only three oul o 10 customers that have buflering
impacted play. owever, i the data set 15 [or a different
customer {ACMID, who uses a 2.0% threshold. then ACMIL
would only have 1 out of 10 plays as being BIP. The backend
may define a global benchmark for BIP based on the
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threshold of 1%. In which case, when comparing XYZ and
ACMI. both would have two plays oul of 10 that are BIP.

1G5, 7 15 a (low diagram illustraling an embodiment of a
process lor remole multi-larget client monitoring lor stream-
ing content. In some embodiments, process 700 is executed
by content distribution monitor 166 of FIG. 1B, The process
begins at 702, when raw dala is received [rom a client
device. The raw dala is generated within the client device,
where the raw data is associated with content playback. The
raw data (e.g., raw events and attributes) may be collected
from various types of targets on the client device. Examples
ol targels include conlent players. applications. devices,
1DRM objects. ele.

At 704, an adaptor is vsed to translate the raw data into a
vuified data model. For example, the translating includes
determining, [rom the raw data received [rom the remole
client device. a designation ol al least one of a start and an
end ol a moniloring session. Raw data may also be translated
into other fields or events of the unified data model, such as

20 plaver state changes, error events, seek custon events, ete.

In some embodiments. different adaplors are used (o lrans-
late the raw data from dillerent types ol targets. In other
embodiments, a single adaptor is vsed 1o convert the raw
data, where a configuration appropriate for a particular type
of target whose data is 10 be converted is selected and vsed
o conligure the adaplor (o convert the raw dala.

Deseribed herein are techniques for server-side interpre-
tation of multi-target raw data collected from remote clients.
There are various advantages to moving the raw data con-
version [rom the elient {as in the example ol FIG. 1A) o the
backend (as in the cmbodiment ol UG 113). As one
cxample, the unilied data model may need to change olien.
By moving the conversion logic 1o the backend, the modi-
fications may be pertormed at a single place (the backend)
rather than having o modily numerous client end-points of
disparale types. For example, customers can casily adjust the
way moelrics are computed from raw data al the backend.
Further, becavse raw data is maintained ar the backend (and
not lost as it would be in the client-side conversion of FIG.
1AY. the new metric delinition can be back-computed or
applied 1o previous sessioms sinee the historical raw data is
preserved and accessible.

Another example of an advantage is that any tvpe of target
object (oot limited to just a content plaver) may be moni-
lored, as deseribed above. Accuracy ol slatus information is
also improved, as errors can be reduced by moving control
of raw event translation to the backend. As described above,
in the example of FIG. 1A, different publishers write their
own librarics for (heir end users. Developers lor the pub-
lishers would define how status inlormation is comverled
from raw cvents. While this gives developers creating the
apps on behalf of the publishers large amounts of Hexibility
to adjust definitions, this may result in mistakes and inac-
curacies due 1o the misuse by the developers of how 1o
define events such as sessions. For example, a customer
could accidentally designate the start of a session too late,
partway through a startup phase. As another example, some
customers may forget 10 call the session end at an appro-
priate time. This would alse impact (the session-level metrics
that arc compuled. lior example. this would cause a shorler
startup time to be recorded than what was perceived trom the
end user perspective. Moving the conversion logic to the
backend can help to miligale such mistakes and inaccura-
cies.

Although  the  loregoing  embodiments  have  been
described in some detail for purposes of clarity of under-
standing, the invention is not limited to the details provided.
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There are many alternative ways of implementing the inven-
tion. The disclosed embodiments are illusiralive and not
restrictive.

What is claimed is:
1. A svstem, comprising:
a processor configured to:
receive, from a remote client device, raw data pener-
aled within (he client device, wherein the raw dala is
associated with content playback;
based at least in part on a targel Lype associaled with the
remote client device, select an adaptor from a plu-
rality of adaptors, wherein at least some adaptors in
the plurality ol adaplors are associated with different
largel lypoes: and
use the selected adaplor o translate the raw data into a
unified data model, wherein the translating com-
prises determining, from the raw data, a designation
ol at least one of a slart or an end ol a moniloring
session, wherein the designation of the at least one ol
the start or the end of the monitoring session is
determined from the raw data according 10 a map-
ping specified by the selected adaptor, and wherein a
different adaptor associated with a dillerent target
Lype comprises a dillerent mapping: and
a memory coupled to the processor and configured to
provide the processor with instructions.
2. The system ol claim 1 wherein the raw dala comprises

al Teast one of raw cvents and raw atiributes collected rom

a largel within the client device.

3. The system of claim 1 wherein the raw data is collected
from a plurality of targets.

4. The system ol claim 3 wherein the plurality of targets

compriscs al least one of a conlent player, a mobile appli- L

cation, a device, and a digital rights management (DRM)
ohject.

5. The svstem of claim 1 wherein the raw data comprises
an idenltifier ol the targel type, and wherein the adaplor used
o translale the raw data is sclected from the plurality ol
adaptors based at least in part on the identifier of the target
¥pe.

6. The system of claim 1, wherein (he processor is [urther
conligured to:

store the raw data as historical raw data:

receive a modification 1o the mapping specified by the

adaptor; and

retroactively use the modilied mapping on at least a

portion ol the historical raw dala.

7. The system ol claim 1 wherein the raw data is received
in a first heartbeat, and wherein translating the raw data into
the vnified data model comprises generating a second heart-
heatl from the raw data in the [irst heartbeal.

8. The system ol claim 1 wherein translating the raw dala

into the unified data model comprises determining, based ar

least in part on the raw data, a state of a content plaver.
9. The svstem of ¢claim 1 wherein the processor is further
conligured (o store (he raw data.
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10. A method, comprising:

receiving, [rom a remole client device, raw dala generated
within the client device. wherein the raw data is asso-
ciated with content plavhack;

based at least in part on a target type associated with the
remole client device. selecting an adaplor from a plu-
rality ol adaplors. wherein al Teast some adaptors in the
plurality of adaptors are associated with different tarpet
Tvpes; and

using the selected adaptor Lo translate the raw data inlo a
unified data model, wherein the translating comprises
determining, from the raw data, a designation of at least
one of'a start or an end of a monitoring session, wherein
the designation ol the al Teast one of the start or the end
ol the monitoring session is delermined rom the raw
data according to a mapping specitied by the selected
adaptor, and wherein a different adaptor associated with
a dillerent targel type comprises a dillerent mapping.

11. The method of claim 1 wherein the raw data com-

prises at least one of raw events and raw attributes collected

20 trom a target within the client device,

12. The method of claim 10 wherein the raw data is
collected [rom a plurality of targets.

13. The method of claim 12 wherein the plurality of
targets comprises at least one of a content player, a mobile
applicalion. a device. and a digital righls management
{12RM) objcel.

14. The methad of claim 10 wherein the raw data com-
prises an identifier of the target tvpe, and wherein the
adaplor used 1o translale the raw dala is selected from the
plurality of adaplors based at least in part on the identifier ol
the target type.

15. The method of claim 10 wherein the raw data is
received in a first heartbeal. and wherein translating the raw
data into the unilied data model comprises generating a
second heartbeat from the raw data in the first heartbeat.

16. The method of claim 10 wherein translating the raw
data into the unilied data model comprises delermining,
based atl least in part on the raw data. a slale of a conlent
player.

17. The method of claim 10 further comprising storing the
raw data.

18. A compuler program product embodied in a non-
transitory compuler readable storage medium and compris-
ing computer instructions for:

receiving, trom a remmote client device, raw data generated

within the client device, wherein the raw data is asso-
cialed with conlent playback: and

using an adaplor (o translale the raw dala inlo a unified

data model, wherein the translating comprises deter-
mining, from the raw data, a designation of at least one
ol a start and an end of a2 moniloring session.

19. The method of claim 1. Turther comprising:

storing the raw dala as historical raw data:

receiving a modification to the mapping specified by the

adaptor; and

retroactively using the modilicd mapping on al least a

portion of the historical raw data.
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