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302
Receive at a DNS server, from a client, a request to resolve an )_
augmented domain name

!

)—304
Extract information from the augmented domain name

!

306
Use the extracted information to select a particular resource from a )_
set of resources to provide content to the client

'
=

FIG. 3
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'

Receive at a resource selection entity within a CDN, information
associated with a client requesting a content item, wherein the
CDN comprises a set of resources that serve multimedia content

)—502

!

Use at least some of the received information to select a particular
resource in the set of resources to serve the requested content
item to the client

)—504

!

=

FIG. 5
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1
ADVANCED RESOURCE SELECTION

CROSS REFERENCE: 10O (TR
APPLICATIONS

This application claims priority 1o U.S. Provisional Patent
Application No. 62/141,218 entitled ADVANCED
RESOQURCT SELECTION filed Mar. 31, 2015 which is
incorporaled herein by reference lor all purposes.

BACKGROUND OF THE INVENTION

Achieving high qualily content streaming on the Inlernet
can be challenging. lior example. distributors ol content may
be limited in the information that they can use when deter-
mining how to serve content 1o clients. This can result in
sub-optimal decisions on serving contenl, polentially lead-
ing lo poor streaming performance and quality.

BRIEF DESCRIPTION OF THE DRAWINGS

Various embodiments of the invention are disclosed in the
lollowing detailed descriptiom and the accompanying draw-
ings.

FIG. 1 illustrates an embodiment of an environment in
which content is distributed.

I'IG. 2A Mlusirales an embodiment of an environment in
which a first technique for facilitating advanced resource
selection is performed.

FIG. 2B illustrates an embodiment of an environment in
which a second lechnigue lor lacilitaling advanced resource
scleetion is performed.

FIG. 2C illustrates an embodiment of an environment in
which a third technique for facilitating advanced resource
selection is performed.

IIG. 3 s a [ow diagram illustrating an embodiment ol a
process for advanced resource selection.

FIG. 44 illustrates an embodiment of an environment in
which advanced resource selection is facilitated.

I'IGr. 413 lusirales an embodiment of an environment in
which advanced resource sclection is [acilitated.

IIG 5 s a [ow diagram illustrating an embodiment ol a
process for advanced resource selection.

DITEAILLED DESCRIPTION
The invention can be implemented in numerous ways,

inecluding as a process; an apparatus; a svstelm; a composi-
tion ol matler: a compuler program product embodied on a

computer readable storage medium; and/or a processor, such s

as a processor conligured (o cxecule instructions stored on
and/or provided by a memory coupled to the processor. In
this specification, these implementations, or any other form
that the nvention may lake, may be relorred 1o as lech-

niques. In general. the order of the sieps of disclosed s

processes may be altered within the scope of the invention.
Unless stated otherwise, a component such as a processor or
a memory described as being configured 1o perform a task
may be implemented as a general component that is wem-
porarily coniigured (o perform the task al a given lime or a
specific component that is manvfactured to perform the task.
Asg used herein, the term “processor’ refers to one or more
devices, circuils, and/or processing cores confligured (o
process data. such as compuder program nstructions.
Adetailed deseriplion ol one or more embodiments of the
vention is provided below along with accompanying fig-
ures that illustrate the principles of the invention. The
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invention is described in connection with such embodi-
menis, but the invention is not limited 1o any embodiment.
The scope ol the invention is Timiled only by (he claims and
the invention encompasses numerous allernatives, modili-
cations and equivalents. Numerous specific details are set
forth in the following description in order to provide a
thorough vnderstanding of the invention. These details are
provided [or the purpose ol example and the invention may
be practiced according (o the claims withoul some or all of
these speeilic details. or the purpose ol clarity, technical
material that is known in the technical fields related to the
invention has not been described in detail so that the
invention is 0ot unnecessarily obscured.

I1G. 1 illustrales an embodiment ol an environment in
which content is distributed. In the cxample shown. client
102 is used (o access conlenl. such as muliimedia or audio-
visual content (e.g., movies, songs, television shows, sport-
ing events, games, images, etc.) that is owned by content

2 owners. The content is stored (or captured) at origin servers

such as origin server (104). and distribuled via conient
sources such as conlent distribution network (C1ONY 106, A
content owner is also referred to herein as a “‘content
publisher,” as the content owner publishes its content using
content sources such as CDN 106. In the example shown,
CDN 106 includes a set of servers A (108), 13 (110}, and O
{112} falso relerred 1o herein as “resources™) thal serve
content. Servers A, B, and C of CDN 106 may be in various
geolocations around the world.

Iixamples of clients include personal computers, laplops,
cellular phones/personal digital assistances, and other Lypes
ol information appliances or devices such as sel-lop boxes,
games consoles, broadband routers, file servers, video serv-
ers, and digital video recorders, as applicable.

In the example shown, a lelevision network (“XY 727 (a
conlent owner/publishery has contracled with CDN 106 10
provide viewers with access 1o live streams ol ils broadeasls,
as well as streams of television show episodes and sporting
events,

Suppose a user of client 102 would like o walch an
episode ol a drama owned by XY7 called “exampledrama.™
Client 102 includes a web browser application. Alice vses
the web browser application to navigate, over network 115
{e.g., the Internet), 1o a content management system (CHS)
114 operated by XY/, In response o her request lor the
cpisode. the CMS provides client 102 with a TURI. (Univer-
sal Resource Locator) “a.cdn.net/exampledrama,” which
includes the acmal domain name (or host name) that is vsed
as the primary identifier for CDN 106 (“a.cdn.nel™) and a
path to the content.

Client 102 is conligured to use the URL. provided by the
CMS to make a DNS (Domain Name Svstem) request 1o
obtain an IP (Internet Protocol) address for the URL. In the
cxample shown, client 102 contacls 1INS resolver 116,
requesting DNS resolver 116 (o resolve the URL “acdnanelf
content” and provide to client 102 an II? address that client
102 can use to obtain the requested content. In the example
shown, DNS resolver 116 is configured to (recursively)
query a hicrarchy of DNS name servers until 2 DNS name
server thal can resolve the hostname “a.cdnanet”™ and relum
an IP address for the hostname is found. The resolved ID
address is returned to DNS resolver 116, which in tum
provides the [P address (o client 102, which then uses the IP
address 0 oblain the requested content. DNS resolvers can
be provided by 1IN providers or services such as Google
Public DNS, Open DNS, ISDs (Internet Service Providers),
efc.
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In this example, resolver 116 is a server that contacts a
rool name server (nol shown) (whose 1P address is cached by
resolver 1167 and requests i Lo resolve the hostname “a.cdn-
nel” (e, perform a DNS lookup). Suppose (hat the root
name server is unable to resolve the hosthame, and instead
refers resolver 116 to a top level domain (TLD) name server
(not shown) that is conligured 10 handle “.net” domain
requests. (11, lor example. resolver 116 has cached the [P
address of the .net TLD name server, resolver 116 can skip
querving the root name server and directly visit the TLD
hame server). Suppose that the TLD name server is also
unable (o resolve the hostname (Macdnner™), and instead
refers resolver 116 1o 1DNS name server 118, which. in this
example, is an authoritative name server within CDN 106
that is configured 10 answer queries for hostnames under the
“CDN et domain. Fach time that DNS resolver 116 com-
municates with a DNS name server, the 1NS name server s
passed the entire hostname string lor perlorming [DNS
lookup or resolution,

In this example, DNS name server 118 within CDN 106
includes a resource selectiom layer 1200 Resource selection
layer 1200 is conligured 10 resolve the queried-lor URI.
hosmame by providing an IP' address of an appropriate
resource to serve requested content to client 102, Laver 120
includes logic that is configured to select, based on the
guericd-lor hostname (Ma.cdnaneC”) and the location ol 1INS
resolver 116 (determined from the 1P address of [DNS
resolver 116, which is obtained by DNS pname server 118
when it is queried by DNS resolver 116), one of resources
A(108), 13 (1100, and C (112} as an appropriale server Lo
serve comtent o client 102, In this example. supposc that
server 13 s selected. as U 1s the closest server (geographi-
cally) to DNS resolver 116. The II' address of server B is
then returned 1o DNS resolver 116, which in turn provides

the 1P address ol server 3 1o client 102 (ie., the URL. 18 3

resolved because an 1P address has been provided in
response o the DNS request lor DNS Tookup ol the URI.
“a.cdn.netiexampledrama™). Client 102 is then configured to
contact server B using the IP address and request the episode
of the drama. Server 3 then provides (e.g., streams) the
episode o client 102,

In this example, DNS name server 118, using resource
selection laver 120, has determined that the best server to
use for serving the requested content to client 102 is server
13. The resource selection has decided that the best server lor
cliecnt 102 is the server which is closest 1o client 102,
However, as described above, resource selection laver 120
has access only 1o the queried-for hostname (“a.cdn.net™)
and the IP address of DNS resolver 116 when making the

decision. Iecause the resource selection layer 1200 does not s

have client 102°s actual IP address, layer 120 instead (reals
the Il address of DNS resolver 116 as the II> address of client
102 1o resolve client 102°s location. In this example, based
om the [P address ol DNS resolver 116. the resource selection

layer of DNS name server 118 selects server 3. beecause i 1s 3

the closest resource 1o the location of DNS resolver 116.
The use of the DNS resolver’s II* address to approximate
the location of client 102 mayv lead 10 inaccurate location
mapping (in lerms of geolocation andfor network mapping)
of client 102, For example. 1DNS resolver 116 may not be in
geographical proximity 1o client 102. As one example, DNS
resolver 116 may be implemented as part of a distributed
NS service infrastructure and be located in oa different
geolocation than that ol client 102, such as a different stale
or even a dillerent country. Thus. because in many cases the
DNS resolver is not close to the client, the resolution
(selection of a resource) by DNS name server 118 may not
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be accurate. For example, suppose that DNS resolver 116 is
located in Nevada, DNE name server 118 will then assume
that client 102 is also located in Nevada when making a
resource selection. even though client 102 is actually located
in California. Thus, the selected resource may not be the one
closest 10 the client geographically, resulting in slower
streaming performance of the requested content.

Further. as described above, the DNS query that DNS
name server 118 receives includes only the hostmame
{(“a.cdn.net”) of the URL provided by CMS 114, without any
indication of metadata regarding the request, such as content
relaled metadata (c.g.. the name of (he content being
requesied, the type of content being requested {e.g.. live or
video on demand), etc.), device related metadata (e.g.,
device tvpe or model of client 102), vser related metadata
{e.g.. user inlormation, user preferences, clel). cte. Thus,
while the resource sclection layer 120 ol DNS name server
118 has sclected server 13 based on (he [P address of DNS
resolver 116, it is possible that server B does not have the

20 requested content cached. Thus, when client 102 vses the [P

address ol server 13 10 contact server 13 and request content,
il server 13 does not have the conlent. it must go 1o an origin
server such as origin server 104 to tetch the content and then
serve the fetched content to the client. This infroduces
latency in streaming the content, as it takes longer 1o obtain
the requested conlent.

Thus. as deseribed in the example ol FIG. 1. resource
selection layer 120 of DNS name server 118 has neither
accurate client locations nor loowledge of the metadata
regarding client requests 10 use when delermining appropri-
ale resources o serve comient o clients such as client 102,
This may resull in sub-oplimal sclection of resources, lor
example, that are not close 1o clients and/or that may not
have stored the content requested by the clients, resulting in
poor slreaming perlormance.

Deseribed herein are lechniques for passing inlormation
such as clicnt [P address (or any other inlormation usable 1o
determine the geolocation of the client), content metadata
{e.g., coatent name, content tvpe (e.g. live or video on
demand (VOD). cle)). or any other metadata o a resource
selection entity {e.g., resource sclection layer 1200 ol a CION
for advanced resource selection. (rher examples of meta-
data that can be passed to a CDN for advanced resource
selection vsing the techniques described herein include
client device inlormation {e.g.. device type such as smart-
pheme, sel-lop box. game console, cle.). network inflorma-
tion (e.g., Ioternet Service Provider (ISD)), and vser infor-
mation such as user subscriber intormation (e.g., associated
with a user’s accounl with a streaming scrvice) and user
preferences. ele. Another example ol metadata thal can also
be provided (o a CIIN [or advanced resowrce selection using
the techniques described herein is (JoE (Quality of Experi-
ence) informarion, such as information associated with re-
bullering, interrupls. or any other data (such as metrics and
measurcs) indicative of the quality ol a user's viewing
experience. Another example of metadata that can also be
provided 1o a CDN for advanced resource selection using the
techniques described lherein is networlk information (e.g.,
ISP of the client or network connection type such as 3¢5, 4G,
LT ete). Such information can be associaled with session
identifiers (IDs) of a streaming session, which can also be
passed to a CDN vsing the techniques described herein.

While example embodiments in a video streaming (e.g.,
live and on-demand streaming) ceosystem are deseribed
below, the technigues described herein can variously be
adapted 10 accommodate any tvpe of andiovisual or mult-
media content distribution, as applicable.
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Four example techniques for facilitating advanced
resource seleclion are deseribed below. The st three
example lechnigues. deseribed in conjunction with FIGS.
2A-2C and I'IGL 3, deseribe technigues Tor encoding infor-
mation such as client I address, content metadata, device
metadata, vser metadata, QoE metadata, ete. into URLs such
that existing DNS intrastruetures (such as that described in
conjunclion with FIG. 1) can be used (o deliver the infor-
mation (o a CIIN. In the (irst three example eehnigues, the
logic o extract and interpret such encoded imlomation o
perform advanced resource selection is implemented as part
of a resource selection laver of a DNS name server such as
DNS name server 118.

‘The fourth example technigue, deseribed In comjunction
with UIGR. 4A-413 and IG5, describes a technigque by
which client 1P address, conlenl metadata. or any other
metadata can be provided 1o a CDN directly, bypassing DNS
infrastructure. As will be described in more detail below, in
some embodiments, the information is communicated
dircelly by an enlity in possession ol the client 1P address.
content name. or any olher metadata (o a CIN via a custom
protocol. where the C1IN includes a resource sclection entily
that can process and utilize information provided via the
custom protocal 1o pertform advanced resource selection.

The various example lechnigues deseribed herein can be
ulilized independently or jointly (o lacililale advanced
resource selection.

While example embodiments in which client 1P address

and content name are passed are described below, the 3

lechnigques deseribed herein can varlously be adapled (o
accommodale any type of meladata (such as other content
metadata, device metadata, user wetadata, performance
metadata, etc. as described above), as applicable.

lirst Lxample Technique  Maodilying the Client

FIG. 24 illustrates an embodiment of an environment in
which a first technique for facilitating advanced resource
sclection is perlormed. In this example, similarly (o the
example cnvironment of VG 1, client 102 contacts CMS
114 to request content. CMS 114 provides client 102 with
the URL “a.cdn.net/exampledrama.™ n the example of FIG.
2A, client 102 is avgmented or modified with additional
encoding logic 202 (hat is conligured 1o retrieve client 10275
IP address (Tor example. through an external service o
obtain client 102°s poblic IP address). The encoding logic is
configured to modity or avgment the basic domain hame or
hostname string (“awcdn.net™ of the URL. provided by CMS

114 10 create a new version of the hostname (hat includes the s

IP address of clicnt 102, the requesied conlent, andfor any
other client metadata.

Suppose, for example, that the II? address of client 102 is
1.2.3.4. The encoding logic 202 resident on client 102 is

conligured o augment the URI. “a.cdnneticxampledrama”™ s

by inserting the II' address into the hostname or domain
hame string (e.g., by pre-pending the I address to the
hosmame), resulting, for exawmple, in a new URL
“1.2.3 dacdnnetexampledrama™ being  generaled. Other
content and client metadata can be encoded inte the URL by
similarly angmenting the hostname string. For example, the
name of the content “exampledrama’™ can also be prepended
1o the hostname. “The hosiname ol the URIL. provided by
CMS 114 can be augmented by encoding logic 202 of client
102 1o include the content name. resulling in the Tollowing
example URL hostname to be resolved:
“exampledrama.l.2.3.4.a.cdn.net.”
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Ag the existing DNS infrastructure is configured to pass
the entire hosiname of the URI. when querying DNS name
servers, the new clienl. comtent, andfor device metadata
cncoded in the hostname siring will be passed 10 NS name
server 118 when it is queried by DNS resolver 116. In the
example of FIG. 24, resource selection laver 220 of DNS
name server 118 s an example of layer 120 ol PIG. 1,
modified with additionz] logic that is conligured (o parse
augmented domain names and extract information encoded
client I address,
content metadata, or any other metadata encoded in an
augmented domain nameshostname). Resource  sclection
layer 2200 s also configured (o inlerpret and ulilize the
extracted information to perform resource selection and
DNS resolution (e.g., return the 1P address of a selected
TCSOUITE).

For example. now thal resource selection layer 220 ol
1INS name server 118 has been passed the 1P address ol
client 102 and the name of the requested content (which

20 laver 220 is now configured to extract and interpret from the

augmented domain name). layer 220 can use the inlormalion
cncoded in the hostname o make a decision on which of
resources A (108), B (110), and C (112) 1o select and provide
to client 102 based on both content and client I address.

In ope example embodiment, laver 220 uses the [P address
ol client 102 1o identily resources close (based on geo-
graphical proximily) to client 102, The use of the client’s
actual II* address allows for a more accurate determination
of client 102°s location. The extracted content name is used
lo sclect. [rom the nearby servers, a server thal has the
conlent that the user of client 102 is requesting. The C1ON i
aware of the content that is available on cach resource or
server, as they own or otherwise manage the resources.

In another example embodiment, laver 220 first uses the
extracted content name (o scleet a sel ol servers that have the
requesied content. Client 10275 actual [P address. extracted
from the augmented hostmame is then used o select the
server closest to client 102

Thus, the resource selection laver 220 selects the resource
closest (in geographical proximily) to the elicnl that also has
stored or cached the requested content. As another example
of a decision that can be made by laver 220 using actual
client IP addresses and metadata such as content name,
suppose that none of the servers ¢close 1o client 102 (based
on client 10275 actual 1P address) have the requested content.
[Towever. a server Turther away (c.g., in the next slale) has
the content. Rather than selecting a server that is far away
from the client but has the content, laver 220 can instead
seleet the server closest Lo client 102, and have the selecled
server feteh the content (e.g.. [rom origin server 104).

The ability 10 use aclual client [P address and other
metadata such as content name when performing resource
selection is in contrast to the example environment of FIG.
1, in which resource selection layer 120 had access only 1o
the 1P address of DNS resolver 116,

Resource selection laver 220 of DNS name server 118
then resolves the augmented URL by returning the II
address of the selected resource 1o DNS resolver 116.

Ag deseribed above. other metadata. such as device meta-
data (eg., device type). content type {e.g.. live or video on
demand), user metadata (e.g., nser information such as
subscriber information, vser preferences, etc.), QoE infor-
mation. ele. can also be passed o the CIN and utilized by
resource selection layer 2200 when sclecling a resource 1o
serve content o client 102, As one example. resource
selection laver 220 can be configured 10 obtain policies with
rules pertaining 1o various types of wetadata. For example,
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a policy relevant to the particular device type of client 102
can be oblained, where the policy includes. lor example.
rules on whal resources should be used {e.g.. the policy can
include a list of resources that have content encoded in a
format usable by the device type of client 102).

Thus, as shown in the example environment of FIG. 24,
existing DNS mechanisms can be leveraged o pass client
information and metadata to a CIIN for advanced resource
scleetion. In this example. while modifications are made o
client 102 10 encode new information in an avgmented
hostname, and to DNS name server 118 10 extract and
interpret information encoded in the augmented hostname.
the mechanism by which 1NS resolution is performed (c.g..
the funetionality of DNS resolver 116 in resolving URLs) is
unchanged.

Sceond lixample Technique  Modilying the CMS
FIG. 2B illustrates an embodiment of an environment in
which a second technique for facilitating advanced resource
scleetion is perlormed. In the example environment ol L.
2A, clicnt 102 was configured with additional logic (o
encade information such as client and content metadata into
a hostname of' a URL to be resolved. In some cases, such as
for set-top boxes, it may be challenging to modity clients
with the encoding logic. In the example environment ol LG,
213, inslead ol modifying client 102 with encoding logic, a
content management svstem such as content management
system 114 is modified to perform the hosthame augmen-

Lation deseribed above in the example environment of VI, 3

2A. Thus. advanced resource location can be lacilitated
without modilying client 102,

In the example shown, client 102 contacts CMS 114,
requesting a URL for the episode of content “example-

drama”™ that the wser ol client 102 would like (o walch. 3

Instead of returning “a.cdn.nel/content”™ Lo client 102. as in
the example environments of FIGS. 1 and 2A, CMS 114 15
configured with encoding logic 232 o augment the URL
domain name or hostname “a.cdn.net” with metadata intor-
mation such as clienl 10275 IP address and the name of the
content being requested. For example, because client 102
contacts CMS 114 directly and malkes a request, CMS 114
i5 able to automatically obtain client 102°s I address
(1.2.3.4) (e.g., using HyperText Transter Protocol (HTTD)
capabilitics). Additionally. because client 102 makes a
request for a specilic content item. CMS 114 also has
knowledge of the content being requested by the client
(“exampledrama™).

Thus, in this example. because CMS 114 has access Lo

hoth client 1027 1P address and the name of the requested s

content, the encoding logic 232 of CMS 114 is conligured (o
ingert (e.g., pre-pend) the intormation to the hostname

“acdonet”  and  generate  the following  URL:
“exampledrama.1.2.3 . da.cdnnel/econtent”™  with  an  aug-

mernted domain name. This augmented URI. is then direelly s

returned to client 102, which is configured 1o perform a DNS
request for the avgmented URL via DNS resolver 116, as
described above, resulting in the avgmented hosthame with
the client IP address and conlent name being passed o 1DNS
name server 118 of CION 106, In the example ol UG 213
resource selection laver 220 of DNS name server 118 has
been similarly modified as in the example of FIG. 2A to be
conligured 1o extract the IP address and content name (and
any ather inlormation) encoded in the augmenied hostname.
The resource selection layer 220 is then able o make a
resource selection decision based on the client’s actwal 1P
address and the name of the requested content (or any other
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metadata), for example, returning the II' address of the
closest resource o client 102 that has the requested conlent
cached. similarly o as described in the example environ-
ment of FICG. 2A.

In this example, while modifications are made 1o CMS
114 1o encode new information in an augmented hostname,
and to DNS name server 118 to extract and interpret infor-
mation encoded in the augmented hostname. client 102 and
the mechanism by which DNS resolution is perlormed {e.g.,
the Munctionality ol DNS resolver 1167 are unchanged.

Third Example Technique—Intermediate Resolution
Intity

I"1G. 2 llustrates an embodiment ol an environment in
which a third technique for facilitating advanced resource
selection is performed. In the example environment of FIG.
2B, CMS 114 was configured with additional logic 1o encode

o Inlormation such as client and conlent meladala (c.g.. client

IP address and requesied content name), or any other meta-
data. as appropriale. into a hostname ol a URL 1o be
resolved. [n some cases, it may be challenging to modify
content management systems with the encoding logic. For

3 example, some CMSs may be proprietary or older legacy

systems may be difficull o change. As another example, the
CMS may have a caching layer in font ol il making
construetion of device specific URLs infeasible or challeng-
ing.

In the example environment of FIG. 20, similarly o the
cxample environments of FIGS. 2A and 213, a URL. with an
augmented hostname that has inserted meladata such ag
client II* address and content name is passed to resource
selection layer 220 of DNS name server 118 that has been
modiiied o extract and interpret such encoded inlormation.
As will be described in [urther detail below, the hostname
augmenting is perlormed by an intermediale resolulion
entity (252}, such that neither client 102 nor CMS 114 needs
to be modified or updated with encoding logic 10 augment
hostnames or domain names.

In the example environment ol FIG. 20,0 client 102
contacts CMS 114 to request the content irem named
“exampledrama.” Rather than providing to client 102 a URL
that will lead to DNS name server 118 of CDN 106 (e.g., a
URI. that has “cdn.net™ as its domain), CMS 114 redirects
client 102 (o intermediate resolution entity (IR 252 by
providing client 102 with a URL for IRE 252 (e.g., “aire-
JLetfexampledrama™). In the example environment of FIG.
20 the logic of CMS 114 is nol modified o perlorm DRI
hostname (or domain name) augmentation as in the example
cnvironment of FICG. 213, Instead. the CMS 114 is conligured
to return a different static URL (e.g., “aire.net/example-
drama™ instead of “a.cdn.net/exampledrama’™).

Client 102 then contacts IR1: 252 using the URI. provided
by CMS 114. IRIL 252 is conligured. similarly (o as
described above in the examples of FIGS. 24 and 2B, 10
construet an augmented URL that has encoded the [P address
of client 102 (which IRE 252 olnains when client 102
contacts 1R15 252) and (he name ol the requested conlent
{which is oblained. lor example, [rom the URI “aircnetl?
exampledrama’ that was provided to client 102 by CMS 114
and used 1o comtact IRE 252). In some embodiments, IRE
252 is comligured to leverage or otherwise lake advanlage ol
full Ilypertext Transler Protocol (ITI7TP) capabilitics (versus
only DNS capabilities) (o retrieve the 1P address ol client
102 and metadata in HTTD headers and the URL provided
to client 102 by CMS 114 and vsed 1o contact [RE 252,
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Intermediate resolution entity 252, for example, con-
structs the LRI

Soxamplodrama ], 2 3 4 edn netiexamplednomd.

In the example shown, IRE 252 responds to client 102
with the construeted (angmented) URL to client 102 vsing
redireet mechanism. Vor example, IRE 252 uses a (1TUTP)
302 redireet 10 send client 102 o
“exampledrama.l.2.3 4.cdn net/exampledrama.™

For example, upon receiving the HTTP 302 redirect
request including the constructed URL, client 102 is con-
figured o lollow the redirect request and perform a NS
request o DNS resolver 116 wsing (he constructed R
provided by IRE 252

In some embodiments, clients such as client 102 are
conligured with delaull or basic logic (o contacl a CMS,
obtain a URIL. rom the CM8. and make an TP GITC
request on the URL provided by the CMS (eg., (hal is
resolved using DNS mechanisms such as those provided by

DNS resolver 116). The detault or basic logic of client 102 2

may (hen expeet an 1P address [or a resource (hat client 102
can direetly use (o request conlent, bul may not be config-
ured or programmed to perform an additional step of con-
tacting another URL (in this case to CDN 106 atter having
already visited IRE 252) before obtaining requested content.
The ITIPTP 302 redireet mechanism causes the client Lo
aulomatically contact CDN 106 withoul requiring. lor
example, modification 1o the logic of client 102 to perform
additional HTTP GET requests (i.e., the HTTP 302 redirect

moechanism lorees client 102 (o perlorm the additional siep 3

ol contacting CDN 106 alier having already been directed
onee Lo IRI 252).

Client 102 is redirected (e.g., by the HTTD 302 redirect
mechanism) vsing the constructed URL generated by [RE

252 {which is resolved by DNS resolver 116, similarly 1o as 3

deseribed above) o 1INS name server 118 ol CION 106, The
hostname of the consiructed URIL. which includes the
encoded client and content metadata information, is passed
10 DNS name server 118, where resource selection laver 220
is configured 1o extract and interpret the encoded inlorma-
tion inserted in the augmenied URL. hostmame or domain
name, Laver 220 is configured to perform selection of a
resource appropriate 1o client 102 (e.g., the resource closest
1o ¢client 102 that has cached the content requested by client
102) based on (he information encoded in the queried-lor
hostname, as described above in conjunction with the
example environments of FIGS, 2A and 2B.

Intermediate resolution entity 252 is illustrated as a single
logical device in UIG. 2C. In some embodiments, IR1E 252

comprises standard commerclally available server hardware s

(t.g. a multi-core process. 44 (igabyles of RAM, and one
or more Gigabit network intertace adapters) and rns typical
server-class operating svstems (e.2., Linux), as well as Java
ITTTP server soltware stack. Intermediate resolulion entity

252 can also be implemented using a scalable. claslic s

architecture and may comprise several distributed compo-
nents, including components provided by one or more third
parties. Further, when IRE 252 is referred to herein as
perlorming a task, such as storing data or processing data. it
is 10 be undersiood (hat a sub-component or multiple sub-
components of intermediate resolution entity 252 (whether
individually or in cooperation with third party components)
may cooperale o perlorm that task.

IIG. 3 s a [ow diagram illustrating an embodiment ol a
process lor advanced resource selection. In some embodi-
ments, process 300 is executed by DNS name server 118 of
FIGS. 2A, 2B, and 2C vsing resource selection laver 220,
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The process begins at 302 when a request to resolve an
augmented domain name {or hostname) is received, [rom a
client, at 2 1INS server {(e.g.. DNS name server 118). In some
cmbodiments. the request 1s made by (he client in conjune-
tion with a video content request. In various embodiments,
the avgmented domain name has encoded within it various
inlormation associated with the client. such as the 1P address
ol the client {or any other inlormation usable o delermine
the geolocation of the client), content metadala, device

3 metadata, vser metadata, QoE metadata, and network meta-

data. One example of content metadata encoded in the
augmented domain name includes a name ol the conlent
being requesied. Another example of conlenl metadata
encoded in the avgmented domain name includes a type
fe.g., live or video on demand) of the content being
requested. Oune example of device metadata includes a
device type (c.g.. smartphone, lablel, sel-lop box. gaming
console. ele). Txamples of uwser metadata include user
information (e.g., subscriber intormation, wser preterences,
etc.), QoE metrics (e.g., associated with re-buffering events,
interrupl events. ele). and network information (e.g. I8P ol
the client or network connection type such as 303, 4G 1111
cle.).

In some embodiments, the augmented domain name is
generated by the client, for example, by modifving a URL
provided by a CMSE, as deseribed in conjunction with UG,
2A. In other embodiments, the augmented domain name is
generated by a CMS, as described in conjunction with FIG.
2B. In other embodiments, the avgmented domain name is
generated by an intermediate resolution entity, and received
al the 1INS server in response o a 302 redireet request
received by a client (e, initiated by the intermediale
resolution entity), as described in conjunction with FIG. 2C.
In some embodiments, the information is encoded in the
augmented domain hame by inserting (e.g., pre-pending ) the
inlormation inte a domain name or hostname siring.

AL 304, information is extracted [rom the angmented
domain name. For example, the angmented domain name is
processed and parsed (e.g., by resource selection laver 220)
and the inlormation encoded in the augmented domain name
15 exiracted. Al 306, he extracted information is used 1o
select a particular resource from a sel ol resources o provide
content to the client. In some embodiments, the selected
resource is provided to the client. For example, the II
address ol (he sclected resource is provided o the client
{e.g.. in response 0 a DNS resolution request Tor the URI.
that included the avgmented domain name).

Fourth Iixample "lechnique  Protlocol Tayer

In the three example lechnigues deseribed above, various
entities such as clients, CMSs, and intermediate resolution
entities were configpured with logic 1o avgment URL host-
names or domain names with client [P address. conlent
name, or any other metadata in order 1o leverage or reuse
existing DNS intrastructures and mechanisms 10 pass the
mare detailed information 1o a CDN so that the CDN can
perform more accurate selection of a resource to serve
conlent o a requesting client.

In the lourth example wechnique described below. client
information such as client IP address, content information
{e.g., content name, content Tvpe, ete.), client device infor-
mation. user inlormation, Qoli inlormation. ele. is passed 1o
# CDN using a custom protocol, withoul requiring generat-
ing a customized URI. and using a 1INS-based infrastruclure
as described in the example environments of FIGS, 24, 2B,
and 2C.
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In the second and third example techniques (described in
conjunclion with UIGE. 213 and 20, respectively), cither
CMS 114 or inlermediale resolution entity 252 has access Lo
all of the information (e.g.. client IP address, conlent name.
content type, client device information, user information,
QoE information, etc.) needed by the CDN to perform
advanced resource selection. As will be described in con-
junction with VIGE. 4A and 413, a cuslom protocol can be
dircelly built between calitics such as CMS 114 and [R]E 252
and a resource selection/resolution enlity within CIDN 106,
Thense of a direct communication protocol allows ChS 114
or IRE 252 10 directly contact a resource selection entity in
the CDN to obtain & resource selection result. In some
embodiments, the resource sclection resull remains in the
lorm of a DN name, which is returned o a regquesting
client. "The client then makes a request using the DNS name.
which now maps to a specific resource (the resource selected
by the resource selection entity in the CDN using the
information passed via the protocol).

An example environment in which a protocol 1s built and
used lor dircet communication between a CMS and a CDN
is described below in conjunction withFIG. 4A. Anexample
environment in which a protocol is built and used for direct
communication between an intermediate resolution entity
and 1 CDN is deseribed below in conjunction with IG. 413.

I'IG. 4A Mlusirales an embodiment of an environment in
which advanced resource selection is facilitated. In the
example environment of FIG. 44, instead of having a

resource sclection layer inside ol a DNS name server within 3

CION 106. as shown in conjunction with the example envi-
ronments of FIGE, 2AL 213, and 20 (e, resource seloction
laver 220), the logic of the resource selection laver is
wplemented as a component (402) within CDN 106 sepa-
rale from 2 1DNS name server.

In the example environment ol VG 4A, a cuslom.
deseriplive protocol layer is buill to lacilitate direct com-
munieation between CMS 114 and resource selection entity
402 in CDN 106. When CMS 114 receives a request thom
cliecnt 102 for content. the CME passes the [P address of
client 102 and the name ol the requested content (and any
other wetadata, as appropriate) via the protocol laver
directly 1o resource selection entity 402, The resource selec-
tion entity 402 is configured to use the information passed
via the protocol layer o delermine a resource o serve the
requested  content o client 102, as deseribed  above.
Resource selection entity 402 then responds to CMS 114
with a URL that has the hosthame for the selected server. As
one example, the resource selection result {e.g.. selected

server) is provided n the form ol a DNS name that maps s

dircelly o the selecled server. Suppose. Tor example, that
server C 112 is selected by resource selection/resolution
entity 402 as the appropriate server 10 provide content to
client 102 {e.g., server C 1s the resource closest o elicnl 102

that has the requested conlent). Resowrce selection entily s

402 provides the URL (or DNS name) for server C (e.g.,
“serverCla.cdnnet™ to CMS 114 via the protocol laver
directly built between CMS 114 and CDN 1046,

CME 114 then provides the URIL. lor server O back Lo
client 102 in responsce (o client 102%s initial request 10 CMS
114 for the content. Client 102 then makes a request (e.2., to
a DNS resolver such as DNS resolver 116) to resolve the
LRI, 1o server C. In response. client 102 s provided with the
IP address lor server C. In this example. the URI. provided
by CMS 114 will automaltically resolve Lo server C, since the
URL (e.g., DNS name of the URL) provided 1o client 102
maps specifically to server C.
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FIG. 4B illustrates an embodiment of an environment in
which advanced resource sclection is [acilitated. As in the
cxample environment of FIG. 4A deseribed above. instead
ol having a resource sclection layer nside ol DNS name
server 118 of CDN 106, as shown in conjunction with the
example environments of FIGS., 24, 2B, and 2C, the
resource selection logic is a separate component (402)
within CDN 106.

In the example environment of VIG. 413, a protocol layer
i builtl that facilitales direel communication between inter-
mediate resolution entity (IRE) 252 and resource selection
entity 402 in CDN 106. When CMS 114 receives a request
from client 102 for content, CMS 114 is configured to return
a URL (cg. “adrenclexampledrama™ o intermediale
resolution enlity 252, As deseribed in the example environ-
ment of VG, 20 the intermediale resolution entity 252
leverages or takes advantage of full HTTD capabilities 1o
retrieve the IP address of client 102 and other metadata, for

2n example, in HTTP headers and the URL provided to client

102 by (M8 114 {c.g., the content name in the path of the
URL).

In this example. IR]1 252 then passes (he retrieved client
II* address and any other metadata 1o resource selection
entity 402 within CDN 106 via the custom protocol laver.
The resource selection entity 402 processes the inlormalion
lo delermine an appropriale resource o serve conlent 10
client 102 {e.g.. the resource closest o client 102 that has the
requested content cached). The resource selection result,
which in some embodiments is in the form of a DNS name
that maps specifically to the selected resource, is then
provided by resource selection entily 402 1o IRI 252 via the
protocol layer. In some embodiments, IR1E 252 is conligured
lo use a redireel mechanism (e.g., an [TTTP 302 redireel
request using the DNS name of the selected resource) 1o
redirect client 102 1o the selected resource to obtain the
requested content.

Thus. in the example environments of FIGS. 4A and 413,
client 1P address. conlenl name. and any other meladata, as
appropriale. can be passed o a CION through a cusiom
protocol  without  performing  hostname  encoding  (as
described i1 conjunction with FIGS. 24, 2B, and 2C) and
dealing with potential DNS limitations, such as limits on the
lengih ol the hostname (which can impact the amount of
meladaia that ¢can be added (o a hostname).

FIG. 5§ iz a flow diagram illustrating an embodiment of a
process for advanced resource selection. In some embodi-
menis, process S00 s executed by resource selection entity
402 ol CDHN 106 of FIGS. 4A and 413, The process beging
al 502 when information associaled with a client requesting
a content item is received at a resource selection entity
within a CDN. The CDN includes a set of resources that
serve multimedia content.

In some embodiments. the inlormation is received [rom a
CMS using a custom protocol, as described in conjunction
with FIG. 4A. In other embodiments, the information is
received from an intermediate resolution ewmrity using a
cusiom protocol. as deseribed in conjunction with IG. 413,

In various embodimenis, the inlormation communicated
via the protocol includes the II' address of the client, content
metadata, device metadata, vser metadata, QoE metadata,
and nelwork meladata, examples of which are deseribed
above.

Al 504, the received inlormation associaled with the
client (e.g., I’ address and any other metadata) is vsed 10
select a particular resource in the set of resources 1o serve the
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requested content item 1o the client. In some embodiments,
4 [INS name mapping 1o the selected resource is provided Lo
the client.

Allhough  the foregoing  cmbodiments have  heen
described in some detail for purposes of clarity of under-
standing, the invention is not limited to the details provided.
There are many allernative ways ol implementing the inven-
tion. The disclosed embodiments are illusirative and not
restrictive.

What is claimed is:

1. A svstem, comprising:

a sel of one or more interlaces configured Lo receive. al a
Domain Name System (DNS) server within a content
delivery network, a request from a client 1o resolve an
augmented domain name, wherein the client has pre-
viously made an initial request lor conlent from a
conlenl management system, wherein the client gener-
aled the augmented domain name al least in part by
inserting an Internet Protocol (II') address of the client,
a content name, and one or more measures indicative of
a quality ol a viewing experience of a user associaled
with the client device inlo a domain name ol a URI.
provided to the client by the content management
svstelm 0 response 1o the initial request for content
made by the client, and wherein the one or more
measures indicalive of the quality ol the viewing expe-
ricnice of the user comprise inlormation perlaining Lo
re-buffering events;

a set of one or more processors configured to:
extract nlormation from the augmented domain name.

wherein the extracted information includes the Inter-
net Protocol (IP) address, the content name. and the
one or more measures indicative of the quality of the
viewing experience of the user associated with the

client inserted by the client inte the domain name ol 3

the URI. provided 1o the client by the contenl man-
agement syslem in response o the initlal request lor
content made by the client;
use the information pertaining to the re-butfering
evenls extracted from the augmented domain name
generaled by the client Lo select a particular resource
from a set of resources included in the content
delivery network 1o provide content to the client; and
provide as output to the client an address of the selected
particular resource; and
a memory coupled (o the sel ol one or more processors
and confipured 1o provide the set of one or more
processors with instructions.
2. The system ol ¢laim 1 wherein (the augmented domain
name encodes conlent meladata including a content type.
3. The system ol ¢laim 1 wherein (the augmented domain
hame encodes device information including a device type
associated with the ¢lient.
4. The system ol ¢laim 1 wherein (the augmented domain

name encodes user inlormation including at least one ol 3

subscriber information and user preterences.

5. The system of claim 1 wherein the augmented domain
name encodes network information associated with the
client.

6. A method, comprising:

receiving, via a set of one or more intertaces and at a

Domain Name System (DNS) server within a content
delivery nelwork. a request [rom a client to resolve an
augmented domain name, wherein the client has pre-
viously made an initial request lor conlent from a
content management svstem, wherein the client pener-
ated the avgmented domain name at least in part by
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nserting an Internet Protocol (I1%) address of the client,
a conlent name, and one or more measures indicative of
a qualily of a viewing experience ol 2 user associaled
wilh the client into a domain name ol a URI. provided
1o the clienr by the content mansgement system in
response 10 the initial request tor content made by the
client, and wherein the one or more measures indicative
ol the quality of the viewing expericnce of the user
comprise information perlaining o re-bullering cvents;

extracting informaltion rom the augmented domain name,
wherein the extracted intormation includes the Internet
Protocol (I1) address, the content name, and the one or
more measures indicative of the quality of the viewing
expericnee of the user assoclated with the client
inserled by the elient inte the domain name ol the URI.L
provided 1o the client by the conlenl management
svstem in response to the initial request for content
made by the client;

using the information pertaining 1o the re-buffering events

extracled [rom the augmented domain name generated
by the client W sclecl. using a sel ol one or more
processors, a particular resource trom a set of resources
ineluded in the content delivery network 1o provide
comtent 1o the client; and

providing as oulput 1o the client an address of the sclected

particular resource.

7. The method of claim 6 wherein the angmented domain
name encodes content metadata weluding a content type.

8. The method ol ¢laim 6 wherein the augmented domain
name encodes device information including a device type
associaled wilh the client.

9. The method of claim 6 wherein the angmented domain
name encodes user tormation including at least one of
subseriber inlormation and user preferences.

10. The method ol claim 6 wherein the augmented domain
name encodes network inlormation associated with the
client.

11. A computer program product embodied in a non-
transitory compuler readable storage medium and compris-
ing compuler instructions lor:

receiving, via a set of one or more interfaces and at a

Domain Name System (DNS) server within a content
delivery network, a request from a client to resolve an
augmented domain name. wherein (he client has pre-
viously made an initial request for content [rom a
cofitent management system, wherein the client gener-
ated the avgmented domain name at least i1 part by
inserting an Internet Protocol (1P address ol the client,
a conlent name, and one or more measures indicative of
a qualily of a viewing experience ol 2 user associaled
with the client into a domain name of a URL provided
1o the clienr by the content mansgement system in
response 1o the initial request for content made by the
client. and wherein the one or more measures indicalive
of the quality of the viewing experience of the user
comprise ntormation pertaining to at least one of
re-butfering events or interrupt events;

extracting informaltion rom the augmented domain name,

wherein the extracted information includes the Intermnet
Protocol (I1) address, the content name, and the one or
more measures indicative of the quality of the viewing
expericnee of the user assoclated with the client
inserled by the elient inte the domain name ol the URI.L
provided 1o the client by the conlenl management
svstem in response to the initial request for content
made by the client;
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using at least some of the intormation extracted trom the
augmented domain name generated by the client o
select, using a set of one or more processors, a par-
ticular resource [rom a set of resources included in the
content delivery network to provide content 1o the
client; and

providing as output to the client an address of the selected
particular resource.

12, A syslem, comprising:

a sel of one or more interlaces configured Lo receive. al a
resource selection entity within a content distribution
network and separate from a DNS name server, infor-
mation associaled with a client requesting a conlent
ilemn. wherein the content distribution network com-
prises a set of resources that serve multimedia content,
wherein the information is received via a protocol laver
directly established between a content management
system and the resource selection enlity within the
conlent distribution network. wherein the information
is received via the protocol laver in response to the
client requesting the content tem from the content
management system, wherein the information received
via the protocol layer comprises an Inlemel Prolocol
{IPY address of the client, a conlent name, and one or
more measures indicative of a quality of a viewing
experience of a vser associated with the client, and
wherein the ome or more measures indicative ol the

1

)

[

16
quality of the viewing experience of the vser comprise
information pertaining lo re-bullering cvents;
a sel ol one or more processors conligured (o

use, by the resource selection entily within the content
distribution network and separate from a DNS name
server, the intformation pertaining to re-bhuffering
cvenls recelved via the protocol layer diveetly estab-
lished between the content management syslem and
the resource selection entity to select a particular
resource in the set of resources to provide the
requested content item to the client; and

provide, o the conlenl management syslem via the
protocol layer, a DNS name that maps (o the selected
particular resource, wherein the content management
svstelm is configured 1o respond 1o the request by the
client for the content item at least in part by provid-
ing. 1o the requesting client, a URIL. that comprises
the DNS name ol the sclected particular resource 1o
the client, wherein the client is configured to use the
URL provided by the content management system
that includes the DNS name that maps 1o the selected
particular resource 1o make a subscquent request [or
the content item; and

a memory coupled 1o the set of one or more processors
and configured to provide the set of one or more
processors with instructions.



UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

PATENT NO. : 11,303,604 B2 Page I of I
APPLICATION NO. : 15080452

DATED : April 12, 2022

INVENTOR(S) 1 Hui Zharg and Aditya Ravikumar Ganjam

it is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as shown below:

In the Claims

In Colurn 13, Line(s) 22, Claim 1, after *client”, delete “device”.

Signed and Sealed this
Twenty-ninth Day of November, 2022

Yateavine Deilu-\idad

Katherine Kelly Vidal
Director of the United States Parent and Trodemark Office




	Front Page
	Drawings
	Specification
	Claims
	Corrections/Annotated Pages

