(12)

United States Patent

Stoica et al.

US011017436B1

US 11,017,436 B1
May 25, 2021

(10y Patent No.:
(45) Date of Patent:

(54

(73)

(73)

(%)

(21)

(22)

(60)

(51)

(52)

(58)

(56)

ADVERTISING ENGINLE

Inventors: Lon Steica, Piedmont, CA (US); Hui
Zhang, Pittshurgh, PA (US)

Agsignee:  Conviva [ne.. Doster City, CA (US)

Notice:  Subject 10 any disclaimer, the term ot this

patent is extended or adjusted under 35
U.8.C. 154(0) by 1214 days.

Appl. No.: 12/380,982

I"iled: Mar. 4, 2009

Related U.S. Application Data

Provigional application No. 61/068.018, [iled on Mar.
4, 2008,

Int. CI.
Griloe) 30704 {2012.01)
rilol) 30702 {2012.01)

U.s. Cl.

CPC ... Gos0 300269 (2013 01);, G060 300242
(2013.01); G@6Q 3040255 (2013.01)

Iield of Classification Search

None

See application file for complete search history.

References Cited

LIS, PATENT DOCUMINTS

0.327.574 R1 12:2001  Kramer

a.446.261 Rl 2002 Rosser

0.470.200 B1* 10:2002 Vora .o GOOG 30:02
T02/186

T.544.401 Rl 11:2000 Hailsuka el al,

8.677.020 B2* 32004 Tevkovile ... GOBOQ 30:0251
2001:0049620 A1* 12:20010 Blasko ... GOEQ 1010
)—112

Streaming Wideo
Contanl Providar

119
IS

Ad Network,

)—I ne

Ad Network

2002:0023002 AL* 272002 Stachelin ... GOGQ 30702
T05:14.66

2002:0123928 Al 92002 Lldering
20030177064 AL® 92003 Liwra ... GOBQ 3040273
T0514.69
20050055327 AL® 32005 Agrawal ... GOGL 1730699
2006:0265283 AL* 1172006 Gorodvansky ... GOG( 30402
T05:14.46
20070088838 AL® 472007 Lovkowitz ... GOGQ 30702
T09:228
20070250383 AL* 1072007 Lollinger ... GO 30:0275
T05:14.64
20080004949 AL* L2008 llake ... GOGO 30702
T05:14.69

(Continued)
FOREIGN PATENT DOCUMENTS

WO WO-0237278 A1 % 572002 L GROQY 30002
WO WO-2007 148171 A2 * 122007 - GOGL 167935

COTHER PUBLICATTONS

Juels AL (2001) largeted Advertising . - . and Privacy 'loo. 1
Naceache T {eds) Topics in Cryplology—CT-RSA 2001, CT-RSA
2001, Teclure Noles in Compuler Science. vol. 2020, Springer,
Berin, Heidelberg. (Year: 2001).%

{(Continued)

Michacl 13ckerman
Van Pell, Yi & James

Primary Ixantner
(74) Anernev, Agent, or Firm

LLP

(57)

Delivering an advertisement is disclosed. 1Local user inlor-
mation is collected. Dxamples of local user inlormalion
include language settings, welb browser history, and actions
taken by a user with respect 1o various applications. An
advertisement s sclected from a plurality ol advertisements
based al least in part on the local user inlormation. The
selected advertisement is caused 1o be displayed.

ABSTRACT

25 Claims, 5 Drawing Sheets

)—114

Audie Content
Freviger

116
,‘_

Download
Video Content
Provider

118
)_

News Content
Provider




US 11,017,436 Bl

Page 2

(56)

2008:0010133
2008:0077491
2008:0108342
2008:0207182
2008:0215428
20080319828
2009:0006177
2005:0011740
2009:0048977
2000/0 164287

2009/0216749
200970319329

20170262437

References Cited

LIS, PATENT DOCUMINTS

Al* 122008 Pyhalammi L.
AT* 32008 TRobinson ...
AT* 52008 Tomeranlys el al,

Al* 82008

Al* 2008 Ramerelal ...
AT* 12:2008 Southam ...
Al* 122009 Beaver (...
Al* 12009 Aggarwal .
Al* 22009 Aggarwal .
AlF 62009 Kies o
AlF 82000 Iardt .
AL* 1272009 Aggarwal ...
Al* 2017 Raichelgauz ...

OTHER PUBLICATIONS

Maharayh el al. ...

GOBF 16/9553

TO5 1458

. GOSF %4401

T05/14.64

s 455/418
. 455:414.1
e T05:14
HO4N 21435

705725

o G0aQ 30:02

T05/14.6

GOGC) 30:0267

4554121

GOGC) 30:0267

TR0

GOGQ 30277

T05°11

- G080 30402
110431 374211

709224

. GOel 3048

Jaworska I., Sydow M. (2008) Behavioural largeting in On-Line
Advertising: An Linpirical Stdy. In: Bailey J., Maicr D., Schewe
KD.. Thalheim B. Wang X.8. (eds) Web Inlbrmalion Systems
Fngmeerng—WISE 2008, WISE 2008, Teclure Noles in Compuler
Science. vol. 5175, Springer. Berlin, Heidelberg. (Year: 20087).%

* cited by examiner



U.S. Patent

May 25, 2021

112
)_

Streaming Video
Content Provider

110
)_

Ad Network

108
)_

Ad Network

104

X
L

Sheet 1 of 5

114
)_

US 11,017,436 Bl

Audio Content

Provider
)—1 16
Download
Video Content
Provider
120

FIG. 1

118
)_

News Content
Provider




U.S. Patent May 25, 2021 Sheet 2 of 5 US 11,017,436 Bl

Client

204—L Ad )—206
Selection Application
Module

202
)_

Communication Interface

FIG. 2



U.S. Patent

May 25, 2021 Sheet 3 of 5

US 11,017,436 Bl

Collect local user information

302
J

Y

Select an advertisement from a plurality of
advertisements based on collected local user
information

)—304

Display selected advertisement

306
J

FIG. 3



U.S. Patent May 25, 2021 Sheet 4 of 5 US 11,017,436 Bl

108
)_

,5\0 Ad Network

40

408

o2 S

Request—» Streaming Vi
. - g Video
Video, Metadata \ Content Provider
404

&
?‘b
102

FIG. 4



U.S. Patent May 25, 2021 Sheet 5 of 5 US 11,017,436 Bl

108
)_

& Ad Network

!

10 ’—502
o~ Intermediary

Ot 112
102 Tracking 04 J
. — Request—» Download Video
Video, Metadata \_ Content Provider
5086

FIG. 5



Us 11,017,436 Bl

1
ADVERTISING ENGINE

CROSS REFERENCE: 10O (TR
APPLICATIONS

This application claims priority 1o U.S. Provisional Patent
Application No. 61/068,018 entitled ADVERTISING
ENGINIE filed Mar. 4, 2008 which is incorporaied herein by
reflerence [or all purposcs.

BACKGROUND OF THE INVENTION

Content publishers such as websites sometimes use third
parly advertising (ad) networks o [acilitale the serving ol
advertisements (ads) to users. Typically, the serving of adsin
such a scenario works as follows. The client requests a
wehpage [rom the publisher. The publisher sends the
requested webpage 1o the client. Included in the page is a
link {e.g., URL) pointing 1o the ad network that encodes
(e.g., in its arguments) intormation about the webpage.
When the user’s browser displays the webpage, the browser
conlacls the ad nelwork. via (he link, (o oblain an ad. In
addition 1o the inlormation embedded in the link provided
by the publisher, the advertising network uses intormation
such as the client tvpe and version of the browser, and
information that it maintains (o select an ad. The ad network
sends the selected ad (o the elient (o be displayed in its web
page. "The ad network typically identifics a client cither using
a cookie, or the client’s IP address.

Untortunately, one problem with this model is that the -

advertising nelwork has limited information upon which o
hase a determination of which advertisernent o relurn Lo the
user’s browser. Compounding the problem is thal users
tvpically desire to protect their privacy and do not generally

wish additional information about themselves 1o be made -

availablc 1o advertisers.
BRIEF DESCRIPTION OF THE DRAWINGS

Various embodiments of the invention are disclosed in the
lollowing detailed descriptiom and the accompanying draw-
ings.

FIG. 1 illustrates an example of an environment in which
advertisements are delivered.

IIG. 2 illustrates an example of an cmbodiment of a
client.

FIG. 3 is a flow chart illustrating an embodiment of a
process for delivering an advertisement.

FIG. 4 illustrates an example of an environment in which
advertisements are delivered.

IG5 illustrates an example of an environment in which
advertisements are delivered.

DIFTATLLED DESCRIPTION

The invention can be implemented in numerous ways,
inecluding as a process; an apparatus; a svstelm; a composi-
tion of matter; a computer program product embodied on a
computer readable storage medium; and/or a processor, such
as a processor conligured (o cxecule instructions stored on
and/or provided by a memory coupled to the processor. In
this specification, these implementations, or any other form
that the nvention may lake, may be relorred 1o as lech-
niques. In general. the order of the sieps of disclosed
processes may be allered within the scope of the invention.
Unless stated otherwise, a component such as a processor or
a memory described as being configured 1o perform a task
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may be implemented as a general component that is tem-
porarily conligured to perlorm the task al a given tme or a
specilic component that is manulactured 1o perform the task.
As used herein, the lerm “processor’ relers 0 one or more
devices, circuits, and/or processing cores configured 1o
process data, such as computer program instructions.

A detailed description of one or more embodiments of the
invention is provided below along with accompanying [ig-
ures that illustrale the principles of the invention. "The
invention is deseribed in connection with such embaodi-
ments, but the invention is not limited to any embodiment.
The scope of the invention is limited only by the claims and
the invention encompasses numerous alternatives, modifi-
calions and equivalents. Numerous specilic details are sel
forth in the lollowing description in order lo provide a
thorough understanding of the invention. These details are
provided for the purpose of example and the invention may
be practiced according to the claims without some or all of

2 these specific details. For the purpose of clarity, technical

material that 1s known in the technical felds related w0 the
invention has not been deseribed in detail so that the
invention is 0ot unnecessarily obscured.

FIG. 1 illustrates an example of an environment in which
advertisements are delivered. Clients 102-106 each interact
with various conlent providers 112-118 via one or more
networks represented herein as a single network cloud 120,
In various embodiments, network cloud 120 includes the
Internet and assorted intranets. For example, clients 102 and
104 are both nodes on the same corporale nelwork and both
are also connecled to content providers 112-118 via the
Internel. Ad networks 108 and 110 supply advertisements 1o
be shown to clients 102-106. As described in more detail
below, in some cases the advertisements are served to clients
102-106 dircctly by ad networks 108 and 110, Ad networks
108 and 110 may also supply poinlers or relerences 1o
advertisements o clients 102-106 and (he advertisements
themselves may be delivered by a third party, including via
a peer-to-peer network,

In the example shown, clients 102 and 104 are Lypical
personal compulers and include components such as a
storage drive, RAM, and one or more processors. Client 102
has installed on it a typical web browser which can be vsed
{e.g., by a vser hereinatter referred 1o as “Alice™) to access
conlent provided by conlent providers such as conlent
providers 112-118.

Client 104 has installed on it an application that facilitates
the streaming of content such as video. The application is
conligured o receive content from streaming video provider
112 and to redistribule the content o other nodes using
peer-lo-peer lechniques.

Client 106 is a handheld device such as a web-enabled
cellular phone that allows nsers to access content provided
by content providers such as content providers 112-118
using 2 browser application. Client 106 includes a slower
processor and less RAM than client 102 and also makes vse
of a small flash-based drive for storage. [n varions embodi-
ments, client 106 includes applications instead of or in
addition 1o the browser application that allow a user o
access contenl provided by the content providers. lior
example, audio content provider may expose i1s content 1o
assorted applications via a set of Alls, one of which is
installed on client 106. Other examples ol clicnts (nol
shown) such as personal digital assistants, scl-lop boxes,
game consoles, broadband roulers. and digital video record-
ers, may also be uvsed in conjunction with the techniques
described herein as applicable.



Us 11,017,436 Bl

3

Each of content providers 112-118 serves content, such as
LexVITIMI . streaming audiovisual content, and download-
able audiovisual conlent o clients such as clients 102-106.
In the example shown, streaming video conlent provider 112
is a website that allows visitors to watch live video feeds
(e.g., of sporting or news events) and also allows visitors to
stream other video conlent such as movies and (elevision
episodes. Users ol streaming video content provider 112 alsoe
redistribute content that they recerve to other users via
peer-to-peer techniques. Audio content provider 114 allows
users to stream audio content, and also allows users to
download entire songs Tor later playback. Download video
content provider 116 allows users 10 purchase {or rent) video
content for later plavback on a client, including plavback
when the client 15 not connected to network cloud 120. News
content provider 118 is a website thal provides users with
dccess lo news conlenl such as news articles and pholo-
graphs.

Ad networks 108 and 110 have agreements with content
providers 112-118 to tacilitate the serving of advertisements
1o clients 102-106. In the example shown. ad network 108
compriscs 2 single server and ad network 110 comprises
several hundred servers working in conjunction. As
described in more detail below, ad networks 108 and 110
send a plurality of advertisements to clients 102-106 in
response o requestls sent by the clients. A decision of which
ol the received advertisements o display s made locally at
the client based in part on locally collected and locally
maintained information about the vser of the client.

IIG. 2 illustrates an example of an cmbodiment of a 3

client. In the example shown, client 102 includes a commu-
nication inlerlace 202 that is used by client 102 1 commu-
hicate with other devices/svstems that are accessible via
network cloud 120. For example, client 102 communicates

with publisher 112 and ad network 110 via communication 3

interface 202, Application 206 is a commercially available
weh  browser  such oas MICROSOLTT  INTERNIST
EXPLORER, MOZILLA FIREFOX, or APPLE SAFARI.
Whenever client 102 performs a task (such as selecting an
advertisement), cither a single component or a subsel ol
components or all components client 102 may cooperale o
perform the task.

Application 206 is in communication with an ad selection
module 204. In some embodiments ad selection module is a
scparalely installed program. In other embodiments, ad
scleetion module 1s a lightweight client that is provided (o
application 206 as a JAVA applet, ADOBE FLASH contenr,
SILVERLIGHT component or via a similar platform.

Asg described in more detail below. client 102 receives and

in some embodiments stores a plurality of adverlisements s

212. When applicalion 206 retrieves conlent [rom content
providers 112-118, ad selection module 204 facilitates the
decision of which advertisement(s) should be presented to
Alice in conjunction with the conlent.

In the example shown. ad selection module 204 1s con- s

figured 1o support different instructions trom ditferent pub-
lishers and ad networks with respect to making decisions of
which advertisements to show. For example, when Alice
uses browscr 206 1o access publisher 114, one sel ol rules
may be applied (c.g., based on instructions from content
provider 114 and ad network 110). When Alice uses browser
206 to access content for which the publisher has an agree-
menl with ad network 108, a dillerent sel ol rules may be
applicd.

Ad selection module 204 makes its decision based in part
on locally collected information such as browsing history
208 that is collected by web browser 206, as well as other
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information 210, Browsing history 208 stores information
such as the websiles that Alice has recently visited and the
[iles that she has recently downloaded. lxamples ol other
locally collected information 210 include locality/language
preference settings (e.g., obtained from client 102°s operat-
ing svstem), information such as what other applications are
also installed on client 102, the hardware vsed by client 102,
and data that augments browsing history 208 such as the
amount ol lime spent viewing various conlenl.

In some embodiments Alice is presented with a question-
naire when ad selection module 204 is first configured on
client 102, The questionnaire may solicir information such
as socio-economic and demographic intormation, and infor-
mation aboul Alice’s likes and dislikes. In varlous embaodi-
menis, the questionnaire explains o Alice thal her answers
will be stored in a seeure manner on client 102 and will not
be transmitted by client 102 to content publishers or ad
networks, Intformation 210 (and in some cases 208) is stored

2 1in an encrypted manner in some embodiments. As explained

in more detail below, Alice may also receive instructions thal
some ol her inlormation may be reported (o an intermediary
but that the intermediary will anonymize or aggregate
Alice’s personal information prior to providing it to an entity
such as an ad network.

In some embodiments historical and personal inlormation
is stored omly locally, and is stored in an cnerypled [ormal.
The encrvption precludes an attacker from obtaining this
information, even it the attacker were successtul in com-
promising Alice’s machine.

IFI1G. 3 is a low chart illustrating an embodiment ol a
process [or delivering an advertisement. In various embodi-
ments the process shown in FIG. 3 is performed by a client
such as client 102. The process begins a1t 302 when vser
inlormation s locally collecled. Por example. al 302,
browser hislory inlormation such as whal pages Alice has
visiled recently. how much Gime Alice has spenl viewing a
particular video or reading a particular article, ete., is
collected. In various embodiments other local information
210 s collected instead ol or in addition o information 208.
The processing perlormed at 302 may occur once (c.g.,
when soliciting Alice’s responses 1o an install-time ques-
tionnaire) and may also be repeated periodically, such as by
examining information 208 on a weekly basis, every time
Alice starts her compuler. ele. In various embodiments,
client 102 1s conligured o allow Alice Lo purge or oltherwise
remove at least some of the intormation collected at 302, For
example, Alice may erase information 108 or delete/modify
her answers Lo the install-lime questionnaire il she lecls so
inclined. By storing and collecting most of the user inlor-
mation locally withoul transmitling the inlormation 1o
another party, the svstem protects the user’s privacy.

At 304 an advertisement is selected by client 102 based on
the information collected at 302, and on the inlormation
{metadata) provided by the publisher aboul the video leed it
streams 1o Alice. As described in more detail below, the
advertisement is selected from a set of candidate advertise-
ments and a variery of techniques can be used to select the
advertisement. lor example. suppose Aliee is using browser
206 (0 walch a live streaming car racing evenl as provided
by streaming video content provider 112,

Ag described in more detail below, content provider 112
provides browser 206 with the video [eed of the race, as well
as meladata that deseribes the content Alice is viewing (c.g.,
“The XY/ Racing livenl.” “sports.” “cars,” “car race”
“Channel 2, “XYZ network,” etc.) In various embodiments,
ad petwork 108, client 102, and streaming video content
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provider 112 vse a coumon taxonomy structure tor identi-
[ying {or “lagging™) content with descriptive metadata.

lor example. in some embodiments the ads stored at
client 102, as well as the entries in history 208 are calego-
rized nsing a directory svstem (taxonomy) such as Yahoo!
Directory (http//dir.vahoo.com), Google Directory (http://
dircetory.google.com/). or the open source 1moy dircelory
(hitp:fwww.dmorzorg/). This dircclory may be shared
between the publisher and the ad nerwork. The publisher
nses categories from the directory to tag its streams. For
example, assume the publisher has tagged the stream
walched by Alice with the “car’™ category. Also suppose that
recently, Alice has visited acmecars.com, and that among the
ads stored locally there is an ad for an ACME Brand car.
Since “ACME" is a subeategory of “car,” ad selection
module 204 selects the ACMIL ad for display. 1T no ACMIL
ad is available locally. module 204 may decide (o select
another luxury car ad. since ACMI: is a luxury brand, and
“luxury™ 18 a subeategory of “car” Alternatively, if no

ACME ad is available locally, module 204 may contact the 2

ad nelwork requesting a sel ol ads perlaining o ACMI L cars.
Note that even in this scenario. the ad network would not be
informed as 1o why Alice’s computer wishes 1o display an
ACME car advertisement (e.g., because she looked at a
particular page on a particular day) or any other information
aboul Alice just thal client 102 has delermined that it would
like o display an ACMIL ad and does not have one stored
locally.

Reterring to FIGS. 1 and 2, ad selection module 204 sends
information such as (he received metadata o ad network 110
and receives back instructions on which advertisements
should be considered by client 102 when sclecling an
advertisement. For example, suppose advertising network
currently maintains a total of 500 advertisements in its

invenlory. OF those advertisements. 75 are polentially appli- 3

cable to car racing (c.g.. adverlisements lor cars, advertise-
ments [or new tires, adverlisements Tor oil change services.
and advertisements not directly related 1o cars but which
might nonetheless be of interest such as advertisements for
soda. [ast [ood, and power ools).

Ad network 110 instruets client 102 (o select an adver-
tisement trom among the 73 candidate advertisements 1o be
considered tor displaving to Alice. In some embodiments ad
network 110 instruets client 102 by sending all 73 candidate
advertisements 1o client 102, which in lun siores all 75
candidate advertisemoents locally. In other embodiments, Ad
network 110 does not send all 75 candidate advertisements
in their entirety, but instead sends information about each of
the advertisements (such as the name of the merchant, the

name ol the product being advertised. wargel characteristics s

ol a viewer ol the advertisement, ete.) including information
on where to obtain the advertisement itself it selected by
client 102. For example, client 102 is a typical personal
computer with ample slorage and a last network connection.

Accordingly. clicnt 102 may have sullicient resources o 5

download 73 video-clip advertisements. In contrast, client
106 is a handheld device with limited storage and a slower
letwork connection and may initially receive only informa-
tion about the advertisements instead of the advertisements
themselves. In various cmbodiments. inlormation aboul the
capabilities of the client is sent to ad networl 110 so0 that 1t
may select an appropriate number (and tvpe) of advertise-
ments [or the client. For example. in some embodiments
client 106 receives still-pholograph advertisements instead
of video advertisements. or receives 10 video-clip adver-
tisements instead of all 75 video-clip advertisements, as
applicable. Orther examples of tvpes of advertisements
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include avdio advertisements that can, for example, be
played o Alice over speakers installed on client 102 while
Alice reads news arlicles provided by news content provider
118. overlay and other inleractive advertisements (e.g.. that
ask Alice 1o perform an action such as clicking on a box or
providing an email address), etc.

Ag part o the meladata associated with an ad. the ad
network may specily an (1) expiration Gme andfor a (2}
counter. The expiration time specifies the time interval
during which module 204 can select the ad, and the counter
specities the mumber of times module 204 can select the ad
lo be displayed. I the counter reaches 0 or the expiralion
lime is excoeded. the ad is removed rom module 212,

The computing capabilities of clients 102-106 to be
devoted 1o the selecting of advertisements can, in some
cmbodiments. be customized by a user, can be determined
automatically al the time ad sclection module 204 is con-
fligured. and can be periodically reevaluated. as applicable.

Examples of factors that client 102 can consider when
selecting from among the 75 candidate advertisements
include (13 the application thal is being used o view the
conlent (e.g.. a web browser vs. a dedicated content player);
(2} the metadata associated with the content viewed by
Alice; (3) whether any of the advertisements have already
been displaved to Alice; (4) whether any advertisements
having similar allributes have recently been displayed 1o
Alice (e.g.. 50 that she isn’t shown Tour aulomobile adver-
tisements, or four advertisements for ditferent soft drinks in
a row); (5) whether any of the advertisements have any
applicable cxpiration dates: (6) whal web pages Alice has
recently viewed (c.g.. il she has recently visiled acmecars-
.com. select an advertisement for an ACMI: brand car; il she
tends to visit financial web sites, select an ad for a luxury
maodel car; if she tends to visit websites that indicate she is
voulhlul (such as social networking sites, rock band web
sites. ele), scleet an ceonomy model car advertisement): (7)
whal conlent Alice has recently viewed (c.g.. prior (o the car
race Alice watched a nature documentary about bears and
prior 1o that she watched a specific episode of a television
comedy): (8) any actions Alice has recently taken with
respeel o other applications {e.g.. 1s she exclusively walch-
ing the race or is she also reading her email’writing a
document in another window); (9) the language setting, of
Alice’s operating system; (10) Alice’s geolocation (e.g.,
show a convertible model car il she 1s located in Mlorida and
show a sport utility vehicle model car il she 13 located in
Seattle); (11) preferences Alice has previously indicated for
or against advertiselments, eic.

Client 102 can also consider external aclors in making its
selection. lor example. while a particular car insurance
advertisement may be a good (10 with Alice’s personal
information, it the car insurance advertisement has already
been widely shown to other users, the car insurance cowm-
pany may nol have enough ol an advertising budget Tefl o
pay [or the advertisement to be shown (0 Alice. In various
embodiments, client 102 is configured to periodically check
for information such as expiration dates and play count
limits on advertisements.

In several ol the alorementioned examples. the informa-
tion that can be learmed aboul Alice and her compuler
activities is potentially very sensitive. For example, Alice
may have recently used her web browser 10 learn about a
medical condition with which she has recently been diag-
nosed. Alice doesn’™ want an advertiser 10 know that she has
the medical condition. bul she might nonctheless benelil
from being presented with an advertisement from a phar-
maceutical company that pettains to the condition. Using the
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techniques described herein, client 102 might indicate to
advertising network 110 that the set ol candidate advertise-
ments o be sent o Alice should include pharmaceutical
advertisements. In response. advertising network 110 might
provide client 102 with a wide range of advertisements for
products such as hair-regrowth pharmaceutics, diabetes
medicine. an advertisement pertaining o Alice’s condition.
and a varicly of public-service messages. Client 102 would
select the most appropriate advertisement (the one pertain-
g to Alice's medical condition) for display to Alice without
advertising network 110 being able to learn that Alice has or
is inlerested in the medical condition.

AL 306 the selected advertisement is displayed. In some
embodiments the selected advertisement is displayed 1o the
user inmediately atter it is selected (e.2., using the process-
ing performed at 304). This may be the case. lor example. 11
client has a high qualily connection o network 120, For
example. live sporting events Lypically include lime-ouls or
other pavses 1 programming during which advertisements

can be shown. When such a pauvse oceurs (or some unit of 2

time prior 10 the pause. il applicable). client 102 can query
advertising nelwork 110 [or a balch ol candidate advertise-
ments 1o be shown, make a selection, and inmediately show
the selected advertisement.

In some embodiments multiple advertisements to be dis-
played are selectled at 304 and placed in a queue [or later
display to client 102, Vor example, suppose when Alice
begins watching the car race, client 102 contacts ad network
110 and receives 75 video advertisements. The race is
estimated Lo last four hours. During that time, Alice will be
shown a lotal ol twenly advertisements. Instead ol contact-
ing ad nelwork 110 twenly times, client 102 can instead
select advertisements 1o fill those twenty slots based on the
73 received advertisements. Client 102 may {fill the slots

using twenly distinel advertisements. Client 102 may also 3

determine that certain adverlisements should be repeated
instead selecting a tolal ol seven advertisements o be used
in the twenty slots. If Alice stops watching the racing
program and instead begins watching a different live event,
or il she swilches W reading news articles provided by news
content provider 118, Alice may nonetheless continue o be
shown car-related advertisements. One reason for this is that
Alice 1s (locally) koown to enjoy car racing, and so irre-
spective of whether she is currently watching a program that
is related 1o racing. she is still likely 1o be inlerested in an
aulomobile-oriented advertisement.

In some cases, advertisements received while client 102 is
connected to network 120 are displaved 1o client 102 while
it is disconnected [rom network 102, For example. suppose

Alice downloads conlent such as leature length movies and s

television episodes that she intends o walch on an airplane
during an upeoming trip. In some embodiments advertise-
ments 1o be displaved in conjunction with the downloaded
content are oblained rom ad nelwork 110 at the time she

obtains the downloaded conienl. When Alice laler views the s

content {(while not connected to network 1209, ad selection
module 204 can nonetheless select an appropriate advertise-
ment to display from among those it previously received
[rom ad network 110 and cause the selected advertisement Lo
be displayed while client 102 is nol connected o the
networl.

In varous embodiments, Alice periodically receives at
client 102 a set ol advertisements {c.g., rom ad network
110). not in response o a specifie request. Por example.
cliecnt 102 may be conligured to receive 200 still-image
advertisements each week and to receive 100 video adver-
tisements each month from ad network 108. Such sets may
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also be propagated through a peer-to-peer network or
oblained [rom a parly other than ad neitwork 108, The
advertisements may periain o a wide variety ol products and
services. some ol which will be ol interest to Alice {car
insurance) and many of which will not be of interest to Alice
{e.g., golfing vacations, diapers, etc.) Along with the sets of
advertisements. client 102 alse receives information such as
meladata that deseribes aliribules of cach advertisement
such as the catepory (e.g., food advertisement, car adver-
tisement), the merchant (e.q., “Acme Motors™) and sug-
gested attributes of a target viewer of the advertisement
{e.g.. women under 353 In such a scenario. rather (han
providing information abouwl the content that Alice is con-
suming 1o ad network 110 and receiving a set of relevant
candidate advertisements, client 102 determines the set of
candidale advertisements itsell {c.g., those perlaining 1o
automobiles and not pertaining o goll) and then sclects a
specilic advertiscment using the processing of portion 304 ol
the process shown.

FIG. 4 illustrates an example of an environment in which
advertisements are delivered. In the example shown, Alice
has instructed client 102 that she would like (o walch an
automobile race, the video feed for which is provided by
streaming video content provider 112 (402). In response,
streaming video content provider 112 sends client 102 the
video [eed and also meladata that deseribes the Teed (404).
Client 102 provides the received metadata 1o ad nelwork 108
{(406). In some embodiments the request also includes infor-
mation such as an ad tvpe (video vs. image vs. audio), an ad
size (cg. o iU in a bamner area vs. 4 skyscraper area), and
any other applicable information. In response, ad nelwork
108 provides client 102 with a set of advertisements (408).
Client 102 will select one or maore advertisements to display
to Alice based on intormation collected locally by client 102,

I1(3. 5 illusirales an example ol an environment in which
advertisements are delivered. In the example shown, Alice
has instructed client 102 that she would Tike (o download a
feature length film from download video provider 112 for
later plavback (504). In response, download video content
provider 112 sends Alice the Mlm (ile and metadata that
deseribes the Tlm (306). Client 102 provides the received
metadata to ad network 108 (508). In response, ad network
108 provides client 102 with a set of advertisements (510).
Client will select one or more advertisements to display 1o
Alice based on imformation collected locally by client 102.

In the example shown. client 102 provides intermediary
502 with tracking data that documents which advertiselments
were displaved 1o Alice. In some embodiments the infor-
mation provided 1o inlermediary 302 is a count ol how many
particular limes a specific advertisement was displayed. In
other embodiments more detailed inlormation such as when
the advertisement was shown, demographic information
about Alice, efc., is also provided. Iitermediary 502 aggre-
gates the tracking data received [rom client 102 along with
tracking data received [rom other clienis (not shown). Inter-
mediary 502 provides the aggregate intormation to adver-
tising network 108, The tracking data can be used for a
variety of purposes such as allowing advertisers to track how
ollen (heir advertisements are shown. (o conlirm that their
advertisements are being viewed by the appropriate largel
demographic, ete. In varions embodiments intermediary 502
is the same entity that provides ad selection module 204 10
client 102 and may have its own repository of demographic
inlormatiom aboul users such as Alice that il uses when
ageregaling inlormation on behall of advertising network
108 instead of or in addition 10 demographic information
being provided to intermediary 502 by client 102,
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In vardous embodiments, tracking information is provided
dircelly (o advertising network 108 by client 102 instead ol
or in addition 1o intermediary S02.

While providing tracking inlormation dircetly o ad nel-
work 108 may reveal more information about Alice than
nsing intermediary 502, this information is still limited.
Knowing the ads Alice has walched or clicked on does not
allow ad network 108 1o leamn the information {i.c.. history.
personal information) used by ad selection module 204 to
select the ads.

In some embodiments, to improve privacy when client
102 provides (racking information directly lo ad network
108, client 102 probabilistically allers the tracking inflorma-
tion. For example, when ad A is shown 1o Alice, clienr 102
may send 10 ad network 108 the intormation that Alice has
soen A with a probability “p.” and that she has seen another
random ad stored al module 212 wilh a probability “1-p,”
where “p™ 1s close 1o 1. In this scheme, ad nelwork 108 will
1ot be able to be sure of which ad has Alice seen and when.
However, as long as the ad network knows “p™ it will be able
1o accuralely csltimale how many limes has an ad being
walched using a stalistically large set ol viewers.

Althovgh  the foregoing embodiments have been
described in some detail for purposes of clarity of under-
standing, the invention is not limited to the details provided.
There are many allernative ways ol implementing the inven-
tion. The disclosed embodiments are illusirative and not
restrictive.

What is claimed is:
1. A device. comprising:
a processor conligured lo:
collect wser information locally on the device, wherein
the user intormation collected locally on the device

includes al least one ol historical and personal infor- 3

mation associaled with a user of the device
determine a calegory associaled with the Tocally col-
lected user information;
transmit, via a communication interface:

(1} an indication. over a network and withoul trans-
milting the locally collected user inlormation, that
advertisements to be provided to the device should
clude advertisements pertaining to the deter-
nined category; and

(2} an indication ol al least one of an amount ol
storage and network conneclion speed associated
with the device;

subsequent to ransmitting the indication, receive, from
an exlernal entity, a plurality ol candidate advertise-

ments pertaining o the determined category. wherein =

the plurality of candidale adverlisements compriscs 2
subset of a set of candidate advertisements deter-
mined by the external entity 10 be applicable to the
determined calegory, wherein based at least in part

om (he indication of the al least one ol the amount ol 5

storage and network connection speed associated
with the device, the external entity selects, for the
device, a number of candidate advertisements to
include in the subscl, and wherein the number of
candidate advertisements selected by the exlernal
entity 1o include in the subset is less than a total
number of candidate advertisements in the set of
candidaic advertisements;

slore the received subsct of candidale adverlisemenis
locally on the device:

based at least in part on the locally collected user
information, select, locally at the device, an adver-

—
1

[
[y

40

45

[i1¥]

G5

10

tisement trom the locally stored subset of candidate
advertisements  perlaining o the determined cat-
cgory:

cause the selecled advertisement o be displayed on the
device; and

Transmit, ¥ia the communication intertace, a first prob-
ability that the selecied advertisement was viewoed on
the device. and a sceond probability that another
advertisement in the locally stored subset of candi-
date advertisements was viewed on the device,
wherein at least one of the first and second prob-
abilitics has a value thal is greater than zero and less
than one: and

a memory coupled 1o the processor and configured 1o

provide the processor with instructions.

2. The device of claim 1 wherein the processor is further
confligured o send, via the communication interface. meta-
data to an adverlising nelwork.

3. The device of claim 1 wherein the subset of candidate
advertisements is received from an advertising network.

4. "The device of claim 1 wherein the processor is further
configured lo receive. via the communication interlace,
information associated with the subset of candidate adver-
tisements.

5. The device of claim 1 wherein an advertisement in the
subset ol candidale advertisements 1s recelved via a peer-
lo-peer network.

&. The device of claim 1 wherein the selected advertise-
ment comprises audiovisual content.

7. The device of claim 1 wherein the processor is con-
ligured (o seleet the advertisement based al least in part on
an expiration dale assoclaled with the advertisement.

8. The device of claim 1 wherein the processor is con-
figured to select the advertisement based at least in part on
how many limes (he advertisement has been displayed 1o
third partics.

9. The device of claim 1 wherein the processor is con-
figured to select the advertisement based at least in part on
how many times the advertisement has been displayed
locally.

10. The device of claim 1 wherein cach of (he advertise-
ments in the subset of candidate advertisements is associated
with at least one attribute and wherein the processor is
configured 10 select the advertisement based at least in part
on whether a threshold number ol advertisemoents having the
allribule have previously been locally displayed.

11. The device of claim 1 wherein the processor is
configured 1o locally collect the user information at least in
part by delermining a language selling.

12. The device of claim 1 wherein the processor is
conligured 1o locally colleet the user inlormation al least in
part by examining a web browser history.

13. The device of clain 1 wherein the processor is
conligured 1o locally colleet the user inlormation al least in
part by providing a quesiiomnaire o the user.

14, The device of clain 1 wherein the processor is
configured 1o locally collect the user information at least in
part by recording a vser’s actions with respect to a plurality
ol local applications.

15. The device of claim 1 wherein the processor is
configured 1o locally collect the user information at least in
part by determining what content the user is currently
aecessing.

16. The device of claim 1 wherein the processor is
conligured 1o locally colleet the user inlormation al least in
part by determining what content the user has previously
accessed.
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17. The device of claim 1 wherein the processor is
conligured such that the sclecled advertisement can be
caused 1o be displayed when (he communication interlace is
not conneeted o the network.

18. The device of ¢laim 1 wherein a common taxonomy
structure is used to identity contemt displaved using the
device and advertisements in the locally stored subset of
candidate adverlisements with deseriptive metadata.

19. The device of claim 18 wherein the locally stored
subset of candidate advertisements are categorized using the
common taxonomy structure, and wherein the descriptive
metadata includes one or more categorics [rom the common
taxonomy structure used 10 lag the content displayed using
the device.

20. The device ot ¢laim 1 wherein the second probability
is based at least in part on the first probability.

21. The device ol claim 1 wherein the (irst probability that
the selecled advertisement was viewed on the device and the
second probability that another advertisement in the locally
stored subset of candidate advertisements was viewed on the
device are transmitted, via the communication interface,
[rom the device 1o an advertisement network.

22. "The device of claim 1 wherein the locally collected
uger information comprises browser history information,
and wherein the category is determined based at least in part
on the browser history information.

23. The device of claim 1 wherein the sclected advertise-
menl s selected based at least in part on meladala associated
with streaming aundiovisual content served to the device.

24. A method, comprising:

colleeling user inlormation locally on a device. wherein

the user information collected locally on the device
includes at least one of historical and personal infor-
mation associated with a vser of the device;

determining a category associated with the locally col- +

lected wser information:
lransmilling, via a communication interlace:

{1y an indication, over a network and without transmit-
ting the locally collected vser information, that
advertisements 1o be provided to the device should
include advertisements perlaining o (the delermined
calegory; and

{2y an indication of at least one of an amount of storage
and network connection speed associated with the
device:

subsequent 1o transmilling the indication, receiving, [rom
an exlernal entity. a plurality ol candidale advertise-
ments pertaining 1o the determined category, wherein

the plurality of candidate advertisements comprises a

subsel ol a sel ol candidate advertisements determined #

by the external entity Lo be applicable (o the determined
category, wherein based at least in part on the indica-
tion of the at least one of the amount of storage and
network connection speed associated with the device,

the external entity selects. lor the device, a number ol &

candidale advertisements lo include in the subset. and
wherein the number of candidate advertisements
selected by the external entity to include in the subset
15 less than a toial number ol candidale adverlisemenis
in the set of candidale adverlisements;

storing the received subsel ol candidate advertisements
locally on the device;
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based at least in part on the locally collected user infor-

mation, sclecling. locally at the device. an adverlise-

ment [rom the locally stored subscl o candidate adver-

Tisements pertaining 1o the determined category;

causing the selected advertiselment to be displaved on the

device; and

transmilling. via the communicalion interface. a [first

probability that the sclecled advertisemoent was viewed

on the device, and a second probability that another
advertisement in the locally stored subset of candidate
advertisements was viewed on the device. whereln al

least one of the first and scecond probabilitics has a

value that is greater than zero and less than one,

25. A computer program product embodied in a non-
transitory computer readable storage medivm and compris-
ing compuler instructions lor:

collecting user informaltion locally on a device, wherein

the wvser intformation collected locally on the device

ineludes at least one of historical and personal infor-
mation associaled with a user ol the device;

determining a calegory associaled with the Tocally col-
lecled user informalion;

Transmitting, via a communication interface;

(1) an indication, over a hetwork and without transmit-
ling the Tocally collected user information, that
advertisements o be provided 1o the device should
include advertisements pertaining to the determined
category; and

(2) an indication of at least one of an amount of storage
and network connection speed associated with the
device;

subsequent 1o transmitting, the indication, receiving, from

ah external entity, a plurality of candidate advertise-
ments perlaining (o the determined category, wherein
the plurality of candidale adverlisements comprises a
subsel ol a set of candidate advertisements determined
by the external entity to be applicable 1o the determined
category, wherein based at least in part on the indica-
tion of the at least one ol the amount ol storage and
nelwork comnection speed associaled with the device,
the external entity selects, for the device, a number of
candidate advertisements 1o include in the subset, and
wherein the mumber of candidate advertisements
selected by the external enlily 10 include in the subset
is less than a otal number of candidate adverlisements
in the set of candidate advertisements:

storing the received subset of candidate advertisements

locally on the device;

hased al least in part on the locally collected user inlor-

mation, sclecling. locally at the device. an adverlise-

ment from the locally stored subset of candidate adver-

Tisements pertaining 1o the determined category;

causing the sclecled advertisement (o be displayed on the

device; and

transmilling. via the communicalion interface. a [first

probability that the selected advertisement was viewed

on the device, and a second probability that another
advertisement in the lTocally stored subsel ol candidate
advertisements was viewed on the device. whereln al

least one of the first and second probabilities has a

value that is greater than zero and less than one,



	Front Page
	Drawings
	Specification
	Claims

