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I

Receive, from a client device, an indication of a content )"402
request, multi-dimensional client information, and local
state information

|

Use the received local state information to generate, ina )_404

data store, a record specific to the client device, wherein
the data store includes a plurality of records
corresponding to respective different client devices

'

Determine, based at least in part on the local state %

information received from the client device, a set of

instructions usable by the client device to obtain and
play content

'

’—408
Transmit the determined set of instructions to the client
device

I
=

FIG. 4
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1
STREAMING DECTISION IN THE CLOUD

CROSS REFERENCE: 10O (TR
APPLICATIONS

This application is a conrinuation of co-pending LS.
patent application Ser. No. 14/738,719, entitled STREAM-
ING DECISION INCTHITCT.OUD filed Jun. 12, 2013 which
is incorporaled herein by relerence lor all purposes. which
claims prority to US. Provisional Patent Application No.
62/089.156 entitled STREAMING DECISION IN THE
CLOUD filed Dec. 8, 2014 which is incorporated herein by

reflerence [or all purposcs.
BACKGROUND OF THE INVENTION

With the various types of devices and video players used
in video streaming, keeping clients updaled in a complex
video streaming ecosystem can be challenging. Moreover, as
the different clients are of numerous types with different
ngers, determining how to optimize the viewing experience
lor the disparate clienits can be dificull.

BRIEF DESCRIPTION OF THE DRAWINGS

Various embodiments of the invention are disclosed in the
lollowing detailed descriptiom and the accompanying draw-
ings.

FIG. 1A illustrates an example embodiment of an envi-

ronment in which streaming decisions tor video plavback 2

are made by a video player device.

IIG. 11 illustrales an example embodiment ol an cnvi-
ronment in which ¢lond-based video plavback streaming
decision-making is performed.

FIG. 2 is a block diagram illustrating an embodiment of

a client device.

I'IG. 3 i a block diagram illustrating an embodiment ol
a content distribution coordinator,

FIG. 4 is a flow diagram illustrating an embodiment of a
process for generaling a streaming decision.

IIG 5 s a [ow diagram illustrating an embodiment ol a
process for perfomming [ailover.

DETAILED DESCRIPTION

The invention can be implemented in numerous ways.
inecluding as a process; an apparatus; a svstelm; a composi-
tion of matter; a computer program product embodied on a
computer readable storage medium; and/or a processor, such

as a processor conligured (o execule instructions slored on 5

and/or provided by a memory coupled Lo the processor. In
this specification, these implementations, or any other form
that the invention may take, may be referred 10 as tech-
niques. In general. the order of the sieps of disclosed

processes may be allered within the scope of the invention. s

Unless stated otherwise, a component such as a processor or
a memory described as being configured 1o perform a task
may be implemented as a general component that is tem-
porarily coniigured (o perform the task al a given lime or a
speeific component that is manulactured (o perlorm the task.
Asg used herein, the term “processor’ refers to one or more
devices, circuits, and/or processing cores configured to
process data. such as compuder program nstructions.
Adetailed deseriplion ol one or more embodiments of the
invention is provided below along with accompanying lig-
ures that illustrate the principles of the invention. The
invention is described in connection with such embodi-
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ments, but the invention is not limited to any embodiment.
The scope ol the invention is Timiled only by (he claims and
the invention encompasses numerous allernatives, modili-
calions and equivalents. Numerous specilic details are sel
forth in the following description in order to provide a
thorough vnderstanding of the invention. These details are
provided [or the purpose ol example and the invention may
be practiced according (o the claims withoul some or all of
these specific details. For the purpose of clarity, technical
material that is known in the technical fields related to the
invention has not been described in detail so that the
invention is not unnecessarily obscured.

Conient Distribution Overview

In distributing content, client devices are nsed 1o access
content, such as avdiovisval content (e.2., movies, songs,
lelevision shows. sporling evenls, games, Images. ele.) thal
is pwned by conlent owners. Content is stored {or caplured)
al origin servers. then distribuled via other servers. caches,
content delivery networks (CDNs), proxies etc. (collec-

20 tively, “content sources”). Examples of CDNs include Aka-

mal. Limelight Nelworks, and Level 3 Communications.
Conlent sources cmploy a varicly ol lechnologies and
include HTTD, Adobe Flash Media, and Microsott Internet
Information Service servers.

When requesting content, the client is directed to a
particular CDN and ullimately (o a particular CDN node.
The client device then beging streaming content [rom the
CDN node, which is in turn rendered on the client device
{e.g., ¥ia a Flash, Silverlight, or HITMLS plaver if a web
browser application 13 being used). xamples ol client
devices  include  personal  computers, laplops.  cellular
phemes/personal digital assistants. and other types ol inlor-
mation appliances such as set-top boxes, game consoles,
smart TVs, broadband routers, file servers, video servers,
and digital video recorders, as applicable.

Conlent distribution can be divided logically into (wo
plancs. the data plane and the control plane. When perlorm-
ing video streaming online, the data plane, as vsed Lerein,
refers to a communication path tor actual video data (e.g.,
data byles) that makes up video [rames and ultimalely
appears 48 Images moving on 4 screen. When streaming
video, a video file is separated into discrete chunks, which
are delivered 1o ¢lients via the data plane. Various chunking
solutions are vsed, such as Apple® HLS (HTTD live stream-
ing). IIDS, ete. The chunking solutions/protocols are used 1o
segment a video [ile inlo smaller picees (1. chunks).
Different protocols, such as HT'TT and RTMD based proto-
cols, may vse different chunk sizes ot different lengths (e.g.,
specilied in sceonds). resolutions. ole.

The control plane, as used herein. relers 10 a channel lor
meladata information and additional control protocols that
describes and affects how the actval video data is being
streamed. This can include an indication of where to obtain
video dala from, as well as the types ol data that should be
obtained atl a particular lime. lor example. the inlormation
can indicate that data is to be obtained prior to, at the
beginning of, or in the middle of a content plavback session.
As vsed herein, a session refers to an entity representing an
instance of a user's playback imleractions with a conlent
asscl. The sesslon may begin with a user’s request for a
particular content, and end when the user ceases plaving the
content (e.g., the user stops watching a requested video).

The informaiion can also include various other control
inlormatiom such as whether a client should switch [rom one
conlent distribution path o a more ellicient path, whether the
client should be obtaining video data of a different resolution
{e.g., higher resolution video stream versus lower resolution
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video stream), ete. The informarion provided via the control
plane is communicaled dynamically, in real time. In some
embodiments, the control plane is alse used 1o colleet {e.g..
[rom a client deviee) perflomance statistics regarding play-
back.

In the example enviromuents of FIGS, 1A and 1B below,
4 backend provides a portion of or all ol the control plane.
while the data plane is provided by content sources such as
content delivery networls (CDNs), which push actual video
data to clients.

Asg will be described in turther detail below, the example
environmenl of VI 1A includes not only a control plane
backend. bul also zclive code that is running on video
plaving devices/clients. Decisions regarding streaming (..,
selection of bitrate, resolutions, CDN, ete.) are split across
hoth the backend and the client. where, Tor example. the
bhackend supports and lacilitales in making clicnt decisions
(c.g.. making suggested streaming decisions), while the
active code rmnning on the clients is configured 1o make a
final streaming decision.

The example implementation ol FIG. 113 deseribes a
video streaming model in which the bulk of the streaming
decision logic is migrated 1o a backend. Here, the backend
makes the streaming decisions on behalf of the client and
sends the clients instructions based on the decision. A
minimal amount ol logic is maintained on the client. lor
example. o allow lor collection of local information (o
monitor local client plavback and to entorce the decisions
made by the backend. As will be described in further detail

bhelow. having the backend conligured o make client-spe- 3

cific decisions provides various improvements, such as o
the control plane.

While example embodiments in a video streaming (e.g,.,
live and on-demand streaming) ecosvstem are described

below. the techniques deseribed herein can variously be 3

adapled (o accommodate any lype of mullimedia‘audiovi-
sual content distribution, as applicable.

Client-Side Streaming Decision tor Plavback Environ-
ment

IIG. 1A illustrates an example embodiment ol an cnvi-
ronment in which streaming decisions for video playback
are made by a video plaver device.

In the example shown, client device 102 includes video
plaver (104) that is configured with logic (106) to make
streaming decisions for video playback, locally. al the client.

Suppose thal an operator ol client device 102 wishes Lo
watch a video using video plaver application 104. In some
embodiments, the plaver application is a dedicated applica-
tion. In other embodiments, the player application is pro-

vided by a web browser application. In the example shown. s

the player application 104 resident on client device 102

connects to Content Management System (CHS) 108 (e.g.,

via one or more networks 110) and requests the content.
In some embodiments. content management sysiem 108

contacts comlent distribution coordinator 112 {also referred s

1o herein as a “CDC”) 1o tacilitate client device 102°s
decision for obtaining the requested content. In other
embodiments, content management system 108 redirects
client 1025 request (e.g., via IT1TTP redirect) o the content
distribution coordinator.

In this example, the content distribution coordinator is
configured 1o operate the control plane. For example, the
content distribulion coordinator is configured 1o lacilitale
and support the client in making a streaming decision. For
example. the CDC delermines suggested contenl sources
and/or bitrates for client 102, which makes an ultimate
decision regarding how content is 1o be obtained.
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In this example, the content distribution coordinator is
conligured 10 make the suggestion ol content source and/or
bitrale by using global dala obtained/collecledfaggregaled
from various clients. The aggregaled data provides a global
view of content distribution and can include the quality
experienced and measured by clients that is stored by the
conlent distribution coordinalor.

In some embodiments. (he content distribution coordina-
tor uses the global data 1o identity a set of clients that is
correlated to the requesting client 102 (e.g., based on client
attributes/parameters such as II' address, user agent, oper-
aling syslem. device Lype. ele) and o prediet the requesting
client’s perlormance given different selections ol conlent
source and/or bitrate. The content distribution coordinator
then generates a set of selections, alternatives, snggestions,
or oplions ol content source and/or bitraie to include in the
instructions that are provided (o the client. The conlent
distribution coordinator may also send hints Tor suggested!
recommended content sources and/or bitrates. The candidate

20 content sources andior bitrates determined by the content

distribution coordinator can also he delermined based on
policy imlormation. where different policies may be appli-
cable for certain types of traflic, devices, etc.

Client 102, using client decision logic 106 (which may be
implemented, tor example, as a library), is in turn configured
lo make an ullimate decision regarding conlent source
andior bitrate. lor example. by making a sclection [rom the
options generated and provided by the content distribution
coordinator. In some embodiments, the client decision logic
uses local inlormation (e, local stale inlormation, such as
local history. local user scilings, cle.) o make, locally al the
client, the inal decision ol which of the proposed candidates
is 1o be selected. For example, the client can use local event
information specific to the client, such as buffer length,
knowledge of local error events. and historical client vicw-
ing inlormation 1o make the (inal streaming decision.

The client then makes a request o a contenl source (e,
CDN 114) accordingly and obtains video data (e.g., video
manifest and/or video data chunks). Thus, the decision logic
resident on the client controls the streaming behavior, lor
cxample, instructing local streamer logic resident on the
client on how to stream content, such as when data is
downloaded, where data is to be downloaded from, what
data is to be displaved and at what resolution, etc.

In the example ol FIG 1AL the client may also make logal
deeisions based on policies. lor example, during sircaming,
policy changes mav occur. As one example, a site that owns
the content being streamed may decide that all Tnited States
trallic should be routed through two particular CINs. When
a policy change oceurs. @l any point n time there may be live
sesslons running on numerows clients. The client logic
checks in periodically (e.g., with a policy server) to deter-
mine whether the policy under which it made decisions is
5111 the most current policy. 1 there 1s a new policy, the logal
client logic may then react dillerenily. Typically, however,
because policies may change rarely, a client will make only
a request at a start of a session, and upon obtaining enough
information, perform local decision making regarding
sireaming parameloers.

In some embodiments, contenl managemeni system 108
and content distribution coordinator 112 are operated by the
same entity. For example, an online movie streaming service
could operaie both contenl management system 108 and
content distributiom coordinator 112, The content distribu-
lion coordinator can also be operated by other enlitics. lor
example, content distribution coordinator can be operated by
an operator of'a CDN. Content distribution coordinator 112
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can operate independently of content management system
108 and/or independently ol a CIIN. As one example. the
owner ol content distribution coordinator 112 could provide
services o multiple conlent management systems (c.g.. that
may be associated with different services) and/or multiple
CDNs.

Client-Aware Streaming Decision Logic in the Cloud

In the example ol F1G. 1A, the client is conligured with
logic to perform streaming decisions. Given the heteroge-
Leity of devices (e.g., of different types, manvtacture, ete.),
updating of the decision logic can be challenging. For
example. because the schedules al which these client
devices, applications. libraries, cle. are updated are not
controlled by a single entity, updates may be performed
inconsistently and at disparate times. Thus, the ability to
make [agl, ileralive changes may be limited in such an
ceosyslem.

Ay will be described in the comtext of (he embodiment
shown in FIG. 1B and in forther detail below, by moving

decision maldng oft of the client, decision malking logic can 2

be updated more casily. Clients can also operale more
ellficiently. as the burden of making strcaming decisions 1s
moved off the clienr, thereby reducing the computational
processing required to be performed by clients. In such a
scenario, the clients can be implemented as thin clients with
a minimal logic [ootprint. More oplimal, targeled streaming
decisions can also be delermined by the backend. as infor-
mation obtained trom other clients can be integrated at a
single point with local information specific 10 a client when
making streaming decisions. In addition, running streaming
decision logic in a remote server backendicloud allows the
use ol multiple versioms ol deelsion logie, where the most
appropriate‘optimal logic can be selected per client device,
letwork connectivity, content type, ete. This provides addi-

tional flexibility as compared o the scenario of FIG. TAL 3

where clients are comligured with local, “hard-coded”
streaming logic.

FIG. 1B illustrates an example embodiment of an envi-
ronment in which ¢lond-based video plavback streaming
decision-making is performed.

In this example environment. in contrast o the environ-
ment of FIG. 1A, a bulk of the streaming decision logic is
moved over from the client 1o a clovd-based system, which
can be implemented as a distributed system at the edge of' a
nelwork. Deploying the streaming decision closer (o the
edge of the network wilh proximity o end users allows lor
low-latency decision making, while providing a powerful,
flexible, and upgradeable control plane,

In (he example shown, suppose that 2 user of client device

152 wishes o walch a video using player application 154, s

The user begins a video streaming session (e.g.. by hitling
“plav™ on a selected video). Plaver application 154 connects
10 content management system 158 (e.g., via one or more
nelworks 1603 and requests the content.

Comtent distribution coordinator 162 is then conlacted 1o 5

provide instructions to client 152 for obtaining the requested
content. [ this example, the content distribution coordinator
is a decision server that is a cloud-based svstem and solution
lor making real-time decisions {e.g.. delermining a content
source andior bitrale) [or oplimal video streaming qualily
both at the start of a video streaming session and during
plavback.

In this cxample, the conlent distribution coordinalor
includes virlual streamer aware decision logic 164, The
virtual streamer aware decision logic is confligured 1o gen-
erate instructions associated with content distribution that
are 10 be sent to the client. In some embodiments, the virtual
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streamer aware decision logic is configured to make deci-
sions on a per-client. per-session basis. for example. making
control plane decisions lor a particular streaming session
using a particular type ol streamer on a particular client. In
some embodiments, the virtual streamer aware decision
logic iz configured to use client-specific logic 1o make
deeisions using local stale inlormation specilic o the conlext
ol an individual client streamer. The local client siale
information can include intormation regarding the current
state of a content player, such as 1ts current bitrate, CDN,
plaver state (e.g., plaving, buffering, pause, stopped), plaver
buller length. play head time/position, bandwidth measure-
ment eslimations, [rame rate. cle. Summary  inlormalion
associated with client state changes can also be generated
{e.g., sliding windows of measurements, historical intforma-
lion about the player such as various cvents, cle.).

In the example shown, the virtual sircamer aware decision
logic, in addition 1o using local client stale inlormation, is
configured to uvse global shared data when maldng a deci-
sion. In some embodiments, the global shared data, as one
cxample, is oblained rom a global intelligence syslem
which is configured (o accumulale shared qualily ol expe-
rience ((QoE) data from other similar clients.

In some embodiments, the client-specific logic, in con-
junction with the global data, is used to facilitate decision
making on a per-client, per-session. per-chunk granularity.
In order 1o [acilitale such precision in decision making. the
content distribution coordinator is configured to colleet fine
arain local intormation from the clients requesting content.

The mlormation collected Mrom the client can alse include
multi-dimensional ¢lient altribule  inlormation, such as
device type. video protocol Lype. streamer (ype. assel Lype,
user agent, custoln tags, session identifiers, etc. Other infor-
mation specific to the client, such as buffer length, buffer
stale, bandwidih ol the client. cle. can be collecied. venlt
inlormation such as indications ol download crrors. rebull-
cring, cle. experienced by the client can be collected. Chunk
information can also be collected, such as the bitrate of a
current chunk that is being downloaded, the time spent
downloading the current chunk (and other chunks). as well
as chunk processing historical information. Other inlorma-
tion, such as user behavior and viewing history can also be
collected. The information collected from the client can also
include performance information (e.g., Quality of Experi-
cnee (Qolt) inlormation) while moniloring video streaming
sessions, which can also be added 10 the pool ol global
shared data. The information collected by the client can be
transmitted to the backend vsing heartbeat messages.

The C13C 15 conligured 1o use the (ine grain inlormalion
specilic o the client. in combination with the global data. 1o
determine a sel ol streaming instruclions oplimized [or the
particular streaming session requested by the particular
client. For example, it a requesting client has the attributes
thal il operales on the 1086 operaling system and the
streamer 18 lor the ISPNGE app. similar clients o the
requesting client can be identified from the global shared
data. The local client state information (e.g., client history
metrics, event ntormation, buffering state/conditions, ete.)
can then be wsed in comjunction with the global shared data
lo determine the optimal instructions lor the specilic request-
ing client. Different instructions may be sent for a different
client with different attributes (e.g., Amazon® Fire Phone
running the TTROW streaming app) and dillerent local client
slales.

Having the (ine grain local informaltion provides the C1C
with mueh more detailed visibility and information regard-
ing a particular client when malking a decision for a specific




US 10,887,363 Bl

7

client's session. The CDC can determine instructions for
indicating whether a switch in C1ON and/or bitrate should be
made. (Le., swilch or no switch) and il so. when (e
scheduling ol when chunks should be downloaded, such as
on the next chunk boundary, inmediately, etc.).

The instructions are then transmitted from the CDC to the
client. In this example. rather than including logic to per-
lorm Tocal. [inal decision making using imformation pro-
vided by the CDC, as in FIG. 1A, the client is a thin client
that includes logic for enforcing the instructions generated
by the CDC. As a thin client, plaver application 154 includes
minimal. lightweight logic o perform the decision enfloree-
menl. as well as data moniloring and collection ol (ine grain
data as described above, and failover processing (e.g., in the
event that instructions cannot be recerved by the client).

‘Throughout the course of a session. the client continues Lo
send [ine grain local information o the CDE, which may
updale its instructions based on the real-lime, local stale
information of the requesting client, as well as the informa-
tion aggregated trom other clients. It the CDC determines
that a change (o the client’s streaming session should be
made. the instructions o the client are updaled. and the
updated instructions 1o the client are updated.

As will be described in further detail below, in some
embodiments, as the CDC can make fine grain decisions that
are specilic o a particular session of a particular client.
decisions can be made on a chunk-level granularity. For
example, the CDC, for each chunk that a ¢lient is to play, can
make a decision on the source of the chunks andfor the
bitrale of the chunks. Thus, the CDC can generale instrue-
tions lor the client o swilch chunk sources (c.g. al the
houndary of the next chunk or to drop the current chunk and
make a mid-chunk switch) or to continme as is and make no
changes.

Asg the C1C makes streaming decisions regarding conlent 3

source andfor bitrale. where the client is reliant on those
decisions made by the C12C. in some embodiments. [ailover
logic is implemented on the client in the event that the client
is vnable to receive instructions trom the CDC (e.g., because
ol network connectivity issues, the CDC being unavailable.
eley. Purther details regarding client failover logic will be
described below.

Ag described in the example environment of FIG. 1B, as
the optimization of video streaming, (e.g., selection of CDN
and/or bitrale) is performed by the backend. the client can be
conligured as a thin client. which, lor cxample, collects Tocal
client state intormation and enforcesfexecutes the instruc-
tions determined/provided by the backend. This reduces the
resources required by the client. as it is no longer required

1o perlorm  oplimization/processing 1o delermine video s

streaming parameters. Thus. the client can operale more
efficiently, with a reduced burden on computational/process-
g resources.

Additionally, as the decision making logic is implemented

on a centralived backend decision server. rather than on s

individual, disparate clients, upgrading of the decision serv-
er's virtval streamer-aware module can occur seamlessly.
For example, vpgrading can occur every time that a new
video session plays. thereby reducing the burden ol upgrade
complexily in the face ol video device helerogeneily.
Further, by moving the bulk of the decision malking
functionality from the client device, of which there may be
numerous various ypes. 0 a centralized localion on a
backend allows lor an increase in the capabilitics of the
backend control plane system. lior example. the control
plane can be iteratively improved and measured, without
being dependent upon the updating schedules of client
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decision logic (which may be subject to restrictions/limita-
lions imposcd by manulacturers ol client devices). Addi-
lionally. data can be casily shared across various dillerent
device workllows.

Described below are further details regarding a svstem for
virtual hosting of client-aware streaming decision logic in
the cloud. As will be described in Turther detail below, the
system [acilitates the perlormance ol adaplive multi-bitrate
(MBR) selection in the cloud, as well as multi-content
delivery network (CDN) selection in the cloud. Techniques
for optimization of communication between clients and
backends in such an convironment lo [acililale streaming
deeision making in the cloud will also be deseribed in Turther
detail below.

Client

I'1(3. 2 is a block diagram illustraling an embodiment ol
a client device. In some embodiments, client device 200 is
an example of client device 152 ol UICG. 113, In this ecxample,
client device 200 includes plaver 202, streamer 204, and

20 library 206, Library 206 forther includes monitoring engine

208, heartbeat engine 210, decision enflorcement engine 212,
lailover engine 214, and database 216. In (his example. the
client is a thin client that includes minimal logic that is
configured to monitor streaming sessions, enforce decisions
made by a backend, and provide failover in the absence of
# control plane.

Player 202 is a portion ol a client device application and
is configured to provide controls tor controlling playing of
a video stream. For example, the player facilitates/supports
the controls of a user interlace (UT) that an end user interacts
with. In some embodiments, the player is a portion ol a
client application or agenl that provides Ul controls with
which users interact. The plaver is also configured to render
streaming content.

Streamer 204 is conligured 1o stream actual video data. In
some cmbodiments. the streamer is Implemented using a sel
ol librarics and code that communicate with and download
data {e.g., video chunks) from a content source (e.g., a
CDN), implementing a portion of the data plane of video
streaming. In some embodiments, the streamer cooperales
with content sources o oplimize usage ol a streaming buller,

Lilrary 206 is a library of variovs elements. The elements
can include UT elements as well control plane elemments. The
library also includes various elements for monitoring the
player/streamer, sending heartbeat information Lo a backend
such as content distribution coordinator 162 of FI(G. 113,
enforcing decisions/instructions generated by the backend,
and facilitating failover in the event that instructions are not
received. In some embodiments, the logic provided by the
library is used Lo issue commands o other components of the
client, such as the streamer (c.g., w0 instruct the streamer 1o
obtain content according to the decisions made by the
backend). The elements instantiated by the library will be
described in Turther detail below.

Moniloring cngine 208 is conligured o monitor the
streaming of data on a client. This can include monitoring
the status (e.g., local state) of a plaver (e.g., 202) and/or
streamer (e.g., streamer 204) resident on the client. In some
cmbodiments. lor cach streaming session. the monitoring
cngine instantiales/creales a4 new session monitor o locally
monitor a given streaming session. In some embodiments,
the monitoring engine/module is instantiated by library 206.

Various evenls can be monilored by the monitoring
cngine. such as the amount of ime laken o start a video.
Play cvent inlormation can also be monitored, as well as
viewer behavior information (e.g., pausing of video, plaving
of video, stopping of video, etc.). Download failure events
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(e.g., of failure to download chunks) or other error events
can also be monilored and recorded. Information associated
with a playback buller can also be monitored. such as a
required amount of bullering. whether a re-bullering con-
dition exists, the boffer length/capacity of the plavback
buffer, the buiter’s current capacity, whether the buffer is
empty, elc.

Ahistory of a session can also be monitored. or example.
a4 monilored session can be tracked periodically 1o generale
4 hislory ol the streaming session. Inlormation such as the
amount of time that has been spent downloading content, the
number of bytes downloaded from a particular source, etc.
can be monitored and recorded. The streaming session
information can also include informalion associaled with a
downloading and processing ol video chunks (individually
or collectively). The chunk-level inlormation that is tracked
can include, for example, events such as each time a chunk
starts downloading, a chunk completes downloading, etc.
Any other appropriate fine grain chunk information can be
collected and monitored.

The collected/monitored information can include client
history intormation. For example, a history of the videos that
were previously watched on a client (e.g., ten videos over
the last seven days), the highest bitrate that was achieved
over 4 span ol time {c.g., the highest bitrate that a client
streamed conlent al was four megabyles over a seven day
period), ete. can be monitored. The client history informa-
tion can be aggregated over a period of time (e.g., seven

days) and can include elient state and historical information. 3

l'or example, the moniloring engine can be conligured Lo
generate sliding windows ol segment download inlo. aver-
age download bandwidih, frame rate measurements, efc.
Other historical information can inclide a history of the

bil-rates played so [ar (and the playing time and bullering 3

time lor cach one), all ol the CIINs wsed so lar (and the
playing time, bullering time. and crrors lor cach one). as
well as any other appropriate historical intormation, such as
about user interactions (e.g., seeking forward, seelking back-
ward. cle.).

The inlormation associaled with the client that is moni-
tared/collected can also include multi-dimensional client
tormation. The following is an example of the attributes in
a set of multi-dimensional client information:

Device "T'ype {e.g.. mobile. set-lop box, gaming console.
ele)

Video Protocol Tvpe (e.g., HLS, Smooth Streaming,
HDS, etc.)

Streamer Native Android — streamer.

Type  (eg,

NexStreaming streamer. ele. for Android; MPMoviePlayer s

or AY lioundation streamer for 108, cle.)
Agzer Type (ep., ONDEMAND,
LIVE_EVENT, etc.)

ITITP user-agent ol the content-playing device

LINEAR_LIVE,

Custom lags can also be sent (which may vary based on s

customer integration)

Ag the data collected may be on a per-session/stream
basis, each heartbeat can also be associated with a corre-
sponding session identifier (113,

Other attribute information associated with the client.
such as the client’s local network conditions, the client’s last
mile connection, etc. can also be collected.

In some embodiments. the moniloring engine is conlig-
ured 10 generale melrics or any olher appropriale measurcs
based om the observed data. as well as perfonm analylics and
statistical analysis on aggrepated client data (e.g., determin-
g an average streaming, bandwidih over a period of seven
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davs, aggregating the number of download errors experi-
cneed over a period of time. cle.).

As will be deseribed below. the collected inlormation is
packaged into heartbeal messages which are transmitled 1o
a backend such as a content distribution coordinator. The
backend is configured 1o store the client information (e.g., in
a persistence layer), thus resulling in the backend having per
client history information (hat is aggregaled over time. This
collected information can be used by the backend to make
decisions on a per client/session/chunk basis, with decisions
tailored to the specific client based in part on its local client
slale.

lHearlbeal engine 210 s confligured (o generate heartbeal
messages. [n some embodiments, a “heartbeat” message
refers to a package/pavload of information that is sent from
the client o the backend.

Ag deseribed above, in some embodiments. a monitoring
cngine is conligured 1o monitor the streaming status ol a
client. The heartbeat engine, when generating heartbeat

20 messages, batches the collected information into heartbeat

messages which are transmilled Lo the backend such as C1C
162 ol I'IG. 113 {c.g.. over a network). As will be deseribed
in turther detail below, in some embodiments, the backend,
is configured 10 process and use the local client state
information 1o make streaming decisions on behalt of the
client, which arc sent back 1o the client (o be enloreed.

In some embodimenis, the amount of inlormaiion
included in a heartbeat and/or the trequency of heartbeat
transmissions is optimized such that the heartbeat control
planc data is not a significant percentage ol the data plane
{whose bandwidih is used w0 communicale aclual video
data). "The size ol the heartbeat can be dynamically adjusted,
for example, 10 reoptimize the usage of network bandwidth,
In some embodiments, adjustment of the transmission
paramelers ol the heartbeat is made by a backend such as the
CDC, which sends nstructions [or controlling the genera-
tion and oulput ol heartbeats. In some embodiments, the data
that is batched into a heartbeat includes summarized data,
{e.g., metrics/measures agaregated over a period of time).

The baiching can be perlormed synchronously. Tor
cxample periodically or any other appropriale lime driven
basis. In some embodiments, the batching and generation of
a heartheat can be performed asynchronously, for example,
in response to a request by the CDC for client state infor-
malion.

In some embodiments. heartbeals are generated and trans-
mitted according to a protocol, such as a packet format
running on top of standard HTTP POSTs (or any other
appropriale application layer protocol).

Ay the streaming decision logic resides primarily on the
backend, rather than the client, the inlormation collected
from the client can be transmitted as frequently as needed by
the backend 10 make the decision for the client. In some
cmbodiments. the backend is conligured o generale a deci-
sion [or every heartbeal. "The heartbeal engine can be con-
figured to send a heartheat tor each chunk 1o be downloaded.

Decision enforcement engine 212 is configured to enforce
decisions/instructions made by/received from a backend
such as a content distribution coordinator. As the insirue-
lions are based on decisions made by the backend. and aciual
plavback/rendering is occurring locally at the device, any
decision must be implemented locally at the client. Thus, the
client includes enlorcement logic o locally implement deci-
gioms thal have been made by a remote enlity.

The decision enloreement engine is conligured 1o receive
streaming instructions from a backend. As will be described
in further detail below, the instructions can include chunk-
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downloading instructions, indicating, for example, whether
a switch in content source and/or bitrale should be made. and
il 5o, when the swilch 1s o be made {(e.g.. al the next chunk
boundary. immediately. cte.). The decision cenlorcement
engine is confipured to entorce the instructions/decision by
causing data/content 1o be obtained in accordance with the
wstructions.

In some embodiments. the decision enflorcement engine
enforees the mstructions by controlling (c.g., via instruc-
Lions) various components of the client player/streamer. For
example, the decision entorcement engine can be configured
10 take-over or otherwise control the streamer, 1o enforce any
session changes. For example, the decision entorcement
engine can provide instructions Lo the streamer 1o perlorm
particular actions al cerlain points in time {(e.g., making a
swilch in CION (with a dilferent URI ) al the next boundary
if so indicated in instructions received from the backend).

Failover engine 214 is configured to provide failover
logic. The failover engine is configured to maintain control
in the event ol [ailover. lor example. when the client is
unable lo communicate with the backend [or instructions on
what actions to take (e.g., in the event that instruetions from
a backend cannot be received, or the backend fails to
respond to communication attempts by the client). The
[ailover module provides basic intelligence in the event that
the control plane 1s not available so that the client can
conrinue 10 stream even without the instructions and deci-
sions made by a backend.

In some cmbodiments. a [ailover mode is entered in the 3

evenl that the client sends heartbeats. bul does nol receive
any responses aller a period ol ime or a number ol heartheat
attempts (e.g., 10 seconds with no response, or no response
after two heartheats).

Upon entering [ailover mode, the [ailover engine is con- 3

figured o gracelully migrate playback [rom 2 normal mode
{(where the backend provides instructions) 1o a mode that can
continue 1o stream data independently of the backend. For
example, in some embodiments, the backup failover mode
reverls o an existing streaming mechanism thal can operale
independently of the backend (but does not benelit [rom the
optimization and decision-maling performed by the back-
end).

The tollowing is an example of processing that can be
perlormed when a [ailover mode is entered. When a user
wishes 1o view a video stream (e.g. when the user presses
“plav™ in a content plaver), a request is made to a headend
or content management system (CMS) (offentimes a cus-
tomer premise or CON entity) lor the video stream ol

interest {(which may be identified using an identifier). The s

CMS/headend provides initlal meta mlormation aboul the
video of interest, for example, providing an initial vniversal
resource locator (URL) for a CDN from which the client can
slarl streaming the requested content. I the backend inle-
gration {c.g., CDC 162 of UVIG. 113) is present, this initial.
default URL is replaced or otherwise modified with a new
CDN URL ({e.g., because the backend has decided that
another CDN and/or bitrate is optimal for streaming for the
requesting client) and sends corresponding instructions o
the client o oblain content [rom the new CION. I the
backend is not available, then the tailover handling process
oecurs, and the detault CDN is vsed instead, allowing the
client o continue playback while waiting lor the backend
oplimization to be re-cstablished.

In some embodiments, during the failover mode. the
client continues to send heartbeats to the backend, for
example, in the event that the backend becomes accessible.
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For example, the client can continve to attempt 1o send
heartbeats 10 the backend at a previously specilicd heartbeat
interval.

The client may exil failover mode in response (o the client
receiving, instructions from the backend again. Once a
response is returned from the backend, the fallback mode is
exiled, and the client returns 10 a normal mode of operalion
in which streaming decision instructions/commands  are
received from the backend and enforced at the client.

In some embodiments, the heartbeats sent to the backend
are configured to inclnde intormation indicating that a
lailover mode was enlered. The mformation can be utilived
by the backend when making [urther decisions (e.g.. stored
as global intelligence information and/or local information
about the particular client that entered failover mode).

The [ollowing is an example scenario illustrating how the
various components ol client device 200 interact with cach
other. In this example. the streamer eslablishes a conneclion
{e.g., HTTP connection) with a CDN and downloads video
data. The downloaded data is then sent 1o the plaver, which
then renders the data (i.e., video playback). The moniloring
cngine is configured, for cach video session. 1o creale a new
session monitor, The session monitor monitors the particular
video streaming session. Examples of session information
that is monitored include the time that the video session
starls, the events thal are oceurring during the session. the
amounl o time ihat it look 1o start the video, cle. Qiher
quality metrics, such as rebuftering, can also be monitored.
For example, when streaming a video, the client has a buffer
ol finite memory o which actual video data (e.g., dala byles)
is downloaded [rom a content source (e.g., C1IN producing’
providing the conlent). A video renderer is conligured 1o
consume the video data from the buffer.

In some embodiments, generating an optimal streaming
deeision by the backend is based at least in parl on opli-
mizing ulilization of a client buller. referred 10 also as a
“playback buller. [or example, 1o prevent the buller [rom
being empty. An empty butter can be an indication that an
insutlicient amount of video data has been received from a
conlent source, and thus there is nothing o display/render. In
such a situation. the player is in a bufllering slale. where an
end user is waiting for a video to load. Thus, the streamer
communicates with a content source 10 optimally utilize the
memaory butter such that there is sutlicient data. The buffer
is used as there may be varlability in delivery ol conient
{e.g.. variability in a network). lowever. the sive ol the
buffer is configured to not be 100 large, for example, 10
prevent delavs in when the video can begin rendering, where
rendering is not triggered until the bufler is [ull.

Ay data chunks are downloaded by a client. the streamer
on the client eollects ine grain information regarding every
chmnlk, such as when the download of the file started, how
long the downloading of the video file ook, how many
chunk headers woere processed, whal was the roundtrip for a
chunk request (o reeeipl ol the chunk. the distribution of the
chminls, ete. This collected chunk information is then sent o
a backend, which is configured 1o use the nformation 1o
make streaming decisions. An example of a decision is what
source (e.g. conlent delivery network) should the client
retricve video chunks [rom.

The variability in the performance of the chunl down-
loading from various CDNs has an impact on how the
playback buller should be oplimally wlilived. as described
above. Thus. lor example, collected information about
chunk downloading [rom different C1INg and its impact on
the playvback butter (which can be vsed as an indication of
a quality of a stream) can be used by the backend to compare
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CDNs and determine the appropriate CDN 1o provide a
particular chunk of video data al a particular point in time.

Asg described above, with the bulk ol streaming decision
logic {c.g., regarding CDN and bitrale sclection) residing on
a remote backend, the client can be configured as a thin
client with a minimal set of features, tunctionality, and
capabilitics.

Content Distribution Coordinatlor

FIG. 3 is a block diagram illustrating an embodiment of
a content distribution coordinator. In some embodiments,
content distribution coordinator 300 is an example of con-
tent distribution coordinator 162 ol 111G 113. and the various
components ol content  distribution  coordinator 300
described below are used to uplement the functionality of
the content distribution coordinator such as that provided by
virtual streamer aware decision logic 164 ol content distri-
bution coordinator 162 of I'IGG. 113, In this example. content
distribution coordinator 300 includes local clicnt data engine
302, global intelligence system 304, policy engine 306, and

streamer processing engine 308, Streamer processing engine 2

308 [urther includes adapter layer 310, streamer agnoslic
processing 312, and streamer decision engine 314, Global
intelligence system 304 further includes database 316. Local
client data engine 302 further includes database 318,

In some embodiments, content distribution coordinator
(CDCY 300 15 a cloud-based system and solution lor making
real-time decisions for oplimal video streaming quality both
at the start of a video and during playback of a video.

The CDC is configured to vse client specific logic as well

as global shared data across other similar views. The global 3

shared data is maintained by the global intelligence syslem.
which 1s confligured (o accunulate shared Quality of lxpe-
rlence (QoE) data from other similar clients.

As will be described in further detail below, in some

embodiments, the conlent distribution coordinator hackend 3

supports deployment of highly-customizable elient adaplor
modules in the cloud 10 oplimize the viewing cxperience on
a specific device and/or integration (e.g., specific combina-
tion of client characteristics, such as device tvpe, operating
syslem type. application used to stream content, ele).

A the decision logic 1s hosted in the cloud, rather than on
individual clients, the updating of the decision server’s
streamer processing can be performed seamlessly and on-
demand, tor example, each time a new video session plays,
thereby reducing the burden ol upgrade complexity in the
[ace ol video device helerogenceity.

Loeal client data engine 302 is configured 1o process local
client intormation. In some embodiments, processing the
local client information includes  processing  heartbeals

received from clicnis. As deseribed above, (he heartheal s

moessages can include local client state inlormation, stale
tormation associated with particular streaming sessions,
client historical information, andfor as multi-dimensional
allribute inlormation assoclaled with a clienl. In some

embodiments, the local client data engine is conligured o 5

summarize‘aggregate data obtained from the client.

In some embodiments, the local client data engine is
configured to extract the information from the heartbeat
messages. In some embodiments, the local client data engine
infers data associaled with the clienl. such as ils Internet
Protocol (IP) address, geolocation/location atiributes (e.g,.,
city, state, country, ASN, ISD, zip-code, etc.), etc.

The extracted/inferred  information is then stored, for
example. in a persislence layer (e.g., in dalabasc 318). The
client inlormaltion can be storedfindexed on a per-client
and/or per-session basis. For example, the data store can
have records corresponding to each nnique ¢lient, as well as
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records tor each of the streaming sessions associated with
the client {e.g.. played by the client). The records can include
session state nlormation associaled with a particular stream-
ing session. such as a history ol events (c.g., playback crrors,
rebuttering, etc.) that occurred during the particular stream-
ing session. The records can also include local historical
inlormation associaled with a elient. such as the number ol
conlent items streamed by the client, what those conlent
items were, when the content items were plaved, etc. User
behavior monitored by the client can also be stored.

In some embodiments, per-client records generated for a
particular client include an identifier Tor the client, as well ag
an identifier Tor the video sessions requested/played by the
client.

The per-client data store records can also include client
local slate information. and current client measurcments
{c.g.. real-ime. per-client slale). In various embodiments,
the client local stales and current clicnl measurements
include current bitrate, current CDN, current plaver state
{e.g., plaving, buffering, pavsed, stopped, ete.), current
player buller length, current play head time/position. current
bandwidth measurement estimations. and current [rame rale.

The per-client data store records can also include a
sumary of state changes associated with a particular client.
For example, a record can store, tor a particular client, all of
the bilrales played so lar (as well as the playing (ime and
bullering time [or cach of the bitrates). all ol the C1INs used
so far (as well as the plaving time, buttering time, and error
events associated for each of the CDNs), a sliding window
ol segment download information {(c.g., start lime, end lime,
duration, byles). a sliding window ol average download
bandwidth. a sliding window ol [rame rale measurements,
and other historical information associated with user inter-
actions (e.g., seeking forward, seelking backward, etc.). The
summary ol state changes can be generated by the local
client dala engine 302 (c.g.. using state inlormation and
measurcments oblained [rom the client). In other embodi-
ments, the summary/agaregated information is generated by
a requesting client such as client 200 of FIG. 2.

Thus. per-clientsession records generated lor a client can
be maintained by the backend, which can, lor example, be
vsed n future streaming decisions for a session for the
particular client. The information associated with the client
can be aggregated over a time duration, and stored along a
lime dimension. The per-client records can also be updated
over lime/dynamically. as new client local stale and other
client-specific intormation is received (e.g., via heartbeats).
As will be described in further detail below, the specific
clientsession information can be used (0 make streaming
decisions that are largeled lor the specilic context of a
particular clienlslreaming scssion.

In some embodiments, the local client data engine is
configured to provide instruetions for controlling commu-
nication of heartbeats. For example. the local client data
cngine can instruct the client Lo adjust its heartbeal inlerval
{e.g., longer or shorter trequency/time period). The instruc-
tions can be generated dvnamically, based on a variety of
criteria, an evaluation of the data received, heartbeat control
policy/protocol, ce. Vor example. il a sullicient/threshold
amount ol information has been received. the client can be
instructed 1o reduce the frequency at which heartbeats are
sent. As another example, it an evalvation of client perfor-
mance data over a lime window indicales that the client hag
been experiencing good perlormance (or perlormance that
cxceeds a threshold) over the time window {or any olher
appropriate threshold), the client can be instructed to reduce
the heartbeat trequency. As another example, it the client has
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been determined to be experiencing plavbaclk issues, the
client can be instrueted Lo report hearibeatls more frequently
in order lor the backend 1o more closely monitor changes in
the status of the client.

The heartbeat instructions can be determined on a per-
session/stream basis/level. For example, while one stream-
ing session [or a client may be doing well and is instrueted
1o reduce ils heartbeal interval accordingly. another stream-
g session plaving on the same client that is suffering from
plavback issues can be separately instructed to increase
heartbeat frequency (or maintain a certain level of heartheat
[requency) so that the backend can more closely monitor the
sullering sircaming session. 'Thus, heartbeal communication
control can be dvnamically exercised for a particular stream
or session.

(Global intelligence system 304 is conligured (o generale
a4 global view ol perlormance across nodes (e, client
players, contenl sources such as CDNs, cle). The global
view is generated using information aggregated from vari-
ous clients, content sources, and other nodes in a content
distribution  environmenl.  For example. dala can be
extracted/inferred  from  client heartbeats  received  [rom
numercus nodes. Data can also be aggresated/captured from
nodes by polling various clients and resources for shared
event intormation.

‘The information can include telemetry/performance infor-
mation, such as Quality ol lixperience (Qold) data. The
global intelligence intormation can include global history
intormation as well as global shared data. The global intior-

mation aggregated [rom the various client nodes. conlent 2

sources, cle. can include information relaied o different
bilrales/resolutions of streaming content, cle. In some
embodiments, data collected from clients can be aggregated
across various dimensions, such as geolocation, device type,
operating system platform. streamer type. ASN. or any other
appropriale allributes. ‘The aggregaledicollected dala can
then be stored. lor cxample, o a data store. In some
embodiments, the aggregated information is anonymized
and stored in a pool of community performance data (e.g.,
in dalabasc 3163,

In some embodiments, the global shared data is a knowl-
edge base that is built vsing the data aggregated across
muliple devices. The global shared data can be uvsed to
generate a multi-dimensional map that is vpdated in real-
time as more information is collected [rom various nodes.

The aggregaled inlormation can be  evaluated, for
example, using analytics processing and statistical analysis,
10 determine a global snapshot for all clients being moni-
tored. As will be desceribed in [urther detail below. the global

information is used as inpul when generaling sircaming s

decisions/instructions. 'or example, when a request 10 make
a decision for a particular client is received by the global
intellipence svstem, the atiributes (e.g., muli-dimensional
client inlormation) of the particular requesting client can be

used o parlition/liler the global inlommation o identily s

clients similar or otherwise correlated to the particular client.
For example, the requesting client can be classified by
attributes such as ASN, the CDN from which it is recelving
dala, geographic allributes (c.g., DM/ code, city. or stale).
ele. A sel of clients sharing similar attribules (c.g.. ASN and
a geographic region) can then be ideatified. The aggregate
quality/performance for the clients in the determined parti-
tion can be computed. Such compuied inlormation can then
be used (e.g., by streamoer decision engine 314, deseribed in
[urther detail below) in conjunction with the local state
formation associated with the requesting client (e.g.,
received from the requesting client and stored in the record
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in per-client data store 318 that corresponds to the requesting
client) o generale a streaming decision of an appropriate
conlent seurce and/or bitrate.

As one example, suppose thal a new provider has a new
streaming app that is being brovght online, Upon startup,
data collected from clients wsing the new app to stream
conlent can be collected and aggregated and added to the
global shared data. "This data can then be used 1o evaluate the
performance of clients with those specific dimensions 1o
provide targeted chunk dowploading instructions. For
example, based on an evalvation of the global shared dama
for clicnts using the new sireaming app. the backend can
determine that 1056 trallic has superior perlormance on one
CDN such as Level 3B as compared 10 Akamai®:, New client
streaming sessions opened uvsing the new app can then be
instrucled o obtain dala from the CDN wilth superior
performance.

Streamer processing engine 308 is conligured to process
streaming requests and determine a set of instructions 1o
provide to the requesting streamers. In some embodiments,
the streamer processing engine is implemented using a
modular, distribuled architeclure. The various clements of
the streamer processing engine are described below.

Streamer adapter laver 310 is configured to provide
adaptors. In some embodiments, the adaptors are configured
lo [acililale processing appropriale 1o the attributes/charac-
leristics/'context of a requesting client streamer. In some
embodiments, the adaptors are implemented as plugin mod-
vles, where multiple instances of adaptors may be executed
and run by the streamer processing engine.

I'or example. dillerent client streamers may have dillerent
allribules/types, such as operaling system (ype. applicalion
type, streamer Tvpe, sireaming protocol, device tvpe, cus-
tomer, ete. Different types of processing and information
may need (o be perlormed/obtained that are relevantiappro-
priate o a parlicular requesling sireamoer.

In some embodiments. cach adaplor maps o ecach type ol
streamer integration that is encountered. A plugin may
correspond 1o a particular set/combination of client/streamer
allribules. Vor cxample, one plugin may correspond 1o
streamers on clients running (he 1088 operaling system. on
the iPhone® 6, streaming using the HBOYE app, while a
different adaptor plugin may correspond 1o streamers on the
Amazon Fire Phone®, streaming using the ESPNE: app.
Adaplors corresponding 1o any olher appropriale conlexls,
dimensions. or types of streamers with which the conlent
distribution coordinator can be integrated can be imple-
mented.

In some embodiments, when a request Lo stream conlent
or a heartbeal is received rom a client, ihe multi-dimen-
sional client altributes associated with the client/streamer are
vsed to identity an appropriate adaptor. The identified adap-
tor is then nsed to facilitate the relevant processing/work-
[low  appropriale (o the requesting client slreamoer. As
deseribed above. dillerent types ol streamers may require
different types of processing, potentially resulting in differ-
ent decisions being made for different types of streamers.

As one example, difterent types of streaming policies may
be enforeed depending on the typefatiributes of a requesting
client streamer. [n some embodiments. an identified adaplor
is configured 1o obtain a particular corresponding set of
policies. The policies can be obtained from a server or data
store such as policy engine 306. which is conligured 1o
maintain streaming policics.

The policies imelude policies (that defline various streaming
decision parameters. For example, a custommer such as
HBOE: may define a policy that indicates that for iOSE
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devices nsing the HBO®: streaming app, only certain CDNs
and bitrales should be used. As another example, 105
devices may only be able (0 support the TILS protocol.
where the LS protocol may have cerlain buili-in require-
ments that must be adhered to. Thus, one decision that
applies to i0SE: devices may not apply equally to another
device, such as a Microsolti® X1BOX., which uses the
MicrosolUsd smooth streaming protocol. The policies can
be vsed to facilitate in determining streaming decisions
appropriate for the particular requesting client.

For example, it'a heartbeat is received from an instance of
I 1083 app on a requesting clicnl. then the corre-
sponding adaptor is identified. which retricves the appropri-
ate corresponding policy. Thus, only the CDNs and bitrates
specified in the obtained corresponding policy will be used
lor the requesting client. A dillerent customer may have a
different policy that will be applied lor dillerent requesting
clients (c.g.. ISPNIG 108 app policy will be dillerent [rom
HBOE i0SE: app policy).

Thus, the flexibility of the architecture of the streaming
processing engine and (he adaplor Tayer allows any type ol
multi-dimensional client streamer entily 10 be supported and
integrated with the content distribution coordinator. As
described above, the various dimensions include ditterent
device tvpes, different operating systems, etc. [n this
example. cach adaplor is assoclated with a particular client
context prolile (that includes dillerent combination dimen-
sions). In some embodiments, custom profiles can be cre-
ated/configured (e.g., by customers of the platform via a web

interface or any other appropriate interface) o define adap- 3

Lors.

Ag the adaplors can be implemented as standalone. inde-
pendent plugin modules, each of the adaptors can be npdated
individually, withowr affecting the performance of other

adaplors. lior example, suppose (hal a library [or a particular 3

type ol device is updated  only the specilic adaptor(s) that
are alleeled by the library lor the particular type ol device
need to be updated.

Streamer aghostic processing engine 312 is configured to
perlorm general processing that is applicable o all clients/
streamers ol any type. The client/streamer agnoslic process-
g ineludes client processing that is performed regardless of
the integration tvpe of streamer. The common processing
can include monitoring a streaming session as well as
generating/computing melrics (e.g., Qoll melrics) common
o all streamers. The streamer agnostic processing engine
can be implemented logically as a common laver,

Streamer decision engine 314 is configured 1o generate
streaming declsions on behall of a client. The streamer

decision engine 1s conligured o use global and local session s

slale inlormation 1o generale the decisions. In some embodi-
ments, the global and local session state information are
obtained trom global intelligence system 304 and local
client data engine 302, respectively. The streaming decision

includes a delermination of an appropriale conlenl source s

(e.g., CDN) and/or bitrate for the chunks that a streaming
clientis 1o be instructed 1o download. Streaming instructions
based on the determination are then provided 1o the client to
be exceuted (e.g., by decision enforcement engine 212 ol
I°1¢5. 2).

The streamer decision engine can be configured 1o vtilize
local client state information in conjunction with global
shared dala when gencraling a decision. By maintaining
hoth the local states of individual clients along with globally
shared data ol the various clienls consuming content and
merping them together when performing streaming decision
maldng, fine grain decisions can be made on a per-client,
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per-session basis. In some embodiments, a new decision can
be made lor cach heartbeat received [rom a client. "The
deeisions can be made al a chunk-level granularity. where
the streamer decision engine perlorms a new delermination
of content source and/or bitrate for a next/'subsequent chunk
to be downloaded. Thus, for example, if a client is plaving
multiple streams, dillerent decisions can potentially be made
for cach of the chunks being played in the dilferent streams.

Az one example of the processing performed in generat-
ing a decision, suppose that a heartbeat is received from a
client. In response 1o receiving the heartbeat, the muli-
dimensional atiributes ol the requesting client are extracled
from the heartbeal. "The attributes are used o identily a
particular adaptor (e.g., in streamer adapter laver 310},
which in turn obtains a policy (e.g., from policy engine 306)
appropriale o the conlext of the requesting client. The
conlent distribution coordinator then uses the policy. local
state inlormation, and global stale inlormation (0 make a
determination of an optimal content source and/or bitrate for

20 a chunk 1o be downloaded by the requesting client.

In some embodiments, the attribules ol the clieni are used
{c.g.. by the global inlelligence system) Lo partition the
global shared data aggrepated from numerons clients/nodes
to identity a set of clients correlated 1o the requesting client.
The performance information associated with the clients is
cvalualed Lo determine a set ol candidale oplions for conlent
source andfor bitrate (e, for a video chunk o be down-
loaded by the client).

The local client state information corresponding to the
particular requesting client is then used o make a final
deeisionfsclection [rom the sel of candidale oplions of an
optimal solutiom for the content source andfor bitrate lor the
requesting client’s streaming session. Rules established by
obtained policies can also be nsed in making the determi-
nation. In some embodiments. chunk information, such as
roundtrip lalencics. error events, [rame rale issucs. cle. can
also be used when making the streaming decision.

In some embodiments, the set of instructions is deter-
mined by optimizing the vse of a client buffer, for example,
lo prevent bullering or re-buffering. For example, the
streamer decision engine can determine. using global shared
data, a set of candidate bitrates and/or content sources based
ol the performance of other clients identified as similar (or
otherwise correlated) to a requesting client. The client’s
local state inlormaiion. such as its current bandwidth, buller
lengih, ele. can be used by (he streamer decision engine 1o
determine which of the candidate bitrates and/or content to
provide in instructions 1o the requesting client.

The instructions generaled based on the deelsion making
by the streamer decision engine are provided to the request-
ing client. which 1s confligured (o execute the instructions
and enforce the decision made by the streamer decision
engine (e.g., where a chunk is downloaded according to the
streaming decision in the instructions).

Various lypes ol decisions with dillerent parameters?
conditions can be generated. For example, the streamer
decision engine can be configured 1o determine whether a
switch in content source and/or bitrate should be made for
the next chunk. A decision can also be made regarding when
the switch/change should go into cllect. For example. the
client can be sent instructions to: make the switch immedi-
ately (and stop whatever downloading is currently in prog-
ress): wall a cerlain amount of time belore making the
swilch; o slay with the cuwrrent stream (e.g., current CION
and/or bitrate), ele. The instructions can also deline a swiich-
ing point on a chunk-by-chunk basis, for example, to drop
the current chunk being downloaded and switch 1o the new
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chunk immediately, switch at the next chunk boundary
helween downloading chunks. or o continue with chunks
[rom a current C1IN andior bitrale (and not make a swilch).
Thus. the streamer decision engine can determine whether a
switch should be made, and if so, when a switch should be
made, and instruet the client accordingly. In some embodi-
ments, the instructions include a chunk URL for the next
chunk (o be played by the streamer (where the chunk URI.
is for a chunk that corresponds o a delermined content
source andfor bitrale). Lxample scenarios involving diflferent
chunk downloading instructions will be provided in further
detail below.

In some embodiments, the decisions/instruections gener-
aled by the streamer deelsion engine are stored (e.g., 10 the
per-client/session records of the requesling client). Tor
example. as historical inlormation. Performance information
associated with each of the decisions can also be monitored
and associated with the decisions/instructions in client ses-
sion records.

‘The deelsions made lor a client by the streamer decision
engine can include initial streaming decisions (e.g.. lor the
start of a video streaming session) as well as midstream
decisions (e.g., decisions made while streaming). In some
embodiments, the initial streaming decisions are made based
on specific and fixed information, such as a requesting ol the
client’s history belore the current session and the global data
across other similar clients. In some embodiments, the
mid-stream decision logic also urilizes both the client’s

history and the global data. but because deelsions are 1o be 3

made constantly lor mid-stream control, various other met-
rics may be tracked proactively as wll, such as playback
buffer size. These tracked metrics can be used to arrive at
optimized decisions several times during/throvghout the life
ol the streaming session.

Thus, the use ol hyper-local client stale inlormation in
conjunclion with global performance information aggre-
gated from multiple clients allows for precise, fine grain
streaming, decisions that are tailored/targeted 1o the particu-
lar context of a requesting client. |laving a single decision
point in which the client’s multi-dimensional context. Tocal
client information, and global shared historical intormation
aggreaated from other clients are merged provides a com-
bined model in which a rich data set is vsed as input in
delermining a streaming decision.

Ag ome example seenario, suppose thal a client requests
streaming, instructions. Client records can be obtained (e.g.,
from local client data engine 302) for the particular client.
Suppose that the records include historical inlormation lor

the requesting client indicating that the user associated with s

the client has walched [ive videos ol a particular streaming
service, all of which were streamed from a particular CDN.
The average streaming performance of the five videos can be
evaluated. The local average perlormance experienced by

the particular requesling client can then be compared (o the s

performance of other similar clients (e.g., i1 the same
geography as the requesting client, having the same device
Type o streaming app, etc.) identified from global shared
data (c.g., oblained [rom global intelligence system 304).
The local and global inlormation can be used (0 make a
decision that is targeted specifically 1o the context of the
requesting client (where the context can be retlected across
multiple dimensions such as device Lype, clienl operating
syslem, streaming application, cle.). The decisions made by
the streamer decision engine can be made for both live and
on-demand video streaming, as well as any other appropriate
tvpe of avdiovisual content streaming.
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Ag another example scenario, optimization of a butter can
be performed o delermine what instructions o send. as well
as & lime al which to execule the instructions. Llior example,
based on an assessment of (he bullering state ola client (e.g.,
by analvzing data received from a client in a heartbeat), the
streamer decision engine can predict that 1 buffering event
may oceur. An optimal source and/or bitrale can be deter-
mined by the streamer decision engine such that the client
does not experience rebuttering and any issues in rendering
content. Instructions indicating that the switch should be
made, and a time 1o make the switch are then generated and
sent o the client o be enlorced.

In the above examples with respect o streamer decision
engine 314, streamer decision engine 314 is configured 1o
vse both local client state information and global shared data
logether o gencrale streaming decisions on behall of a
requesting client. In some embodiments, the streamer deci-
sion engine can be configured to generale decisions based on
either plobal or local client state information, individually,
with the techniques described above adapted accordingly.
lior example, a decision can be made [or a client using only
local client stale inlormation. withoul using global shared
data. Similarly, streaming decisions can be made using only
global shared data, without local state information.

In the content distribution coordinator described above,
the C13C backend has complete control over how data is
maintained and split. For example, data can be split among
various dimensions that can be configured, expanded, and
modified over time 1o include more types of integration (e.g.,
new devices. new apps, new content, cle. with new adaplors
implemenied accordingly). New types ol faclors can be used
lo make decisions or streaming logic. with updales being
made at a centralized backend, rather than across myriad and
disparate heterogeneous devices, providing various benefits
in elficiency and resource utilization. lor example. decision
making can be updated on the backend independently ol the
client devices. which may have technical limitations, or
where the manutacturer of a device may ilmpose restrictions
ol what of the device can be changed/modified. Mamutac-
lurers, lor example, may diclale that core code cannol be
exposed 1o outside modification, where only a higher level
application scripting language can be vsed. Thus, there may
exist limitations that restrict the ability to update and modify
decision logic on the client side.

Ag another example benelll, when new policies are pul in
place, components such as adaplors can be updated 1o rellect
the new terms of the policies without atfecting other adap-
tors that are not related 1o the policy. For example, customers
ol the CDC {that uiilize the services of the CDE) such asg
various slreaming services can generale profiles and make
updates Lo the proliles without influencing other components
corresponding to other customers.

Content distribution coordinator 300 is illustrated as a
single logical device in IIG. 30 In some embodiments,
conlent distribution coordinator 300 comprises slandard
commercially available server hardware {e.g., a multi-core
processor, 4+ Gigabytes of RAM, and one or more Gigabit
network interface adaprers) and rns typical server-class
operating systems (e.g., Linux). as well as Java [TTUTP server
soltware stack. Content distribulion coordinator 3040 cun
also be implemented using a scalable, elastic architecture
and may comprise several distributed components, including
components provided by one or more third partics. lurther,
when conlent distribution coordinator 300 1s relerred 1o
herein as performing a lask, such as storing dala or process-
ing data, it is to be vnderstood that a sub-component or
multiple sub-components of content distribution coordinator
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300 (whether individvally or in cooperation with third party
components) may cooperale o perlorm that task.

IIG. 4 is a [ow diagram illustrating an embodiment ol a
process Tor generaling a streaming  decision. In some
embodiments, process 400 is executed by content distribu-
tion coordinator 300 of FIG. 3.

The process begins at 402, when an indication of a content
request is recelved [rom a client device. In some embodi-
ments. the client i exceuling a thin application thal s
conligured o enloree received imstructions. The client may
also include logic for monitoring/collecting local client state
intormation and for handling tailover.

Client-specific information, including multi-dimensional
client informaltion associated with the client, as well as local
slate inlormation associated with the client is also received.

In some embodiments, multi-dimensional clieni informa-
tion associated with the client device is received, such as
client device tvpe, video protocol type, streamer tvpe (..,
a mobile application or “app™ from which the streaming
request originated. a browser player, cle.), assel ype. user
agenl. custom lags. session identifiers. ele. Other atlribule
tormation, such as operating svstem of the client, geolo-
cation information associated with the client, ASN, last mile
connection, etc. can also be received.

‘The inlormation received [rom the client can also include
local client state information. The local client slale infor-
mation can include raw event information, such as the
amount of data/number of chunks ot content downloaded by

the client. the amount of time taken by a client o download 2

a chunk, cic. Inlormation such as the current bandwidih
(t.g. eslimates/measurements ol bandwidth) ol the client.
the bitrate of the content/clmnk currently being streamed,
the size of'a current chunk, the amount of data (e.g., in bytes)

downloaded so [ar, and buller state inlormation (c.g., buller 3

length, current buller capacily. cle.) can also be roceived.
Other loeal elient state imformation and measurcments can
clude current CDN, current plaver state (e.g., plaving,
buffering, pause, stopped), current plaver head time/posi-
tion, frame rale, cle. Summary information ol aggregated
client stale information can also be received. The summary
iformation can include summaries of state changes and
client history. In some embodiments, the summary intorma-
tion is received from the client. In other embodiments, the
summary inlormation is gencraled using information col-
lected [rom a client over Uime.

In some embodiments, the information received from the
client is recerved in batches, for example, as the pavload of
4 heartbeal message. The heartbeals can be senl on a time

driven basis (c.g., periodically). Instructions can also be sent s

that instruct the client o dynamically change a heartheat
terval (e.g., shorter or longer), for example, based on a
statug of the downloading at the client {(e.g., it the quality/
perlormance ol the client has been stable [or a sustained
period of time, the heartbeal inlerval can be lengthened).
At 404, a record specific 1o the client device is generated
using the received client intormation. For example, a client-
specific record is generated in data store 318 of FIG. 3. In
some embodiments, the record 1s generated in a dala store
that includes multiple records corresponding (o respeclive
difterent client devices. Each record is vsed to store per-
client information pertaining 1o a particular given client
device. In some cmbodiments. the per-client records are
generated using inlormation received rom clionts (e.g., via
heartbeais). The records can include ilems direetly received.
as well as items that are generated based on processing
information over time (e.g., summary information), where
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the processing can be performed either at the client or at a
backend such as content distribution coordinator 300 ol 111G,
3.

Ag deseribed above, the ilems stored in per-client slorage
can include a (unique) identifier for the client, an identifier
tor a video session, local client states and current measure-
ments, and summary  information (e, ol client siale
changes). As deseribed above, a session refers 10 an enlily
representing an instance of a vser's playvback interactions
with a content asset. The session may begin with a user’s
request for a particular content, and end when the vser
ceases playing the content {e.g., (he user slops walching a
requesied video).

As described above, in various embodiments, the client
local state information and current measurements of' a client
stored in per-client data records. can include a client’s
current bit-rale, current CDN, current player stale (c.g.,
playing. bullering, pause, stopped). cwrent player buller
length, current play head time/position, current bandwidth
measurement estimations, current frame rate, etc.

Ag described above, the ilems stored in the per-client
records can also include historical inlommation associaled
with a specific client, such as a summary of state changes of
the client as described above. The summary of the state
changes can include: all of the bit-rates plaved so far and the
playing time and bullering time lor cach one; all the CINg
used so far and the play lime, bullering time and crrors [or
each one; sliding window of segiment download into (e.g.,
start fime, end time, duration, bytes, ete.); sliding window of
average download bandwidth. sliding window of [rame rale
measurcments; other historical inlormation aboul the user
interactions (e, seeking forward, secking backwards. ele).
In some embodiments, the summary intormation is gener-
ated vsing client information from multiple client heartbeats,
aggregaled over lime. The summary information can be
generaled by the client (e.g.. by locally summariving events
and measurements. which are then sent o a backend in
heartheats) or at a backend such as content distribution
coordinator 300 of FIG. 3 (e.g., generated using data aggre-
gated/eollected/accumulated rom the client over Lime).

AL406. 2 set ol instructions usable by the client device 1o
obtain and play content is determined. In some embodi-
ments, the set of instructions is determined based on the
local state intormation received from the client device. The
instructions can also be determined based on both multi-
dimensional client information and global shared data. as
described above, where the global shared data includes
performance data aggregated throm a plurality of clients. For
cxample, (he multi-dimensional allributes ol the requesting
client can be used Lo delermine a scgmentpartition of
correlaled/similar other clients. ‘The performance ol the
identified segment/partition of other clients can be used in
conjunction with the local state information 1o determine
instructions largeted forfspecilic o the conlext ol the
requesting client. In some embodiments. the sel of instrue-
tions is made in response to each heartbeat that is received.

Determining the instructions can include determining an
optimal content source (e.g., CDN) and/or bitrate (or reso-
lution) lor conlent 1o be oblained by the client. In some
cmbodiments. determining the instructions includes per-
forming an optimization, such as optimizing the vtilization
of'a client plavback buffer. The instructions can be made on
# chunk-by-chunk basis, where a decision is made lor cach
chunk 0 be downloaded by the client. IT the streaming
deeision resulls Inoa swilch in content source andfor bitrale
for the client (e.g., from an existing content source and/or
bitrate of which there is a record), a decision as 1o when the



US 10,887,363 Bl

23

client should be instructed is also made. As one example, the
client can be instrucled o abandon the current chunk being
downloaded and switch 10 a new chunk (selected by the
bhackend based on sclecied CDN andfor bitrate) immediately.
Ag another example, the client can be instructed to change
1o a new chunk on the next chunk boundary, Another
example instruction is to instuet the client 1o continuve as is
(i.c., make no swilch).

AL 408. the determined set of instructions is sent o the
remole client. "The instructions are then executed and
enforced by the client.

As clients continve 1o send multi-dimensional and local
state information to a backend (e.g., via heartbeat messages),
the records associaled with those client devices are updaled.
The updaied inlormation stored in (he updated records can
be used 1o [urther refine the determinaiion ol instructions
using client and global data that is updated dynamically, in
real-time. Updated instructions based on the vpdated data
can then be sent 1o clients on a per-client basis.

lor example. a client device can be comligured 1o transmit
heartbeal messages throughout the duration ol a streaming
session. Based on the client information included in the
subsequent heartbeats and the global data associated with
similar clients, a new content source and/or bitrate can be
determined. lor example. il a received heartbeal indicated
that a rebullering evient has occwrred on the streaming client.
it can be determined that a new set of nstructions should be
sent (which may cancel or alter previous instructions that
have not been executed). The new instructions are then sent
1o the elient.

I'xample Streaming Decision Scenario

The following is an example scenario in which ditferent
streaming, decisions are made for different types of stream-

ers. lior example. suppose that a first client streamer corre- 3

sponds with an [IROR 1086 app, while a sccond client
streamer corresponds with the ESPNGE: app lor the Amazonid
Fire Phone. A third client streamer is associated with a newly
established service.

The different CION andior Bitrale-tuples available for
various apps on different cuslomers (c.g.. cuslomers ol the
entity operating the backend intrastructure) may be differ-
ent. One customer’s app may require more frequent bitrate
recommendations than another’s. Similarly, one app may not
he able (o perlorm scamless CDN swilches. 1iTerent clients
may also have different capabilitics with regard (o swilching.
For example, different clients may or may not be able to
perform seamless CDN switching under different conditions
(t.g.. because chunks on multi-CDNs are aligned, or exactly

the same). Such client capabilily inlormation can be sent o 5

or configured on a backend such as content distribution
coordinator 300 of FIG. 3, such that the backend can be
configured to take each client’s capabilities into consider-
alion when making a streaming decision lor a pariicular

client. In such a scenario. as described above, the backend s

may be configured 10 be more conservative in suggesting
mid-stream CDN swirches.

Clients, such as the third client streamer, where an app
may nol yel have any signilicant data available, may still be
able 1o leverage the data aggregatedicollecled from other
devices/apps that are, for example, associated with the same
customer. Suppose, for example, that a customer has five app
inlegrations (¢.g.. the cuslomer has video streaming apps on
five dillerent types ol devices) and the customer would like
1o launch a new device using the same streaming prolocol
across all of their devices. The streaming decision malking
for this new app can be configured to unse CDN-bitrate
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performance data that is already available for the five
existing apps, uniil such time as the backend has seeded the
new app with its own data.

1G5, 5 15 a (low diagram illustraling an embodiment of a
process for performing failover. In some embodiments,
process 500 is executed by client 200 of FIG. 2.

The process beging al 302 when one or more heartbeal
messages are transmilled. AL 504, it 1s determined  that
streaming instructions are not available. For example, it can
be determined that response(s) to the transmitted heartbeats
have not been received (e.g., from a backend) according 1o
a set of rulesicrileria {c.g. aller a threshold number of
transmilted hearlbeals or alier a threshold amount of ime),
indicating that communication of instructions from a back-
end is not available. At 506, a failover mode is entered in
response (o the delermination. In some embodiments, upon
cntering the [allover mode, the client migrales 10 a mode in
which streaming can be perlormed independently of the
backend. For example, a detault streamer resident on a client

20 can be used. During the failover mode, attempts at trans-

mitling heartbeats are continued. Al 508, an indication that
slreaming instructions can be communicaled is received. lor
example, a response 1o a previously transmitted heartbeat
cal be recerved from a backend, indicating that communi-
cation with the backend has been re-established. As another
cxample, the backend may be polling the client. where
receipl of the polling request also indicales thatl streaming
instructions can be received from the backend. At 510, in
response to the re-establishment in communications, the
lailover mode is exited.

The lollowing is an example lailover scenario. In this
cxample, a client begins [allover il 1t encounters an crror
{e.g., downloading error or file error), and a response has not
been received trom the backend (e.g., CDC) for the last two
heartbeats. The client may then revert w/fuse any delaull
logic (c.g.. exisling built-in streamer) (o handle sircaming.
The elient is conligured o continue (0 send oul heartbeats
contimionsly with the last specified interval (e.g., received
from the backend as part of instructions/response ). Ounce the
client receives a response rom the backend again. the client
lerminates [ailover mode and [bllows the instructions pro-
vided by the backend.

Example Scenarios in which Different Instructions are
Determined

As deseribed above, varlous Lypes of instructions can be
sent o clients regarding streaming decisions {(e.g.. whether
to switch, and if so, when) made by a backend (such as
content distribution coordinator 300 of FIG. 3) on behalt of
the client (o be exeeuted. The [ollowing are examples ol
scenarios in which dillerent instructions are made on behall
ol a client.

The following examples illustrate the various inputs taken
into consideration when penerating a decision. As described
above, the inputs can include client-specilie inlormalion
transmitled by a client {e.g., via heartbeals) including client
bandwidth, butter length, current chunk bitrate, clnk size,
the bytes loaded so tar (progress of the client in downloading
the current chunk), round teip time (e.g., for heartbeatr and
processing. and relum ol instructions). candidale bitrates,
cle. Other multi-dimensional client information can also be
received from the client as described above. A backend, such
as content distribution coordinator 300 of FIG. 3 vses the
local stale inlormation, in conjunction with global shared
data. as described above, 1o delermine an oplimal decision
for maximiving the quality ol the experience [or the request-
ing client (e.g., by making decisions that minimize buffer-
ing). The example instructions can be 1o not make any
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switch, to make a switch in mid-stream, 1o make a switch at
the next boundary, as well as instructions (o cease current
downloading n the event that it s determined that the client
cannol mish downloading ol a current chunk.

No Switch Example Instructions

An instruction can be sent 1o not switch streams (chunks)
if a plaver is downloading at the highest bitrate and band-
widlh is high cnough (o keep the player’s buller growing.
lor example. the bandwidth of the client is 12 Mbps
(megabits per second). while the player is downloading at
the highest bitrate of & Mbps.

Ag another example, a no-switch instruction can be deter-
mined and sent if the plaver is downloading at the lowest
bilrale {e.g., 560 Kilobits per second (Kbps)), and the
bandwidth is Tower than the lowest bitrate {c.g.. 300 Kbps).
Switching 1o a higher bitrate will cause more lrequent and
longer buffering.

Ag another example, a no-switch instruction can be sent
if the bufter length of'the requesting client/plaver/streamer is
large enough o keep playback uninterrupled even il band-
widlh drops. Lor example, suppose that the bandwidth ol the
client drops from 13 Mbps to 5 Mbps, and the witer length
of the client is 120 seconds. If the plaver is downloading at
the highest bitrate of 6 Mbps, with the long butter length, no
bullering will be introduced belore the next heartbeat is senl.
Thus. the backend decides that ne swilch should be
executed.

Switching Examples

Mid-Chunk Swilching

Ay described above. a client can be instructed to make a
swilch mid-chunk {i.c., while the player is still in the process
of downloading a chunk).

A switch instruction can be sent to instruct the client to

swilch up 10 a higher bitrate, mid-chunk. il bandwidih 1s 3

high enough (o mainlain growth ol the player’s buller, even
il the current chunk is given up. Vor example. consider the
following scenario: suppose that the bandwidth available to
the client is 3333 Kbps, the buffer length is 2 seconds, and
the player is downloading conlent al a bitrate of 500 Kbps.
with chunk sive of 250 K3 (Kilobytles). Candidate bitrales
are: 500 Kbps, 1000 Kbps, and 2000 Kbps. In this example
scenario, it is determined by the backend that downloading
a chunk from a higher bitrate of 1000 Kbps will take less
(RITY. Thus. the player's buller will conlinue 10 grow.
However, it is determined by the backend that switching up
10 2000 Kbps will exceed 2 seconds, which would introduce
bullering. In such a situation. the backend will decide Lo give

up the current chunk and switch up 1o the 1000 Kbps o s

provider higher resolution as carly as possible while avoeid-
g buffering.

Ag another example, a switch instruction can be sent by
the backend 1o instruct the client o swilch up Lo a higher

bilrale, mid-chunk, il the buller length is large enough o s

tolerate slower chunk downloading. Consider the following
example scenario, in which the client’s available bandwidth
is 1000 Kbps, the plaver’s buffer length is 60 seconds, and
the player is downloading chunks encoded at 2 bitrate ol 500
Kbps. with chunk sives of 250 K13, Candidale bitrales lor
content are 300 Kbps, 1000 Kbps, and 2000 Kbps, Giving up
the current chunk and switching, to 2000 Kbps can guarantee
no buflering beflore the next heartbeat is sent while the
viewoer can walch al a higher resolution as carly as possible.
Therelore, although the bandwidih is lower than the highest
bitrate, the backend will decide 1o give up the current chunk
and switch vp to 2000 Kbps immediately.
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Asg another example, a switch instruction can be sent by
the backend to instruct the client o swilch down (o a Tower
bitrate. mid-chunk, il the bandwidth drops such that swiich-
ing Lo a lower bitrale immediately brings sero bullering time
or less buffering time than finishing the current chunk.
Consider the following example scenario, in which a client
has 4 bandwidth ol 1853 Kbps. a buller length of 4 seconds,
and the player is downloading chunks encoded at a bitraie of
2694 Kbps, with a chunk size ot 2.5 MB. At the time that the
backend receives a client request, only 13 KB have been
loaded. Finishing the current chunk at 2694 Kbps will take
approximalely 10 sceonds. which will intreduce more than
6 seconds of bullering. Giving up the current chunk and
downloading a chunk from 1028 Kbps will take less than 5
seconds, which corresponds to a smaller buffering time than
il staying at 2694 Kbps. Thus, the backend will decide 10
immediately switch down 1o the lowest bilrale.

Next Chunk Boundary Switching

Ags described above, a client can be instructed to make a

20 switch at the next chunk (i.e., at the next chunk boundary,

when the client (inishes processing a cuwrrent chunk).

Ag another cxample, a swilch instruction can be sent by
the backend to instruet the client 1o switch up to a higher
bitrate on the next clmnk it the bufter length is so small that
aiving up the current chunk will introduce buttering, even
though available bandwidth is sulliciently high. Consider the
lollowing example scenario, in which. al the beginning ol'a
video session, a plaver starts from a bitrate of 3 Mbps, where
the client has a bandwidth of 12 Mbps. In this example,
buller Tength 15 omly 1 second. Thus, although bandwidth is
high. giving up the current chunk and swilching up o the
highest bitrate ol 5 Mbps will still introduce extra bullering
due 1o the small butter length. In this scenario, the backend
will decide to have the client finish the eurrent chunk and
swilch up 1o a higher bitrale when the next chunk is
downloaded.

Ag another cxample, a swilch instruction can be sent by
the backend to instruct the client to switch down to a lower
bitrate on the next chunk if a plaver has already downloaded
cnough byles of the current chunk when bandwidih drops,
and [inishing the current chunk resulls in the smallest
buffering time as compared 10 giving vp the current chunk.
Consider the tfollowing example scenario, in which the
client’s bandwidth is 1 Mbps (Megabits per second), the
conlent bitrate is 1.5 Mbps, the buller Tength is 2 seconds,
chunk sivze is 1.8 M. and the byles loaded so [ar are 1.5
MB. In this example, candidate bitrates are 500 Kbps, 1
Mbps, and 1.5 Mbps. Although bandwidth is lower than the
current downloading bitrate. [inishing the current chunk will
lake less than 3 seeonds. while giving up the cwrrent churk
and downloading the same chunk rom the lowest bitrale
will take more than 7 seconds. Thus, in this sitvation, the
backend decides that it is better 1o finish the current chunk
and then switch o the lowest bitrate on the next chunk to
minimize the bullering time.

Asg another example, a switch instruction can be sent by
the backend to instruct the client to switch down to a lower
bitrate on the chunk it bandwidth drops but butter length is
long enough 10 guaranice uninterrupled playback il down-
loading ol the current chunk is (nished. However. bullering
will be introduced if the client stavs at the current bitrate
when loading the next chunk. Consider the following sce-
nario, in which bandwidth is 1 Mhbps. bitrate is 1.5 Mhbps,
buller length is 12 seconds, chunk size is 1.8 M3, and the
byles Toaded is 1 M. Candidale bitrates are 500 Kbps. 1
Mbps, and 1.5 Mbps. Although bandwidth is lower than the
current downloading bitrate, finishing the current chunk will
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take less than 7 seconds, which will not introduce any
bullering. “Thus, in this scenario. the backend decides Lo
instruct the client o [inish the current chunk. but switch Lo
the lowest bitrate when the next chunk is downloaded so that
0o buttering will be introduced while the player is allowed
1o play at the higher resolution for as long as possible.

Stuck Condition

In some sitwations, the client may enter a “stuck™ slale.
where it is vnable to finish downloading a clmnk. For
example, if the plaver has not made any progress in down-
loading a chunk for a period of time, the backend deter-
minesdinfers that the player cannot inish downloading that
chunk. In such a scenario, the backend sends instructions (o
the client that specify the particular chunk on which the
client is stuck (identified vsing the chunlk’s chunk URL) in
the regponse. and instructs the client 1o give up that chunk
il it is still attempting 10 download the chunk. Consider the
lollowing cxample scenario. in which the bitrate 15 3.8
Mbps, buffer length is 60 seconds, chunk size is 4.4 MB, and
bytes loaded is 3.3 MB. The plaver has indicated that there
has been no progress in downloading the current chunk
during the past 10 sceond (c.g.. no more byles have been
loaded in the past 10 seconds). Although the buffer length is
long, the backend will make a determination that the client
should give up the current chunk, as it believes that the client
can 1o longer (inish downloading that chunk. In the instruc-
tion response (o the client, the backend specilies the chunk
URL and another bitrate (usually lower than the current
bitrate, but not necessarily). When the client receives the

response. the client checks the URLL ol the chunk that is 2

heing downloaded. I'the URI. ol the current chunk matches
the URIL. specilied in the response, the client gives up the
current chunk and switches to the bitrate specified in the
struetions/response. Otherwise, the client stavs at the
current bitrale.

Allhough  the foregoing  cmbodiments have  heen
deseribed in some detail Tor purposes ol clarity ol under-
standing, the invention is not limited to the details provided.
There are many alternative ways of implementing the inven-
tion. The disclosed embodiments are illusirative and not
restrictive.

What is claimed is:
1. A svstem, comprising:
a processor conligured lo:
transmil a (irst heartbeal message o0 a remole content
distribution coordinator, the first heartheat message
comprising a first set of status information associated
with a streaming session;
receive. [rom the remote content distribution coordina-
Lor, a set of streaming instruclions usable 10 oblain
and play audiovisval content, wherein the set of
streaming, instruetions includes at least one of a
content delivery network and a bitrate. and wherein
the set ol sireaming instructions is sclected by the
remote content distribution coordinator based at least
in part on the first set of status information included
in the first heartbeat message;
in response lo determining thal streaming instructions
usable (o oblain and play audiovisual conlent are
unavailable to be received from the remote content
distribution coordinator, enter a failover mode;
while in the lailover mode. transmil a second heartbeat
moessage 1o the remole content distribution coordi-
nator, the sccond heartbeal message comprising
second set of status information associated with the
streaming session; and
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i response 10 receiving an indication that streaming
instructions are available 1o be received rom the
remole content distribution coordinator. exit the
lailover made; and

a memory coupled 1o the processor and configured 1o

provide the processor with instructions.

2. The svstem recited in claim 1 wherein determining that
slreaming instructions usable Lo oblain and play audiovisual
conlent are unavailable 1o be received [rom the remole
conlent distribution coordinator comprises delermining that
a respolse 10 g transmitted heartbeat message has not been
received trom the remote content distribution coordinator
after a threshold amount of time.

3. "The system reciled in claim 1 wherein determining (hat
slreaming instructions usable Lo oblain and play audiovisual
conlent are unavailable 1o be received [rom the remole
content distribution coordinator comprises determining that
a response has not been received from the remote content
distribution coordinator after a threshold number of heart-
beal messages have been transmitted.

4. The system recited in claim 1 wherein while in the
tailover mode, the processor is further configured 1o fetch
the audicwvisual content from a defaulr content source.

5. The system recited in claim 1 wherein the processor is
conligured to exil the failover mode in response Lo recelving,
from the remole content distribution coordinator, a response
to a previously transmirted heartbeat message.

6. The system recited in claim 1 wherein the processor is
conligured to exil the failover mode in response Lo recelving,
from the remote content distribution coordinator. a polling
requesl

7. The svstem recited in ¢laim 1 wherein subsequent 1o
exiting the tailover mode, the processor is configured 1o
cnlorce streaming instructions received from the remole
conlent distribution coordinalor.

8. The system reciled in claim 1 wherein the processor is
turther configured to transmit a third heartbeat message 1o
the remote content distribution coordinator indicating that
the Tailover mode was enlered.

9. A method, comprising:

transmitting a first heartbeat message to a remote content

distribution coordinator, the first heartbeat message

comprising a first set of status intormation associated
wilh a slreaming session:

receiving, [rom the remote content distribulion coordina-

tor, a set of streaming instructions vsable to obtain and
play audiovisual content, wherein the set of streaming
instructions includes at least one ol a conlent delivery
nelwork and a bitrate. and wherein the sel ol streaming
instructions is scleeted by the remole content distribu-
tion coordinator based at least in part on the first set of
status tormation included in the first heartbeat mes-
sage:

in response o delermining thal streaming instructions

usable 1o obtain and play audiovisnal content are

unavailable 10 be received from the remote content

distribution coordinator, entering a failover mode;
while in the [ailover mode. transmilting a scecond heart-

heal message 1o the remole content distribution coor-

dinator, the second heartbeat message comprising a

second set of status intormation associated with the

streaming session: and

in respomse o receiving an indication thal sireaming

instructions are available o be received [rom the

remote content distribution coordinator, exiting the
failover mode.
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10. The method of claim 9 wherein determining that
streaming instructions usable (© oblain and play audiovisual
content are unavailable o be received rom the remole
content distribution coordinator comprises determining that
a response to g transmitted heartbeat message has 0ot been
received from the remote content distribution coordinator
alier a threshold amount of time.

11. The method of claim 9 wherein determining that
streaming, instructions wsable to obtain and play audiovisual
content are unavailable to be received from the remote
content distribution coordinalor comprises determining that
4 regponse has not been received from the remole content
distribution coordinator afler a threshold number of heart-
beat messages have been transmitted.

12. The method of claim 9 further comprising fetching the
audiovisual content [rom a defaull content source while in
the [ailover mode.

13. The method of claim 9 wherein the failover mode is
exited in response to receiving, from the remote content
distribution coordinator, a response to a previously trans-
mitled heartbeal message.

14. The method of claim 9 wherein the [ailover mode is
exited in response to receiving, from the remote content
distribution coordinator, a polling request.

15. The method of claim 9 [urther comprising enlorcing
streaming instructions received from the remole content
distribution coordinalor subsequent o exiling the [ailover
mode,

16. The method ot claim 9 further comprising transmitting
4 third heartbeal message 10 the remole conlent distribution
coordinator indicating that the [ailover mode was entered.
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17. A computer program product embodied in a non-
transitory compuler readable storage medium and compris-
ing compuler instructions lor:

transmilling a (irst heartbeal message (o 4 remole conlent
distribution coordinator, the first heartbeat message
comprising a first set of status intormation associated
with a streaming session;

receiving, [rom the remote content distribulion coordina-
Lor, a sel ol streaming instructions usable 10 oblain and
play audiovisual content, wherein the sel ol streaming
mstruetions includes at least one of a content delivery
network and a bitrate, and wherein the set of streaming
instructions is scleeted by the remole content distribu-
tiom coordinaior based at least in part on the st sel of
stalus information included in the first heartbeal mes-
5a2€;

in response 1o determining that streaming instructions
usable to oblain and play audiovisual conlenl are
unavailable 1o be received [rom the remote conlent
distribution coordinator, eniering a [ailover mode:

while in the failover mode, transmitting a second heart-
beat message 1o the remote content distrilution coor-
dinator, the sceond heartbeal message comprising a
second set ol stalus information associaled with the
streaming, session; and

in response to receiving an indication that streaming
wstructions are available to be received from the
remole conlent distribution coordinator. exiting the
[ailover mode.
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