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VIRTUAL RESOURCE LOCATOR

CROSS REFERENCE: 10O (TR
APPLICATIONS

This application is a conrinuation of co-pending LS.
patent application Ser. No. 14/229,724, entitled VIRTUAL
RESOQURCH LOCATOR filed Mar. 28. 2014 which is
incorporaled herein by relerence lor all purposes, which
claims priority to 1.8, Provisional Application No. 61/806,
648, entitled VIRTUAL RESOURCE LOCATOR filed Mar.
24, 2013 which is incorporated herein by relerence [or all
purposes.

Co-pending U8, patent application Ser. No. 14/229.724,
is also a contiation in part of ULS. patent application Ser.
No, 13/752,252, entitled SOURCE ASSIGNMENT BASED
ON NEFTWORK PARTITTIONING [iled Jan. 28, 2013, now
LLE. Pat. No. 9,246,965, which is incorporaled herein by
reference tor all purposes, which claims priority to US.

Provisional Patent Application No. 61/697.225 entitled 2

SOURCE ASSIGNMENT BASED ON NETWORK PAR-
TTTTONING (Tled Sep. 5. 2012 which is incorporated herein
by reference lor all purposcs.

BACKGROUND OF THE INVENTION

Users are increasingly using networks such as the Intermet
10 access content, such as video files and live streaming/
video on demand content, via client machines. Such content
is often large, time sensitive, or both. As demand for such
content Increases, there are ongoing challenges in distribut-
ing that content efficiently and with high quality. As one
example, when a client requests content (e.g., a particular
television episode), the content may be available in multiple

bitrates from multiple sources. Untortunately, the client may 3

not receive the content [rom the most appropriale source, or
in the most appropriate bitrate.

BRIEF DESCRIPTION OF THE DRAWINGS

Various embodiments of the invention are disclosed in the
following detailed description and the sccompanying draw-
ings.

FIG. 1 illustrates an environment in which content is
distributed.

I'I¢r. 2 depicts an example ol the performance associated
with three different content delivery networks (CDNs).

FIG. 3 depicts examples of both uncorrelated and corre-
lated quality issues.

I'IG. 4 illustrates san environmenlt in which source assign- 5

menl based on partitioning is performed.

FIGS. 54 and 5B depict examples of partitioning pertain-
ing to two CDNs.

I'IGr. 6 illustrates a table depicting a sclection ol the best
CION Jor a given DMASASN pair.

FIG. 7 depicts an example of a partition that includes
limited information.

FIG. 8 depicts a call low uvsed, in some embodiments, to
direet a video player 1o a video source.

FIG. 9 illustrates an example of a Virlual Resource
Locator.

FIG. 10 illustrates an embodiment of a process for direct-
ing a video player o a video source.

I'I¢r. 11 depiets a call Mlow used, in some embodiments. o
direet a video player (o a video source using a proxy mode.

FIG. 12 illustrates an embodiment of a process for direct-
ing a video plaver to a video source.
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FIG. 13 is a flow diagram illustrating an embodiment of
a process for direeting a video player o a video source.

IFI1G. 14 illustrales an example of a Virlual Resource
[.ocator.

FIG. 15 illustrates an example
Locator.

FIG. 16 illustrates an example
[.ocator.

FIG. 17 illustrates an example
Locator.

FIG. 18 illustrates an example
[.ocator.

FIG. 19 illustrates an example
Locator.

FIG. 20 is an illustration of an environment in which
status information is received and processed.

of a ¥inval Resource
ol a Virtual Resource
ol a Virtual Resource
of a ¥inval Resource

ol a Virtual Resource

DITATLED DESCRIPTION

The invention can be implemented in numerous ways,
including as a process; an apparalus; 2 syslom: 4 composi-
lion of mailer; a compuler program product embodied on a
computer readable storage medinm; and/or a processor, such
as a processor configured 10 execute instructions stored on
and/or provided by a memory coupled 1o the processor. In
this speeilication. these implementations, or any other lorm
that the invention may lake. may be referred o as wech-
niques. [n general, the order of the steps of disclosed
processes may be altered within the scope of the invention.
Unless staled otherwise. 1 component such as a processor or
a moemory described as being conligured o perlorm a lask
may be implemented as a general component thal is lem-
porarily confisured 1o perform the task at a given time or a
specitic component that is manutactured 1o pertorm the task.
As used herein, the lerm “processor’ relers 0 one or more
devices. cireuits. andior processing cores comligured 1o
process dala, such as computer program instructions.

A detailed description of one or more embodiments of the
invention is provided below along with accompanying fig-
ures that illustrale the principles of the invention. "The
invention is deseribed In connection with such embodi-
ments, but the invention is not limited to any embodiment.
The scope of the invention is limited only by the claims and
the invention encompasses numerous alternatives, modifi-
calions and equivalents. Numerous specilic details are sel
forth in the lollowing description in order lo provide a
thorough vnderstanding of the invention. These details are
provided for the purpose of example and the invention may
be practiced according (o the claims withoul some or all of
these speeilic details. or the purpose ol clarity, technical
material that 1s known in the technical felds related w0 the
invention has not been described in detail so that the
invention is 0ot unnecessarily obscured.

FIG. 1 illustrales an cnvironment in which content is
distribuied. In the example shown. client devices are used 1o
access content, such as audiovisnal content (e.g., movies,
songs, television shows, sporting events, games, images,
etc.) that is owned by content owners. Content is stored (or
caplured) al origin servers, then distributed via other servers,
caches. content delivery networks (C1INs), proxics. cele.
{collectively, “content sources™). Examples of CDNs
include Akamai, Limelight Networks, and Level 3 Commu-
nications. Contlent sources employ a variely ol wechnologices
and include ITUTE Adobe lilash Media. and Microsoll
Internel Information Service servers. Lxamples of clients
include personal computers, laptops, cellular and smart
phones/personal digital assistants, and other types of infor-
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mation appliances such as set-top boxes, game consoles,
broadband routers, (ile servers, video servers. digital video
recorders. or other devices involved in datafvideo streaming
and playback as applicable.

In the example shown in FIG. 1, client device 102 is
operated by a uvser hereinaffer referred to as Alice. Alice
lives in (he Washinglon. 1D.C. arca. [ler Intemel Service
Provider (ISP} is hercinaller referred o as “ACMIE Inler-
let.” Suppose Alice wishes to watch a movie, streamed to
client device 102 via one or more networks (represented as
a single network cloud 110), from movie video service 112,
Client device 102 includes a web browser application. Alice
uses the web browser application Lo navigale o a porlal
owned by movie video service 112, such as “himp/s
movievideoservicel2 com/welcome.” Her request for a par-
licular movic s direcled (o a particular CION and ultimately
1o a particular CDN node. [er client device beging stream-
ing the content from the CDN node. which is in tum
rendered in her browser (e.g., via a Flash, Silverlight, or
HTMLS plaver).

The CDN (andfor C1IN node) assigned 1o Alice’s client
device can be selected ina variely of ways. As one example.
a CDN can be selected based on current estimated load, or
for financial reasons (e.g., where traftic 10 one CDN is
preferred over another). Further, a given CDN node can be
assigned (e.g., by the CIINY based on its distance o Alice
(i.c., with the CDN node that is (he [ewest hops away [tom
her client device being selected). As another example, a
CDN node mav be assigned based on a load balancing

scheme, irrespective of or in addition o its distance [rom 3

Alice. As will be desceribed in more detail below, the CHDN
node closest o Alice {or that would be assigned based, c.g..
on a round robin load balancing, scheme) may or may not
offer her the best viewing experience relative to other CDN

nodes having been assigned (including those belonging (o 3

other CIONs). Using the wechniques described herein. a
decision ol which comtent source should be used. andior
what bitrate should be used, can be made. As will be
described in more detail below, such decisions can be made
hoth at the time Alice inltially requests conlent. and also as
an ongoeing decision. Also as will be deseribed in more detail
below, such decisions can be made for Alice’s client based
on historical performance intormation collected from other
client devices that share some commonality with her client.

Client device 104 is operated by a user hereinalier
referred (o as Bob. Bob also lives in Washinglon, 1D.C., and
also likes to stream movies from service 112, Bob's ISP is
“Beta Telecommunications.” Many additional client devices
(represented by client devices 106 and 108} comnect Lo

service 112, rom a variety ol geographical locations (c.g.. s

Milwaukee and Albuquerque), via a varicly of 15Ps. Client
devices also connect to other services, such as sports video
service 114,

Quality Issue Ixamples

I'I¢r. 2 depicts an cxample ol a perlormance melric s

associated with three different content delivery networks
(CDNs). Lo particular, FIG. 2 depicts the percentage of time
a given CDN provides the best performance for a particular
combinalion ol a Designated Market Area (1IMA) and an
Autonomous Syslem Number (ASNY. lior a given combi-
hation, performance with respect 10 each of three CDNs is
shown as a stack, where CDN 1 is depicted as the black
portion of the stack, CDN 2 is depicted as (he while portion
ol the stack. and CIIN 3 is represented as the crosshatched
portion of the stack. A variely ol measures ol performance
can be used—whether individually or in combination.
Examples include, but are not limited to: (1) the number!
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percentage of client connection tailures, (2) how quickly a
video begins playing on a client {e.g.. number ol sceonds
until playback starts), (3} the amount of time clients spend
bullering (c.g. as a buflering ratio). and (4) whether the
maximum bandwidth of the client is vsed. The example
shown depicts an aggrepate assessment of quality (e.g.,
laking into account all lour measures by weighling cach
cqually). Other aggregation technigues can also be used. Lior
example, buttering ratio can be weighted more heavily than
other factors. As another example, not all tactors need be
aggrepated—some can be omitted.

Using bar 202 as an example: approximately 51% ol the
lime. an arbitrary client located in Washington. 12.C. and
serviced by ACME will have the best video streaming
experience when connected to CDN 1. CDN 2 will provide
the best experience 1o (he client approximalely 16% of the
lime. and CION 3 will provide the best experience o the
client approximately 33% ol the time. Using bar 204 as
another example: approximately 17% of the time, an arbi-

20 trary client also located in Washington, D.C., but serviced by

13eta will have the best video streaming experience when
commeeled o CDN 1. CION 2 will provide the best experi-
ence 10 the client approximately 76% of the time, and CDN
3 will provide the best experience to the client approxi-
mately 3% of'the time. Thus, even thovgh Alice and Bob are
both located in Washington. ... their respective clients
will likely experience dilferent perlormance when conneet-
ing 1o the same CDN (e.g., CDN 1), because they have
different ISPs. Specifically, Alice’s client is most similar 10
clients represented by har 202, and Bob's client is most
similar (o clients represented by bar 204,

13, 3 depicts examples of both uncorrelated and corre-
lated quality issves. In particular, FIG. 3 depicts, over a three
month period, the percentage of connection failures expe-
ricniced by clients atlempling o conneet o cach of the three
CDNs. During period 302, CDN 2 had the worst perlor-
mance (L., had the most connection [ailures). During period
304, CDN 1 had the worst performance, and during period
306, CDN 3 had the worst performance. Further, during
period 308. all three CIONg expericnceed a lailure spike (i.e.,
a correlated lailure). One reason [or such a spike is a period
of high load (e.g., a holiday weekend or national sporting
event when many people watch videos at the same time).

Determining Assignments

I"1G. 4 illusirales an environment in which source assign-
ment hased on partitioning is performed. Suppose an opera-
tor of a client device, such as client device 402, wishes 1o
watch a video vsing video plaver application 404, In some
cmbodiments. the player application is a dedicated applica-
lion. In other embodiments. the player application is pro-
vided by a web browser application. In the example shown,
client device 402 connects to Content Management System
(CMS) 406 (e.n., via one or more networls 110) and
requests the content. As will be deseribed in more detail
below, imlormation aboul (he client device {c.g. its IP
address, User Agent string, what tvpe of device it is, what
operating system it is ronaning, firmware version, browser
type/version, plaver version, display size, and/or any other
applicable atiributes) s used o delermine a sel of other
client devices that are correlated with client 402, | listorical
performance of devices in that set is evaluated 10 determine
acontent source and/or bitrate for client 402. Instructions for
conlacting the content source and oblaining the conlent are
then provided Lo client 402, In some embodiments, conlent
management system 406 contacts content distribution coor-
dinator 408 to determine the set of instructions to provide 1o
device 402. In other embodiments (e.g., described i con-
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junction with FIG. 8), content management system 406
redirects client 4027s request (e.g., via TP redirect).

In some embodiments. content management sysicm 406
and content distribution coordinator 408 are operaled by the
same entity. For example, an online movie streaming, service
could operate both content management system 406 and
content digiribution coordinator 408, Content distribution
coordinator can alse be operated by other entitics. For
example, content distribution coordinator 408 can be oper-
ated by an operator of a CDN. Content distribution coordi-
nator 408 can operate independently of content management
syslem 406 andfor independently of a CIIN. As one
example. the owner of conlent distribulion coordinator 408
could provide services to multiple content management
systems (e.2., one associated with movie service 112 and one
associaled with sporls video service 114) and/or multiple
CIINs.

Az will be deseribed in more detail below, quality expe-
rienced by clients such as clients 414 is measured and stored
by content distribution coordinator 408, The intormation
obtained [rom/aboul clients 414 is partitioned (412} and can
be used. e, by a video direclion engine 410 10 predict a
performance quality likely 10 be experienced by a client
device it it is assigned a given content source.

FIGS. 54 and 5B depict examples of partitioning pertain-
ing to two CINs. In particular, FICG. SA shows. for clients
located in one of live DMAs, and located within one of three
ASNs, the buffering ratio experienced with respect to CDN
1. For example, clients in DMA 502 and in ASN 504

experience a bullering ratio of 0.4 (506}, Clients in DMA 3

508 and in ASN 510 have a worse (higher) buflering
ratio 1.8 (512}, Clicnis in cither of DMA 516 or 518, and
also i1 ASN 514 have the worst buffering ratios—2.5 and
3.0, respectively.

I'IG. 813 shows, for the same ASNIIMA partitioning as 3

1€, SAL the bullering ratio expericnced with respect Lo
CION 2. lior some clients, CDN 2 will provide betier
performance than CDN 1. As one example, compare the
values in regions 520 and 522. For some clients, CDN 2 will
provide worse perlormance than CDN 1. As one example.
compare the values in regions 524 and 526.

When a client, such as client device 402, requests content,
information such as is shown in FIGS. SA and 5B can be
used (e.g., by content distribution coordinator 408) to deter-
mine whether o assign the client CDN 1T or CION 2 as a
content source. Other decisions can also be made using
similar information, such as determining which CDN node
10 assigh and/or determining which bitrate to assign. Further,
once 4 video is being played on a client, informaltion such as

is shown in FIGE. 5A and 513 can be used 1o assess the s

predicted impact swilching the client [rom one content

source 10 another (or adjusting the hitrate) would have.
The values depicted in FIGS. 5A and 5B pertain 10 a

single quality meiric bullering ratio. 1Jala [or other metrics

can also be used in parlitioning (c.g.. pertaining o failed s

connection attempts). Further, the data can combined in a
variety of wavs. For example, a bitrate dimension can be
added (i.e., further partitioning the c¢lients based on their
bilrales). Other aliribules can also be used o partition the
datla, such as clicnt ype (e.g., desklop computer vs. lablet
computer), browser (e.g., Internet Explorer vs. Firefox), and
display size (e.g., 17" vs. 10™).

I'IGr. 6 illustrates a table depicting a sclection ol the best
CION Tor a given DMAYASN pair. In particular, cach cell in
II¢. 6 corresponds Lo whichever of CDN 1 or CION 2
provides a better performance quality for the DMA/ASN
pait represented by the cell. For example, compare clients in
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DMA 502/ASN 504 pair with respect to CDN 1 and CDN 2,
Such clients have a predicted bullering ratio ol 0.4 0T
commeeled 1o CHN 1. and a predicted bullering ratio ol 0.2
il commeeted w0 CIDN 2. Accordingly, CION 2 is a beller
choice for performance reasons (as indicated in cell 602).

In the examples shown in FIGS. 84 and 5B, the values
included in a given cell {e.g., the valuc ol 0.4 appearing in
cell 5063 represent the bullering ratio experienced by the
average client included in the given partition (i.e., the score
is determined as an average of the buifering ratios of all
clients in the ser). Other techniques can also be used 1o
asscss Lhe qualily scores. Por example. a distribution of
bullering ratios can be determined. and only those clients
having scores in the second/third quartile used as predictors,
or of specific percentiles (e.g., 80th percentile).

In some cases, a given parlilion may have data on lew or
no clients. Such a scenario is depicted in UIG. 7. Specifically,
inlormation pertaining o clients in cell 702 is limited. In
some embodiments, when a given partition has insufficient

20 information to make a reliable prediction, a larger partition

is used. lor example. the quality cxperienced by all clients
in the same ASN can be aggregaled. andior the quality
experienced by all clients in the same DMA can be aggre-
aated, and vsed 1o predict which CDN would be hest tor a
client having the atributes of cell 702,

Direeting a Content Player to a Conlenl Source

Ay deseribed above. the global intelligence ol a content
distribution coordinator such as CDC 408 (in which telem-
elry can be aggregated from muhiple clients and vsed 1o
predict which CIDN would be best for a requesting client
having a particular sel ol attribules) can be leveraged 1o
dynamically assign a new incoming content request o the
CDN that will provide the best quality for the client device
requesting content,

Deseribed below are example inlegration modes lor inte-
graling the services ol a CDC with a CMS o cnable dynamic
source assignment lunctionality (c.g., source assignmenl
based on networlk partitioning via a CDC, as described
above). [n some embodiments, integration of a CDC into a
conlent delivery environmentocosystem includes integrat-
ing/implementing the use ol a communication protocol thal
is also referred to herein as a “Virmmal Resource Locator™ or
VRL. In some embodiments, the VRL is a Universal
Resource Locator (URL) that is used 1o invoke/enables the
services/ [unctionality of the C1C across a content delivery
ceosyslem. For example. implementing the VR in a conlent
delivery ecosystem allows a CMS 1o vtilize a CDC"s muli-
CDN management services {(described in more detail below)
across all client deviees {e.g., in order o dircel a conlent
player o a content source) even 1l a client and (the CDC may
not be initially known o cach other. as will be deseribed in
more detail below. The VRL protocol allows a global
intelligence system such as a CDC 1o be queried, with the
CDC conligured o process the nlormation encoded (ac-
cording o the VRI. protocol) in the VRI. o satisly the query
request (e.g., with an optimal CDN selection, prioritized
ranked list of CDNs, etc.). In some embodiments, as will be
described in more detail below, implementing the VRL can
include modilying components in a content delivery oco-
system. such as a CMS and CIXCL 1o include logic Tor
handling communications using the VRL protocol (e.g.,
VRL requests, responses to VRL requests, ete.).

In some embodiments, use of YRI5 allows the use of
client atiribules and capabilitics in addition (o other param-
clers (which are embedded in the VRI) 10 aid in decision
making for the selection of an optimal CDN and/or bitrate
{e.g., optinal video stream out of one or more CDNs nsing
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one or more bitrate resolutions). In some embodiments, the
VRI. specilics how lo play an assel using real-Uime/dynamic
scleetion/recommendation lor highest quality viewing expe-
ricnice, [or example, using technigues such as source assign-
ment based on network partitioning as described above,

In some embodiments, when a viewer clicks “Play™ for a
video. the video player makes an [TI7TP request (o a headend
{or comtent management system) for the video. The headend/
CMS responds with a video URL on a CDN. As part of
tegration of a CDC and source assignment functionality,
companies (e.g., content owners) Tvpically replicate their
assel catalog on mulliple CDNs. giving the companics
multiple CDN URIL s for every video assel. In some embodi-
ments, these multiple URL choices are encoded in a single
VRL, where the VRL protocol provides a mechanism to
hundle content asset URLs for dillerent CIDNs and session
metadata (which may be maintained by a CMS) inlo the
single VRI. For example. in some embodiments, the VRI.
includes the URLs of CDNs {or paths 1o assets, which may
be identical or different for the various CDNs on which an
assel may be replicaled) on which a requested asset is stored
(knowledge of which is maintained by the CMS and
included in the VRL by the CMS), and the CDC can evaluate
the provided set of resources to determine an optimal CDN
{or a ranked list ot CDNs ) for the requesting client. The VRL
request is then sent Lo the C1C, which responds with the
CION that represents the optimal sclection [or that specilic
video player.

Depending on the services selected and the VRL intepra-

tion mode used (c.g. direct or proxy, which will be 2

deseribed In more detail below). the CDC will use the
information cncoded in the VRI. to cither serve the
requested asset’s master manitest file to the requesting
content plaver (e.g., in direct mode), or provide a set of

slarling paramelers 1o be used in session initiation {c.g.. 3

priority list to CMS in proxy mode).

The VRI . communication protocol and its implementation
will be described in more detail below.

In some embodiments, the CDC is operated as part of a
highly available platlorm, which includes Tunctionalily
ensuring video playback il the response by the CDO Tails or
is delaved (e.g., dve to network issue). Mechanisms for
detecting such scenarios and enabling of graceful degrada-
tion will be described in more detail below.

lor purposes of illustration, examples in which video is
distributed will be deseribed below. Any other appropriale
tvpe of content (e.2., audiovisual content) can be distributed,
with the techniques described herein adapted accordingly.

The video distribution depicted in the [ollowing examples

makes use of ITUTP chunking delivery techniques. In ITT°1P s

chunking. content is divided into chunks {c.g., wilh cach
chunk being 2-10 seconds of data) and then distributed as
files via CDNs. Clients download chunks and stitch them
together. such that a viewer ol the conlent sees a conlinuous

video stream. A CM8B provides metladata associated with a 3

video stream, including the intormation required to deliver
the content, e.g., the URL of a manitest file. In particular, the
manitest file contains the URL names of the chunks encod-
ing the conlent. and can also include the URI /mames ol
other manifest (iles. ach chunk is encoded al a particular
bitrate, and it is stored on a particular CDN or (origin)
server. Manifest files can be themselves distributed through
CIINs.

Integration with a CDC and the use of the VRI. prolocol
may require modilication 1o the logic ol a conlent manage-
ment system. Described below are two example modes of
VRL protocol/CDC integration, direct mode integration and
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proxy mode integration. Use of the modes may depend on
the characleristics ol components in a conlent delivery
ceosyslem. such as the architectlure of the CMS.

Direet Mode Integration

In direct mode, the video content plaver on a viewer's
device directly communicates with the CDC using the VRL
protocol. To achieve this. the CMS generales and relums a
VRI. o the device {instead ol a CION URL). When the
device malkes a request for the VRL, it will be directed 10 the
CDCicontrol platform, which will select the optimal CDN
and/or initial bitrate (e.g., nsing source assigument based on
network  partitioning) and use, lor example. TP 302
redirect lo send the requesting client device o the selected
destination CDN. An example sequence diagram below
illustrates a workflow for session initiation using the direct
made.

In some embodiments. direet mode integration is wtilized
in scenarios in which video URILS are served (o conlent
plavers directly trom CDN caches without the possibility of

20 dvnamic generation of the URL at a CMS or similar com-

ponent. In direet mode, the URLL sent o the video player
{VRI.) can be cached as 1 conlains metadata and not the
CDN decision (which will be provided by the CDC). In
some embodiments, direct mode integration requires mini-
mal changes to a CMS and is wrilized in scenarios in which
the CMS 13 difficull to modily.

I1(3. 8 depicts a call [ow used, in some embodiments, 1o
direct a video plaver to a video source using a direct mode.
In this example, an appropriate CDN/bitrate can be initially
selected for a client such as client 402, and the selection(s)
can also be revised as needed. The call flow is as ollows:
first. the client sends a request o the CMS (802). In addition
to the video being requested, additional information abont
the vser/client is included in the request, or is otherwise
obtained by the CMS about the client. The additional
usericlicnt inlormation may be limited {c.g.. just an P
address. or an 1P address and a User Agent siring) but can
also include a varlety of attributes (e.g., client type and
display size). As one example, the CMS may be publicly
accessible. and nol require a user o have an accounl 1o
walch videos. lurther. that CMS may make use of standard
video plavback capabilities provided by a browser applica-
tion. In such a scenario, limited information about the client
may be provided at 802. As another example, access to the
CMS may require a wser accounl. andior may require a
cuslomized player application that can oblain more detailed
information about the vser/client and provide it at 802, The
CMS replies with metadata, including a URL to a manitest
file (804).

To contrel the selection ol the CION and bilrale, an
indircetion mechanism iy used. Specifically. instead ol
including a traditional URL to the manitest file, the CMS
returns a URL that points the client to the CDC. In some
cmbodiments. this URL is a “Virtual Resource [ocator”™ or
VRI. as deseribed above. A URIL. such as the VRI. may he
vsed in the direct mode, as a client device may be configured
to expect a URL type response (e.g., traditional URL to the
manifest file) trom the CMS. The VRL (described in more
detail in conjunctiom with PI¢ 9) includes the conlent name,
and encodes other inlormation {c.g.. gboul the device).
When the CDC is accessed via a VRL (806), the CDC
dvnamically penerates and sends to the client (808) a
manilest [ile based on the [ollowing inlormation: (17 inlor-
mation embedded in the URL: (2) playback quality experi-
cneed by other similar clients walching al the same time: (3)
a Global IP address; (4) bitrates at which the content is
encoded, and the CDNs or origin servers where the content
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is stored; and (5) Global policies such as the fraction of
clients allowed on cach CIN, or the maximum arrival rale
ol new clients al a given CIDN. Inlormation associated with
() can be communicaled ofl-line by the content provider.
embedded in the VRL, or obtained from existing manifest
files of'the content (specified in VRL ) that are already stored
al various CIINs (see dotled lines 810 and 8123,

In the example of UIG. 8. “similar” clients include those
clients sharing a subset of attributes with the client making
the request. Examples of these atiributes include: DMA,
ASN, content, content provider, device tvpe, streaming
protocol. ele. The higher the overlap between the values of
the altribules of two clients. the higher the “similarity™ ol the
clients. The quality experienced by similar clients is used by
the CDC to accurately predict the quality that the requesting
client will experience when streaming al a given bitrale and
[rom a given CIIN.

Onee the client receives the manilest file (808), the client
nses (814) the information in this file o download (816) and
start plaving the video chunks. In vardous embodiments,
content source/bitrate decision-making is performed on an
ongoping. periodic basis, and a given client can be provided
with vpdated instruetions midstream. As one example, after
ten consecutive chunks are received by a client, the client
can be provided with a new VRL 804, or a manifest that
includes a VRI. (1.e.. causing CDC 10 re-evaluale the client’s
conlent source/bitrate) and send revised instructions i war-
ranted. As another example, in some embodiments, clients
ron dedicated video plaver applications and/or applications
that otherwise nalively support a feature that allows the
client o periodically evaluate its perlormance and request
revised instruciions. c.g., when qualily issucs arc experi-
enced midstream. In some embodiments, the client receives
an indication, such as a pointerredirect, to an asset URL

[rom the C1CT in response to the ¥ RI. request, which content 3

player uses Lo receive a manilest ile.

In some embodiments. in (he direcl mode of inlegration.
VRL integration s implemented by the CMS replacing CDN
UURLs {(maintained by the CMS) with VRLs (1o the CDC) for
cach content assel (or simply crealing VIR1L.s without replac-
ing CDN URLs) As will be deseribed in more detail below.
even after the requesting client is handed oif 1o the CDC (via
the VRL redirection), the CMS is able/configured to monitor
the status of the request between the client and the CDC.
I"allback options can then also be provided in the case that
4 [ailure occurs. lor example, as will be deseribed in more
detail below, if the CMS detects that there is a tiimeout by the
CDC in satistving the client’s redirect VRL request, a
[allhack option can be provided by the CMS in which VRI s

are replaced with CDN URI s and 1DNS Canonical Names s

(CNAMIs) are changed. In some embodiments. in the direet
mode of integration, VRLs may be cached (e.g., with short
TTL<5 min} if CDN URLs were cached. In the event of a
[allback oceurring. a cache purge may be performed. as will

he deseribed in more detail below. In some embodiments. in s

order to support the use of VRLs in the direct mode
conflguration, content plavers are confipured to support
HTTT 302 REDIRECT.

FIG. 9 illustrates an example of a Virlual Resource
lLocalor. In the direel mode example above. a VRI. is
provided by a content provider's CMS 1o a client requesting
content, and is used by the client 1o nvoke the services of
the C13C. As shown n 1G9, In some embodiments. a VRI.
of this example [ormatl includes six regioms. The (irst (902)
indicates the protocol being used o perform the request. One
example of a protocol is HTTD. The second (904) indicates
the location of the CDC (e.g., a DNS name of the CDC). The
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third (906) indicates the version of VRL being used. One
cxample 1s version “1.7 The [ourth (Y8) is a code that
indicates a prolocol Lype assoclaled with the dala o he
retricved. A charl of example codes is included in FIG. 9
(914). The fifth (910) is a request block that specifies
required parameters, such as the asset (confent) name,
cusiomer 112, biirates al which the content is stored. and
CDNs at which (he content is stored. The linal region
includes the name of what is being requested, and a set of
optional parameters encoded as kev-value pairs. Examples
of such parameters include content metadata (e.g., episode,
show, scason), content type (e.g., advertisement, short video
on demand clip, or live stream).

The following is a list of example optional parameters that

3 can be embedded in portion 912,

Lok (“security Token™): A token generated by the C1C (hat
i passed out-ol-band (o the video CMS and is validaled al
request lime.

an (“assetName™): a human-readable string describing the

20 video asset. Maximum length: 127 bytes.

al (“asscllype™: a string identifying the type ol the
conlenl. May be one ol the lollowing valucs: ON_IJ-
MAND, LIVE EVENT, LINEAR LIVE, EVENT_RE-
PLAY, OTHER.

dvt (“deviceTvpe™): a string indicating the form-factor
type ol the device. May be one of the [bllowing: PC,
MOBILL, CONSOLLL SIFTTOP. SMART TV, O1TIER.

dvhb (“deviceBrand™): a string that names the brand of the
device. Maximum length is 64 bytes. For example, “Rolu,™
*Microsell.”

dvm (“deviceModel™): a string that defines the model of
the device. Maximum lengih is 64 byles. lior example,
“Kbox 360.”

dvv (“deviceVersion™): a string representing the firmware
version number ol the device. Maximum lengih is 64 byles.

dve (“deviceConnection™): a string describing the last-
mile access connection the video device has 1o the Inlernet.
May have one of the following values: T1, CABLE, DSL,
WIFL, 4G, 3G, OTHER.

dvid (“deviceld™): a string defining 2 unique device
identifier. Must be less than 127 byles. lior example. UDIDs
for i08 devices.

dem: (“dem Type™): The tvpe of digital rights management
technology vsed. May be one of the following: MICRO-
SOUT_PLAY_READY, APPLIL_FAIR_PLAY.  ADDOI3IL-
_ACCHSE. MARLIN, ADOBI_PHIXS ADOBI_PIILS,
OTHER, NONE.

0s: @ string haming the operating system in which the
video 1s playing. Maximum length is 64 byles.

sy (“osVorsion™): a string indicating the [ull version
number of the operating sysiem indicated under “os,” il any.
Maximum length is 64 bytes.

vid (“viewerld™): a string identitying the video sessions of
4 single viewer, without collecling any personally identifi-
able information. Typically a hashed/obluscated version ol a
Subscriber ID. Maximuom length is 127 bytes.

<pther customer meta-data> For example:

“service Type™: “Premivm”

“show™: “Singingldol™

“episode’™ “88:115"

Additional details regarding the VRL protocol, including
additional VRL protocol versions/formats/implementations,
responses, paramelers. examples. ele. will be provided
below.

I1G. 10 illustrates an embodiment of a process lor direet -
ing a video plaver 1o a video source. [n some embodiments,
process 1000 is performed by content distribution coordi-
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nator 408, As explained above, content distribution coordi-
nalor 408 can be operated independently, bul can also be
operated by an operator o a conlenl management syslem
(c.g. CMS 406) or other entity. such as an operalor of a
CDN. Accordingly, in some embodiments/scenarios, other
components may perform process 1000, instead of or in
addition o CDC 408, lurther. mulliple components may
cooperale o perform process 1000,

The process begins at 1002 when an indication that a
client requires video streaming instruetions i recerved. In
some embodiments, portion 1002 of the process is per-
lormed when CDC 408 is contacted by client 102 as a resull
of client 102 receiving a VRI. rom CMS 406 and being
directed to CDC 408. For example, the VRL may be
inecluded in a first manitest request from the client. In some
embodiments, the VRI. includes inlommation generated as a
resull of the client contacting the CMS and receiving back
[rom the CMS encoding inlormation about the client along
with the redirection 1o the CDC. For example, in response to

receiving the manitest request from the client, the CMS :

builds/lorwards 1 VIRI. {c.g.. by converling an existing assoel
URI. maintained by the CMS) thal has embedded/encoded
information about the client. The VRL is sent to the client,
which causes the client 10 be redirected 1o the CDC. As
described above, the VRL can be encoded to contain intor-
mation {c.g., aliribules, paramelers. characleristics, cle.)
aboul the client. In some embodiments, the VIRRI, includes
(e.g., by specifving VRL parameters) an indication of the
content sources o which the requested asset is stored (e.g,.,

cither through URLs ol the resources, aliases of the 3

resources. cle.). The CDC will then scleet an oplimal
resource [rom the indicated candidale resources.

Based on the information in the VRL, a content source is
determined. At 1004, past performance for a plurality of

clients thal arc correlaled o the requesting client is deler- 3

mined. As ome example, portion 1004 of the process 1s
perlormed when C1C 408 recelves allribules aboul the
requesting, client, determines (e.g., trom partitions 412)
which other clients are most similar 1o the requesting client,
and evaluales those clients perlormance history, Supposc a
determination is made that the requesting client is in a
particular DMA and ASN. The performance history of other
clients in the same DMA and ASN is examined at 1004.
In some embodiments, a video director engine included in
CIC 408 is conligured 10 perform the actions ol {a) deter-
mining which set ol clients are most similar Lo the requesting
client, and (b) evalvating their performance history. The
clients most similar to the requesting client need not be
requesting {or have requested) the same contenl as s

requested by the client. For example. other clients in the s

same DMA and ASN may be (have been) walching other
movies from movie video service 112, As a further example,
correlated clients may be (have been) watching video pro-
vided by other services. such as sports video service 114.

C1C 408 can be conligured o colleet statistical information s

from a wide variety of clients, including clients associated
with multiple services (e.g. services 112 and 114), and can
usge the collected intormation to aid in decision-making,
ALTO06. al least one ol a content source. and a bitrale. is
determined based al least in parl on the past performance
ntormation examined at 1004, As one example, the corre-
lated clients’ performance with respect to different CDNs
can be examined (e.g., al 1004). and a decision that the
requesting client should oblain conlent [rom a pariicular
CION can be made based on the examinalion (c.g.. as
deseribed in conjunction with FIG. 6). As another example,
the current average bitrate of the correlated clients can be
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selected for use with the requesting client. A bitrate selection
performed in this way can have a parlicularly posilive
impact on the experience ol a user viewing shorl video clips,
as conlrasted with picking a delault bitrate and adjusting the
bitrate up or down empirically (either while the video plavs,
or as part of an initialization). As vet another example of the
processing performed at 1006. a particular C1IN node can be
determined for the client {e.g., where an owner ol a C1ON
network 1s operating CDC 408, or is otherwise vsing CDC
408 to assist in CDN node selection). In some embodiments,
the CDC is configured to evaluate the set of resources that
are specilled in the VRI by the CMS as sloring the conlent
{information ol which is maintained by the CMS). In some
embodiments, the resources indicated in the VRL must
match to resources that have been configured in the CDC,
and which the C1IC is conligured o monitor and collect
performance information. "The oplimal C1ON and/or bitrale is
then selected from the indicated resources based.  Tor
example, on the evaluation/determination described above.

In some embodiments, the decision made at 1006 is based
wholly, or predominantly, on the performance inlormalion
ol correlated clicnts. As one example. in the case of a video
service that offers short clips and does not require users 10
log in, very little, it any, information may be koown abont
the specific requesting client. Further, as explained above,
the requesting client may be running a standard browser
application that docs nol provide details about the elicnt/the
client’s performance to other entities such as CMS 406 or
CDC 408. In other embodiments, the performance informa-
tion ol correlated clients 1 one ol multiple lactors in
deeiding a content source and/or bitraie lor the client. lior
cxample, il CMS has exisling information about the client
{e.g., because it has stored historical performance intorma-
tion about the client), or it CDC 408 has intormation about
the client {c.g.. because the client is already streaming
conlent andior is reporting statistical information lo cither of
CMS 406 or C1C 408), the decision made al 1006 can be
based both on koowledge about the client, as well as
knowledge about clients correlated with the client.

I'inally, al 1008, instructions are provided to the client. In
some embodiments, (he instructions include manifest ype
responses from the CDC to the client. As one example,
instructions are provided to the client at 1008 when a CDC
provides a manitest to a client (e.g., 808). In some embodi-
menis the instructions are included in a message (hat will
resull in the client sending a second manilest request Lo the
CDN selected by the CDC. For example, the CDC provides
a URL to the client for the selected CDN, which redirects
{eg.. via IITTP 302 REDIRECT)Y the client 1o request a
manilesi file rom ihe selected CIIN. In oiher embodiments,
the CDC, based upon the determination made al 1004,
retrieves a manifest file from a CDN and rewrites the
retrieved manifest file (e.g., rewrites bitrate field), an sends
the updated [ile to the client. Other types of responses. such
as those [or handling crrors and lallback can also be senl. as
will be described in more detail below. In some embodi-
ments, although the client has been redirected away from the
CMS 10 communicate directly with the CDC, the CMS is
able o monilor (he status ol services of the CDC provided
by the CDC {e.g.. o detect service degradation).

Proxy Mode Integration

In proxy mode, a CMS acts as the middleman between the
viewer's video player and the CDC.L Por every video request
the CMS receives, the CMS sends. in some embodiments. a
VRI. request 1o the CDC {(which 1s used o query the C1C
and invoke the global intellipence of the CDC). Upon
receiving a response back from the CDC (e.g., priority list
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of selected CDNs, ranked), the CMS constructs a TURL for
a4 CION (e.g.. op ranked CDN in received priority list) lor the
player and sends the construeted URI. back Lo the requesting
device. An example sequence diagram below illusirales a
wotkflow for session initiation using the direct mode.

For purposes of illustration, a VRL protocol message is
sent [rom the CMS o the C1C. Any other communication
protocol. such as a privale communication protlocol. can be
nsed to query the CDC.

In some embodiments, proxy mode integration is utilized
in scenarios in which the CMS is flexible and modifiable, as
proxy mode integration climinaies additional integration lor
[ailover. and also reduces the number ol components with
which a content plaver communicates (e.g., in comparison
with the direct mode, in which a content plaver communi-
cales wilh hoth the CMS and the C1CY.

I'I¢r. 11 depiets a call Mlow used, in some embodiments. o
direet a video player (o a video source using a proxy mode.
First, as i1 the example direct mode call flow described

above, a client such as client 102 of FIG. 1 sends a request 2

lor video 1o the CMS 1102, In addition (o the video being
requested. additional inlormation aboul the user/client is
included in the request, or is otherwise obtained by the CMS
about the client. As described in FIG. 8, the additional ¢client
intormation may be limited (e.g., just an IP address, or an I
address and a User Agent siring) bul can also include a
varicly ol altribules (c.g.. client type and display sivc). As
one example, the CMS may be publicly accessible, and not
require a user to have an account to watch videos. Further,

that CMS may make use of standard video playback capa- 3

bilitics provided by a browscr application. In such a sce-
nario. limiled information aboul the client may be provided
at 1102, As another example, access to the CMS may require
a uvser account, and’or may require a customized plaver

application (hal can oblain more detailed information about 3

the user/elient and provided at 1102, In some embodiments.
the VRI. is conligured by the CMS o include (c.g. by
specitving VRL parameters) an indication of the content
sources on which the requested asset is stored (e.g., either
through URLs of the resources. aliases of the resources.
ele. The C1C will seleet an oplimal resource from the
indicated candidate resources.

In this example, instead of the CMS answering with a
VRL 1o the client (as in the direct mode described above), at
1104. the CMS builds and lorwards the VRI. w0 the CDC
(c.g.. CDC 408). In some embodiments, the VRI. is con-
structed by modityving an existing asset URL (e.g., by adding
query parameters, changing the hoswame, etc.). In some
embodiments, while the CME awaitls a response [rom the
CIC. the client’s request is bullered at the CMS.

AL 1106, upon receiving the VRI, the CDC selects a list
of preferred CDNs based on the following information: (1)
ntormation embedded in the URL (e.g., client attributes, the
sel or resources storing the content, as indicated by the CMS.

ele: (2) playback quality experienced by other similar s

clients watching at the same time; (3) a Global IP address;
(4) bitrates at which the content is encoded, and the CDNs
or origin servers where the content is stored; and (5) Global
policics such as the [raction ol clients allowed on cach CIIN.
or the maximum arrival rale of new clicnts al a given CIIN.
In one embodiment, the list contains only the CDNs that
satisty the global policies, listed in the decreasing order of
the client’s predicled perlormance when using the recoms-
mended CIN and bitrate (i.e., the CINs are ranked). The
list is then provided as a response o the CMS. In some
embodiments, instead of a list of prioritized recommenda-
Tions for content sources, a single CDN is recommended and

[

1

[
[y

40

45

La

[i1¥]

G5

14

provided as a response 1o the CMS. In some embodiments,
the CDC s conligured (o evaluale the set of resources thal
are specilled in the VRI by the CMS as sloring the conlent
{information ol which is maintained by the CMS). In some
embodiments, the resources indicated in the VRL must
match to resources that have been configured in the CDC,
and which the C1IC is conligured o monitor and collect
performance inlormation. “The resources indicated in the
VRL are then ranked/prioritized based, for example, on the
evaluation/determination described above.

At 1108, the CMS then picks a CDN from this list (e.g.,
the first CION in the list), creates an URI. lor the conlent
requesied by the client and the CDN it has selected, and
sends this URL 1o the client (1110). In some embodiments,
at 1108, the CMS picks a CDN and/or bitrate from a ranked
list o C1ONs and/or bitrates. In (umn. al 1112, the client uses
this URI. lo download the manilest [ile. Once the client
receives the manilest file. the client uses the informaiion in
this file 1o download and start plaving the video chunks.

As described above, “similar™ clients include those clients
sharing a subsel of altribules with the client making the
request. [ixamples of these attribules include: DMAL ASN,
content, content provider, device tvpe, ete. The higher the
overlap between the values of the atiributes of two clients,
the higher the “similarity™ of the clients. The quality expe-
rienced by similar elients 1s used by the CDC o aceuralely
predict the quality that the requesting client will experience
when streaming at a given bitrate and from a given CDN,

In some embodiments, in the proxy mode of integration,
VRI. integration is implemented by (he CMS making a
synchronous VIR call to the C13C Tor cach content request.
As the CMS/headed makes a direet call (o the CDC, ihe
CMS is able to monitor directly for responses from the CDC
and can, for example, timeont it no response is received. As
will be described in more detail below. in the event that such
a [ailure occurs, in some cmbodiments. the CMS 1s conlig-
ured 10 use a last good (cached) CDC response for the
requesting device tyvpe. o some embodiments, the CMS is
confipured 1o perform VRL caching (if a VRL protocol
message is used between the CMS and C1XC). which may be
used with very shorl time-to-lives (1711 sYeache expiration
timer (e.g., <1 minute per device tvpe). In some embodi-
ments i1 order to implement proxy mode integration, the
CMS 15 configured 1o handle responses of a particular type
{e.g.. JSON) from the C1C (allowing lor interoperability).
Additionally, in some embodiments, the CMS is conligured
to pass device IP addresses through to the CDC in a message
{e.9., as a query parameter of a VRL).

113, 12 illustrates an embodiment of a process lor direet-
ing a content player o a content source. In some embodi-
menis, process 12000 is performed by content distribulion
coordinator 408, As explained above, content distribution
coordinator 408 can be operated independently, ot can also
be operated by an operator ol a conlent management syslem
{c.g.. CMS 406) or other enlity. such as an operator of a
CDN. Accordingly, in some embodiments/scenarios, other
components may pertorm process 1200, instead of or in
addition to CDC 407, Further, moltiple components may
cooperale o perlorm process 1200,

The process begins at 1202, when a message is roceived
from a content management system containing information
about a client that is currently requesting content. As
explained above, the inlommation aboul the clienl can
include various atiribules and parameters about the client,
such as the device type ol the client device (e.g., sel-1op box,
mobile device (e.g., smartphone, tablet, etc.), desktop, lap-
top, smart TV, console, bluray plaver, disc plaver, streaming
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media plaver, dongle, ete.). The information about the client
can also include the streamingicontentidata plane protocol lo
be used (eag., Appledt ITUTP Live Streaming (11.8). Micro-
softi Smooth Streaming (88). Adobed ITITP Dynamic
Streaming (HDS), Progressive Download, MPEG DASH,
MSE Windows Media, ete.). The information can also
include a request identifier lor the requester and limeslamp
lor the request {e.g., that corresponds 1o the Gme when the
message was generated). The information can also include
the operating system version of the client device (e.g.,
WindowsE Operating Systemn, MacE OS5, Android®, iO5E,
WindowsH Phone. clel). 'The inlormation can also include
the public/global 1P address ol the end-user client’s device.
This can be used by the CDC 1o perform geo-location
services. The information embedded in the message can also
include a user-agent ol the video device. The information
can also include the brand of the end-user client device (e.g..
Appleit, SBamsungd, cle), device model, device [irmware
version, ete. The information can also include device con-
lectioh/connectivity information, tor example, a string that
identifies the device’s last-mile conneclion (e.g., 3¢, 4G
LT WWAN. Wilid, Satellite, Cable, ISIIN. dialup, DSI.
ETH, TX (such as T1 or T3), Frame Relay, OCX, Fixed
wireless, mobile wireless, etc.). The information can also
iclude a unique device identifier (e.g., in case device-
speeilic policies are conligured).

The information can alse include inlormation aboul the
asset. For example, the information can nelude encoding
information about the bitrates of available encodes of the

content being requested. The message can include the name 3

of the comtentfasset that the client is requesting {e.g.. the Litle
ol the assel. unique content identifier, ele.). The information
can also include information associated with the tvpe of
content being requested (e.g., on demand, live event, linear
live, event replay. download, cle.)

‘The inlormation included in the message can also include
information assoclated with the CMS. In some embodi-
ments, the message also includes a set of URLs/path names
(or any other appropriate location identifier) of CDNs/
content sources thal slore copics ol the content itlem. The
provided sel can be used an initial sel of conlent sources
from which a content source such as a CDN is selected to be
assigned to the requesting client. The set of resource paths/
TJRLs can also be ranked according to a determination of the
hest qualily resources [or a given requesting client. The
information can also include a customer id {c.g., alphanu-
meric account identifier assigned to owner of CMS that is a
customer of the CDC). The information can also include
cuslomer-speciiie key-value pairs. such as customer-specilic
metadata 1o be used [or policy control or analylics.

The information can alse include inlormation aboul the
end-user operating the requesting client device, such as
account user information, permissions, preference intorma-
tion, subscriber level (c.g., premium vs. standard). sub-

scriberfviewer identiller (e.g., obluscated value of a service s

subscriber [D) or any other appropriate atiributes.

In some embodiments, the message is a Virtual Resource
Locator (an example of which is shown in FIG. 9 and also
deseribed in more detail below), which has embedded the
information aboul the client and any other appropriate
ntormation. In some embodiments, the VR is generated by
the CMS, which converts an existing asset URL maintained
by the CMS (which may include a directory of the URI s Lo
assels on conlenl resources). Any other communication
protocol (c.g.. privale communication prolocoel) can be used
between a proxy (e.g., CMS) and server (e.g., CDC). Further
details of the VRL are described below.
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At 1204, a set of potential’candidate resources to assign 1o
the client is delermined/sclected. In some embodiments,
similar to the example ol FIG. 10, conlent source determi-
nationfassignment can include determining past perlor-
mance for a plurality of clients that are correlated (or
“similar’™) to the requesting client based on artributes of the
client (inecluded in the VRL) vsing network partitioning
lechnigues such as those deseribed above. In some embodi-
menis, the set is ranked/prioritived according 1o the deter-
mination {c.g.. quality cvaluation). Vor cxample, the VR
message received from the CMS can include a set of
URLs/paths to copies of an asset stored on various CDNs
{which may also be encoded at different bitrates). The set of
candidale resources is evaluated by the CDC and prioritized
based on the information contained in the received message.
lach candidale conlent source can be evalualed (o determine
a prioritized list of content sources and/or bitrates based at
least in part on the past performance information that was

2 previously determined.

AL 1206. instructions are sent 1o the contenl management
system indicaling a conlenl source Tor the client. Lor
example, based on the determination, a priority list of CDNs
and bitrates are sent back to the CMS in a JSON formatted
response. In some embodiments, the priority list is a
resource list with the sort order delermined by aranking [iled
priority. The list can include. for cach resource (e.g.. C1IN)
listed (e.g., with accompanying URL or alias), the priority of
the CDN, and the name of the selected CDN (e.g., from a
CDC-published list of CIDN canonical names). Upon receiv-
ing the list. the CMS is conligured (o pointdirect the
requesting client player o a CIIN in the list {e.g.. the lop
priority CDN trom the list). For example, the CMS can
create an URL for the content requested by the client and the
selected CION. and use the DRI w redirect the client Lo the
selected CIIN. In some embodiments the CMS is conligured
o [ail back o lower priorily C1I)Ns when higher priority
backends are vnavailable. Further details of the priority list
are provided below. In some embodiments, the priority list
i included in a JSON lormalted response [rom the C13C 10
the CMS. Responses lor handling errors and bad message
requests can also be sent to the CMS, as will be described
in more detail below.

FIG. 13 is a flow diagram illustrating an embodiment of
a process lor direeting a video player o a video source. In
some cmbodiments. process 1300 is perlormed by a conlent
management svstem such as CMS 406. The process beging
at 1302, when a request for content is received from a client.
In some cmbodiments. the client’s request is bulTered while
the message and instructions described below are commu-
nicaled between the CMS and a CDC whose services are
invoked. In some embodiments, error handling and fail back
measures (described in more detail below) are provided in
the event of an oulage or 4 transient [ailure.

A 1304, a message containing inlormation about the client
is sent, for example, to a content distribution coordinator
such as CDC 408. As described above, in some embodi-
ments, a VRL is constructed (e.g., by modifving an existing
assel URL. maintained by the CDC) and sent 1o the CDHC.
The VRIL has embedded various information aboul the client
device, end-user operating the client, the asset 1o be
requested, as well as any other appropriate parameters/
allribules/characteristics.

AL 1306, instructions are received indicaling a conlent
source for the client. For example, a priority 1ist can be
received from a CDC indicating a ranked list of content
resources (e.2., CDNs) and bitrates to assign to the client.
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At 1308, the client is directed to the content source. For
example. upon receiving the priority list, a URL. [or the top
priority CION in the list (Le., the CDC's recommended
sclection) is constructed and sent to the clieni. The client is
then redirected 1o the selected CDN and/or bitrate according
1o the URL. In some embodiments, fail back to a URL of a
lower priority CDN is [ormed when higher priority backends
are unavailable.

Additional Details Regarding Embodiments of Error Han-
dling and Fallback

In some embodiments, a content distribution coordinator
such as C12C 408 1s comligured (o provide crror handling and
[allback handling in the event ol errors/lailures. [n some
embodiments, a CDC is part of a control platform that
includes redundant infrastructure and is designed for high
availability withoul any single points of [ailure in the
component archilecture that serves the VRI. requests. Thus.
lor example. customer-facing {c.g.. enlity utiliving CDC
services) critical services can be prevented from being
wpacted by any planned maintenance on the CDC service.

In order 10 account lor errors/[ailures thal may oceur in
dirceling a content player Lo a contenl source (or satisfying
a VRL request), in some embodiments, the CDC andfor a
CMS are configured 1o provide tallback handling such that
the CDC integration process described above, which can
include the use o VRI s [or communication between content
delivery ceosystem components. can [all back gracelully in
the event of an outage or transient failure in processing a
VRL request. In some embodiments, fallback handling is
dependent upon the C1CYVRIL integration mode used in the
content delivery ceosyslem {e.g., direcl mode. proxy mode.
ele).

Direct Mode Fallback

In direct mode, the CMS instructs the requesting client to

redireet away [rom the CMS and 1o directly communicale 3

with the C1XC 1o retrieve conlent. In some embodiments.
even after the client is handed oll o the C1C. the CMS8 1s
configured 1o monitor the status of the services provided by
the CDC in order to detect 1o service (e.g., VRL request)
degradation and, lor example. react by temporarily bypass-
ing the VRI..'lo facilitale the monitoring, in some embodi-
ments, the CMS is provided (e.g., by the operator of the
CDC) with an application programming interface (ADPD) for
checking on the status of VRL requests to the CDC.

CDC Status Check

In some embodiments. the VRIL status API is an [T1°IP
API that provides availability monitoring for the CDC (or
control platform that the CDC may be a part of). In some
embodiments, AP responses are generaled using the same

inlrastructure as the service processing VRI. requests. Thus. s

it can be assumed/determined thal a persistent error or
Timeout in receiving a response from the VRL status AT
reflects the same impact on content plavers (eg., ATI
response error reflects a persislent error or limeowl experi-

enced by the content player in receiving a response from the s

CDC).

In some embodiments, the VRL status APl can be
accessed via an HTTD GET call, such as the example call
shown below:

htipistatus.cde.comivrl

An example of a successtul response from the ADPT is:

$ curl hup:#istatus.ede.comsvel

{“slatus™ “OK™}

b

lor example. in some embodiments. a [ailure can be
assumed if the request times out or returns an HTTD Status
Code other than 200,

[

1

[
[y

3l

40

45

.t

Gl

G5

18

For direct mode integration, monitoring agents for the
VRI. Status AP can be setup with various paramelers. One
cxample parameler is a polling timeoul, which speeilies the
lime to wail lor alier making an [TTIP GITT request on the
Statws ATT before considering the poll attempt 10 be failure.
An example value tor the polling timeout is 300 ms. Another
cxample parameler is a polling interval, which speeilies the
minimum tUme between successive calls. An example poll-
ing interval is 5 seconds. Another example parameter is a
nuber of bypass retries, which specifies a minimum num-
ber of consecutive failures that require a VRL bypass action.
An example bypass retrics value is 5.

I"allback Options

Upon detection of a CDC service degradation and that a
VRL should be bypassed (e.g., a healtl/status check failure
has oceurred), in some embodiments, [allback oplions are
provided, which include falling back 1o a delault C1IN URI..
One example fallback oplion includes using a DNS CNAMIG
change. Another example tallback option includes purging

20 cached CDN TRLs. Although the techniques can be used

individually. the two lechniques may also be applied in
tandem. as a DNS may be able 10 enloree a Canonical Name
({CNAME) change sooner than a CDN is able to perform
cache purging. Both tallback options are described below.

DNS CNAME Fallbacks

In the Tallback oplion using a 1INS CNAMIE change. the
CMS can [allback using 1INS CNAMI! via Domain Name
Swstem (DNS) changes. In some embodiments, a DNS
Canonical Name (CNAME) record is used in conjunction
with the VRI. request. "The change can then be enloreed
through a DNS system or provider 1o point the CNAMIY 1o
4 dofault [allhack CIN hosiname.

In some embodiments, DNS providers may also provide
health/status check monitoring service and the DNS pro-
vider, conligured with an appropriate [allback selup. can
implement the VRI. Status APl monitoring:

lor example. a customer (e.g., CMS operator that is a
custoer of an operator of the CDC services) can use the
following scheme:

‘ednxyz.com® is a CNAMI lor ‘vrl.m.ede.com®

In casec ol IlcalthStaius Check failures, this DNS
CNAME change can be pushed

‘cdoxvz.com’ 18 a CNAME for *xyz.defavlt-cdn.com’

DNS changes may start propagating rapidly, allowing, the
CMS o direel content players (o lallback 1o a default C1ON
LRI, without causing any client/player modilications il the
default CDN is able to serve a valid asset URL and the DNS
infrastructure honors the DNS TTLs (time-to-live). An
cxample 1INS U1 selting. which specilies a time-lo-live
selling Tor NS CNAMIS for VR, is 5 minules.

Purging Cached CDN URIs liallback Option

In the fallback option of purging cached CDN URLs, in
some environments and embodiments, a caching laver can
be used on a CIIN Lo store per-assel meladata and C1ON
URIs. This can be performed. [or example, when using an
Online Video Platform (OVT) or if video metadata pointing
to CDN URLs is also in the CDN itself. In some embodi-
ments, once a CDC is wtegrated with a CMS (eg., 1@
coordinate content disiribution o client devices). the VR1Ls
lo assels are also siored in the video metadata of CIONs. As
new content is made available, content providers can push
new files to the CDN storage and purge old content.

In some embodiments. upon delermining a service deg-
radation (c.ag., health/status cheek Tailure). metadata for a
conlent catalog can be updated 10 replace VR1s with delaull
CDN URLs. In a globally distributed cache/CDN, the
changes will propagate across various edge server locations,
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Ag described above, as DNS changes may propagate more
quickly than CIDN purges, in some ecmbodiments. the [DNS
CNAML technique can be employed in addition o using
CIIN purges.

Proxy Mode Fallback

In proxy mode integration, in which the CMS acts as a
proxy. communicaling with a ('13C on behall ol a requesting
client. [ailures may potentially oceur al various points in the
call Mlow. Por example. a [ailure may oceur in which the
CDC is unable 1o provide a priority list back 1o the CMS
(e.2., due 1o network failures). Thus, in some embodiments,
an appropriale timeoul selling can be sel for the CMS while
waliling [or a response back [rom the CDC.L lior example. a
VRL timeout setting of 500 milliseconds can be set as the
rimeout for measuring the delay between initiating the
HTTP call for a VRL and receiving a response back. In some
embodiments, the ime-oul is a lime thal the CMS should
wail [or afler making a VRI. request beflore lailing back (o
a default CDN URL (e.g., to provide to the client whose
request has been buttered at the CMS and that is awaiting a
response from the CMS). In some embodiments, both the
CMS and the C1C are conligured (o deteet and handle
errord Tailure scenarlos, examples of which are described in
further detail below,

Additional Details Regarding lmbodiments of the
VRI. Protocol

Ag described above, use of VRLs allows the use of client
allributes and capabilitics in addition o other parameters
(c.g.. CDCACMS parameters) 1o aid in decision making lor
the selectiom of an oplimal conlent source and/or bitraie lor
a requesting client (e.g., optimal video stream out of one or
more CDNs vsing one or more bitrate resolutions ).

Deseribed herein are two example versions/implementa- 3

tions ol the VRI. Protocol (which are provided in addition o
the example VRI. format described in conjunciion with LG,
9.

First Example VRL Protocol VersionTmplementation:

VRI. Request

In some embodiments, the VRI. is used o replace an
existing content asset URL (e.g., URL maintained by CMS
for assets on various CDNs/bitrates). In some embodiments,
the VRL uses query parameters 1o encode the intormation to
be used by the CDCL The query paramelers may be required.
recommended, oplional {e.g.. based on availability), cle.

VRL Format

Two example toruats for the first example version of the
VRI. are provided below. In some embodiments. the format

used depends on the (level ol) inlegration o components s

such as a CDE, CMS, and client device, andf/or the capa-
bilities/configuration of client devices, the CMS, the CDC,
etc. 10 a content delivery ecosystem.

‘The first example lormal is a query parameler based VRI.

(also referred 1o herein as a “QVRI”). which can be used s

whenever a VRL is configured 1o include query parameters
whose corresponding values are 1o be used by a CDC (eg.,
CDC-specific query parameters). This format can be used,
lor cxample, when a CMS is configured 10 modily not just
the hostname (of an existing, traditional asset URL main-
tained by the CMS from which the VRL is created), but also
add query parameters to the URL. In some embodiments,
use ol such a VRI. supports advanced [eatures such as client
authentication, CION token authentication. analylics on
assets and policy control. ele. based on cuslom parameloers.
An example of the first VRL format is provided below:
Letp[s]:/vrl.m.ede compath?queryv-params
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It query parameters cannot be eluded, a second VRL
formal (shown below). also referred 1o hercin as an
“encoded-hosiname”™ VRI. {also relerred 10 hercin as an
“IIVRI™Y, can instead be used o encode required param-
eters in the hosthame:

http[s]:/Yencoded-hostname. m.cde.com/original-path

The second lormal can be used when systems such as a
CMS atlempting o convert/modily a (raditional conlent
asset URL (that is maintained by the CMS) into a VRL
readable by the CDC are configured 1o change the Hostame
{e.., ¥ia a DNS CNAME) of the asset URL, but are not
confligured 10 modily the path or add CIC-specilic query
paramelers. Further details of how the encoded-hostname
cal be used to encapsulate information required by the CDC

3 will be provided below,

VRI. 8ive

In some cembodiments. the VRI. is constrained (© a
maximum size {(e.g.. 2048 byles). In some embodiments. il
a VRL larger than the maximum is generated (e.g., by a

20 CMS), then the VRL is truncated to the first 2048 bytes.

Thus, required paramelers should be encoded in the query-
string ahead ol other parameters (which can include optional
parameters as well).

VRL DPath

In the first example QVRL format described above, the
path is the part of a URL. that is alier the hostname and
belore the question mark that precedes the query parameters.
For encoded-hostname VRLs (HVRL example format,
above), 10 some embodiments, the existing path of the CDN
LRI is required 10 be used when constructing the path of the
VIRI..

In some embodiments, for VRI s with query parameters,
such asin the first example format (1), the path of the VRL
is configured 10 include a protocol-specific file extension, as
the VRI. may be handed ofT direetly (o a conlent player {c.g.,
in dircet mode). and the content player may require a [ile
extension. For the VRI.. the existing path ol the CDN URI.
can be used (e.2., assuming that the existing path is identical
ol all CDNs), or the following example literal values for
VRI. paths [or various video protocols can be used:

For example. lor the Appled ITTTP Live Streaming
(HLS) video protocol, an example literal value for the VRL
path is “/a.m308.”

For the MicrosoftE Smooth Streaming (S8) protocol, an
cxample literal value for a VRI. s path isfadsm/Manilest. In
some embodiments. a parameter indicaling an exira diree-
tory can be specified for when using Microsoft Smooth
Streaming.

lor the Adobei ITUTP Dynamic Streaming (11138} pro-
locol, an example literal value is “fa.[4m.”

l'or the progressive download video protocol. an example
literal valve is “Ya.mp4.”

VRL Query Parameters

In some cmbodiments. CDC-speeilic inlormation (i,
inlormation 10 be used by the C1CY included in the VRI. is
encoded in URL query parameters (e.g., QVRL format
described above). In some embodiments, the quety param-
eters include required and/or optional parameters, with cer-
lain paramelers enabling advanced leatures such as conlent
analytics, device break-downs. and custom policics.

In some embodiments, the tormation of query parameters
cal be based on a set of associated rules. One example rule
i thal cach query parameler defines a key-value pair In
some embodiments, the key is a pre-defined string (ex-
amples ol which are provided below). In some embaodi-
ments, the value is either customer-specific (e.g., CMS
operator specific) or a pre-defined enumerated value.
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Another example rule is that all query parameter values
should be properly URI. encoded {e.g.. according to TIRLS
ITTTP protocol). Another example rules is thal any non-
ASCH query parameter values musl use UTT-8 encoding.

Another example rule that can be used to govern query
parameters i1 VRLs is the requirement that each query
parameter kev be of the torm “PFX KEY,” where the “PFX”
is representalive ol a prelix lor query parameler keys, An
example defaull value for PIX is “¢3.” As VRIS can be
constructed  [rom  exisling  assel/CION URLs, in some
embodiments, it the CDN URL that is to be converted into
a VRL (e.g., the CDN URL stored by the CMS being
modified) includes query parameters that contlict with “c3”
(c.g.. which would cause a collision). the PIX can be
overridden with another prefix delined by an optional special
query-string key (c.g.. “CDC PREFIX™) 1o avold collisions.
The examples below use prefix “PFX™ “c3.”

In some embodiments, custom key-value pairs can also be
mplemented in a VRL (e.g., for different customers/entities
ulilizing C1C services). A rule can be conligured such that
cuslom key-value pairs adhere 1o a particular lorm (c.g.
“PIX.extkey™) In some embodiments, omilling required
paraneters results in an error, which can be enforced vsing
a rule validating VRLs. Example query parameters, includ-
ing required and/or oplional query parameters. lor a VR are
provided below:

PIX vr (*VRI. protocol version™): a query parameter lor
indicating the VRL protocol version being used

PFX ¢k (“eustomer kev™): a query parameter tor indicat-
g g customer kev. As one example, the valve is a 40-char-
acler alphanumeric account identifier assigned (o the cus-
omer CMS {c.g. customer using CDC services). An
example value
cick “al23456780b123456780c123456789d123456780™
{(where "“c3™ is the prefix being vsed to indicate a CDC query
paraneter key).

PIX rt (“response ype™): a query parameter lor indical-
ing response lype. Example values are “m™ for manilest
response Lype (e.g.. for manifest responses [rom the CDC in
direct mode described above) and “p™ for priority list
response (e.g., for priority list responses from the CDC in
proxy mode described above). In some embodiments the
manilest response type indicates that a manifest (Tle rom a
CION selected by the C12C should be retumed (e.g., o the
client requesting content). Additional values can be used, for
example, to specify a particular manifest type response if
more than one manilest response type s avallable {c.g.

manilest rewrite. redirection. cte.). In some embodiments. s

the priorily response lype indicates thal a ranked list of
content startup parameters (e.g., CDNs andior bitrates)
should be returned. Further details regarding responses to
VRI. requests are provided below.

PI'X.vp (“video prolocol™) a query parameler lor indi- s

cating, the data plane protocol to be nsed (e.g., streaming
protocol). Examples of data-plane video protocols include
progressive download, Apple HLS, MS Smooth Streaming,
Adobe IS, MPLHG DASIL MS Windows Media, ele. (with
unique values corresponding o cach ol the protocols).
Protocols tor other types of content (e.g., audio files, docu-
ments, etc.) can also be specified.

PI'X im (“integration mode™): a query parameter lor indi-
caling inlegration mode ol a CDC in dirceling a content
player 10 a conlent source (c.g.. direel mode. proxy mode.
etc.). As one example, the valve for the parameter is a
Boolean value that indicates whether the VRL (i.e., asset

is
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request) s sent directly from a content player of a device
{i.c.. dircet mode), or through a proxy server {e.g.. CMS or
[Teadend in proxy mode).

PLX . um (“URL. mode™): a query paramelers (or indicat-
ing URL mode. As one example, the value for the parameter
is a Boolean value that indicates whether a requested asset’s
URI. paths are identical or dillerent on various CDNs (that
the assel may be replicated on). In some embodiments. il
URL tokenization is used, the value corresponding 1o dif-
ferent asset URL paths must be selected, and the full,
tokenized URLs for each CDN provided in the query
paramelers {(e.g., using PIXrl, PUXr2. cle. deseribed in
more detail helow).

PFX .1 (“Request Identifier”): a query parameter for indi-

3 cating a vnique identifier tor the VRL request. In some

cmbodiments. this allows a conlent distribution conirol
platform such as a CDC o track every VRI. request in order
lo make an oplimivation decision. An example value [or the
query parameter is a 64-bit non-negative random decimal

20 number. The protocol can also accept two 32-bit non-

negative random decimal numbers separated by a period.
lixample supported lormats include: ¢3.ri=<64 bit-random-
number> or ¢3.ri-<32 bit-random-number>.<32-bit-ran-
dom-numbers, An example value is
“c3rl 9870543211234 or “c3.i-1234.123456789. Alter-
natively, a limestamp query parameler (deseribed below)
can be used 1o provide a unique VRI. identifler.

PFX 1s (“timestamp™): a query parameter tor indicating a
server request timestamp. An example value for the param-
cler is a Unix lipoch Umestamp in milliscconds al the
CME/CIC al the time when the player requested the video
from the CMS/CIC. This can correspond 1o the lime when
the VRL was generated.

PFX .cs (“eustom string™): a query parameter for entering
an arbilrary siring. In some cmbodiments. this is an oplional
parameler thal enables the VR requestidevice o be asso-
cialed with a particular policy {conligured on a policy engine
of a CDC, described in more detail below along with
additional details of a content distribution coordinator). An
cxample value lor the query parameter is “c3.cs=mss.”

PUXrl (“Primary/Defanlt CION Resource™): a query
parameter for specifving customer-specific primarv/detault
CDN resource (e.g., via an alias or URL) on which the
requested content is stored. In some embodiments, the query
parameler is optional iFCDN paths are identical and all C1ON
host/paths can use the same query-paramelers. In some
embodiments, this query parameter is required if CDN paths
are ditferent or require different query parameters. In some
cmbodiments. the value specilied [or the value is a valid and
complete CDN URI. pointing to the primary/delault CDN,
including cncoded inltvmation such as hostname and any
query parameters associated with the primarv/detault CDN
{e.g., tor CDN authentication). [n some embodiments, the
value corresponding o the query parameter 15 the deflaull
CDN resource (o be used as a [allback il a CHC does not
have sofficient information to make a source assignment
decision. In some embodiments, when CDN paths are dif-
terent, or URL tokenization is used on two or more CDNs
that require dillerent query parameters. the value should be
a valid and complete CDN URI. [or the primary CDN, and
should include hostname, path, and any query parameters
{e.g., CDN tokenization parameters). In some embodiments,
when CDN paths are identical, but PFXrl is required,
PI"X.r] should at least have the scheme and hosiname ol the
CDN URIL. {e.g., htipdficusiA.plivenct). PIX.rl should
correspond 1o g resource listed in the policy engine (de-
scribed in more detail below) of a CDC (where the resource
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is vsvally a prefix-match of PFXrl). For example, it the
primary/delault URI. [or an asset is: hilpdicustA. [plive.nel/
vod/1d12345/hd.m3ug, the “rl” parameter can be sel as
“cdrl=htip %3A %210 MH2licustAlplivemel  %2livad
%02Fid12345%2Fhd m3u8."” The corresponding resource in
the policy engine of the CDC can be configured in the
lollowing example manner: “Resource URL. Prefix: “hip:/
custAlplive.net™; “CIN: “AcmeCDN™; “Name: *Primary
AcmeCDN VOD" ™

PFX r2-PFX r<n> (“other CDN resource(s)™): query
paramneters nsed to specity other customer (e.g., CMS opera-
Llor/econtent owner) CON resource(s) on which the requested
asset/content 1s slored. The values may be customer-speciiic.
For example, PFX r2-PFX . r<in> can be specified to enable
muli-CDN selection (e.g., selection of CDN resource(s)
other than/in addition to the primary/delault CIIN spoeciiied
in the PI'X.rl parameler described above).

PI'X .08 (Moperaling sysiem™): a query parameler lor indi-
cating the operating system of a requesting client device. An
example valve for the query parameter is a string represent-
ing the operaling system ol a client video device. This
parameter can. lor example. include generic Android® and
derivatives.

PFX.ov (“operating system version™): a query parameter
for indicating, operating system version of the requesting
client device (e.g., [ull version number of the device's
operating system). “This parameter can also be used lor
troubleshooting/debugging, for example to detect content
delivery issues (e.g., video streaming problems) that may be
speeilic o a particular operating syslem version.

PI'X.ip (Mip address™): a query parameler lor indicating
the public/global 1P address ol an end-user’s device. In some
embodiments, specification of this parameter is required if
the integration mode is proxy mode. For example, in direct

mode. the player 1P address is directly available to the CDC 3

when the player is the enlity making the VRI. request.
However, i a proxy (such as a CME) invokes the VRI.
request on behalf of an end-user’s video plaver, the IP
address of the plaver is not directly available 1o the CDC (as
the player does nol dircetly communicale with the C1C).
The IP address ol the end-user is used by (he C1C lor
geo-location services. An example valve is “c3ip 1.23.47

PFX va (“vser agent”): a query parameter for indicating
the vser-agent of the video device, with appropriate URL-
encoding.

PI'Xb1-b9 (“streaming bitrale™): query paramelers lor
indicating (streaming) bitrates of available encodes of a
content asset (e.g., in Kbps).

PI'X an (“assel name™): a query parameler [or indicating

the assel name of a requesied assel. In some embodiments. s

4 conlent descriplion {e.g., Gie) can also be specified. A
unique content 1D and a human readable string can be
specified for this query parameter.

PI'X.dl (“device ype™): a query parameler [or indicating

the deviee type of the requesting client device. In some s

embodiments, the value corresponding to this query param-
eter is a predefined string that identifies the type of the
requesting, client device, For example, in video distribution
environmenlts, values can be speciiied [or video devices such
as sel-lop boxes, streaming devices. Inlemet-commected tele-
visions, mobile devices (e.g., smartphones or feature phones
used to watch a video in a browser or dedicated application),
consoles (c.g.. game consoles), lablet devices, persomal
computers {c.g.. desklop computers, laplops, cle.). disc
players (.., 13ulay® players used as sel-lop boxes). or any
other appropriate device. A value for unspecified types of
devices can also be specified for the query parameter.
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PFX.db (“device brand™): A query parameter tor specify-
ing & string that ideniifics the device platform manufaclurer
for the requesting device (c.g. “Appleid.” “SBamsungd®.™
cle.). In some embodiments. the device brand inlormalion
can be provided 1o other entities. For example, a business
can use the intormation to determine where 1o allocate
development (e.g., 1o the content plaver or mobile applica-
lion) and other {e.g., adverlising, partnership developmen,
cle.) resources. Such information can be made accessible via
a portal as deseribed in more detail below.

PFX.dm (“device model”): A query parameter for speci-
tving a string that idenrifies the model version of the
requesting device (e.g., “iPhone5SE™). In some embodi-
ments, this query parameler can be used (o oplimize bitrale
selection. Lior example il a device is known Lo have 720p
seroen resolution, a high bitrale stream available Tor 1080p
screens will not be selected. This information, along with
asset metadata, can also be used by other entities and third

2p parties, for example, audience research personnel, 1o drive

cditorial and programming decisions. In some embodiments,
the inlormation is available via a web portal or any other
interface provided by the CDC.

PFX.de (“device connection™): A query parameter for
specifving a requesting device’s last-mile connection. In
some embodiments. a pre-delined string value 1s specilied
for the key that identifics the last-mile connection. The
last-mile connections that can be specified include 3G, 4G,
LTE, WWAN, WiFi, satellite, cable, IDSN, dialup, DSL,
TEITL 1L, 130 Drame Relay. Fised Wireless, Mobile Wire-
less. or any other appropriate last-mile conneclion.

PIX.dl (funique deviee identifier™): A query parameter
for specitving a string that vniquely identifies a device, for
example in scenarios 10 which device-specific polices are
implemenied. In some embodiments, the device identifier
inlormation can be used [or advanced audience analylics in
order o evaluate content conswumption habils/paticms of
content consumers (e.g., on specific devices). For example,
the information can be vsed to improve programming and
cditorial decisions.

PLX v (“viewer D7) A query parameler lor specilying
a unique string that corresponds to a particular subscriber/
viewer. This value can be an obtuscated value of a service
subscriber ID (e.g., subseriber D for a subscriber of a movie
streaming service). The value associaled with this parameter
can also be used o identily viewer-specilic sessions 1o
provide customer service or analyze content consumption
patterns. In some embodiments, this information can be
provided Lo other partics 1o analyre the type ol content being
requesied. The information can be used. lor cxample, o
improve viewer relention and increase viewoership hours, as
well as advertising decisions.

PFX at (“asset type™): A query parameter for specifving a
{predelmed) string indicating the type ol conlent being
requesied. or example. in the case of video content. dil-
ferent tvpes of content that can be supported include on-
demand video, live events, linear live video content, event
replay video content, content to be downloaded, etc.

PIX el (Mclient identifier™): A query parameter lor speci-
fying a client-specilic identifier generated by the C1C
operator, it the client device has installed a monitoring
module (e.g., for providing performance/telemetry data 10
the CHC).

PLX i (“session idenlifier™): A query parameler [or speci-
[ying a sessiom-speeilic id generated by the C13C operator, il
the client device has installed a monitoring module (e.g., for
providing performancestelemetry data to the CDC).
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PFX cp: A query parameter tor specifving a URL encoded
existing path lo assel. In some embodiments. this parameler
is used when g manilest response Lype 1s expocled. In some
embodiments, the URIL. docs nol include the hosiname
{assuming that the paths of assets are identical on all CDNs)
but includes any query parameters. In some embodinents, if
any CDN authentication parameters are included, CDN
lokenivation inlormation {c.g.. scheme lype. paramelers.
shared seerets. ele.) should be provided (o the CDC, as the
C1C can be comfigured (o replace the hostname Lo construct
a final CDN URL used when providing a manitest response
{described in more detail below).

PFX ext<key> <wvalue> (“customer-specific keyv-value
pairs™): Query paramclers lor specilying any customer-
speeific metadata o be used, lor example, lor policy control
or analytics. In one example implementation. all customer-
specific kevs must be prefixed with ‘ext’ 1o distinguish them
from CDC-specific kevs. The kev and values can each be

limited to a particular size of valid UTF-8 characters. An >

example value is “c3.extservice lype=premium™ o indicale
premiwm service.

VRI. Responses

In some embodiments, aliases or URLs of CDN resource
are configured in a policy engine of a content distribution
coordinator out-of-band prior 1o the services of the CDC
heing enabled.

In some embodiments. once a C1C selects initlal session
paraneters (e.g., based on client attributes and network
partitioning ), the CDC returns an appropriate response to 8
VRI. request based on the value ol the parameter speeilying
the response lype requesled rom the CDDC. lixample
response lypes include manilest response Lypes and priorily
list response tvpes (which in turn may correspond 1o direct

mode/proxy mode integration of the CDC in a content

delivery ccosystem). which will be deseribed in Turther
detail helow.

Manitest Response Type (Direct Mode Integration)

In some embodiments, the manilest ype response is used
when a VRI. request s sent o a CDC direetly from a device
or content plaver, for example, in the direct mode of
tegration of the CDC (client directly communicates with
the CHC). In some embodiments, a manilest response Lype
can be used in the proxy mode of inlegration.

Suecessiul Manitest Type Response

In some embodiments. a CDE s conligured (o relum a s

manilest 1ile 1o a requesting client device. In other embodi-

ments, the CDC can also redirect the client device to a URL

from which the client device can retrieve a manifest file.
In some embodiments. upon delermining an appropriate

CIN selection. a C1C generates a URIL of the requested s

asset on the selected CDN (e.g., selected optinal CDN). In
some embodiments, the URL is constructed wvsing the VRL
request used to query the CDC. For example, in an encoded-
hostname format VRI. (deseribed in more detail below). the
VRI. hostname can be replaced wilth the selected CIONs
configured resource name (that is configured in a policy
engine of a CDC, and which can either be another hostname,
or 4 hostname [ollowed by a fixed PAITI string). lor VRI s
that include query parameters. a CDN URI. (lor the selected
CIONY can be oblained from a URI. specified in a resource
query parameter of the VRL, or by appending a selected
CDN's configured (in a policy engine of the CDC) resource
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name and the path/query encoded/passed i the VRL 10
generale a URL ol the asset on the sclected CDNL

In some embodiments, in a [irst manifest response Lype,
the C1C responds (Lo the client) with an I[TUTP 200 Status
Code and the appropriate master manifest file. In some
embodiments, upon generating an asset URL on a selected
CDN as deseribed above. the C1C Tetches the manifest file
al the URL, and rewriles fields ol the manilest file (c.g.,
bitrate). The CDC then sends the updated manifest [ile back
to the client device.

In other embodiments, in a second manifest response
type. the C1C responds (Lo the client) with an ITTTP 302
REDIRECTT Stalus Code with a Tocation [TTTP Ieader
pointing 1o a valid TURL tor the requested asset on the CDN
selected by the CDC. For example, the CDC can generate an
HTTP 302 to the URL generated by a CDC from a VRL
request as deseribed above. [landling of the TP 302 s
transparent o the conlent player. and the conlent player
receives a master manifest file regardless of how the CDC
handles the VRL request (i.e., the client ultimately receives
a manilest flle. whether by receiving a (rewritlen) manilest
file from the CDC as desceribed above, or through a redi-
rection by the CDC (o a CDN Lo retrieve the manilest file).

In some embodiments, it'a warning occurs for HTTD 302
redirects, an extension HTTDP header can be configured 1o
include a warning message.

Error Response

In some embodiments. in the event that an crror oceurs
while processing a VRI. request. an [TTTP Stalus code can
be used Lo indicate the crror. In some cmbodiments. a C1C
attempts to fall back to a first resource (e.g., detault
resouree) indicated in the VRL via an HTTD 302 REDI-
RECT. In the event that the C13C cannot return a wvalid
manilest fle. and ITITP Status code orror can be relumed
along with a JSON lormalted (or any other approprialely
formatted) error response (e.g., by the CDC). An example
JSON error response format is shown here:

{

“Is_crror™ true.

“error_code™: “BrrorCode”,

“error_message™: “BrrorMessageString”,

“vrl”: “The RequestVRLThatGenerated ThisResponse™

}.

The Tollowing is a lisl ol potential error scenarios or
warning conditions for the manifest response tvpe. Each
scenario is associated with a corresponding HTTT Status
code and JSON Lrror Code. The same [TTUP status code
may be returned lor more than one scenario. while the JSON
crror code may be unique lor cach scenario. In some
scenarios, no JSON text (error code) is returned.

Invalid Customer ID: an HTTP Status Code of 403
{indicaling a lorbidden reques() 1s returned. No JSON text is
relurned. In some embodiments, i a primary/delault URI . is
available and specified in the VRL (e.g., c3.rl parameter
described above in a VRL format that includes query param-
eters), the CDC responds with a redirection to the primary/
delault TIRI..

Invalid VRI. version: the VRI. version indicated in the
VRL cannot be parsed or its value is outside the range of
suppaorted versions. An HTTD Status Code of 400 (indicating
# bad request) 1s returmned. with a first JSON error code (e.g.,
“CVREODOT™.

Invalid ¥RI. hostname: the VRI. hostname cannot e
parsed or its syntax is invalid. An HTTD status code of 400
{indicating a bad request) is returned, with a second JSON
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error code (e.g., “CVRLO002™). In some embodiments, the
request is [ailed. In some embodiments, the CDC responds
with an [TTTP status code ol 404 {indicating 2 resource is not
lound) and (he request is lailed.

VRL querv-parameters cannot be parsed: A required
query parameter 1s 0ot available in the VRL, the svotax is
invalid, or extraction ol parameters embedded in the VRI.
[ailed. An ITTIP status code ol 400 is retumed. with a third
JSON error code (e.g., “CVRLODO3™),

Unsupported Parameters: In some embodiments, for a
particular customer (e.g., of the CDC operator), only a
subscl ol conligurations are supported by the C1XC. For
example. the CC may only supporl manifest Lype
responses, and thus a corresponding parameter indicating a
policy list response type would be unsupported. Supported
conligurations/parametlers can be speciflied in a policy
engine ol a CDC.L In some embodiments, the CDO responds
with an TP Status Code ol 4000,

Required resources are not available in the VRL and
resources are not confipured in the policy engine of'a CDC:
The C1C camnol generate a valid CION URI. lor the assel.
An ITUTP status code of 400 15 returned. with a Tourth JSON
error code (e.g., “CVRLOD0D4™),

Required resources are not available in the VRL and CDN
URL paths are different: The CDC cannot generate a valid
CION URIL. [or the asset. An ITTTP status code ol 400 1s
returned. with a [lth JSON crror code {e.g.. “CVREO00D5™).

Hostmame lookup tails: The VRL does not include CDC
query parameters and the Hostname CNAME lookup does
not resull in a VRI. encoded-hosiname. An [TUTP status
cade of 400 is returned. with another JSON error code (c.g..
“CVREPODOR™.

No resources are configured in the policy engine of the
CDC: This error scenario may occur i’ no resources are
conligured for a customer on a CDC {e.g.. no aliases or
URILg lor resources are conligured in a policy engine ol the
CICY. T a primary/default CDN resource is available in the
VRL (e, ¢3.rl parameter described abowve), the CDC
responds with an HTTD 302 to that TIRL and also sends a
JSON message with an error code. The CDN selection may
not be optimal in this scenario. An extension [TI°TP header
may Dbe provided that includes a warning message as
described above. In some embodiments, it no resources
(e.g., prmary/detault) are available, then content source
scleetion is not performed.

Required resources do not maleh those conligured in the
policy engine of the CDC: Multiple CDN resources are
listed in the VRL (e.g., both ¢3.rl and ¢3.r2 parameters
deseribed above). bul the sources indicaled by the CMS as

storing the requested asset do not maich any ol the resources s

conligured in the policy engine (Le., no corresponding
resource/CDN tound in CDCY. In this scenario, the response
by the CDC is a redirection of the client to the primary/
default URI. listed in the VRI. An extension [TI°TP header
may be provided that includes a waming message.

Missing, I address parameter when in proxy integration
mode: In some embodiments, the 1P address of a requesting
client device is required for both policy entorcement and
CION selection. In this scenario. il the [P address is missing
and no malching policy is [ound. the missing 1P address 1s
a valid warningferror situation, and a redirection to the
primary/default URL listed in the VRL is provided An
extension TP header may be provided that includes a
WHITLING MCSSAZe.

Cannot feteh a master manilest Gle: The CDC redirects Lo
the primarv/detanlt CDN URL even it it cannot be tetched.
In some embodiments, this is a best-eftort attempt to allow
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the client device to request the master manifest directly from
the CION as a re-lry [rom its location {c.g., a dillerent
device/geography). An extension [TUTP header may be
provided that includes a waming message.

Server Processing Error: A server side error occurred. In
some embodiments, an HTTT 500 status code (indicating an
internal server error) is returned alomg with a JSON error
code (cg.. “CVRILS0007).

Priority List Response Type

Ag deseribed above. in the proxy integration mode, in
which a proxy such as a CMS commumicates with the C12C
ol behalt of a requesting client, the CDC is configured to
respond with a priority list of CDN resources ranked, for
cxample, based on a qualily assessment (e.g., evalualion of
quality). The message sent [rom the CMS (o the C13C can be
# privale message protocol used Lo send inlormation, such as
client attributes, to the CDC. In the following example, the

20 message protocol used is the VRL protocol. In some

cmbodiments. a priorily list response Lype can be used in the
direct mode of inlegration.

In some embodiments in either a success or error scenario
for the priority list response type, the CDC is configured 10
respond with a JSON-formatted response. The CMS is in
lurn conligured (o receive and process the JSON-lormalted
response [rom the C1C (ie.. as part ol inlegration ol the
CDC with the CMS). A list of example fieldskeys in the
JSON tformatted response is provided below.

“Is_orror” key: il the associaled value is true. ‘error_code”
and ‘orror_moessage” (sce below) may also be present. 1T
lalse, the resource lisl may be present

“error_code™ kev: An error code that maps to a specific
problem.

“crror_messagd” key: A deseriplion ol the crror.

“waming_moessage’” key: A warning message that may be
generaled along with an otherwise successful respomse (e.g.,
the CDC falls back 1o a default CDN).

“resource_list” key: Ranked list of CDN resources. In
some embodiments. the first resource in the list is expected
lo provide the highest asset quality for the requesling
session. In some embodiments, the resource list is sorted in
an order determined by a ranking filed priority. In some
embodiments, the resource list includes resources aliases or
LRI s [or selected CIINS (as conligured on the CDC policy
confliguration backend). The resource list alse includes pri-
orities of the CDNs (where the CMS is expected/configured,
for example, 1o point the client 10 the top priority CDN from
the list and lail back o lower priority C1ONs only when the
higher priority backends are unavailable). In some embaodi-
menis, the resource list also includes the names ol sclected
CDNs (e.g., from a CDC published list of CDN canonical
names ).

“bitrate list™ key: An (optional) list ol sclected bitrates or
a list ol ranges of bitrales. In some embodiments, the [first
bitrate in the list is expected/determined to be the most
optimal starting bitrate. Other included bitrates are candi-
dates available for selection/switching during the litetime of
the video session. In some embodiments. this may be used
Lo resiricl Lo a subsel of bitrales available lor a particular
device type.

“vrl” kev: The VRL request that generated the response.
Repeating the VRIL in the response allows lor debugging in
the event of an error.

“priority”™ key: priority ol the specilied resource. In some
embodiments, the proxy (e.g., CMS) is configured to point
a content plaver to the top priority resource from the list. The
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CMS may tail back to a lower priority resource when the
higher priorily resowrces are not available.

“cdn” key: name ol the selected CIIN from the (C1)Cs
published list of CION canonical names (c.g.. “Akamai™
“Level3”, “Limelight”, ete.).

In some embodiments, a sorted list of bitrates 1s also
provided in the JSON formatted response.

Successlul Priority 1.ist Response

In the event of a successtul response in the prioty list
mode (Le.. proxy mode). the C1IC is conligured to respond
with an ordered list ol resources. "The list can include the
selected resource, the CDN name, and the priodty of the
resource. In some embodiments, the highest priority
resource is the recommended selection. An example of a
successlul response is provided below:

I

“is_error’™ false,

“warning, message™  “OptionalWarningMessageFor
Debugging™.

“resource_list™ |
{“resource™  htipiial.epl23.cdnl net/6044 W live.
“cdn™: “CDNL1™, “priority”: 2},
{“priority™: 1, “resource™ lutp://bb123.cdn2.net!
vod, “edn™ “CIIN27}

]‘)
“bitrate_list™; [800, 300, 1200, 2400, 32007,
™ “TheRequestVRLThatGenerated ThisRe-
sponse”
}
In the cxample JSON lormatled response above. a
resource priority list including two resources is shown. For
each resource in the list, the CDN name (any aliases/URL),

Tvpe, and priority of the resource is specified. Also specified ¥

in the above example is an identifier for the VRI. request that
generated this JSON response.

Error Response

In the event that an error occurs while processing a VRL.
request, i1 some embodiments, an appropriate HTTD Status
code is returned by the CDC with a message body that
contains a JSON-formatted message string that describes the
error scenario. An example error response 15 shown below:

{

“is_error’™ true,

“error_code: “ErrorCode™,

“ervor_message”™ “lrrorMessageSiring

“vrl™ “TheRequestV R ThatGenerated ThisResponse™

}.

The following is a list of potential error scenarios or
warning conditions for the priority list response tvpe. Each
scenario 18 associalod with a corresponding 1TTTP Status

code and JSON lirror Code. The same ITTTP stalus code s

may be returned tor more than one scenario, while the JSON
error code may be unique for each scenario. In some
scenarios, no JSON text (error code) is returned.

Invalid Customer 11X an ITTTP Stalus Code ol 403
(indicating a lorbidden request) is returned. No JSON (ext is
returned. In some embodiments, if a primarv/detaunlt URL is
available and specified in the VRL (e.g., ¢3.r]l parameter
deseribed above in a VRI. lformat that includes query param-
clers). the CDC responds with a redircetion 1o the primary/
default URI ..

Invalid VRL version: the VRL version indicated in the
VRL cannot be parsed or its value is outside the range of
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suppaorted versions. An HTTD Status Code of 400 (indicating
# bad request) 1s returmned. with a first JSON error code (e.g.,
“CVREODOT™.

Invalid ¥RI. hostname: the VRI. hostname cannot e
parsed or its syntax is invalid. An HTTD status code of 400
{indicating a bad request) is returned, with a second JSON
error code (e.g., “CVRLO00Z™). In some embodiments, the
request 15 [ailed. In some embodiments. the CDC responds
with an ITTTP status code ol 404 (indicaling 2 resource 1s nol
found) and the request s [ailed.

VRL querv-parameters cannot be parsed successtully: A
required query parameter is not available in the VRL, the
svatax is invalid, or extraction of parameters embedded in
the WRI. failed. An ITTTP staius code of 400 is returned,
with a third JSON error code {e.g.. “CVRILO0037).

Unsupported Parameters: In some cmbodiments. for a
particular customer (e.g., entity utilizing CDC services),
ouly a subset of confipurations are supported by the CDC.

2 For example, the CDC may only support manifest type

responses, and (hus a corresponding parameter indicaling a
policy list response type would be unsupported. Supported
confipurations/parameters can be specified i a policy
engine of'a CDC. In some embodiments, the CDC responds
with an HTTD Status Code of 400,

Required resources are nol available in the VRIL and
resources are nol configured in the policy engine of a C13C:
The CDC cannot generate a valid CDN URL for the asset.
An HTTP status code of 400 1s returned, with a fourth JISON
crror code {(e.g., “CVRLOG4™.

Required resources are not available in the VRI. and C1ON
URI. paths are different: The CDC cannot generale a valid
CDN URL for the asset. An HTTD status code of 400 is
returned, with a fitth JSON error code (e.g., “CVRLO005™).

No resources conligured in the C13C policy engine: This
crror seenario may oceur 1 no resources are conligured lor
# customer (e.g., no resources malching those included in the
VRL are configured in a policy engine of the CDC—
resources cal be identified using aliases/URLs). It a pri-
mary/delaull resource is specificd in the VRIL (c.g.. ¢3url
parameler deseribed above). in some embodiments, the C1C
will respond with the primarv/detault resource as the first
and only element in the returned resource priority list. The
primary/default CDN may not be the optinal CDN. An
extension [P header as deseribed above may be provided
that includes a waming message. In some embodiments. il
no resources (e.g., primary/detault) are available, then con-
tent source selection is not pertormed.

Required resources do nol maich those in the policy
cngine ol the CHC: Muliiple CIN resources are listed in the
VRI. {¢c.g.. both ¢3r1 and c3.r2 parameters deseribed above
are specified), but the sources indicated by the CMS as
storing the requested asset do not match any of the resources
configured in the policy engine {1.c.. no corresponding
resource/CION Tound in C1XC). In this scenario, the C1XC
responds with the primarvidefavlt CDN resource (e.g.,
¢3.rl) or the highest priority resources as the lone element
in a resource list. It there is a subset of matches, only those
resources are considered for the selection {e.g. invalid
resources arc ignored). An extension [P header may be
provided that includes s warning message.

Missing IP address parameter when in proxy integration
mode: [P address is required lor both policy enlorcement
and DN selection. In this scenario. il the 1P address is
missing and no matching policy is found. an error message
is sent. In some embodiments, even if the IP address is
missing, the request may still be accepted and a source
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assigninent decision is made without the II* address or its
derived geolocation atiributes.

Server Processing lirror: A server side error ocewrred. In
some embodiments, an TP 500 status code (indicating an
internal service error) is returned along with a JSON error
code (e.g., “CVRLS5000™).

Additional 1etails Regarding incoded- lostname

VRL

As described above, the encoded-hostname VRL can be
used when the asselt URIL cannot be casily replaced with a
VRI.. For example. ifa CMS is only capable of changing the
hosmame of an existing asset URL (e.g., via DNS) and
unable 1o include query parameters, the encoded-hostname
VRI. formal can be used to encode the minimal required
information in the hostmame. An example is provided below.

htip|s|:#encoded-hostname.m.ede.comioriginal-path

Where the “encoded-hostname™ has the tollowing
example tormat:

[version] [response-lype| |[video-protocol] |inlegration-

mode] [url-mode]-|customer-key| [-] [custom-siring]

The parameters of the “encoded-hosthame™ portion of this
VRL format are provided below.,

“version™ the protocol version of the VRL. Example
values include “v1.” “v2." ele.

“regponse-lype”™  the  response  ype  (c.g. manilest
response type, priorty list response type, ete.). I a value
indicative of the manitest response tvpe is specified, the

manilest file from the selected CDN s returned. [Ta priority 3

list response type is speeified. a ranked list of video startup
parameters 1s relwrned. as deseribed dbove. In some embodi-
ments, if a content protocol (e.g., video protocol) does not
nse manifest files (e.g., for progressive download), the

manilest (ile response Lype can still be specified in the case 3

that the requesting device directly communicales with the
CIC. The CHC should be conligured o use [TTTP redirec-
tion instead of a manifest rewrite (e.g., rewrite 0of a manifest
file with selected CDN and/or bitrates). Example values for
the response-lype paramcler include “m™ for manilest
response Lype and “p” lor priority lisl response Lype.
“video-protocol”™: the data-plane video protocol (for video
content). Values corresponding 1o different protocol types
can be specitied (e.g., “p™ for progressive download, “1™ for
Apple HLS, “s Tor M8 Smooth Strcaming, “d” lor Adobe
HIIS. “m™ for MPLECG DASIL “w™ WMS, “o™ lor other, cle.).
“integration-mode™: A Boolean value can be specified that
indicates whether the VRL is sent directly from a device
(t.g.. direet mode) or through a proxy server (e.g., CMS or

headend system in proxy mode). Dxample values for the s

integration-mode  parameter include “p” lor proxy mode

tegration and “d™ for direct mode integration.
“url-mode”: URL mode. For encoded hostname VRL, in

some embodiments. the URI. paths on the CIDNs must be

identical; thus, the only supported value is one that indicales s

“identical.” Example values for the uvrl-mode parameter
include 1™ for identical.

“custom-string™: an optional custom (customer-specific)
string limited (0 12 byles that can be used Lo deline CDC
polices. In some embodiments. (he value specilicd for the
paraneter is transiorned into a predefined internal tag for
policies.

“cuslomer-key™ a customoer key thatl s, [or example. a
40-characler {or 40 byles) alphanwmeric account identilier
assigned o a contentl owner (or CMS operalor).

The following are three example of valid ‘encoded-
hostmame” portions of encoded-hostname tormat VRLs™
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vZ2mpdi-
al23456789h123456789¢1 23456789d123456789 (1)
v2mldi-
al23456789b123456789¢1 234567894 123456 784-
mwelveOrLess (2)
v2mldi-
al23436789b123456780¢123456789d123456789-5th
3)

QVRL and HVRL Examples

In the following VRL examples, the prefix “¢3” isnsed 10
denole query paramelers. As deseribed above. in some
cmbodiments. a prefix iy used o avoid collisions with
potentially  conflicting paramelers/characlers in an asseld
CDN URL from which the VRL is derived.

FIG. 14 illustrates an example of a Virrwal Resource
Locator. In this example, a non-secure VRL for smooth

o Slreaming prolocol in direel mode with manilest response

type is shown. In this example. assel paths on dillerent
CDNs are identical/common. In this example. the exisling
video path to asset is preserved along with a portion of the
pre-existing query parameters (e.g., foo 1402 and bar 1404).
this  example, a custom query parameter
‘cdextservied ype=premium® (1406) is also passed in 1o
cnable traflic segmentation.

FIG. 15 illvstrates an example of a Virrwal Resource
Locator. In this example, a secure VRL for HLS protocol in
direct mode with manilest response Lype is shown. In the
cxample shown, assel paths diller between CDNs. The paths
on the CNs are in two URD -encoded CHDN URLLs 1502 and
1504, In this example, required querv-parameters ¢3.o0s
(1506), c3.rl (1508), and c3.r2 (1510) appear along with
optional parameters. [ ihe two CION URLs. the first (1502
is the default URI.. The CDC Talls back to this URI. in case
ol processing crrors.

FIG. 16 illustrates an example of a Virrwal Resource
Locator. In this example, a secure VRL for the smooth
streaming protocol In proxy mode wilh priority list response
i shown. In this example. assetl paths on different CIDNs are
identical. The public I address of the end-users” video
plaver is provided (1602).

FIG. 17 illustrates an example of a Virrwal Resource
Locator. In this example. 2 non-secure encoded hostname
VRI. in dircel integration mode with manilest response type
for progressive download, and optional custom string sth
{indicating that the requesting client device is a set-top box)
is shown. In this example, assel paths must be identical
between CDNs as shown below (e.g.. where “vod/hd.mpd™
i the commeondidentical assel path on both CIINs as shown
at 1702):

httpe/fcnstA fplive net/vod/hd.mpd (1)

httpzifeustAL T Tnwd.netvod/hd.mpd (2)

In addition, the resources should be confligured in the
policy engine of the CDC, for example, in the following
manner;

Resource:  Latp:/feustA fplive.net’vod/hd.mpd  CDN:
Leveld Name: 1.3
Resource:  hitpifeustAll Tnwdonetivod/hd.mpd CION:

Limelight Name: LL
Resource Override Mode: Enabled
Galeway Action: [TUTP REDIRICTT
Sceond lixample VRI. Protocol Version/Implementation:
As deseribed above, the use ol VRI s allows Tor the usc of
client attributes and capabilities in addition to CDC-side
parameters 1o aid in decision making for the selection of the
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optimal one or more CDNs andfor one or more optimal
bilrales for requested conlent.

In some embodiments. the VRI. specilics how an asset
should be played based on the recommendation ol a CDC
(e.g.. by selecting an optinal CDN andfor  bitrate).
Described below is a second example VRL protocol version!
implementation. which includes two example VRI. lormats.
use of which can depend on Taclors such as the inlegration
mode of a C1C with a CMY0VP {c.g. direel mode or
proxy mode).

VRL Format:

The [lirst example [ormal of this version ol the VRI.
protocol is referred o herein as a “lHostOnly™ VR In this
example, the HostOnly VRL involves changing the host-
name of the CDN URL. An example of the HostOnly VRL
format is shown below:

htip|s | =1s<rs<i=<pe<vi-<eusiomerid>m.cde.com!

<edn-path-lo-asscl>

The second example format of this version of the VRL
protocol is referred to herein as a “Full” VRL. In this
example. the lull VRI is used in scenarios where the CMS
is comnilgured (o modily not omly the hostname of an existing
CION URL.. bul also add query paramelers 1o the URL. In
some embodiments, the Full VRL supports advanced fea-
Tures such as client authentication, CDN token authentica-
Lion, analylics on assels, and policy contrel based on custom
parameters. An example of the Lull VRI. format is shown
below:

lutp[s]:éftzapmds<pravm—<customerid>m.cde.com/

a<extun>[/Manifest] *<required-and-optional-query-pa- 3

ramaelers=
A shown in the example lormats above, while the
hostmame portion (described in more detail below) of both
HostOnly and Full VRLs is identical in both formats, the

Full VRL includes the presence of an asset with extension 3

and query parameloers.

Hostname and Path Parameters for HostOnly and
Full VRLs

The following is a lisl ol example hostnames and path
parameters tor HostOoly and Full VRLs, The examples
shown below include required/optional hosthame and path
parameters that may be applicable 10 one or both of Hos-
10nly and Lull VR1s. They keys listed below correspond Lo
the keys shown in the example HostOnly and L'ull VRI.
format examples provided above.

“VRL Type™ key: <t=. A parameter tor specifving/indi-
caling whether the VR is ol type “1HostOnly™ or “Liull.” In

some embodiments, this is a required parameter thal s 5

applicable 1o both HostOnly and Full VRI 5. Ixample values
for the key “<1>" include “h” for indicating a HostOnly
VRL, and “f' for indicating a Full VRL.

“Response Action™ key: <r=. A parameler [or specilying/

indicating whether the CDC will redireet a client o the s

selected CDN's URL, will fetch and rewrite manifest files
{to be returned to the client), tor example in direct mode, or
return a ranked priority list of initial CDNs and/or bitrates
(c.g. in proxy mode). In some embodiments, this is a
required parameler thal is applicable o both TostOnly and
Full VRLs. Example values for the kev “<r>" include “d™
for indicating redirect response, “w”™ for indicating rewrite
response. and “p” lor indicatling priority list response.”
“Integration Mode™: key <iz: A parameter lor specilying/
indicating how a requesting client is requesting an asscl, for
example, via a CMS acting as a proxy (e.g., proxy mode), or
directly from a CDC (e.g., direct mode). In some embodi-

[

1

40

45

Gl

G5

34
ments, this is a required parameter that is applicable 1o both
[TestOnly and ull VREs. Hxample values lor the key “<i»"

include *“p” lor indicating proxy mode and “d™ [or indicaling
dircet mode.

“Streaming Protocol™ kev: <p>. A parameter for speci-
tving/indicating a data-plane protocol tor delivering an asset
{c.g.. data-plane video streaming protocol). In some embodi-
menis, this is a required parameter applicable o both |los-
tOnly and Full VRLs, Example values for the key “<p>"
include “p™ for indicating progressive download, *i” for
indicating Apple® HLS, “s” for indicating Microsoft®
smooth streaming. “d” lor indicating Adobedd T8, “m™ lor
indicating “MPIIG DASIL™ “w™ lor indicating WMS, and
“o” tor indicating other streaming, protocols without corre-
sponding, identifiers.

“WRI. Protocol Version™: key <v>. A parameler [or speci-
fying/indicating the protocol version ol the VRI. being used
lo request an assel. In some cmbodiments. this is a required

parameter applicable to both HostOnly and Full VRLs.

20 Example valves for the key “<v>" include alphanumeric

values for indicaling the protocol version (e.g., “17.

“Customer 11D key:<customerid>. A parameler [or
specifving/indicating a customer (o1 the services of a CDC).
In some embodiments, this is a required parameter appli-
cable 1o both HostOnly and Full VRLs. In some embodi-
ments, the value is a customer specilic identilier siring
assigned by the CDO operator [or cach customer account. In
some embodiments, the valve for the customer id has a
maximum length (e.g., 40 characters).

“CDN Path to Asset”™ key <cdn-path-lo-assel>. A param-
cler lor specilying/indicating the [ull path o an asscel on the
indicated CDN, including any querying paramelers. In some
embodiments, this is a required parameter applicable 1o
HostOnly VRLs (as shown in the example HostOnly format
above). In some embodiments. i query parameters are
included in the path. the included query parameters will be
preserved. [nosome embodiments, the cdn path o the assel
assumes that the paths of assets are identical across all CDNs
(known to the CDCY. In some embodiments, if' the original
CDN URI. [rom which the IostOnly VRI. is generated
includes any CDN authenticalion  paramelers. in some
embodiments, CND tokens are generating using the CND
hostname first, then replaced with the CDC VRL hosthame
while preserving the remaining portion of the “<cdn-path-
lo-assel=,” including the token parameters. In some embodi-
menis, C1IN hostname resources conligured on the C1C are
identical to those used in generating the authentication
tokens (otherwise the CDC generated CDN URL will be
rejected by the CIIN).

“liile Iixtension™: key <iextn>. A parameter for specilyingd
indicating a [ile exlension for an assel. In some embodi-
ments, this is a required parameter applicable to Full VRLs,
In some embodiments, tor particular streaming protocols, it
is required lor the URL ultimately handed (o a content player
o have a speeilic [ile exlension {e.g.. “.m3uf” lor Applei:
HLS). In some embodiments, the CDC is confipured 1o
honor any other file extension as long as the content plaver
is contigured 1o play the recerved URL. Example values for
the <icxtn> key include “mpd™ for progressive download,
“m3uB” lor Apple® 118, “[H4m” lor Adobei 1138, and
“ism” for Microsott® smooth streaming,

Kev: “[/Manitest]”. A parameter for specifving/indicating
an exlra directory. In some embodiments, this 1s an oplional
parameler applicable wo the Full VRI. [ormat, and 1s used lor
specilic streaming protocols  {e.g., Microsoltid smooth
streaming protocol, where the kev <p= described above has
a corresponding value of “s”).



US 10,848,540 Bl

35

Query Parameters for Full VRLs

Ag described above, lull VRI s, in contrast o ostOnly
YRI5 are conligured o include query paramelers. In some
embodiments, the values of the query paramelers should be
URL Sate or properly URL encoded. A list of example query
parameters/kevs for Full VRLs is described below, including
bhoth optional and required parameters. In some embodi-
moents. required parameters thal will be described below
such as original primary CDN URL, original secondary
CDN URL, etc. are required (e.g., by a CDC) to be passed
for successtul service delivery. In some embodiments, some
optiomal parameters, such as assel name. device Lype. or
cuslom  paramelers  should be  provided for cnabling
advanced features such as content analyvtics, device break-
downs, custom policies, ete. In some embodiments, the
parameters’keys  deseribed  below are included in the
“zrequircd-and-oplional-query-parameters>" portion ol the
Full ¥RI. lormal example shown above, ollowing the <77,

“CDN Path to Asset™: Key: “cp”. A parameter for speci-
fving a URL encoded existing CDN Path to asset that does
not include the hostname, bul includes any query paramelers
(of the existing CION URI /path). In some embodiments. this
is equivalent 1o the HostOnly VRL's “cdn-path-to-asset™
field, and also assumes that the paths of assets are identical
across all CDNs. In some embodiments, specification of the
“ep” parameter is mulually exclusive with the specilication
of the “rl,” *r2,” cle. paramelers described below. which are
used for specifving the aliases 10 a CDN or the valid and
complete URL for CDN resources. In some embodiments, if

any C1IN authentication parameters are included. the CMS 2

is required Lo share CDN lokenivation information (c.g..
scheme bype. paramelers. shared seerels, ele)) with the C1C.
as the CDC will replace the hostname to construet the final
CDN TRL. In some embodiments, the “ep™ parameter is a

required paramcler. In some embodiments. the customer- 3

speeific value lor this parameter is specified or when the
response aclion specificd in the VRIL {c.g.. using the <v>
response Type parameter’kev described above) is HTTD
redirect of manitest rewrite, and is not specified when the
response action 1s the relurn of a priority st

“Primary CDN Resource™ Key: “r17. A parameler for
specitving a primary CDN resource. In some embodiments,
this kev is wvtilized for redirect, manifest rewrite response,
and priority response actions.

In the case where redireel or manilest rewrile response
aclioms are specilled, in some embodiments. the value speci-
fied for this key is a valid and complete CDN URL pointing
1o the primary default CDN, including hostname and any
existing query parameters lor the CDN (e, CDN authen-

licatlon paramclers). In some embodiments, the value lor s

-

this paramcler should be [ully URI. encoded (c.g..
encoded), 50 as 1o stay disambiguated from the VRLs query
parameters, [n some embodiments, the resource without the

asset-specilic portion ol the URI. should match 1o the

corresponding resource conligured on the C1XC policy s

engine. In some embodiments, the “rl™ parameter/key is a
required parameter. [n some embodiments, there may be a
maximum supported for the valve specified for the param-
cler (eg., 312 characlers). In some embodiments, this
parameter s mutually exclusive with the “ep™ parameler
described above, and may be vsed when the CDN paths of
assets are different on one or more CDNs storing the
requested assel. An example of an “rl1™ value is hitp:d/
cpl234.akamai.netondemand/1 23 78/myvideo.m3uf.

In some cmbodiments. in the case ol a priority list
response action being specified, the alias to a CDN or the
valid and complete URL for a CDN resource is specified for

[

1

[
[y

40

45

Gl

G5

36

the parameter. It's URL is specified, then the URL should be
URI. sale. In some embodimenis, the resource with the
asscl-specilic portion ol the URI. should be identical o the
corresponding  resource configured on the CDC policy
engine. For example, “r1” AKAMAT (alias) or “rl™ “hrtp:/
cpl 234 akamai.net/ondemand/1 2378/ myvideo. m3ug™
{URL). In some embodiments. there may be a maximum
supporled for the value specilied lor the parameler (c.g.. 512
characters).

“{nher CDN Resource URLs™: Lkev “r2 , 3,
r<p= ... " One or more parameters tor specifving other
CDN resource URLs (in addition to rl primary/delaull
CIN).

In the scenario in which redirect or manifest rewrite
respolse actions are requested/specified (e.g., vsing <"
response lype paramoeler deseribed above). in some embaodi-
ments, the values for the parameters include valid and
complete CDN URILs pointing to other, non-primary/de laull
CDNs, including hostname and any existing query param-

2y eters of the CDN URLs (e.g., CDN authentication param-

clers)., In some cmbodiments. the URLs should be [ully
URI —encoded (e.g.. Y-encoded), so as o slay disambigu-
ated from the query parameters of the VRL. In some
embodiments, the resource without the asset-specific portion
of the URL should match to the corresponding resource
configured on the CDC policy engine. In some embaodi-
ments, “r27 s required o be sent in addition o “r1™ in order
to allow the CDN to be able to select between more than one
CDN resource.

In the scenario in which a priority list response action is
o be taken. the alias o a CION or the valid and complete
URI. Tor a CON resource is specilied lor the parameter. 1 a
URL is specified, then the URL should be URL sate. In some
embodiments, the resource with the asset-specitic portion of
the URI. should be identical 1o the corresponding resource
configured on the CDC policy engine. In some embaodi-
ments, “r27 s required o be sent in addition o “r1™ in order
to allow the CDN to be able to select between more than one
CDN resource. An example of a valve for the r<n> param-
cler 1s ran>=[.1VEL3 (alias) or r<nz=hip:/bb1234-
vod hds.adaptive.level3met.

“Available bitrates™ key “bl , b2 ... b= ... "
Parameters for specifving available bitrates (in which an
requested asset is encoded, e.g., in Kbps). In some embodi-
menis, these parameters are a candidale list ol bitrates
available lor the requested assel. In some embodiments, il
provided, “b1™ (first bitrate listed in the list) should include
the default starting bitrate. In some embodiments further
bitrates (e.g., “b27 . . . “b=n>") arc oplional.

“IP address™: key “ip™. A parameler [or specilying the ip
address ol a client device. An example value is a dotled
decimal IPv4 (or v6) address of devices that do not tallc
directly 1o the CDC, but via a proxy (e.g., in proxy mode)
such as @ CMS/OVP thal serves as a proxy server belwoeen
the client and the CDCL In some embodiments. this param-
eter is required for proxy mode, but optional for direct mode.

“Asset Name™ key “an”. An optional parameter, for
specifving a URL encoded asset name. This can include a
deseription ol the requested assel {e.g., a tlitle). In some
cmbodiments. il this parameler is speeified. the value for the
parameter can be vsed to enable advanced audience and
analysis and vsed to drive editorial decisions. For example,
most popular content can be kept on the front page ol a CMS8
portal {that a client first accesses lor seleeting conlent) 1o
drive increased (raffic and minutes-viewed. In some embodi-
ments, the parameter value is associated with a maximum
length (e.g., 127 bytes).
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“Device type™: kev “dt™. An optional parameter for speci-
[ying the deviee type ol the requesting client. lixample
values include strings [or specifying whether the device Lype
is a setlop device (v.g., streaming device. such ag cable
settop box, Roku®, Apple® TV, etc.), a TV (e.g., Internet
connected smart TV used to watch online video via a
browser or dedicated application), a mobile device (e.g.,
smariphone or feature phone used o view conlent cither
through a browser or a dedicaled application), a console
device {e.g.. consoles such as Xbox i, Wik, PS4, cle, a
tablet (e.g., tablet device such as Apple® iPad, Amazon®
Kindle Fire, ete.), a PC (e.g., desktop computer or laptop),
a blurav/disc plaver (e.g., devices that can be used as both
4 dise player and a sellop box), or any other appropriale
device (a string value may be specilied lor unspecified types
ol devices).

“Device Brand™: key: “db”. An optional string parameter
for specifving the name of the brand of the requesting client

device. For example, “Microsoft®,” “Apple®.” “Sam- :

sungd” cle. In some embodiments, presence of this param-
cler allows a CIC (o determine popular devices. In some
embodiments, the parameter value is associated with a
maximum length (e.g., 64 hytes).

“Device Model™: key: “dm”™. An optional string parameter
lor specilying a device model. Presence ol this parameler
can be used by a C1C o determine an oplimized bitrale
selection. For example, if a device has a display resolution
of 720p, a high bitate stream for 1080p resolution is not

scleeted by the C1IC. In some embodiments. the parameler 3

value is associaled with a maximum length (e.g.. 64 byies).

“Device version™ key: “dv”. An oplional string parameler
for specitving the firmware version of the requesting device.
In some embodiments, the parameter value is associated
with a maximum length {c.g.. 64 byles).

“lasl Mile Conneetion™: key: “de”. An oplional param-
cler lor specilying the last mile connection of a deviee. 1T
specified, this parameter can be nsed in making operation
decisions regarding the number of bitrates per video asset,
optimizing delivery and storage costs. ele. Vixample values
include “10ITL™ <181 “Wili,” “3(7 “4¢5, “L114" ele.

“Device identifier”: key: “di”. An optional parameter tor
specitving a unique identifier for the requesting client device
{e.g., UDID for iOS devices). Values for this parameter can
be aggregaled across all sessions lor particular viewoers.
allowing an understanding ol viewing patlems on specilic
devices.

“Viewer ID™: key “vi”. An optional parameter/string, tor
uniquely identifying a subscriber/viewer, In some embodi-

ments. the value for this parameler is an obluscated valuc ol s

4 service subseriber id {e.g., id ol user ol a movie service).
In some embodiments, the parameter value is associated
with a maximum length {e.g., 127 bvtes).

“Assel Type™ key “at”™. An oplional string parameter lor

speeilying the type ol the requested conlent. Values include s

“ON_DEMAND,” “LIVE_EVENT,” “LINEAR_LIVE”
“EVENT_REPLAY,” “DOWNLOAD,” “OTHER.”

“Operating Svstem™ kev “0s”. An optional parameter tor
speeilying the operating system ol a device used (o play the
requested conlent (eg.. Linux. Windows, cle.). In some
embodiments, the parameter value is associated with a
maximum length (e.g., 64 hytes).

“08 version™ key “ov™. An optional parameler [or speci-
[ying (c.g., via a string value) the (Tull) version number ol
the requesting device's operating system.”™ In some embodi-
ments, the parameter value is associated with 8 maximum
length (e.2., 64 bytes).

[

1

40

45

[i1¥]

G5

38

“Client ID™: key “ci”. An optional parameter for speci-
fying (c.g. via four. 4 byle integers) a client-speciile 11
generaled by the CDCL T the elient device is conligured. lor
cxample, with a moniloring module (hal communicales
directly with the CDC.

“Session 1137 key “si”. An oplional parameter lor speci-
tving (e.g., ¥via a 4-byte integer) a session-specific that is
generated by the CDC, if the client device is configured, for
example, with a mwonitoring module that communicates
directly with the CDC.

Key “ex.<key==<valuc>": Oplional parameters [or speci-
[ying customer specilic key-value pairs. Multiple key-values
pairs can be supporled. In some embodiments. any customer
{e.g., CMS/OVS) specific metadata o be nsed by the CDC
can be specified vsing these parameters. In some embodi-
ments, customer-specific parameters are required to have a
prefix (c.g.. “cx” as in this example) o distinguish them
from (he query parameters ol the VRI. protocol. In some
cmbodiments. the “key™ and “value™ ol cach pair are con-
figured to include valid Unicode characters such that the
total byte length does not exceed a maximum byte length

c.g.. 64 byles). [n the case ol mon-ASCH Unicode characters,
more than 1 byle may be used lor cach characler. lior

cxample, when specilying the customer specilic key “ser-
viceTvpe,” the following kev-value pair can be specified,
“cxserviceTvpe AcmeType”

VRL Responses

In some embodiments, all CDN resources (e.g., aliases or
URLs to be specified in VRL requests) are configured on the
CDC (eg., in a CDC policy engine) out-of-band, prior 1o
cnabling the service.

In some embodiments, upon making a decision regarding
an optimal CIN andf/or bitrate. the CDC takes an appropri-
ale aclion based on (he “response aclion™  paramoeler
described above (“<r>" parameter’key in HostOaly and Full
VRL examples above). The actions taken inclide those
described below.

Response Action HTTT Redirect (d) or Manifest Rewrite
(w)

It a HTTP redirect or manitest rewrite action is specified,
the CIC 1irst generates the URI. of the assel on the selecled
CDN. In the case in which a [ostOnly VRI. request was
sent. the C1C replaces the VRIL hostname with (he selecled
CDN’s configured resource name (which can either be
another hostname, or a hosthame tollowed by a fixed PATH
string). It a Full VRL request was sent, the CDN URL is
obtained from the URI. passed in through the corresponding
query paramcter “rl,)” “r<n="" or in the case that the “cp”
parameter was passed, by appending the selected CDN’s
configured resource name and the path/query passed in via
the “ep™ parameler. In some cmbodiments. once the assel
LRI is constructed, the CDC redirects the client o the assel
by cither (17 generating a ITITP 302 1o the URL (Le. ITUTP
redirect) or (2) fetching the manifest file thom the TIRL,
re-writing fields of the manifest file (e.g., bitrate) and
sending the updated file back 1o the client (1.c.. manilest
rewrile).

Response Action=Priority 1.ist {p)

Il a priority list response action type is specilied, the C1C
sends an ordered list ol CIONs and Bitrates back (o the CMS
{that is acting as a proxy between the client and the CDC).
The following is an example format of a priorty list
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response, including an ordered list of CDNs and Bitrates in
a JSON responsc.
{
e 0,
“h1™: [500, 300, 12001],
“rl™
[
{
“r't hip:Hal.epl 2345 akamai net/60449/onde-
mand,

o YAKAMATY,
2

“pr L.

http:ibb 1234 [plive.netivod,
I EA Y e

o
'
o
}
1
]

In this example format, “e” indicates an crror code [rom
the C13C. An ervor code of “07 indicales that the request was
processed successlully. In this example, “bl™ indicales a
sorted list of bitrates, where, in some embodiments, the first
bitrate is the selected starting bitrate. In this example, “b™
indicates the numerical bitrate (g, in Kbps). In some
embodiments, the bitrate is an inleger (e.g.. 300, 3600, c1e.).
which will be a candidate bitrale {in a sel ol candidale
bitrates) that is passed by the CDC (to a CMS5). In this
example, “r1™ refers to a resource list with a sort order
determined by a ranking filed priority. Within the resource
list, “r" indicates a resource alias or URI. lor the selecled.
which can be conligured by the policy conliguration engine
ol a C13C. In this example, “p” indicales the priority of the
CDN. As described above, in some embodiments, a CMS is
expected to point a client to the top priority (e.g., “p” 1"
CDN from the list and tail back 1o lower priority CDNs
when higher priority conlent sources are unavailable. In this
example. “¢” indicates the name ol the selected CIDN. which
may be retumed from a CDC published list ol C1DN canoni-
cal names {e.g., “"AKAMAT", “LEVEL3", “LIMELIGHT",
ete.).

The tollowing is an example format of an error response
in the case of errors:

{

“e™ 1,
“m™; “Failed to find customer id™

In this example format, “c” indicates an crror code [rom 5

the C1XC. In this example, “m” indicales an crror message in
the case of failure. In this example, the error message
indicates that the CDC was unable to find a customer id in
the VRI. request

Error Handling, for Bad VRL Requests

The following is a list of example error conditions and
error respomses 16 bad VRI. requests are received by the
10,

For both Full and HostOnly VRLs, it the hosthame of a
received VRL is not according to a specification (i.e. the
VR s nol of the lormal *<l<re<iz<proy-xym.oede-
com”). then the C1C responds. lor example, with an ITT°IP
404 (not Tound)y error response. Thus. 1 the VR request
cannot be properly parsed, then the request is failed. This
allows the error 10 be made immediately visible (e.z., to

[

40

CMS). As the request is immediately tailed, other types of
inappropriate/incompatible responses rom the CDC will be
prevenled rom being sent.

For HostOnly VRIs. il a customer 113 s not found. the
CD(C is configured to return, for example, an HTT 400 (bad
request) error response.

For Full VRLs, it a customer ID is not found, then the
CDC s conligured (o respond with cither an ITTTP 400 (bad

_ request) or redireel. Dor example. il the “r1™ parameter
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deseribed above 1s specified. an ITITP redireet to the URIL
specitied 11 “r1™ can be returned as a response. Otherwise,
the request is failed.

For both Full and HostOaly VRLs, if parameters in the
VRI. are unsupported. in some embodiments, the C13C iy
configured 1o provide an ITTTP 400 (bad request) crror
response. In some embodiments, for particular cusiomoers of
the CDC (or entities vtilizing the services of the CDC) only
a subset of the total supported configurations are supported.

For HostOnly VRL requests, if no resources are config-
ured lor the customer ol the C1C {e.g.. CMS/OVP operator,
conlent owner, ele.) in the CDC policy engine, then. in some
embodiments, an HT'TT 400 (bad request) error response is
provided by the CDC. As no resources are available, no
selection can be done.

For lull ¥RI. requests. il no resources are conligured lor
the cuslomer of the CDE (e, CMB/OVE operator, conlent
owner, etc.), the CDC is configured, in some embodiments,
to return either an HTTD 400 (bad request) error response,
or a redireet 1o the URL specified in the “rl™ parameler. il
specilied.

For Full ¥RI. requests. il required parameters “ep”™ and
{mutually exclusive) “rl,” “r2,” etc. are missing, the CD{C is
configured, in some embodiments, 1o return either an HTTD
400 (bad request) error responses. or a redireet o the URLL
specilied in the “rl” parameter. il specilied.

For ull ¥RI s, an error response is provided il both “cp™
and “r1” andfor “r2" parameters are specified. In the event
of this scenario, the “cp” parameter is ignored by the CDC.

For FFull ¥REs, il “r17 and “r2™ are specilied. but do not
maich any of the resources conligured in the policy engine
of the CDC, the CDC is confignred to determine that there
is an error. In some embodiments, an HTTP 302 (redirect) 10
the TIRL specified for the “r1™ parameter is pertormed.

For Full ¥RIs. il proxy mode is specilicd. bul the
required “ip™ (IP address) parameler is missing. a redirection
to the URL specified in “rl1™ is performed. IF “cp™ is
specitied, a redirect 1o the detiult resource of that customer
{as specilled in the CDC), with the path specified in the Yep”
appended, is returned.

I'or both I'ull and [lostOnly VR s, il the CDC is unable
to ferch any of the manifest files for manitest rewrite (E.g.,
due 1o network issuve at CDC), then, in some embodiments,
the C1C s conligured to respond with an IT17TP 302
fredirect). The customer s redirceled o the selecled
resource’s manifest file, causing the client, for example, 10
attempt a re-try for requesting the content.

For Full VRLs, it the resources specified in “rd™ “r<n="
paramelers do not mateh any resources conligured in the
CDE, i some embodiments, those invalid resources are
ignored by the CDC.

For Full ¥VRLs, if' invalid device parameters (such as
device brand, device maodel, device firmware version, device
last mile connection. operaling syslem. operaling syslem
version. eley are deiecled. in some embodiments, the C1C
is configured to ignore the invalid parameters and does not
vse those parameters for resource selection.



US 10,848,540 Bl

41

For Full VRLs, it an invalid client id or invalid session id
is delecled, in some embodiments, those paramelers are
ignored by the CDC.

HostOnly and Full VRL Examples

IIG. 18 illustrales an example of a Virlual Resource
lLocalor. In this example, a [ostOnly (h) (1802) VRI. is
shown, requesting a redirect (d) (1804) to the best CDN,
contacting the CDC directly (d) (1806) without a proxy, and
using the progressive (p) (1808) download protocol. In this
example. the path afler the hostname is identical (o the CDN
URI..

FIG. 19 illustrates an example of a Virtnal Resource
Locator. In this example, a Full (1) (1902) VRL is shown,
requesting a manilest rewrile (w) (1904). contacting the
CC through a CMS proxy (p) (1906). and using the
Appleiv TS (1) (1908 prolocol. The query parameter “rl™
(1910) is a URL encoded version of the original TTRL on a
first CDN, and “r2” (1912) is s URL encoded version of the
original URI. on a second CON. The “ip™ parameter (1914)
is the IP address of the end device streaming the video.
which is an Apple® iPad Mini tablet (1916) attempting, to
watch the asset “coolmovie” (1918) over the premiumplus
service (1920).

Additional Detail Regarding I'mbodiments of the Content
Distribution Coordinator

Welb Portal

In some embodiments, a content distribution coordinator

such as (C13C 408 includes a portal by which entitics, third 2

partics, cusiomers ol the C12C. cle. can access information
regarding content distribution. For example. information
about the various clients embedded in VRL requests (e.g.,
encoded 10 query parameters) or collected via monitoring

modules {deseribed below) can be provided via an interlace 3

1 be used by the entitics. As one example. information
collected from clients can be used o perlorm traflic scg-
mentation, aid in performing advertising decisions (e.g., by
determining popular device types, asset types, efc.), etec.

Policy I'ngine Conliguration

In some embodimenis, a conlent distribution coordinalor
such as CDC 408 includes a policy engine in which policies,
such as multi-CDN polices, can be configured to determine
how the CDC manages content sources such as CDNs. For
example. multi-CHDN policics can be conligured o manage
trallic across CDNs, provision new CDNg, remove existing
ones from a content deliver ecosystem/environment, efc.
Other example s of policies include the global policies
deseribed in conjunction with VIGE. 8 and 11, In addition.

resources such as CIINs can be conligured in the policy s

engine as well.

In some embodiments CDN resources (aliases or URLs)
are also confipured in the policy engine. For example, the
resources when conligured in the policy cngine. are known

1 the CDC and can be monitored {e.g.. o perform source s

assigninent via hetworl partitioning as described above).
When a VRL request is received by the CDC, asset paths/
URLs for resources included in the VRL request (ie.,
resources indicaled by the CMS as storing the requested
assel) can be matched against the resources conligured in the
policy engine of the CDC. The CDC can then select an
optimal CDN from the indicated resources by evaluating, the
malching resources the CDC is conligured to monilor. For
example. when requesting content. a client player commu-
nicates with a CMS/headed. where (the CMS maintains a
mapping of the resources/CDNs on which content assets
{and various bitrate encodes) are stored. The VRL con-
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structed by the CDN can then include the set of resources
{URL s andfor asset paths of C1INs) on which a requested
asscl is stored. When the CDC receives the VRIL. the sel of
resources provided by the CMS is matched with the
resources published/configured on the CDC (i.e., that the
CDC is aware of and maintains knowledge about a corre-
spomding resouree). Those resources can be evalualed {e.g.,
the streaming quality ol clients connecled (0 a particular
CDN) 1o select an optimal CDN and/or bitrate to assign 1o
the requesting client. An example configuration is described
above in conjunction with FIG. 17.

Ay deseribed above. depending on the integration mode
{e.g.. direct or proxy), the CDC may need o generaie the [ull
CDNURL (or content souree URL ) for a content asset using
information passed in via a VRL request (or from a request
using any other appropriale communication prolocol). In
some embodiments. a storage direelory structure ol a CION
s required 1o correspond 1o the set of CION resources

configured in the CDC. An example form of a configured

20 resource W the policy engine of the CDC is the following:

http:# [ully.qualificd.domainname

The resource can also include a portion ol the path, which
may be needed when different resources exist on the same
CDN. For example:

htpe/fenst.ednl .comfondemand or

hitpzéfeust.ednl .com/flive

In some embodiments, the resource s required 10 be a
prefix to the full asset URL that is passed i quety param-
eters of the VRL generated by the CMS (e.g., in the ¢3.rl,
¢3.r2 paramelers encoded inoa VRI).

In some embodiments. the policy engine 1s also conlig-
ured 1o store nlormation assoclated with conligurations ol
entities utilizing the services of the CDC (e.g., customers of
the CDC). This can include configurations tor the entity that
are supporled by the C1C. The conligurations can speeily,
for example. the types of parameters supported by the C1C
for a particular client {(c.g., only manilest response Lype,
HTTP redirect, ete. tor a particular customer).

Receiving Status Information

I 200 is an lustration of an enviromment in which
status inlormation is received and processed. In particular,
clients included in the environment provide periodic status
reports (also referred to as “heartbeats™) containing telem-
elty data to a content distribution such as CDC 408. In
various embodiments. the services provided by the conlent
distribution coordinator are implemented across a scalable
infrastructure, particularly in embodiments where telemetry
data is received from many clients. In the example shown,
the clements contained within dashed region 2002 collee-
lively provide the [unctionality ol content distribulion coor-
dinator 408. iach of the layers {c.g.. dispatcher layer 20200
is horizontally scalable and their respective components can
be implemented on standard commercially available server
hardware (c.g.. having a mulli-core processor. 40+ ol RAM,
and (Gigabit network interface adaplors) running a Gypical
server-class operating system (e.g., Linux).

Clients 2004-2012 each include a monitoring module that
collects status information. As one example, performance
inlormation associated with video playback is collected, is
other information aboul the client {c.g.. mlormation usable
for partitioning as described above). Note that clients 2004-
2012 can represent a subset of all clients included in an
environment such as is shown in FIG. 1 or VIG. 4. "That is,
4 client such as client 102 need not include a monitoring
module. Instead. in some embodimenis, data from those
clients with monitoring modules is used to make predictions
about other clients (e.g., client 102). For clients that do not
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clude a monitoring module, a VRL, as described above,
can be used to embediencode information/atiribules about
the client lor use in making predictions aboul optimal CNs
lor the client. "Thus, a C13C is able (o indireetly receive
intormation about client devices that do not have monitoring
modules installed, in order to aid in making an optimal
content source selection for the client device. In some
embodiments, the information gathered lrom clients that do
not include a monitoring module is limited in comparison o
the information that can be gathered [rom clients that have
nstalled monitoring modules. In some embodiments, moni-
toring madules are interoperable with VRLs (e.g., for gath-
ering/client attribute information about clients).

When the monitoring module om a client is activated (c.g..
hecause the elient has started an imstrumented video player).
the client 1s mapped Lo a dispatcher server. As one example.
when the monitoring moduole starts, it reads a configuration
file that includes a list of dispatcher servers. The monitoring
module selects a dispatcher server at random from the list.

A dispatcher server (2004) includes two conceplual mod-
ules. The first module Implements a communication inler-
[ace lor receiving stalus inlormation [rom clients. In some
embodiments the module is inplemented using an off-the-
shelf web server, and allows clients 10 connect over the
ITTTP protoco! (and also allows clients w0 sceurely commu-
nicate via 8815 Dala reeelved by the first module is passed
o the second module. ‘The second module normalives the
data (to a format suitable tor further processing) and passes
the normalized data 1o a real-time streamn processing com-
ponent (2016).

‘The real-time stream processing (RSP) layer includes an
optimired soltware component thal processes the telemeltry
data that il receives [rom the dispalcher in real-lime. A
dispatcher sends all heartbeats belonging to the same session
1o the same RSP component.

In some embodiments, the RSP component is imple-
mented as a conlinuously running service thal reads and
processes the telemelry data received from dispatchers via
the network over T'CP. The telemetry data stream comprises
individual records, each of which represents the telemetry
data sent by the monitoring moduole. The RSP component
reads network data one record at a time and parses the data
inte a local data representation. "The data received by the
RSP component can be stored as in-memory hash tables ol
records allowing fast execution, and very high thronghputs.
Since the RSP component does not require old information,
it can periodically purge the in-memory hash tables and

increase scalability accordingly. In other embodiments, opli- s

mived in-memory databases are used.

An example mapping function to map heartbeats having
a session identifier “IDY" 1o a particular RS component “1™
as [ollows:

i=hash{I13} mod m.

where hash{ )} is a hash tonction and “m™ is the total
number of RSP components.

Once an RSP component parses the data records, it
perlorms two main (asks. First it performs data [illering. A
filier is a logical expression and is installed al cach RSP
component instance. As one example, the following filter
would identity viewers located in San Francisco, connected
1o ISP 8P1, streaming [rom CION AL one of two particular
shows:

(cily="8an  Irancisco”
CDN “CDN A" AND
(show “SundayMagazine™))

AN [SP=RPI”
{(show “NewsAt10™)

ANI
OR

[
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For each message of incoming telemetry data, the (key,
value) pairs in (he record are matched against the (ilter. IT the
filter is maiched, the data is associated with the filier.

The second task perlormed is 1o compute snapshotls and
ob-line statistics over the telemetry data matching each filter.
One example of a snapshot is the number of plavers that are
in a particular state (ec.g. “playing™). The RSP component
generales soquences o these snapshols (cg.. one every
second). Examples of statistics computed by the RSI® com-
ponent include: the average number of bytes plaved over all
video streams matching a filter over a given time interval
fe.g.. 10 seconds) and the minimum frames per second
experienced by a stream malching a (iller over a Gime
interval. Snapshots and statistics are vpdated continuously,
from new telemetry data received from clients.

The REP component provides its compuled snapshots and
slatistics o a real-lime global aggregation  component
{2018). The real-time global aggregation (RTGA) compo-
nent aggregates the information provided by the RSP com-

20 ponent for each filter.

Ag explained above, cach REP component (2016) receives
{via a dispalcher) lelemetry data rom a subsel ol the
monitoring modules and caleulates snapshots and statistics
for all filters. Each RGA component instance is in tum
responsible tor a subset of the filters. Based on the identifier
ol the filter, all REP components send data lor that (iller 1o
4 single RGA component. The RGGA component combines
the data from all RSP components for the filters that it is
responsible for, resulting in a global snapshot and statistics
based on  information [rom  all moniloring modules.
lixamples of aggregation operations perlormed by an RGA
component include: counting the lotal number ol viewers
that match a particular filter, determining the percentage of
viewers matching a given filter that are in buffering state, the

join ime distribution experienced by viewers jolning a given

stream. the current number ol viewers in a given cily, the
rank of the most popular live events, and so on.

In some embodiments an RGA component’s functionality
is implemented as a continnously rwnning service. It reads
records sent by the REPs asynchronously. thus achicving a
high throughput. The R{GA component stores the records it
receives in in-memory hash tables allowing optimized
access for real-time processing. Old information is periodi-
cally purged from the hash tables 1o inprove efficiency.

Ag shown In UIG. 200 gateway 2022 provides a web
service APL 2024 [or accessing data. Through the AP,
RGAs data is available on a per-filter basis. In addition, it
also exposes APIs 1o edit and install new filters and aggre-
gation lunclions. In some embodiments gateway 2022 g
implemented using an ofl-the shell web server (such as
Apache) with customized code 10 handle the various web
service APl calls. The handlers return data for a given web
APT call in varions data formats including XML, JSON,
SOAP, and ITIMI.. as applicable. The handlers serve as
middleware Tor querying and interactively controlling the
RSPs and RGAs,

Gateway 2022 also provides access controls and persis-
tently stores the information regarding the AP requests, data
access and presentation policies. and [ler deseriptions. The
inlormation iy maintained in a persistent database, such as
mySQL or Oracle database.

Although the forepoing embodiments have Dbeen
deseribed in some detall Jor purposes of clarity of under-
standing, the invention is not limited (o the details provided.
There are many aliernative ways ol implementing the inven-
tion. The disclosed embodiments are illustrative and not
restrictive,
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What is claimed is:

1. A syslem. comprising:

a processor conligured lo:

receive. al a conlenl managemenl syslem. a request lor
content from a remote client;

in response 1o receiving the request for content from the
remote client, generate a message comprising intor-
mation associaled with the remole client:

query a remole content distribution coordinator at Teast
in parl by transmitling. [rom the conlent manage-
ment system 10 the remote content distribution coor-
dinator, the generated message including the infor-
mation associated with the remote client;

receive. [rom the remote content distribution coordina-
Lor, a plurality ol content delivery nelworks on which
the comtent requested by the remote client is stored.
wherein the plurality of content delivery networks is
determined, for the remote client, and by the remote
content distribution coordinator, based at least in part
on the information assoclaled with the remole client
included in the message: and

direet the remole client 1o a content delivery network in
the plurality of content delivery networks received
from the remote content distribution coordinator,
wherein the conlent delivery network 1o which the
remole client is dirceted is selected by the content
managemeni sysiem: and

a memory coupled to the processor and configured to

provide the processor with instructions.

2. The system recited in claim 1 wherein the information
associaled with the remote client included in the message
comprises al least one ol an [ntermet Protocol (1P) address.
4 user agenl. a clienl lype, and a display size.

3. The svstem recited in claim 1 wherein the message
further comprises an indication of candidate content delivery
networks on which the requested content is stored.

4. The system reciled in claim 1 wherein generating the
moessage  comprises modilying  an  existing  Unilorm
Resowrce ocator (URDY associated with the requested
content.

5. The system recited in ¢laim 4 wherein moditving the
existing URL associated with the requested content com-
priscs at least ome of adding query parameters and changing
a hosiname.

6. The svstem recited in claim 1 wherein the processor is
further contigured to bhufter the remote client’s request while
awailing a response rom the remole conlent distribution
coordinalor.

7. The system recited in claim 1 wherein the remole
content distribution coordinator is configured 1o select the
plurality of content delivery networks from a plurality of
candidate content delivery networks.

8. The system reciled in claim 7 wherein the remole s

content distribution coordinator is configured 1o select the
plurality of content delivery networks trom the plurality of
candidate content delivery networks based at least in part on
al least ome of the information comprised in the message.
playback quality experienced by other clients determined (o
be similar 1o the remote client requesting content, a global
Internet Protocol (I1%) address, bitrates at which the request
content 15 encoded. and a sel of policics.

9. The system reciled in claim 1. wherein the plurality of
content delivery networks received [rom the remole content
distribution coordinator comprises a prioritized list of con-
tent delivery networks.
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10. A method, comprising:

receiving, al a conient management system. a request [or

content [rom a remole client:

in response o recelving the request lor content from the

remote client, penerating a message comprising infor-
mation associated with the remote client;

querving a remote content distribution coordinator at least

in parl by transmilling. from the conlenl management
system (o the remote content distribution coordinator,
the generated message including the inlormation asso-
ciated with the remote client;

receiving, from the remote content distribution coording-

tor, a plurality of content delivery networks on which
the content requested by the remole client is slored,
wherein the plurality ol content delivery nelworks is
determined, lor the remote client. and by the remole
content distribution coordinator, based at least in part
on the information associated with the remote client
ineluded in the message; and

directing the remole elient o a content delivery network

in the plurality ol content delivery nelworks received
[rom the remole conlent distribution  coordinator,
wherein the contemr delivery network to which the
remote client is directed is selected by the content
management syslem.

11. The method ol claim 10 whercin the inlormation
associaled with the remole client included n the message
comprises at least one of an Internet Protocol (IP) address,
a nser agent, a client tvpe, and a display size.

12. The method of claim 10 wherein the message turther
comprises an indication ol candidale content delivery net-
works on which the requested conlent is stored.

13. The method of claim 10 wherein generating the
message comprises modifving an  existing Uniform
Resource Locator (URL) associated with the requested
coutent.

14. The method of claim 13 whercin modilying the
existing URI. associaled with the requesied content com-
prises al least one ol adding query parameters and changing
a hosthame.

15. The method of claim 10 turther comprising buffering
the remote client’s request while awaiting a response from
the remote content distribution coordinator.

16. The method of claim 1 wherein the remole conlent
distribution coordinator is configured to select the plurality
of content delivery networks trom a plurality of candidate
conlent delivery nelworks.

17. The method of claim 16 wherein the remole conlent
distribution coordinator is conligured (o scleet the plurality
of content delivery networlks from the plurality of candidate
content delivery networks based at least in part on at least
one of the inlormation comprised in the message, playback
quality experienced by other clients determined (o be similar
to the remote client requesting content, a global Internet
Protocol (I1%) address, bitrates at which the request content
is encoded, and a set of policies.

18. The method of claim 10, wherein the plurality ol
conlent delivery networks received lrom the remote conlent
distribution coordinator comprises a priotitized list of con-
tent delivery networks.

19. A compuler program product embodied in a non-
transitory compuler readable storage medium and compris-
ing compuler instructions lor:

receiving, at a coltent management system, a request for

comtent from a remote client;
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i1 response to receiving the request tor content from the
remole client, generaling a message comprising inflor-
mation associaled with the remote client:

querying a remote conlent distribution coordinator at Teast
in part by transmitting, from the content management 3
svstem 1o the remote content distribution coordinator,
the generated message including the information asso-
cialed with the remole client;

receiving, from the remote content distribution coordina-
tor, a plurality of content delivery networks on which 10
the content requested by the remote client is stored,
wherein the plurality of content delivery networks is
determined. for the remole client, and by the remole
content distribution coordinator, based at least in part
ol the information associated with the remote client
included in the message; and

direeting the remole client 1o a content delivery network
in the plurality ol content delivery networks received
trom the remote content distribution coordinator,
wherein the content delivery network to which the =
remole client is direeled s selected by the content
management system.
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