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5—«602
Recsive physical layer information associated with a network
service provider

!

5«—604
Receive application layer information associated with one or more
sireaming sessions

!

Based at least in parl on the physical layer information and the )"606
application layer information, generale g predictive maodel for
predicting session quality

!

5—«608
Make a first prediction of session quality using the generated
predictive model

!

5«—610
Make a replacement prediction of session guality using the
generated prediclive model

!

5—-612
Determine a difference bhetween the replacement prediction and
the first prediction

!

5—-—614
Provide culput based at least in part on the determined difference
( End )

FIG. 6
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FAULT ISOLATION IN OVER-THE-TOP
CONTENT ((¥I'Ty BROADBAND NETWORKS

CROSS REFERENCE: 10O (TR
APPLICATIONS

This application claims priority 1o U.S. Provisional Patent
Application No. 62/5300,341 entitled FAULT 18O ATION
IN OVER-TTIE-TOP CONTENT (O BROAINIAND
NETWORKS filed May 2, 2017 which is incorporated
herein by reference for all purposes.

BACKGROUND O TTIE INVENTION

Health monitoring and automated tailure localization and
diagnosis have become increasingly critical 10 service pro-
viders ol large distribulion networks {eag., Digital Sub-
scriber Line (1381)). digital cable. liber-lo-the-home. ete).
egpecially due 1o the increases in scale and complexity of
video streaming over-the-top (OTT) services. Unfortunately,
existing failure diagnosis solutions that focus on traditional
lechnigques such as loop health. modulation  parameloers.
lorward crror correction (17100, utilivation. cle. are limited
in the insights that they can provide.

BRIV DESCRIPTION OF TTIE DRAWINGS

Various embodiments of the invention are disclosed in the
following detailed description and the sccompanying draw-
ings.

FIG. 1 illustrates an embodiment of an environment in
which [ault isolation in over-the-lop content (O broad-
band networks is performed.

FIG. 2 illustrates an embodiment of measuring the effect
of an ecosystem compolent on a session.

I'IGr. 3 illustraies an embodiment ol'a comparison of Good
and 13ad Uiber Nodes by Qol.

FIG. 4 illustrates an embodiment of a classification of
fiber nodes validated by customer QuE.

I'IG. & illustrates an embodiment of a pic chart ol impacts
on customer (ol

IIG 6 is a [ow diagram illustrating an embodiment ol a
process for fault isolation.

DITEAILLED DESCRIPTION
The invention can be implemented in numerous ways,

inecluding as a process; an apparatus; a svstelm; a composi-
tion ol matler: a compuler program product embodied on a

computer readable storage medium; and/or a processor, such s

as a processor conligured (o cxecule instructions stored on
and/or provided by a memory coupled to the processor. In
this specification, these implementations, or any other form
that the nvention may lake, may be relorred 1o as lech-

niques. In general. the order of the sieps of disclosed s

processes may be altered within the scope of the invention.
Unless stated otherwise, a component such as a processor or
a memory described as being configured 1o perform a task
may be implemented as a general component that is wem-
porarily coniigured (o perform the task al a given lime or a
specific component that is manvfactured to perform the task.
Asg used herein, the term “processor’ refers to one or more
devices, circuils, and/or processing cores confligured (o
process data. such as compuder program nstructions.
Adetailed deseriplion ol one or more embodiments of the
vention is provided below along with accompanying fig-
ures that illustrate the principles of the invention. The
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invention is described in connection with such embodi-
menis, but the invention is not limited 1o any embodiment.
The scope ol the invention is Timiled only by (he claims and
the invention encompasses numerous allernatives, modili-
cations and equivalents. Numerous specific details are set
forth in the following description in order to provide a
thorough understanding of the invention. These details are
provided [or the purpose ol example and the invention may
be practiced according to the claims without some or all of
these specific details. For the purpose of clarity, technical
material that is known in the technical fields related to the
invention has not heen deseribed in detail so that the
invention is not unnecessarily obscured.

Originally, when broadband networks were introduced,
the networks were tocused on vsers downloading files or
obtaining data and I"I'Ping data. |owever, there has been a
large growth in video streaming over broadband networks,
where video sircaming is the primary use ol broadband
networks for many users.

Internet Service Providers (ISPs) are increasingly inter-
csted in determining how well their networks are perlorm-
ing. as well as the satislaction of thelr customers and end
users,

Existing failure diagnosis solutions for large distribution
networks typically focus on traditional tecliniques of char-
aclerizing the network, such as loop health, modulation
paramelers. forward error correction (1. and utilization.
However, these traditional techniques do not take into
consideration video streaming or the user video quality of
experience (Qolt). For example. (he exisling (echnigues
characierize the nelwork based on traflic such as UDP (user
datagram prolocol) trallic which has error correction and
error concealment built in. OTT video streaming, on the
other hand, is TCP (transmission control protocol )-focused,
with a large amount ol retransmission. Thus. existing toch-
nigues used 10 measure a network and identily issucs within
various parls ol the video streaming ccosyslem are nol
sufficient because they do not directly relate to the end vser
experience or the quality of experience that the end user or
consumer 15 having.

Anolher challenge with existing techniques [or faull iso-
lation is that the existing techniques are primarily spot-
based, where checking is performed by spot-based tests,
modem error correction tests, etc. One example of spot-
based checks is drive lesting. which includes driving and
measuring the signal of lowers in a mobile network, or
randomly testing fiber nodes. Such spot checking is not
contimions, and also has various blind spots (e.g., spot
checking would not take inlo accounl passengers in cars
streaming). Further, existing techniques lor fault isolation
performed by broadband networks could not be correlated
with the user experience in video streaming, which may
include how long the video takes to start, how mwuch
bullering 15 there in the video, did the video [inish playing,
did the video session error oul, whatl was the quality of the
video, etc.

Thus, while broadband service providers may be able 10
respond to major events such as outages or physical com-
ponents going down, or perlorm spol-based checks, it is
challenging lor broadband service providers 1o measure the
quality of their network in a continuous, sUOLOMOUS Way.

Described herein are techniques for performing network
faull isolation and localization uwsing O video sirecams
whose qualily is observed and collecied. lior example,
melrics measuring the quality of experience for consumer’s
video sessions are used 1o determine how different compo-
nents of the broadband network affect these metrics. The
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fault isolation and localization techniques described herein
include an advanced machine learning-based system that can
infer Fault groups (11Gs) or faully network components based
on historical video quality ol experience metrics. The
inferred fault groups may be vsed 1o localize tailures,
diagnose root canses of problems, and detect impairments in
the end-lo-end video sircaming ccosysiem. "The machine
learning-based system deseribed hercin implements super-
vised learning algorithms 1o infer favlt grovps using data
collected from real networks serving users via millions of
potential favlt groups including publishers, content, devices,
geolocations. C1INs, service groups, [iber nodes, 1I81.AMs
(digital subscriber line access multiplexers). and P
addresses. The machine learning techniques evalvate the
difterent hierarchies and topologies within the broadband
nelwork. Por example. the evaluation ol a cable network
would starl from the CMTS {Cable Modem ‘Termination
System). o service groups, o (Ther nodes, o 1P addresses.
10 in-home devices. Other tvpes of broadband networks with

other types of topologies (such as DSL which includes 2

swilches. cdge routers, DSLAMs. and 1P addresses) may
also be evaluated using the technigques deseribed herein.
As will be described in further detail below, the machine
learning techniques treat each of the elements of the network
topology as a feature. A multitude of other contounding
leatures related 1o how content s streamed (e.g., device
type. underlying CIIN. geo-location, conlent or assel Lype.
publisher, service provider for a session, etc.) are also
combined with the network elements to create an advanced

model that is used Lo predict Qoll metrics as a lunction olall 3

of the alorementioned Teaturcs. As will be deseribed in
[urther detail below. by constructing a model usable Lo
predict QoE metrics as a function of various network and
OTT features, the model can be used 1o identity which of the

leatures could polentially be causing issucs within the Qoll 3

metrics.

A counlerfactual  (also “contralactual™  prediclive
approach is used for isolating faults, turther details of which
will be described below. In one embodiment of the coun-
terlactual approach:

A predictive model for the quality ol a scssion is built

vsing a set of features. For example, the predictive
madel that is built has the form:

¥=fix)

The model is trained on observed session data that is
joined with network topology  information. For
example, the session data is represented 1 the form of

{0,090 - L Byl

The predictive model is vsed 1o generate or predict the
quality of cach session based on the observed [eatures
ol the sessions. lior example. this initial prediction
bascd on observed session values is represented in the
following torm:

g=Fessei k)

Aspecilie value ol a [eature 1s replaced by a “good”™ value
for the feature, and a re-prediction of a session’s quality
{but now including the replaced “good™ value) is per-
formed using the predictive model. The “good” value 1s
selected n imitation ol how the leature value (c.g.. liber
node) would appear 11 it were a good node. The
replacement prediction may be represented in the form:

Vo Jwwi-G

‘The dillerence between the good re-prediction (based on
the replaced leature value) and the prediction based on
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actual observed feature values, aggrepated over all
sessions with that feature value thal was replaced, is
determined. "This difference is a score of the leature
value thal was replaced. The score refleets an effeet or
wnpact that the feature value or item had on the qualiny
of sessions. The score for the feature may be repre-
sented in the [ollowing lorm:

3 -TR N

=R

The replacement and prediction is done separately for
each feature or category, where the items with the worst
scores are provided as oulpul. Various other types ol oulpul
may be provided based on (he scoring.

l'urther details regarding the counterlactual approach will
be described below.

While examples involving video streaming are described
herein for illustrative purposes, the lechniques described
herein may be variously adapled o accommodale any Lype
of content.

FIG. 1 illustrates an embodiment of an environment in
which fault isolation in over-the-top content (OTT) broad-
band networks is performed.

In the example shown, clients 102 are used o access
content, such as multinedia or avdiovisual content (e.g.,
movies, songs, Television shows, sporting events, games,
images. ete.y that is owned by conlent owners. The conlent
i stored (or caplured) at origin servers. and distributed via
conlent sources such as content distribution  networks
(CDNs). A content owner is also referred to Lerein as a
“content publisher,” as the content owners publish their
conlent using conlent sources such as CDNs.

Iixamples of client devices include personal computers,
laplops. cellular phones/personal digital assistants. and other
types of information appliances or devices such as set-top
boxes, games consoles, broadband routers, file servers,
video servers, and digital video recorders, as applicable.
Client devices may be used by subscribers o varlous Inter-
net service providers (ISPs). In the example shown, client
devices 102 are used by subscribers to IS 104,

When content is distributed 1o client devices 102 by
conlent publishers via CIINs. the conlenl may  (raverse
through polentially multiple backbone I8Ps belore connect -
ing to local IS 104, which provides, via its infrastructure,
the content to client devices 102 used by their respective
subseribers. Content [rom different publishers may travel
through various distribution paths that include the same or
dillerent C1INs and [8Ps.

In the example shown, client devices 102 include content
plaver applications used 1o play back content. In some
cmbodiments. the clients also have installed soltware sen-
sors or monitoring cngines (cither as part ofl, or separate
from, the content plaver application) used to instrument
{e.g., take measurements of) content plavback at the client
end-point. The software sensors are configured 1o collect
video session data for (YT networks and measurement data
associaled with content playback sesslons. As used herein, a
session refers to an entity representing an instance of'a user’s
plavback interactions with a content asset. The session may
begin with a user’s request [or a particular content. and end
when the user ceases playing the content (e.g.. the user slops
walching a requested video).

In some embodiments, the software sensors installed on
the client devices are configured to measure and collect data
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continuously throughout the duration of a streaming play-
back session from end-points (such as client devices 102). In
same embodiments, the solltware sensors are librarics or
sollware development kits (813Ks) that have been deployed
at client devices in the OTT ecosystem. The sensors collect
real time information on how QoE metrics are behaving. For
example, the software sensors are also configured to collect
application perlormance and Qoll (Quality of I'xperience)
datla al the end user session level, lixamples of Qoll metrics
include buflering, bitrate. starlup Gme. as well as cvent-
based information such as tailures/errors. The tailures/errors
can include video start failures (VSF), bitrate drops, rebutl-
ering, etc. Metrics based on the events may also be com-
puted. lior example. a rebullering ralio may be computed
(the pereentage of the time a user spends in bullering. alier
the video slarts). Another example of a session moetric that
can be captured is the plaving time of the session.

The session summary forther includes the metadata
aligned with the session metrics, such as the content pro-
vider ol the session, the type ol device used by (he user of
the session, the geo-location ol (he session. the CIDN [rom
which the session obtained video content, II* address of the
client device on which the session was initiated, etc. The
collected video session data is also referred to herein as
“application layer dala,” as it is dala assoclated with content
player applications. In some embodiments. the session sum-
mary or viewer experience data is associated with the IP
addresses or other common identifiers of the end users of the
client devices.

The collected video session data is provided o [ault
isolation system 106 (c.g., over a network such as the
Internet) via intertace 108. In some embodiments, the client
devices are confipured to transmit messages (also referred to

herein as “heartheat messages™ or “simple heartbeats™) o 3

syslem 106 throughout the duration of the scssion. where
heartbeal messages include the measurements laken by the
software sensors/monitoring modules. In some embodi-
ments, each session is associated with a session identifier.
liach session (and heartbeals) can also be associaled with the
[P address of the client end-point. lach heartbeatl can also be
associated with a timestamp of when the measurement data
was collected. In some embodiments, the heartheat mes-
sages include a vnique identifier assigned to the end-point
(t.g. assigned at the lime that a contenl player application
was installed on the device). System 106 can then summa-
rize the ingested data received from the client to create a
summary of the session (e.g., aggrepate metrics collected at
various points throughoul the session. [or cxample, by

determining average values o metrics, counts lor cvenls. s

ele. As another example. the client can be conligured (o
summarize the data for a session and send the session
summary 1o gystem 106,

In some cmbodiments. system 106 is conligured 1o use the

collected video session data lo compule the above men- 3

tioned video Quality of Experience (QoE) metrics such as
rebutfering ratio, average bitrate, video join time, video start
failures, video plavback failures, etc. In some embodiments,
syslem 106 performs the alignment described above ol
associaling (e, wilh lags) cach session experience sum-
mary with rich metadata, such as the device tvpe, content
tvpe, geolocation, CDN, publisher, Internet Protocol (IP)
addresses. ele., which can also be oblained from end-points
as well as via backend data ingestion by system 106, Such
lagging may also be performed by the client devices and
cluded in session summaries provided o syvstem 106 via
heartbeats, as described above.
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System 106 is also configured to receive, via intertace
108, physical layer imformalion or data deseribing network
lopologies ol various Lypes ol broadband networks such ag
Internel Service Provider (I8P) 104, In (his example, sup-
pose that ISP 104 provides cable broadband network ser-
vices, where ISP 104 is a customer of the fault isolation
services provided by system 106, The physical laver data
received [rom the cable 18P is a hicrarchy of the network
lopology ol ISP 104, including 1P addresses. (Ther nodes,
service groups. and geo-locations (CRAN) areas. "The physi-
cal layer information may be received on a time-driven basis
fe.n., weekly).

In some embodiments, a mapping of I’ addresses or other
common identiliers 10 nelwork topology componenls is
received. lor example, ISP 104 provides system 106 wilh a
mapping ol 1P addresses (which the 18P assigned o end-
points (e.g., homes)) 10 components (or paths including
multiple components) in the network topology. Two

2n examples of mappings are the following:

(1) ip_address or ip_address_range (CIDRY (vd or
v6)—=service group (naming [ollowing the structure above,
c.g. <sve_group_namemumbers <CMTS-
name>city.state <man_hame>)

and

(2} ip_address (v4 or v6) or ip_address_range—=1iber node
fmaming  (ollowing  the  struclure  above. ey,
<liber_node_name>.<sve_group_names> <M S-
name> <huh-names> <man_name:>)

In some embodiments, the ISP provides 1o platform 106
a mapping that specifies, for each end-point II* address (or
range of [P addresses), the path {c.g.. made up ol a particular
combination of nelwork components in the topology)
through the 18P's network topology by which conlent is
distributed to the end-point. For example, the mapping can
specity the names of the particular components in the
network topology to which an II* address belongs.

The opology of the network and the mapping ol network
lopology o 1P addresses can be represented in a variely ol
ways, such as one [ile. or a set ol files, that 1ist cach layer of
the mapping,.

In some embodiments, ISP 104 also provides 1o system
106 low level information about the components in its
network lopology. lior example, (he ISP can provide ulili-
sation, capacily informalion (e.g., pereentage ulilization), or
any other component health monitoring information associ-
ated with its network components, as appropriate. The low
level component measurement data can also be associaled
with limeslamps (c.g. 1o delermine the utilization ol a
component al a particular point in tme). As will be
described in further detail below, such low level component
measurement data can be vsed to validate the accuracy of the
predictive Taull isolation techniques deseribed herein.

In this cxample. physicalfapplication layer mapping
engine 110 is configured to join the received phvsical and
application laver information. For example, using II* address
as a kev, the application layver session information is further

joined with network lopology inlormation (physical layer

inlormation) provided by the I8P 3y performing the map-
ping, for each session, the tvpe of network topology ele-
ments nsed to deliver the content for the session is estab-
lished. In the cable broadband nelwork example, [or every
session. which includes the Qol: session metrics, the [iber
node, service group, CMTS, cle. corresponding to cach
sesgion may be established. This results in an enriched
session summary that includes not only session QoE metrics
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such as rebuffering ratio, but also the underlyving features of
the session. This provides a rich sel of lealures [or cach
session.

lor example. a given video session obtained [rom a client
end point includes the QoE metrics for the session and the
IP? address of the client (or the home that the client device is
used at). The mapping ol 1P addresses (o network lopology
can be used 10 determine that the given video session
belongs to an I address that belonged 10 a particular service
group, that falls under a particular CMTS, which belongs to
a particular hwob, MAN, etc. Thus, the path (e.g., set of
nelwork components) inside the network via which content
viewed in the session traversed can be determined. Thus.
system 106 can correlate a particular session experience
with a particular set of network components used to deliver
the content viewed during thal session.

Using the joined physicaliapplication layer mformation.
session qualily predictive model build engine 112 1s conlig-
ured 1o generate a predictive model for predicting the quality

of video sessions given various features such as a video 2

session’s service group. publisher, cle. Various consider-
alions may be laken inlo account when selecting the “qual-
iy measure as a label for training the model. For example,
the quality of a session may be determined as a weasvre
affecting viewer engagement. The quality of a session may
also be determined as a measure of quality of the network lor
video delivery. or example, a video session may be moea-
sured by an individual QoE Metrie, or the quality may be a
measure that is a function of all or a subset of the QoE
Metrics.

Machine learning for prediction includes cslimating a
prediction Tunction that predicts a label as ol'a set of leature
vectors, An example of the relationship between the label to
predicted, the prediction function, and an input feature
veclor is shown helow:

¥=fix)

where v corresponds to the label, f corresponds 1o the
prediction tunction, and X corresponds 1o the input feature
voclor. In (his example. suppose thal the label being pre-
dicted 1s the Qoll metric. rebullering (the percentage of the
time a user spends in butfering, after the video starts). “f™ is
the predictive model or (nonlinear) function being built. x is
an input feature vector that includes the categorical features
corresponding o network wopologydsession metadata that 1s
received from ISP 104 and client devices T2,

The machine learning tor prediction includes two parts:
Training and testing.

Ag part ol the training. given a (raining set ol labeled
examples {(x,. ¥)- .. ..
is cslimated by minimizing the prediction crror on the
training set. Further details regarding training will be
described below.

As will be described in further detail below, during

Lesting, T may be applied o anever belore seen (est example s

X (e.g., a set of features used as input where the set includes
values that were not actuvally observed or collected from
client devices). The predicted value ¥ F(x) may then be
outpulled. as will be deseribed in Turther detail below.
When building the predictive model. relevant [actors that
influence video session quality are included in the model as
features. The features are selected or created in a way that
clearly separates the inlluence ol different items that should
be discernable when performing the Fault isolation (e.g., 1P
addresses. [iber nodes. assels, ele.), which will be described
in further detail below. The features are also created o a
manner such that feature values may be replaced when using

(%, ¥, )+ the prediction function Fs
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an already trained model. Replacement of feature values 10
perform Laull isolation will be described in [urther detail
below. Lxamples ol laclors include publishers. content,
devices. geolocations. CIONg, service groups, (iber nodes,
DSLAMs, and IP addresses. The features included in the
model are created using individuval factors or combinations
ol laclors.

The leatures may include continuous leatures (e.g., which
may be real valued). The features may also include categori-
cal fearures that have discrete values/labels, such as fiber
node names, 1P addresses, device types, etc. Further details
regarding [catures and their selection are deseribed below.

An example listing ol calegorical [eatures includes:

LNS DA C D, AC, AD, PCD, ACD

where

[=IP address

N=I'ither node

S=Service group

P publisher

A Dublisher and asset

C=C1N and Geo (CRAN)

D=Device

Examples of continuous/discrete features include content
type, content length, time, time of day, day of weel, etec.

A large number of teatures may be included in generating
the model. As deseribed above. cxamples of leatures include
the publisher (c.g.. the content provider), the asscl or conlent
itself’ (identifiable by its name or label or identifier), the
device tvpe (e.g., Android, iPhone, ete.), geolocation (e.g.,
zip code or cily that the device is in), the ASN value, the
CDN that the session is being served [rom. as well as the
broadband network component metadata joined o the video
sesgion metadata (based on II* address), including the
example of a cable broadband networls, fiber node, CMTS,
commeclion ype (c.g. Wi-ld, direet ethemnet, cle.). time of
day. cle.

Not only may there be a large number of leatures. bul
some of the features may also have a large number of valves.
For example, a broadband network may have hundreds of
thousands ol fber nodes in the Uniled States. and also
hundreds of thousands ol service groups. There may be
millions of II* addresses. The large number of categorical
features and large number of values per feature may make
machine learning challenging,

The Tollowing are examples of techniques lor addressing
such challenges. As one example. there may be many
dependencies between features. For example, one feature
may depend on another feature. It may be challenging for
machine learning 1o handle leatures that are not independent
ol cach other. In some embodiments, rather than atlempling
lo use more advanced and dillicult models o try o coun-
teract these features, the features are combined based on
knowledge of feature interdependency in the OTT space. For
cxample, rather than using publisher, assel. and device as
individual features by themselves. publisher, assel, and
device are used as a single combined feature. Various
subsets of teatures may be combined. The subsets of features
that have the largest impact on quality can be determined.
Thus, the number of leatures used in the machine learning
can be pruned by determining the impact of dilferent subsets
of teatures.

For example, a model can be ron with a large number of
fcatures om a small subsel of the received session/broadband
data to see il any of the combinations of lealurcs have
negligible efMects on the quality metric. Those combinations
with very little impact are then pruned out. This results in
both faster and more aceurate machine learning processing,.
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This is becavse the machine learning problem can become
more unconditioned with a large number ol fcatures.

The features are created in a manner thal separates the
influence of dillerent items (hat should be discemed during
the predictive thult isolation process (e.g., IP addresses, fiber
nodes, assets, ete. ). The teatures are also created in a manner
that allows replacement ol lealure valucs when using the
already trained model. lurther details regarding replacement
and prediction are described below,

The predictive model is generated 1o use the aggrepate
features to predict a metric that is a measure of quality for
4 video session. In this example, supposce (hal the predictive
model is being generated (o predict the label, rebufllering
ratio (i.e., 1o predict the label rebuffering ratio of the various
features (both categorical and  continnous/discrete)
deseribed above). Prediction of other labels (c.g. other)
metrics may also be perlormed.

The created predictive model s trained. using model
training engine 114, on the historical data (e.g., session

summary data joined with nerwork topology data) received 2

by system 106. The model is (rained on data ol a peried ol
prediction/interest, as well as one or more previous perlods.
For example, the model is trained on the data of the week of
interest and on one or maore previous weeks. The training on
the previous periods is used to provide a larger data set for
the model (raining. In this cxample, the actual RBR ol
vbserved sessions is used 1o generale the predictive, non-
linear model/function.

Ag ope example, the model is trained on two weeks of

session dala, and then predicted lor the the second or latler 3

woek of the session data. "This results. over time. in sliding
wo woeek perlods thal overlap [or one week. While the
model is vsed to predict rebuffering ratio (the percentage of
the time a user spends in buttering, atter the video starts),

ultimately the prediction will be used Lo isolate faulls, as will 3

be deseribed in [urther detail below. The model will be used
1o predict the rebullering ratio and then delermine what 1s
cavsing the ratio to change or be difterent.

The predictive model that is generated is a non-linear
[unction of the leatures (e.g., performs predictions of RIBR
with respect Lo categorical [eature values). Using the model.
rebutfering ratios may be predicted for any set of input
feature wvalves, regardless of whether there were actual
historical sessions that had valves matching the set of input
leature values. lior example. the model can be provided an
arbitrary sct ol calegorical leature values (where the com-
bination of categorical feature values provided as input to
the model is not required 10 mateh to a session that actually
existed). and a predicled RIBR is provided as outpul by the
modcl.

Afller training the predictive model. the model is used Lo
make counterfactual predictions, such as a prediction of
what the predicted quality outcome for a copy of a session
would be il a different service group or [iber node had been
used.

Favult isolation engine 116 is configured 1o isolate taults
using the generated predictive model. As will be described
below, taults are isolated using a conntertactual approach. In
this example. sesslon quality prediction engine 118 is con-
figured 10 use the generated predictive model 1o oblain a
prediction (of the quality) for each session in the period
{e.g., week) of interest. This prediction is referred to herein
as the “real” prediction (since it 15 based on the data values
ol real sessions).

In this example. the model is created on dala ol a first
period, while the predicting is performed on another period.
For example, a subset of the session data (e.g., the second
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week of the two week period) is unsed to generate a first
“real” RI3R prediction based on the aclual calegorical values
ol actual observed sessions. In some cases. (he training of
two wecks and prediction based om one week of session data
is g0 that training data is not reused in its entirety. Heuristics
may also be used to determine the training period and the
prediction period. The [irst prediction. using the calegorical
lcalures ol aclual sessions, can also be used 1o validaic the
model, and to check or determine its accuracy. The accuracy

3 achieved (e.g., prediction for each sessiony may be measured

using various metrics, such as mean absolute error, root
mean square deviation, R2, ele. 1 the prediction of the RI3R
for those actual sessions dilfers oo much (e.g.. beyond some
threshold) from the actual observed RBR. for those sessions,
then the predictive model may be wned. For example, some
ol the combinations of the {(embedded) categorical leatures
may be pruned, as described above. Other paramelers. such
as the coellicient ol adaplation, or the lorgelling laclor. in
aradient boosted trees may also be modified.

The prediction of'the RBR values for observed categorical
feature values ol actual observed sessions will be used in the
counterfactual approach. as this will ensure that it is the
predictive model that is indicating what teature is favlty
{where the model is validated based on its accuracy).

Suppose in this example that it is to be determined
whether a particular fiber node. Ther node number 10. s
lfaulty. liber node 10 may be represented as a [eature in
various ways, such as one-hot encoding or embedding,
which may depend on the tvpe of machine learning approach
being used (lurther details of which will be deseribed
below). Suppose that there are 500 sessions under [iber node
1 lor the current week. The leature values lor those 500
sessions for the current week (versus the two weeks used
during training) are provided as wput to the predictive
model. Suppose in this example, (hal the average predicted
RBR lor those 300 sessions under [iber node 10 is 3.8%.

Alter oblaining the predicted RIBR values lor actual
sessions for the second week of session data, the second
week of data is modified, and re-prediction of RBR is
performed on the modified data ol the sceond period of lime.

For example. leature replacement and  re-prediction
engine 120 is configured to uvse the generated predictive
model 1o obtain predictions of the quality of each session of
the period of interest, as described above, but with values of
certain lealures being replaced by sullably chosen ideal or
“good” values. In some embodiments, the replacement and
prediction is done separately for each feature of interest or
category (e.g., ID addresses, fiber nodes, etc.). The “good”
values replacing the “real” values are sclecled o Imilate how
the item (e, [iber node) would appear il it were a good
node. This re-prediction is relerred 1o herein as the “replace-
ment” prediction.

In some embodiments, the determination of a “good”
feature value is made by [irst establishing a “good™ line. lior
cxample, lor cach lealure ol interest (c.g., [iber node, IP
address, device types, services groups, ete.), a good value for
that feature is determined—i.e., it that feature had that
“gpood” value, and assuming all else was fine, then the
rebullering ratio would be ok (pul another way. the rebull-
cring ralio would not be allected by (hat feature il the feature
had that “good™ value). As one example, a fiber node whose
average value of its rebultering ratio over all sessions is
above the “good” line or thresheld 1s determined (o0 be a
good (iber node

For example. [or cach ol the 500 scssions thal were
observed to have received data via fiber node 10, the fiber
node tor those 500 sessions are replaced with fiber node 20,



Us 10,637,715 Bl

11
which iz known to be “good,” with all other categorical
leature values being kepl the same lor the sessions. This
replacement is done for all sesslons with (iber node 10. All
other values are lefl the same Tor every single session that
belonged 1o fiber node 10. This has an analogous physical
representation of replacing, for the sessions, one fiber node
with another fiber noede. This allows a delermination or
measurement of what the experience of 2 user would have
been if their session were actually on a different fiber node.

A replacement prediction is then performed by inputting
the modified session categorical feature valves into the
predictive model. Vor example. the 500 sessions. with the
replaced fiber node value of [iber node 200 instead ol Ther
node 10, are provided as input to the predictive model. The
predictive model then outputs the new, re-predicted rebuft-
ering ratio lor the sessions with replaced (Ther node values.
Suppose. for example. (he re-predicted average rebuflering
ratio with a “good” Tber node swapped in is now 1.5% lor
the 500 modified sessions.

The impact, on the predicted quality of the video sessions,
ol replacing lealure values is determined using leature
impact delermination engine 122.°The Impact is measured as
the change in predicted rebuffering ratio when replacing a
specific feature valve with a known “good” feature valve
(e.g., change in predicted buffering ratios for the 500 ses-
slons when replacing (iber node 10 with iiber node 20). As
one example, the dillerence between the “replacement”™
prediction and the “real” prediction, aggregated over all
sessions of an item or feature (e.g., over all sessions belong-

ing (o a cerlain 1P address) and averaged, is used o generate 3

a score [or the llem. where the score refllects an ellect or
impact that the leature has on the quality ol the video
sessions.

In the example of FIG. 1, the initial predicted average

RI3R was 3.8% lor the 30 scssions under fiber node 10, The 3

re-predicled average RIBR with the replaced leature value ol
fiber node 200 is 1.5%. The dilference between the initial
prediction and the re-prediction or replacement prediction
(2.3% in this example) is referred 1o as the “impact™ of the
fiber node 10 on session RIBBR. The replacement prediction
indicates thal. with all other [eatures staying the same  and
only replacing, the fiber node—the rebuffering ratio for the
500 sessions is predicted 1o improve by 2.3% (dropping
from 3.8% to 1.5%,.

Thus, this counterlactual approach ol perlorming an ini-
tial prediciion and then comparing the difference 10 a re-
prediction based on replacement of a feature or component
of interest may be nsed 1o measure the effect of an ecosystem
component on sessions.

II' the impact of replacing the [ber node (across all s

sessions belonging o that [iber node [eature) with a known
“gpod”™ fiber node exeeeds a threshold, then in some embodi-
ments, it is determined that the fiber node that was replaced
(fiber node 10 in this example) was oy, Thus, a fadll in

the ceosystem component has thus been isolated. I there 18 5

1o difference 1o the predicted RBR when replacing the fiber
node, then it can be determined that the fiber node is good.

In some embodiments, an impact threshold may be estab-
lished such that il the impact of the feature value on the label
(rcbuflering ratio in this cxample) exceeds the threshold.
then the feature value is determined to be faulty. It there is
no difference to the predicted label when replacing the
leature {or the difference is below the threshold). then it can
be determined that the leature value is good or not faulty. For
example. suppose that the impact threshold s sel at 1%,
Because fiber node 10 had a 2.3% impact on rebuttering,
greater than the impact threshold, then fiber node 10 is
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determined 1o be favlty. In another embodiment, those items
with the worst ellect (e.g., score based on impact or diller-
cnee in swilching [eature values) are sclected as the source
ol the Tauli.

Thus, the tault has been isolated by determining which
teatures have the greatest impact on predicted video session
quality, where the impact of a Tealure is determined by
performing multiple predictions, where values ol the leature
are changed berween the predictions, and the differences or
deltas in the predicted video session quality are indicative of
the impact of the feature valve on video session quality.

In this example, the counterfactual prediction procedure
{determining the dillerence between initial prediction and
replacement prediction) is performed for every single fiber
node 1o determine their impacts. The fiber nodes may then
be ranked according (o impacl. As desceribed above. a
threshold may also be established, where any (ber node that
has an impactl grealer than. [or example, ' (Impact of
switching to a “good” fiber node) is determined to be a bad

25 fiber node.

In some embodiments. the replacement and prediclion is
done separalely lor cach categorical [ealure (c.g., IP
addresses, fiber nodes, ete.).

FIG. 2 illustrates an embodiment of measuring the etfect
of an ecosystemn component ob a session. The results of
applying the counterlactual prediction process deseribed
herein o two sessions are shown. "The effects of ceosyslem
components (fiber node and PCD) on the rebuttering ratio of
the two sessions are shown. Each row of table 200 corre-
spomds Lo a session.

AL 202 are shown the network components (Ther nodes
and PCDY that were actually observed [or cach session (e.g.,
after performing the joining of network topology informa-
tion to session information, as described above). In this
cxample, the [eature, PC1, is a grouping of three individual
fcatures  publisher. CIIN {and geo (CRAN)). and device.
The selectiom ol groupings of leatures in the modeling will
be described in further detail below.

At 204, the RBR is predicted (e.g., vsing the predictive
model buill. as deseribed above) lor the sessions given the
actual observed network components.

At 206 is shown the re-prediction of the RBR for the
session with the fiber nodes of the session replaced with a
“good” fiber node, as described above. Shown at 208 is the
impact on the predicted RIBR [rom swilching [rom the
observed (iber node Lo the good [iber node. In this ecxample,
the inpact of switching the fiber nodes on RBR is measured
as a difference between the predicted RBR of 204 and the
re-predicted RI3R ol 206 with the replaced (iber node.

AL 210 and 212 are shown a re-prediction of the RI3R by
replacing the observed PCD ol the session with a “good”
PCD, and the impact on predicted RBR from switching 1o
the good PCD, respectively. For each session, the impact of
cach category or feature used in the predictive model is
individually determined using the fealure value replacement
and re-prediction techniques described herein.

The aggregate impact of a feature value may be deter-
mined as the average of the determined impact aggregated
across all of the sessions belonging 1o the [eature value that
was replaced.

The impacts of each feature in the model may also be used
to provide various tvpes of output, as will be described in
lurther detail below.

While an cxample ol [iber nodes was deseribed [or
lustrative purposes. the counterfactual approach described
herein may be applied to other features, such as service
aroup, [I? address, device type, etc.
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Output engine 124 is configured 1o provide output based
om the results of the Fault isolation. As one example, a listol
[aulty lfactors is provided as oulpud {c.g.. based on the impact
ol the factor exceeding a laull threshold as deseribed above).

In some embodiments, an output is provided that is a list
of the top fauly factors including fiber nodes, 1P addresses,
publishers, CDNs. devices. service groups. DSLAMs, cle.
I'or example, a rank order-based system is provided, where
every single fiber node is evalnated for their impact. The
fiber nodes are then evaluated by impact. The ranking and
the threshold may be vsed to determine faulty fiber nodes.
Alerts may also be sent notilying the ISP ol detected Taully
or problemalic network components.

Ag another example, QoE scores for the aforementioned
factors may be outputted. For example, the categories with
the worsl scores are provided as oulpul. For example. the
service groups or [iber networks identified or classified as
problemalic are oulpulled as a file (cg.. CBV (ile) o ISP
104. ISP 104 may then use the file 1o Tune/fix their broad-
band network.

As yol another example, a graphical representation. such
4% a pic charl may be presenied ol the attribution ol all Faults
10 the aforementioned factors. As another example output, a
session level summary may be provided for all top faulty
factors wneluding all available features, metrics, and meta-
HETER

In some cmbodiments. the experience data caplured [rom
device end-points, along with viewer behavior, are lever-
aged to provide, for example, a feed 10 power marketing and

cuslomer care systems, through which actions can be laken 3

1o ouch users o reduce the probability of abandonment.
Automated near real-lime leeds or manual feeds may also be
made available.

FIG. 3 illustrates an embodiment of'a comparison of Good

and Bad liber Nodes by Qol. Shown al 302 is a [iber node 3

which has poor behavior over a week (e.g.. the RBR ol
sessions [alling under this fiber node have high rebullering.
in particular, at the beginning of the week). Shown at 304 is
a fiber node which has good behavior over a week (e.g., the
RI3R of sessioms [alling under this [iber node have very low
rebullering). Using the techniques described herein. a prob-
lematic fiber node may be classified by user QoE.

FIG. 4 illustrates an embodiment of a ¢lassification of
fiber nodes wvalidated by customer QoE. As described
throughoul, using the wechniques deseribed herein. problem-
alic (Ther nodes may be identificd or classificd using a
predictive model. As shown in this figure, the ¢lassification
of fiber nodes as problematic based on prediction may be
validated by reluming o the actual observedicollectled ses-

slon data. and visualizing al 402 (he amount ol rebuflering s

experienced by sessions [alling under [iber nodes predicted
or classified to be problematic, and also visvalizing at 404
the amount of rebuttering experienced by sessions talling
under fiher nodes classificd or predicled o be good {or

non-problematic). As shown in the example ol VIG. 4, the s

classification vsing the counterfactual approach is validated
because good fiber nodes have a clear pattern of lower
rebutfering, as shown at 402.

In the above example. Tault solation of (ber nodes was
perlormed. lianll isolation using the counterlaciual predic-
tive procedure described above may be performed on every
other feature, such as IP addresses, service groups, device
Lypes. ele. 1o measure the effects ol ccosystem components
on video sessions and 1solate faulls with ccosyslem compo-
nents.

While examples involving a cable network service pro-
vider were described above, the fault isolation techniques
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described herein may be variously adapted to accommodate
other types ol broadband networks {(c.g. wircless broad-
band, DSI.. [iber. ele.) as applicable. lior example. n the
Cable network example described above, CMTS. service
aroup, fiber node, 1B, publisher, CDN, Geo, and Device were
considered as features in the predictive model. For DSL,
features of nlerest may include edge routers. 3RAS (I3road-
band Remole Access Server), 1DSTLAM, IP, Publisher, CDN,
GEO, and Device. For mobile networks, features of interest

3 may elude PGW (Dacket gateway), RNC, Cell, I, Pub-

lisher, CDN, GE(, and Device.

Further. in the above cxamples. RBR was used as an
cxample ol a Qol: metric used as a label on which (o base
prediction. Other QoE metrics may be vsed for the predic-
tion, such as video start time, average bitrate, video start
lailures. number ol bullering events. video MOS (Mean
Opinion Score). cte. Video MOS. hereby reforred (o oas
vMOS. s an aggregate score derived rom several QOL
metrics. vMOS is expressed as a single real number on a
scale from 1 to 5. vMOS represents the mean opinion score
ol the perceived quality, where 1 s the Towest perceived
quality, and 5 is the highest pereeived quality.

System 106 is illustrated as a single logical device in FIG.
1, and can comprise standard commercially available server
hardware (e.g., having a multi-core processor, 16+ Giga-
byles of RAM, a sel ol one or more (Gigabil nelwork
interlace adaptors, and a set of one or more storage devices)
running a tvpical server-class operating system (e.2., Linux).
In various embodiments, system 106 is a scalable, elastic
architeclure comprising distribuled components. including
components provided by one or more third partics (c.g.,
provided by Amaron Web Services). Further. when sysiem
106 is referred to as performing a task, such as storing, data
or processing data, it is to be vnderstood that a sub-
component or mulliple sub-components ol system 106
{whether individually or in cooperation with third party
componenis) may cooperale W perlorm that ask. In one
example embodiment, system 106 is implemented using
Apache Spark and Scala.

Random lorest and Boosled "TToes

Various types ol machine learning approaches may be
vsed for the predictive model that is generated. Two
examples of machine learning approaches that accept both
continuous and discrete features include random forest and
boosted trocs.

Random Forest

The random forest is good for dense data and large
nubers of features. Typically, multiple trees are generated
from bootsirapped data. The generated trees arce then aver-
aged. The random lorest approach produces independent
and identically distributed (iid) {or more independent) trees
by randomly selecting a subset of predictors at each step. For
example, the random forest may use hundreds of deep, big
trees, where variance reduction is achicved through averag-
ing. The trees are used in parallel. with the results ol all irees
averaged.

The categorical features may be put or ted into the random
forest using one-hot encoding. One-hot encoding provides a
type ol indicator leature. or example. suppose that there are
two thousand names or labels or values [or the ber node
categorical feature. The categorical feature is converted into
two thousand one-hot encoded features. The two thousand
one-hol encoded [eatures will be such that each feature will
have a value of 1 or 0. I a session belongs. Tor example, 1o
the 7" [iber node. then the fiber node Teature will have a
value of 1 for the seventh one-hot encoded value, and zero
for the remaining. Thus, a categorical feature of fiber node
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with two thousand values, when one-hot encoded, results in
twor thousand new lealures [or the liber node.

‘This approach may be used when the number of different
values a feature may (ake does not exceed a point al which
the random forest cannot train properly. For example, sup-
pose that the fiber node categorical feature, at the city level,
hag several thousand values (e.g.. lor the cily o San Jose.
Calil., there are a lew thousand [iber nodes). Por this number
of feature values, the random forest may still train properly,
and allow for the covnterfactual approach at the city level.
However, at the country level (e.g., United States), there
may be hundreds of thousands of [iber nodes, in which case.
the random lorest model may nol train properly. For
example, if there are two hundred thousand fiber nodes in
the US, then one-hot encoding, of the feature will result in
two hundred thousand new [eatures being created, which
may resull in the random lorest being unable o train
properly. As another example. consider the categorical lea-
mre of Internet Protocol (1Y) addresses. If there are five

million IP addresses, then one-hot encoding will result in 2

five million [eatures. Similarly. lor service groups, il there
are 50,000 service groups, one-hol encoding will resull in
50,000 features. One-hot encoding of such features will
result in the generation of a large number of new features
which may overwheln the random torest machine learning
model/approach.

Boosted Trees

To accommodate large nuimbers of feature valves (e.z., to
perform fault isolation on a national scale), other

approaches, such as boosted trees (residual, gradient 3

descent) which provide a more simplificd model (as com-
pared 1o the [ull model ol the random Torest). may be used.

Boosted trees are excellent with a small number of
well-designed features. Trees are grown sequentially, where

a decision iree is (it 1o the residuals [rom the model. This 3

new decision tree is added (o a fitted [unclion in order (o
updale the residuals. As one example. boosted decision trees
use a large number (e.g., thousands) of shallow, small trees
(in contrast to the lower number of deep and large trees of
random [orest), with bias and variance reduction achicved
through boosting.

The following is an example process for nsing boosted
trees for regression:

1. Set f(x) Oand r, v, for all i in the training set.

2. Forb=1.2..... 13. repeat:

a4 Pt a tree with d splits (+1 terminal nodes) o the

training data (X, £).
b. Update the tree by adding in a shrunken version

(megative gradient descent) ol the new Lree:

Y.

Fra—Fim)+nf i)

¢. Update the residuals

f'_.-n'—r_.—}.,_nfbl'.\'r-]

3. Output the boosted model.

ooy 2o

In the above, each hew tree is trained with residuals (in a
soquential manner), where the (inal boosted model is a
weighted average of all troes.

The well-designed features may be generated or desipned
by the embedding (generating representations) of categori-
cal leatures. Boosted trees are one example ol machine
learning approaches that perform well with embedded lea-
lures (c.g.. perlorm betler in terms ol quicker convergence).
Embeddings of all categorical features may be created. As
one example, embedding of a categorical feature includes
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converting the categorical feature, which may have many
discrete values, into a continuous value. As one example,
consider the flber node categorical [ealure, which, in this
cxample, al the national level, has 200,000 (iber node values.
The fiber node categorical feature is embedded and con-
verted into a continuous single value as follows, For each
[iber node (value), the average rebullering ratio ol that [iber
node, over all sessioms observed in a time period (e.g., two
week training period), is determined. The average rebuffer-

3 ing ratio of the fiber node is an embedded way of repre-

senting that fiber node. For example, suppose that in the
cxample ol I1(G. 1. [or (Ther node 10, it is determined that the
average rebullering ratio for all the sessions that belong 1o
fiber node 10 is 1.3%. Fiber node mumber 10 is then
represented by the embedded value 1.3%. Referring again 1o
the example ol FIG. 1. suppose thal [iber node 20, when
cmbedded based on the average session rebullering ratio,
has 2 known good rebullering ratio of 0.2%. In some
embodiments, the determination of a “good™ fiber node is
based on a low actual rebuttering ratio embedded value (i.e.,
based on actual measured RI3R [rom aclual scssion data)
andior a low predictive value.

When the replacement prediction is made, the valve for
the fiber node of the 300 sessions is switched from the 1.3%
embedded value for fiber node 10 1o the 0.2% embedded
value [or [iber node 20.

Other features may alrcady be provided as conlinuous
features (and need not be embedded), such as time of day.
(nher features, such as connection tyvpe, which may only
have a small number of values, also may not need o be
cmbedded. Por example. il there are only three conneclion
types (e.g., wircless, Wi-1id, or lithernet). then the connection
type feature need not be embedded (because it can be
represented, for example, by just three values, such as 0, 1,
or 2). In comparison o one-hot encoding. by performing
cmbedding. the number of leatures used in the machine
leaming is reduced. PPor example. rather than resulling in the
creation of more features, as in one-hot encoding, embed-
ding allows features such as fiber node, 1P address, and
service group o be embedded and represented as single
conlinuous values.

Grouping, of Features

Ag described above, some features may also be grouped
into a single feature. As one example, a publisher, CDN, and
device may be combined into a single leature relerred 1o
herein as “PCIY Groupings that have the largest inlluence
or impact on the quality of sessions may be used as features.
For example, while each of publisher, content, and device
may nol individually have much influence on RIBR. it may
be determined (e.g., by evaluating dillerent combinations of
individual [eatures) which lcatures logether have a large or
maximum amount of influence.

One example of determining groups i3 as follows, Dif-
ferent [catures and combinations ol features are evaluated 1o
determine the average influences ol cach ol the [eatures!
combinations on the predicted quality for RBR (e.g., for a
aiven week). Sessions that are problematic are identified. As
ole example, sessions that have greater than 2% RBR are
identified. "The contributions ol cach of the [eaturesicombi-
nations om the identified problematic sessions are deter-
mined. For example, suppose that there are one hundred
sesgions that are identified as problematic, having RBR
greater (han 2%, Oul ol those one hundred sessions. the
number or ralio or proportion or pereentage (L.c.. contribu-
tion) of the hundred sessions that were caused by cach
feature/combination of features (e.g., fiber nodes, bad ser-
vice groups, bad DPCDs, bad publishers, bad devices, bad
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CDNs, bad IP addresses, other groupings, etc.) is deter-

mined. Suppose thal individual contributions of publisher.
CION. and device were small. but the combinatiom of PCIY
contributed 10 a large portion of (he bad scssions. The
combined grouping of PCD may then be selected for mod-
eling (rather than vsing the individual features for model-
ing).

I'IG. & illustrates an embodiment of a pic chart ol impacts
on customer QoE. The pie chart breaks down the impact of
I* addresses (502), fiber nodes (504), service groups (506),
and PCDs (publisher (508)YCDN (510)/device (512) com-
binations) on quality. Lach slice represents the (olal amount
of improvement (hat could be achieved by replacing cco-
system components with better ones. As shown in this
example, PCD combinations have the highest impact. Fiber
nodes have significant impact. [ast mile end user [P address
issues also have a signilicant impact as well. With respeet Lo
PCD. although the ISP does nol have control over PCI. the
ntormation provided in the chart is still vsetul to the IS, as
the ISP can distinguish between problems caused by its own
inlrastructure and network componenis oul ol its control.
The ISP can, lor example, notily a publisher (hat there are
issues caused by network components associated with the
publisher.

Additional Details Regarding Model Structures

Simplified Model

Deseribed above was a meta-model that is based on
gradient boosted trees regression. The meta-model is
referred 1o as a simplified model becavse categorical vari-
ables were represcnled (embedded) by several selected real
valued [eatures. Various approaches may be taken lor the
representations (embeddings) ol the categories (c.g., P
addresses, fiber nodes, etc.).

Categorical Features

In some embodiments, cach category is characterived by 3

al least two Teatures (real values in cach session):

1. Average label across all scssions of the category value.
with the value of this specific session excluded from aver-
aging,

2. "Total number ol sessions ol this calegory value.

Some ol the ilems may have additional leatures in their
embedding. For example:

1. N Fiber node:

A, Number of I addresses related 1o it {e.g., through the

sessions in commaon)

2. 8=Service group:

A Number of I addresses related to it.

B. Number of fiber nodes related to it

3. P=Publisher:

AL Number ol CDN & Geos related 1o il

3. Number ol CDNs related (o il

4. A Asset & Publisher:

A Average bitrate.

3. Average playlime.

5. C=CIIN & Geolocalion{CRANY:

A, Number of publishers related 1o ir.

Nuwmber of service groups related 1o it.
D Device:

Average bitrale.

AC=Asscl & Publisher & CDN & Goeo
Average bitrate.

Average plavtime,

Al=Assel & Publisher & Device:
Average bitrale.

Average playlime.

PCD Publisher & CDN & Geo & Device:
Average bitrate.

B.
[
Al
7.
A
B.
8
Al
13.
g
A
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10. ACD Asset & DPublisher & CDN & Geo & Device:

AL Average bitrale.

13. Average playtime.

Conlinuous and Discrete Vealures

Examples of continous and discrete features that are not
categorical features include:

1. s Tive? This is live (17 or not {0).

2. Content length: Natural logarithm ol {(T+content
length/® sec).

3. Is it Saturday? The session is plaving at Saturday (1) or
not (0},

4. Is it Sunday?

5. Iour of the day.

6. Absolute time across the whole considered time inter-
val (e.g., two weeks). Included as a guard against vniform
changes  ¢.g.. general big events or intemel trallic troubles.

While in the simplificd model, calegorical values arc
cmbedded by several selected real valued leatures, there
may be a loss of information for items spawning large

20 geographical regions (e.g., the enrire US), such as assets,

devices. and publishers.

IPull Model

The simplified model is in contrast to a full model, in
which, for example, categorical variables are represented as
one-hot encoded features (as described above with respect 1o
the use of random lorest-based machine leaming), where
additional real lealures are treated as is. The simplified
model may allow the fault isolation to be pertformed on a
larger geopraphy as compared 10 a full model (e.g., country
level versus city level). For example. the [ull model may be
used [or a limiled arca (c.g.. city). while a simplificd model
may be used when performing Fault isolation over an enlire
country.

Deep Learning and Neural Networks

Anolher example ol a model structure that may be used is
neural nelworks. When using neural networks. dillerent
types ol embedding may be used, as well as dillerent types
of networks. One example is a deep network, which is a
neural network that has various intermediate lavers. A wide
network may alse be used, where a wide imporl arca is
considered. but the number of layers is smaller {in compari-
son 1o the deep network—an analogy would be that a
random forest is to boosted trees as a wide network is to a
deep networl).

Neural networks may be wsed instead ol trees because
they ofler the lollowing advanlages: I'mbedding can he
trainable, Natural processing of sequential data, such as
daily features, Better ability to adjust to modified data, rather
than retrain [rom scratch.

lor example. while the random lorest or hoosted irees
may be elfective on a time scale of weeks {(e.g., lor the ISP
to obtain a list of problematic network components on a
weekly basis), suppose that the ISP would like the tfault
isolation o be perlormed on a higher lrequency basis, such
as overy day. or cvery hour. Neural networks provide the
Hexdbility to allow sequential processing. Further, the nevral
network may operate at a lower granvlarty with more
teatures.

lor example, neural nelworks can be incrementally
updated. on a daily basis. This allows [or the prediction 1o
be updated when network components are updated (e.g.,
new modems, new Wi-Fi access points, fiber node fixes due
lo truck rolls, new 1P addresses (which may be updated
quickly. Tor example hourly). cle.). Thus. the [ealures may
also be observed al a more granular level {e.g.. on a time
driven basis), rather than being treated as fixed when vsing
the predictive model.
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Ag one example, a neural network model may be created
using the lensorllow [ramework. In one embodiments, the
neural network model with trainable embedding s an
emboedding-deep model. ach category is represented by
trainable embedding as a first laver of a deep learning neural
networl. In an embedding-deep-and-wide model, each cat-
egory (or combination of categories) may also be repre-
senled [ully or buckeled lor an additional simple “widd™ part
ol amodel. In a wide model {c.g., [ull model). cach catlegory
is Tully represented as a one-hot encoded leature. When
unsing the neural network approach, dimensionality of
embedding should be selected reasonably tor each category.
One approach would be to select the dimensionality as
proportional to log of calegory sive. The “reference™ nodes
(relative 1o which the influence on the session 1s estimated)
may be iteratively identified 1o [ind the “best” nodes. As
another approach, a random set of nodes may be used.
Datasets that are nsed for training may be created using one
or more CRAN (geolocation) areas, or created and used for
all areas al once. In some cmbodiments. the separale pro-
cessing [or cach geo-location is performed lor the embed-
ding-deep-and-wide model and the fill model. This is due to
large datasets and long processing. A tradeott to this would
be a potential loss of information for items reaching across
a4 large geographical region (ec.g.. US), such as asscls.
devices, and publishers.

FIG. 6 is a flow diagram illustrating an embodiment of a
process tor fault isolation. In some embodiments, process
600 is excculed by fanll solation system 106 ol PIG. 1. The
process beging al 602, when physical layer information
associaled with a network service provider is recelved.

Examples of physical laver information received include
information received trom an ISP whose infrastructure is

used Lo deliver conlent o end-points in a video delivery 3

ccosystem. The physical layer inlormation received [rom the
ISP includes network opology information lor the I8P The
network topology intormation may be received as data
corresponding 10 a certain time period (e.g., Merarchy of ISI
IP addresses, (iber nodes, service groups. and geolocations
{(CRAN arcas) Tor cach wock).

At 604, application layer intormation is received from
clients. The application laver information includes session
summary data associated with video sessions initiated by
client devices that include content players [or playing con-
tent. “The session summary data includes session Qoll mel-
ries, as well as metadata such as CDN, publisher, II* address,
device type, content type, eic.

The network lopelogy inlormation is joined with the

scssion summary data based on information such as [P s

addresses obtained lor video sessions nitiated on client
content plavers.

At 606, a predictive model for predicting the quality of
sessions is generaled. The predictive model 1s generated by

using the (joined) physical and application layer information s

as features. Examples of factors in the physical‘application
laver information nsed as features include those factors that
influence video quality. The predictive model is uvsed to
predict a label as a [unction of input [eature values. The label
may be a Qoll metric such as rebullering ratio. video
failures, etc.

Ag part of building the model, the model is trained. The
data used [or training (he model may cover a period or range
ol time that is dillerent from the period ol time of data used
lor performing predictionfre-prediction. lior example, the
model may be trained on the data of the current week and the
previous weel, while predictions during testing are per-
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formed vsing session data for just the current week. Other
lime periods may be used lor the training/predicting phases.

AL 608, a lirst prediction of session quality is made using
the generated predictive model. For example, Tor a given
feature valve being evaluated, all observed sessions whose
joined physical/application layer intormation includes the
aiven teature value are identified. The sessions may belong
lo a certain period of time (which may differ [rom the
training period). lor cxample, a prediction ol quality ol cach
session lor the current week is performed. The inlormation
for each of the identified sessions is used as input to the
predictive model 1o predict the quality of those sessions. The
prediction performed at 608 is reterred 1o as the “real” or
“initial™ or “original™ prediction.

AL 610, a replacement prediction ol session quality is
made using the generated predictive model. Por example,
predictions of the quality for each session with the specific
value of a feature (e.g., actval value of a teature that was

2 used in the session that was observed) replaced by a “good”

value are performed. For example. the actual (iber node (or
its representation/embedding) used in an observed session is
replaced by a representation or embedding of'a “good™ fiber
node, The prediction performed at 610 is referred to as the
“gpood” prediction or “replacement” prediction. In some
cmbodiments. the “good™ values replacing the “real”™ (ac-
lualy values are scelected in imitation ol how the ilem {e.g.,
fiber node) would behave it it were a “good” node or
component.

In some embodiments. the replacement and the prediction
deseribed al 608 and 610 are done separately lor cach
calegory (c.g. IP addresses, fiber nodes. cle.) using the
model generated at 606,

At 612, a difference berween the replacement prediction
and the first prediction s determined. The dilference
between the “replacement” or “good™ prediction determined
al 610 and (he inital or real prediction determined at 608,
aggrepated over all sessions with that teature valve that was
replaced, may be nsed as a score that reflects an eftect that
the item has on the video quality of video sessions.

In some cmbodiments. a [aull in the content delivery
ecosystem is isolated based on the impact score determined
at 612, For example, items with a score exceeding a thresh-
old are determined as faulty. As described above, i some
cmbodiments. the prediction and replacement predictions
deseribed above are determined separately [or cach calegori-
cal feature, such as IPs, fiber nodes, etc. in the case of a cable
ISP

Al 614, oulpul based on the difference between the
replacement prediction and the first prediction is provided
{e.g.. by oulpul engine 124 of laull solation system 106).
For example, those features or items (e.g., FN, SG, I, PCD,
etc.) with the worst effect (as weasured by the score deter-
mined al 612) are provided as output {e.g., 1o the [8P). Lior
cxample, the top N {c.g.. 3000 worst liber nodes may be
outputted to a user (e.2., nser-operator of an ISP utilizing the
services of fault isolation svstem 106). Other problematic
components, such as IP addresses, service routes, etc. may
also be provided as output.

Ay another example of oulpul, the system may provide
alerts. For example, the ISP may be notified or alerted 10
possible issues in their network (e.g., problematic fiber
nodes) so thal they can lake preemplive action. Other
cxample types ol oulpuls aller diagnosing a faull include
problematic service group reports. problemalic (iber node
reports, problematic IP reports, and problematic PCD (Tub-
lisher, CDN/GEOQ, Device) reports.
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Each report provides a ranking of each feature value, the
number ol sessions belonging o the leature value, and the
predicted RIBR lor the sessions belonging o that leature
valuc.

Other examples of output are described above, The results
of the countertactal predictive process tor favlt isolation
may be delivered that covers a period ol lime (c.g.. cach
wieek).

In some embodiments, node health information, as mea-
sured by an ISP, is also received as part of the physical laver
information at 602. This node health information may be
compared with the results ol the counterfactual predictive
approach. The comparison ol the I8P provided node health
intormation and the results of the prediction may be out-
putted.

Thus, using the lechniques described herein. faulls in
nelwork components in a content distribution ceosystem are
isolated based on the quality ol the experience ol end users
streaming video. The quality of experience of video sessions
is observed, as well as the portions of the video delivery
cecosystem that were used (o deliver the conlent in those
video sessions. This inlormation is used o inler which parls
of the video delivery ecosystem are causing streaming
problems in video gquality.

Althovgh  the foregoing embodiments have been
deseribed in some detail Tor purposes ol clarity ol under-
standing. (he invention is not limited to the details provided.
There are many alternative ways of implementing the inven-
tion. The disclosed embodiments are illustrative and not
restrictive.

What is claimed is:

1. A syslem. comprising:

a processor configured to:

receive network topology information associated with a
network service provider;

receive session information assoclated with one or
more slreaming sessions:

generate a predictive model for predicting session
quality at least in part by vsing at least some of the
network lopology and session information as [ea-
Lures;

vse the predictive model to determine a first prediction
of session quality using a first set of feature values;

generate a second set of feature values at least in part
by replacing a [first fealure value n the first sel ol
leature values with a replacement value;

vse the predictive model to determine a replacement
prediction of session quality vsing the second set of
leature values including the replacement value with
which the first feature value was replaced:

based al least on the [irst prediction and the replace-
ment prediction, determine an impact of the first
feature value on session quality; and

isolate a faull in a content delivery ceosystem based at

least n part on the delermined impact ol the st s

feature value on session quality; and

a memory coupled to the processor and configured to

provide the processor with instructions.

2. The system of claim 1 wherein the predictive model is
used 1o predict a rebullering ratio ol a session given a sel of
feature values associated with the session.

3. The system of claim 1 wherein generating the predic-
tive model further comprises training the predictive model.

4. The system of claim 3 wherein the predictive model is
trained based al least in part on network topology inlorma-
tion and session information associated with a first period of
time, ahd wherein the first prediction and the replacement
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prediction are determined uvsing a network topology infor-
mation and session information associated with a second
period ol ime that is shorter than the first period ol Gime.

5. "The system of claim 1 wherein the nelwork lopology
information comprises tormation associated with a net-
work component in the content delivery ecosystem, wherein
the first feature value that is replaced comprises the nelwork
component. and wherein the processor is conligured 1o
isolate a fault with the networl component.

6. The system of claim 1 wherein the processor is turther
configured 1o join the networl topology information and the
session information.

7. "The system ol claim 6 wherein the processor is con-
figured to join the network topology information and the
sesgion information based at least in part on an internet
protocol (1P} address.

8. The system ol claim 1 wherein the nelwork service
provider comprises a cable nelwork service provider, and
wherein the network topology information comprises infor-
mation associated with at least one of a Cable Modem
Termination System (CMTE). a service group. a (iber node,
and an |P address.

9. The svstem of claim 1 wherein the session information
comprises Quality of Experience is (QoE) metrics compris-
ing at least one of rebuttering ratio, video start time, average
bitrate. a number ol video start failures. a number of
bullering evenlts, and video mean opinion score (MOS).

10. A method, comprising:

receiving networl topology information associated with a

nelwork service provider:

recelving session inlormation associated with one or more

slreaming sessions:

generating a predictive model for predicting session qual-

ity at least in part by using at least some of the network
lopology and session informalion as lealures;
using the predictive model o determine a first prediction
ol session quality using a [irst sel ol fealure values;

generating a second set of feature values at least in part by
replacing a first feature valve in the first set of feature
values with a replacement value:

using the predictive model o delermine a replacement

prediction of session quality vsing the second set of
feature valves including the replacement value with
which the first feature value was replaced;

hased at least on the first prediction and (he replacement

prediction, determining an impact ol the irst Teature
value on session quality; and

isolating a fault in a content delivery ecosystem based at

least in part on the determined impact ol the (st leature
value on session quality.

11. The method ol elaim 10 wherein the predictive model
is used to predict a rebuffering ratio of a session given a set
of teature values associated with the session.

12. The method of claim 10 wherein generating the
predictive model [urther comprises training the prediclive
model.

13. The method of claim 12 wherein the predictive model
is trained based at least in part on o network topology
inlormatiom and session inlormation associated with a [irst
period ol tme. and wherein the first prediction and the
replacement prediction are determined using a network
topology information and session information associated
with a sccond period ol time that is shorter than the [irst
period ol time.

14. The method ol claim 10 wherein the network lopology
information comprises tormation associated with a net-
work component in the content delivery ecosystem, wherein



Us 10,637,715 Bl

23

the first feature value that is replaced comprises the network
component, and [urther comprising isolating 2 lFault with the
nelwork component.

15. The method ol claim 10 Turther comprising joining the
network topology intormation and the session information.

16. The method of claim 15 further comprising joining the
network topology information and the session information
hased at least in parl om an inlernetl protocol (IP) address.

17. The method of ¢laim 10 wherein the network service
provider compriscs a cable network service provider, and
wherein the network topology information comprises intor-
mation associated with at least one of a Cable Modem
Termination System (CMTS), a service group, a fiber node,
and an [P address.

18. The method of claim 10 wherein the session inflor-
mation comprises Quality o Dxperience (Qol?) metrics
comprising at least one of rebuttering ratio, video start time,
average bitrate, a number of video start failures, a number of
buffering events, and video mean opinion score (MOS).

19. A compuler program product cmbodied in a non-
transitory compuler readable storage medium and compris-
g computer instructions tor:

receiving network topology information associated with a

network service provider;

1
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receiving session information associated with one or more

slreaming sessions:

generating a predictive model [or predicting session qual-

ity at least in part by using at least some of the network
topology and session information as features;
using the predictive model o determine a first prediction
ol session quality using a [irst sel ol fealure values;

generating a second set of feature values at least in part by
replacing a first feature valve in the first set of feature
values with a replacement value:

using the predictive model o delermine a replacement

prediction of session quality vsing the second set of
feature valves including the replacement value with
which the first feature value was replaced:

hased at least on the first prediction and (he replacement

prediction, determining an impact ol the irst Teature
value on session quality; and

isolating a fault in a content delivery ecosystem based at

least in part on the determined impact ol the (st leature
value on session quality.

20. The computer program product of claim 19 wherein
the predictive model is vsed 1o predict a rebuffering ratio of
a session given a set of feature values associated with the
session.
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