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(57) ABSTRACT

Providing network insights is disclosed. A mapping between
4 device identifier and one or more nodes in a nelwork
lopology associaled with a network service provider is
obtained. End vser experience data associated with the
device identifier is obrained. Based at least in part oo the
device identifler. at least some ol the oblained end user
experience dala is associated with al least some ol the one
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network service provider. Processing is performed based at
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obtained end user experience data with the at least some of
the one or more nodes in the network opology associated
with the network service provider. Output is provided based
at least in part on the processing,
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=

h 4

QObtain a mapping between a device identifier and one or 5‘402

more nodes in a network topology associated with a
network service provider

Y

5—404
Obtain end user experience data associated with the device
identifier

Y

Based at least in part on the device identifier, associate at 06
least some of the obtained end user experience data with at )_4
least some of the one or more nodes in the network
topclogy associated with the network service provider

Y

Perform processing based at least in part on the association 08
of the at least some of the obtained end user experience )-4
data with the at least some of the one or more nodes in the
network topalogy associated with the network service
provider

5—410
Provide ouiput based at least in part on the processing

=

FIG. 4
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1
NETWORK INSIGHTS

CROSS REFERENCE: 10O (TR
APPLICATIONS

This application claims priority 1o U.S. Provisional Patent
Application  No. 627372629  entitled NETWORK
INSIGHTS filed Aug. 9, 20016 which 1s incorporated herein
by reference lor all purposcs.

BACKGROUND OF THE INVENTION

Users are increasingly using networks such as the Intermet
1 access conlent, such as video [iles and live streaming/
video on demand content. via client machines. Such content
is often large, time sensitive, or both. As demand for such
content increases, there are challenges in distributing that
content efficiently and with high quality.

BRIV DESCRIPTION OF TTIE DRAWINGS

Various embodiments of the invention are disclosed in the
following detailed description and the sccompanying draw-
ings.

FIG. 1 illustrates an embodiment of an environment in
which content is distributed.

FIG. 2 illustrates an embodiment of a network topology.

FIG. 3 illustrates an embodiment of a system for provid-
ing nelwork insights.

IIG. 4 is a [ow diagram illustrating an embodiment ol a
process for providing network insights.

FIG. 54 dllustrates an example embodiment of a portion
ot a network topology.

I'ICr. 513 illustrales an example embodiment of identilying 3

problematic candidale nodes.

I'IGr. 5C illustrales an example embodiment of identilying
problematic candidate nodes.

FIG. 64 illustrates an example embodiment of sample
results [or a CMTS node.

IIG. 613 illustrates an example embodiment of sample
results for Service Group nodes in a CMTS node.

FIG. 6C illustrates an example embodiment of a sample
result for an IP address in a service group node.

I'IG. 7A illustrales an example embodiment ol a network
struclure.

FIG. 7B illustrates an example embodiment of results of
selection of bad nodes trom candidates.

I'IG. 8A lusirales an example embodiment ol consider-
ing other [actors outside ol a network topology.

I'IGr. 813 lusirales an example embodiment ol consider-
ing CDN, device, and publisher combinations for a “bad™
node,

I'IG. 8C illustrates an example embodiment of determin-
ing a [requent patlern.

FIG. 9 illustrates an example embodiment of labeling
nodes with root causes.

FIG. 10A illustrates an embodiment of 8 network topol-
gy

I'IGr. 13 illustrates an embodiment of a network lopol-
ooy,
FIG. 11A illustrates an example embodiment of an inter-
[ace for viewing end user experience by CMTS.

IIG. 111 illustrates an example embodiment ol an inler-
[ace for viewing end user experience by Service Group.

FIG. 12A illustrates an example embodiment of an inter-
face for viewing CMTS fault isolation classification.
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FIG. 12B illustrates an example embodiment of an inter-
lace lor viewing CMTS Taull isolation drilldown.

I1G. 12C illustrates an example embodiment of an inter-
lace lor viewing CMTS Taull isolation classification.

FIG. 12D illustrates an example embodiment of an inter-
tace for viewing experience and utilization correlation.

IF1G. 1211 llustrales an example embodiment of an inter-
lace lor viewing experience and utilization correlation.

11(3. 13 llusirales an example embodiment of an interface
for viewing overall experience at a service group level.

FIG. 14 A illustrates an example embodiment of'a network
insights dashboard.

115, 1413 illustrates an example embodiment ol a nelwork
insights dashboard.

FIG. 154 illustrates an example embodiment of a disti-
bution of faults by different device types.

1G5, 1513 illustrates an example embodiment ol a device
instance correlation.

FIG. 16 illustrates an example embodiment of an intertace
for viewing device type tault isolation.

113, 17 llusirales an example embodiment of an interface
for viewing device type laull isolation.

1I1(3. 18 llusirales an example embodiment of an interface
for viewing device type tault isolation.

FIG. 19 illustrates an example embodiment of an intertace
for CON lault isolation.

1G5, 20 illustrates an example embodiment of an inter-
tace for CDN fault isolation.

FIG. 20B illustrates an example embodiment of an inter-
tace for CDN fault isolation.

11(3. 21 llusirales an example embodiment of an interface
lor viewing publisher [aull isolation.

FIG. 22 illustrates an example embodiment of an intertace
for viewing competitive performance.

DITATLED DESCRIPTION

The invention can be implemented in numerous ways,
including as a process; an apparatus; a svstem; a composi-
lion of mailer; a compuler program product embodied on a
compuier readable storage medium: andfor a processor. such
as a processor configured 10 execute instructions stored on
and/or provided by a memory coupled 1o the processor. In
this specification, these implementations, or any other form
that the invention may lake. may be referred o as wech-
nigucs. In general, the order ol the sleps ol disclosed
processes may be altered within the scope of the invention.
Unless stated otherwise, a component such as a processor or
a moemory described as being conligured o perlorm a lask
may be implemented as a general component thal is lem-
porarily conligured to perlorm the task al a given tme or a
specitic component that is manutactured 1o pertorm the task.
As used herein, the term “processor” refers 1o one or more
devices. cireuits. andior processing cores comligured 1o
process dala, such as computer program instructions.

A detailed description of one or more embodiments of the
invention is provided below along with accompanying fig-
vres that illustrate the principles of the invention. The
invention is deseribed in connection with such embaodi-
menis, but the invention is not limited 1o any embodiment.
The scope of the invention is limited only by the claims and
the invention encompasses numerous alternatives, modifi-
calions and equivalents. Numerous specilic details are sel
forth in the lollowing description in order lo provide a
thorough understanding of the invention. These details are
provided for the purpose of example and the invention may
be practiced according to the claims without some or all of
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these specific details. For the purpose of clarity, technical
material (hat is known in the technical fields related o the
invention has not been deseribed in detail so that the
invention is nol unmecessarily obscured.

FIG. 1 illustrates an embodiment of an environment in
which content is distributed. In the example shown, clients
102-112 arc used 10 access conlent, such as multimedia or
audiovisual content (e.g., movics, songs, (Clevision shows.
sporting events, games, images, etc.) that is owned by
content owners 114-118. The content is stored (or captured)
at origin servers, and distributed via content sources such as
content distribution networks (CDNs) 120-124. A content
owner s also referred o herein as a “conlent publisher,” as
the content owners publish their content vsing content
sources such as CDNs 120-124.

I'xamples of clicnls include personal compulers. laplops.
cellular phones/personal digital assistants, and other types ol
information appliances or devices such as scl-lop boxes.
games consoles, broadband routers, file servers, video serv-
ers, and digital video recorders, as applicable.

The clients shown are used by subscribers o various
Internet service providers (18Ps). lor example. clients 102-
106 are vsed in a first household (126) that subscribes to ISP
1 (128}, while clients 108-112 are used in a second house-
hold (130% that subscribes to ISP 2 (132).

When conlent is distributed 1o clients 102-112 by content
publishers 114-118 via CIDNs 120-124. (he conlenl may
traverse through potentially multiple backbone ISPs (repre-
sented by network clond 134) before connecting 10 local
ISPs 128 and 132, which provide, via their respectlive
inlrastructures, the content lo client devices 102-112 used by
their respeclive subscribers. As shown in this example.
content from ditferent publishers may travel through various
distribution paths that include the same or different CDNs
and 15Ps.

Issues thal arise In conlent distribution {leading o a poor
viewing experience lor end users) may be due o [aults that
can occur at various points in a content distribution path. For
example, faults mav occur at the content publisher or the
CIONs used 1o publish the content. Issucs may also arise
within a home network (e.g.. due o an issuc wilth a wircless
router or access point) or at end vser devices.

Favults may also occur inside the networks of I1SI's. One
tvpical goal tor ISPs is 1o serve or provide a quality
expericnee [or their subscribers and end users ol their
nelworks. [owever. il can be challenging lor 15Ps 1o deter-
nine whether their end users are being provided with quality
service, or if their network is cansing its subscribers to have
4 poor end user experience. Lurther. even il the [ault [or poor

end user experience could be attribuded 1o the ISP it can be s

difficult lor the 18Ps. which are composed ol numerous
network components (also referred 1o herein as nodes), to
determine where the tault lies within their network or why
some portion of their network is contributing 1o poor end

user experience, as they typically only have limited visibility s

or insight into their networlk infrastructure, such as low level
measurements of how the components of their network are
operating,

lor example. while a network provider may have infor-
mation aboul the state of iUls components. such as the
capacity or utilization of components such as switches or
servers, etc., it can be diflicult for the ISPs to determine
whether some component in their network infrastructure is
operating in a stale that negatively allects or impacts end
user experience. or what i is aboul a component that is
causing or otherwise contributing to poor end vser experi-
ence,
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Described herein are techniques for providing network
insights. As will be deseribed in Turther detail below. using
the techniques deseribed herein. diverse viewer experience
data can be collected rom end user client devices and
correlated with information about a network provider’s
topology to provide various network insights. For example,
an ISP can be provided insights into whether end vsers are
experiencing issues with their service, where the [aulls are
in their network topology (c.g.. specilie componenits) thal
are causing poor end user experienee, as well as what 1 s
about the source of the fault that is contributing to the
experience issues (i.e., the reason for the issues). Using the
techniques described herein, service providers can also be
provided with reports on recommendations [or how the
network provider can improve, or how the service provider
compares (0 ils compelilors.

While example embodiments in a video streaming (e.g.,
live and on-demand streaming) ecosvstem are described

2 throughout, the techniques described herein can variously be

adapled 10 accommodate any type ol audiovisual or multi-
media content distribution, as applicable.

FIG. 2 illustrates an embodiment of a network topology.
In this example, an embodiment of a network topology or
hierarchy or organizational network structure for a cable
provider i shown. Various network compoments in the
network lopology are shown in this example. Dillerent 15Ps
may have different topologies. Other examples of network
topologies for other tvpes of network providers (e.g., PON
{Passive Oplical Network) (c.g. lor 1381, cellular net-
works, cle) will be described helow.

In the example shown, the cable nelwork includes a
nuber of Metropolitan Area Networks (MANs) (202). The
MANs are typically major metropolitan area networlks that
are buill over fiber. One cxample is a MAN for the San
lirancisco 13ay Arca.

Al the next level ol the topology in this example. cach
MAN has a number of hubs (204). Each hub may correspond
to a major ¢ity in the MAN. For example, the SF Bay Area
MAN may include S8an l'rancisco, San Jose. cle., hubs.

In this example, at the next level ol the lopology. cach hub
has a number of CMTSes (Cable Modem Termination
Swstems) (206). In some embodiments a CMTS is a cowm-
bination of switches/routers. A CMTS may be at the neigh-
borhood level ol a cily.

Al the next level ol the topology in this example. cach
CMTS has a number of service groups (208). Each service
aroup can correspond 1o a port on the CMTS.

In this example. al the next level of the topology. cach
service group has a number of [iber nodes (e.g., [iber
splitters) (2100,

At the next level of the topology in this example, each
fiber node services a number of homes (212), where each
home is provided or assigned a (publicy IP address by the
ISP In some embodiments. all devices on a home’s nelwork
will appear to be associated with the same [P address
assigned by the ISP (but may have different port numbers).

When determining whether there are failures, problems,
or issues in the service they are providing, service providers
can identily and address low level Tailures. such as culs 1o
fiber optic lines or faillures in machinery. However, as
described above, a typical goal is 1o provide their subscribers
# high quality end user experience. and one eriterion thal can
be used lor determining whether there s an issuc with the
service being provided is whether end users are having a
poor end user experience, which may occur even it the
network’s infrastructure appears otherwise operational.
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Asg will be described in more detail below, one way in
which end user experience can be measured is (o evaluale
end users” experiences viewing streaming conlent such as on
demand or live video conlenl. As users are inereasingly
using networks such as the Internet 1o access content, the
viewing experience of end vsers can be vsed as an indicator
or as crileria lor determining whether the ISP is perlbrming
well. or 1 there may be polential issucs with (he network.
For example, if subscribers are having a poor experience
streaming video, then they may view the ISP negatively, and
potentially switch to other network providers it their friends
who are subscribers on those other networks are having a
heller streaming experience. Typically. however, service
providers do not have access 1o such end vser viewer
experience data.

Using the teehniques deseribed herein. viewer experience
dala can be correlated with a network lopology. As will be
deseribed in [urther detail below, the viewer experience dala
can ineclude data abour the end user's experence with
respect 10 various viewing sessions. This viewer experience
dala, which can be obtained rom numerous clients, can be
used. lor example. o determine a baseline {(e.g.. normal or
tvpical) level of experience. Observed deviations in viewer
experience from this baseline level can indicate that end
nsers are having a poor viewer experience, and that there
may be an issue with (e, a faull within) the network ol a
nelwork service provider.

The viewer experience data can be collected from a
diverse set of clients, who are receiving content through

various dilferent paths in the network {e.g.. different com- 2

binalions ol publishers, CDNs, MANs, hubs. CMTSes.
service groups, [iber nodes. device types. elel). The viewer
experience data can be lavered with information about the
network topology to determine, for example, how the end

user viewer experience is correlaled with the various nodes 3

ol the network. As ome example, 1 issues with end user
viewer experience are observed lor a sel of clients, the paths
in the network topology through which content was distrib-
uted for those clients can be evaluated to isolate the source
of the issuc in (he network lopology (c.g.. a parlicular
component in the neltwork topology). Thus, 18Ps can be
provided with greater insight, a1 a higher level of granularity,
it how the components in the network topology atfect or
wpact end vser viewer experience.

lor example. the location of potential faults {ic. com-
porents that have been inferred or deduced as negalively
affecting end user experience) in the network topology can
be identified. The characteristics and attributes of compo-
nents can also be evalualed o delermine why il is that a

particular compoment s negatively Impacting end user s

viewer experience. The ISP can then use such insights o
address any issues identified with their network topology,
and make improvements to their network 1o provide its
subscribers with beller expericnees.

I'IG. 3 illustrates an embodiment ol a system [or provid- s

g network insights, Plattorm 302 is illustrated as a single
logical device in FIG. 3, and can comprise standard com-
mercially available server hardware {e.g., having a multi-
core processor. 16+ Gigabyles of RAM. a sel ol one or more
(Gigabit network interlace adaplors, and a set ol one or more
storage devices) running a tvpical server-class operating
system (e.g., Linux). In various embodiments, platform 302
is a scalable, clastic archileclure comprising distributed
components. including compeonents provided by one or more
third partics (c.g.. provided by Amarzon Web Scervices).
Further, when plattorm 302 is referred to as performing a
task, such as storing data or processing data, it is o be
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viderstood that a sub-component or multiple sub-compo-
nents of platform 302 (whether individually or in coopera-
lion with third party components) may cooperale Lo perlorm
that task. In one cxample cmbodiment, platform 302 is
implemented vsing Apache Spark and Scala.

In the example shown, viewer experience data is obtained
oringested (e.g., via network interface 304) by platform 302
from various remote clients 306 (also referred o herein ag
“end-points”y. As will be deseribed in [urther detail below,
various video sites, applications {c.g., “apps™), devices, cle.
can be instrumented.

In the example shown, remote clients 306 include content
plaver applications vsed to plavback content. In some
cmbodiments. the remote clients also have installed 1 moni-
loring engine or module (cither as parl of. or separate rom,
the content player application) used o imstrument {(e.g., lake
measurements) of content plavback at the client end-point.
The monitoring engine is configured to collect measurement
data associated with content plavback sessions. As vsed
herein, a session refers 0 an enlity representing an instance
ol a user’s playback inleractions with a conlent assel. The
sesgion may begin with a user’s request for a particular
content, and end when the vser ceases plaving the content
{e.g., the user stops watching a requested video).

In some embodiments, the monitoring engine is conlig-
ured 10 measure and colleel data conlinuously throughoul
the duration of a streaming plavback session from end-
points. For example, the monitoring engine is also config-
ured 1o collect application performance and Qol (Quality ol
lixperience) data al the end user session level. xamples ol
Qoll metrics include buflering. bitrale, slartup ime. as well
as event-based intormation such as failures/errors. The tail-
vresferrors can include video start failures (VSE), bitrate
drops, rebullering. cle. Another example of a session melric
thal can be caplured is the playing time ol the session.

The client device can be conligured o transmil messages
{also referred 1o herein as “heartbeat messages™ or “siuple
heartheats”) to platform 302 throughout the duration of the
session. where heartbeal messages include the measure-
menis laken by the moniloring engine. In some embaodi-
ments, each session is associated with a session identifier.
Each session (and heartbeats) can also be associated with the
I* address of the client end-point. Each heartbeat can also be
associaled with a timestamp of when the measurement data
was collecled. In some embodiments. the heartbeal mes-
sages include a vnique identifier assigned to the end-point
{e.g., assigned at the time that a content plaver application
was installed on the deviee). Platlorm 302 can then sum-
marize the ingested data received [rom the client o creale a
summary of the session (c.g., aggregale metrics collected al
various points throughout the session, for example, by
determining average valves of metrics, counts for events,
cle.). Ag another example, the client can be conligured 1o
summarize the data lor a session and send the session
summary to platform 302,

In some embodiments, platform 302 associates (e.g., 1ags)
each session experience summary with reh metadata, such
as the device type. content lype, geolocation, CDN, pub-
lisher. ele., which can also be oblained [rom end-points as
well as via backend data ingestion by platform 302, As will
be described in turther detail below, plattorm 302 can also
use common device identifiers such as [P addresses or
various mobile device identificrs of end-user clients 1o
associale nelwork lopology meladata information with a
sesgion (e.g., network topology metadata information can be
associated or correlated with a session based on device
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identifiers that are found to be in common between the
nelwork (opology metadata information and the session).

Plailorm 302 can oblain viewoer experience data [rom
numerous end-points (g, tens of millions of 1P addresses
on a single ISP). In some embodiments, platform 302 is
configured to ingest the viewer experience data in real-time
and perform the metadata lagging deseribed above. As will
be deseribed in [urther detail below, the ingested viewer
experience data can be correlated with network topology
information 1o determine and provide network insights. In
some embodiments, the correlation can be performed in real
lime as well.

In the example shown. platform 302 is alse confligured Lo
obtain network topology information from a service pro-
vider such as IS 308. For example, ISI* 308 injects (e.g.,
uploads) inte platlorm 302 an indication ol a network
Lopelogy struciure such as that shown i FIC 20 The I8P also
provides platlorm 302 with a mapping ol IP addresses
(which the IS assigned to end-points (e.g., homes)) to
components (or paths including multiple components) in the
nelwork lopology. Two examples of mappings are the [ol-
lowing:

(1) ip_address or ip_address_range (CIDR) (v4 or v6)
—=gervice group (haming tollowing the structure above, e.p

<lgve aroup namenumbers <CMTS-
names. cily.slate.<man_names)
and

(2) ip_address (v4 or v6) or ip_address_range —=fiber
node (naming following the structure above, e.g <iiber node
names= . <5ve group names <CM TS -name>.<hub-
MAMCE  <INA_1ames=)

Ag shown in the above examples, the ISP provides Lo
platform 302 a mapping, that specifies, for each end-point IP
address (or range of I addresses ), the path (e.2., made up of

a4 parlicular combination of network components in the 3

lopelogy) through the ISP s network (opology by which
content is distribuled o the end-point. lior example. the
mapping can specify the names of the particular components
in the network topology 1o which an II* address belongs.

‘The topology ol the network and the mapping ol network
lopelogy (o [P addresses can be represented in a variety ol
ways, such as one file, or a set ot files, that list each laver of
the mapping,

In some embodiments, ISP 308 also provides 1o platform
302 low level information aboul the components in ils
nelwork lopology. For example. the ISP can provide utili-
zation, capacity intormartion (e.2., percentage utilization), or
any other component health monitoring information associ-
aled with its network components, as appropriate. The low

level component measurement data can also be associaled s

with limestamps (e, (o determine the utilization of a
component at a particular point in time). As will be
described in further detail below, such low level component
measurement data can be used to identily the reasons behind
issues in a nelwork lopology.

Agdescribed above, platform 302 obtaing end user viewer
experience data, where the viewer experience data is asso-
clated with the IP addresses or other common identifiers of
the end wsers. Platlorm 302 also oblaing a mapping ol [P
addresses or other common identifiers 1o network lopology
components. Viewer experience 1o network topology map-
ping engine 310 is confipured to correlate or join the viewer
experience data o network lopology components by joining
on [P addresses or other commaon identifiers. For example.
a4 given video session obtained rom a client end point
includes the QoE metrics for the session and the 1P address
of the client (or the home that the client device is used at).

[
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The mapping of II* addresses to network topology can be
used Lo determine that the given video session belongs Lo an
IP address that belonged o a particular service group. thal
lalls under a particular CM'TS, which belongs 1o a particular
hub, MAN, etc. Thus, the path (e.g., set of network com-
ponents) inside the network via which content viewed in the
session traversed can be determined. Thus, platform 302 can
correlale a particular session experience with a particular sel
of network components used to deliver the content viewed
during that session.

Once experience data is mapped 1o network topology,
various Lypes ol processing can be perfomed. for example,
lo determine network insights. As described above. net-
works, while having access 10 low level information abont
their network components, tvpically do not have access 10
end-user experience (where a Lypical goal of nelworks is 1o
provide a high qualily end user experience), and thus it can
be challenging 1o perlorm actions such as localized moni-
toring and alerting at the component level. Using the tech-

20 niques described herein, such issues can be addressed.

In some embodiments, the joined or correlated viewer
experience data and network (opology mapping can be
passed 10 and processed by analysis engine 312, In this
example, analysis engine 312 includes statistical modeling
engine 314, fault determination engine 316, fault isolation
cngine 318, and [aull ideniification engine 324

An end user’s viewer experience can be delermined based
ol whether the videos they watched were successful or
tailed. For example, an end vser’s viewer experience can be
deemed as good il their video sessions were success[ul,
while (he viewer experience can be delermined (o be bad il
their video sessions lailed.

The success or failure of a video session can be deter-
mined hased on the measurements of QoE metrics or events
such as video starl [ailure, re-bullering ratio, bitrale. cle.,
which are used o deseribe or characterize the quality of the
experience ol the video session. lior cxample, a session can
be labeled as a failure it any of the QoE metrics were
determined 1o have failed, where failure of different QoE
metrics can be defined in different ways. For example. a
session can be determined or delined or labeled as a [ailure
it'a video start failure event occurred, or the session expe-
rienced high rebuttering ratio.

Ag another example, a session can also be designated or
defined as a Milure based on a comparison of a melric
against a threshold (e.g., pre-delined or preconligured ailure
threshold). For example, a session can be desighated as a
tailure it the rebuffering ratio measured tor the session
cxceeded a (hreshold (e, 2%). or 1l the bitrale for the
session dropped below a threshold. 1illerent thresholds can
be used 1o deline whether there are problems or [ailures with
different metrics (e.g., different metrics can have corre-
sponding or respective failure thresholds). Thus, the session
as 1 whole can be designated as a failure il the session were
lo have lailed along, or with respect o, any ol the Qoll
metrics (according to their respective failure definitions,
such as rebuffering ratio exceeding a threshold or a video
start failure occurring, as described above). The session can
be determined as successlul il no failures occurred with
respeel Lo any ol the metrics.

The occurrence of a session failure is not necessarily
indicative of a problem with an 1P address (representative of
# home or end user or end point). lor example, some session
lailures may occur randomly cven when the network s
behaving well or normally, or there are no problems.

Statistical modeling engine 314 is confipured 10 use
historical viewer experience session data to fit QoE mea-
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surement data to statistical models. For example, for each
Lype of Qol: metric. historical data lor a given melric can be
obtained from various sessions (with diverse altributes such
as dillerent publishers. C1INs. devices, cte.). The historical
data for the metric across the various sessions can be fit to
a statistical model. Once a statistical model has been fit to
the observed historical data, the distribution of the metric
can be determined.

Taking bullering ratio as an example. the probability ol
different bullering ratio values being observed in sessions
can be determined based on the statistical model fit 1o the
rebuffering ratio data across numerous sessions. For
example, using the distribution, the probability of rebutter-
ing ratio exceeding a threshold (i.c., the probability of any
given session [ailing on. or with respeet Lo, rebullering ratio)
can be determined. This provides an understanding ol the
likelihood or expected probability or failure rate of sessions
based on rebuffering ratio exceeding a failure threshold
under tvpical conditions (e.g., when there is no abnormality
or problems with the 1P address. network. ele.). Thus. the
baseline or normal behavior of the meltrics across numerous
sessions can be determined. As will be desceribed in [urther
detail below, deviations from the baseline or expected
behavior for the metrics (calculated based on the statistical
modeling deseribed herein) can be used o delermine
whether the IP address is behaving abnormally, lor example.
1o determine whether there is a problem thal should be
further explored.

Many factors can affect the different statistical models to ?

which each QoE metric can be fit. For example, when the
number of sessions is sulliciently large, the average playtime
ol the group ol sessions would [ollow a normal or Gaussian
distribution (according to the central limil theorem). Addi-
tionally, the majority of videos (both VoD (Video on
Demand) and live events) have a fixed length, where the
distribution of play time of a session may peak around the
length of the view il the majorily of viewers have (inished
walching the content [rom beginning o cnd.

Similarly, given a sullicienl number ol sessions. the
average rebutfering time for a session also converges 1o or
follows a Gavssian distribution. However, consider the
average rebuftering ratio, which in one example embodi-
menl. is defined as [ollows:

surn{rebulTering i)

surn(rebuftering time + play tione

‘The average rebullering ratio for a session may [ollow a
more complex distribution. For example, lor shorl video
sessions, because the play time may be small and buttering
Time may also be small, the ratio may not converge properly.

[
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However, it play tine is much longer in comparison 1o the ™

bullering lime, the above Tormula can be rewrillen as
[ollows:

avgrebullerng ime)

avalplay time + avglrebuftering time!

which will converge more closely 10 a Gaussian distribu-
tion {when average play lime is large and stable. hence the
above distribution is mostly determined by the average
rebuttering time).
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Another example factor that can affect the statistical
madels o which metrics are it is that the distribution [or
some of the video Qolt metrics may have Lails thal are long
and lat.

In one example embodiment, the metric Video Start
Failure (VSFE) can be modeled by Bernoulli trials (where the
pereentage ol V81 1s typically low, such as 0.3%), where the
V8L pereentage ol a sel ol sessions [ollows the binomial
distribution.

Different metrics can be fit 1o different statistical models.
For example, while VSF may best fit with a binomial
distribution, other metrics such as rebullering, bitrate. cle.,
may boest il with other lypes of statistical models.

The statistical modeling can be performed with respect 10
different levels in a network topology. For example, statis-
tical modeling can be performed at the [P address {e.g.,
home) level. service group level, CMTS Tevel. hub levdl,
MAN Tevel, cle. For example, lor cach node in a nelwork
topology, session summary data associated with IP addresses
vider the node are aggregated. Statistical models are then fit
Lo the Qol: metrics lor those sessions under (he node. "Thus,
distributions and session lailure probabilitics can also be
determined for specific components in a network topology
{e.g., the baseline probability of any given session under a
node failing can be determined).

As one example. a bascline [ailure rale lor any session in
# parlicular service group s delermined by oblaining expe-
rience data for sessions in the particular session group (e.g.,
experience data for sessions associated with IP addresses
that belong (o the particular service group). A stalistical
model is [it 1o the sesslon experience dala for the service
group (where dillerent statistical models can be applied lor
different types of QoE metrics). A baseline failure rate (e.g.,
with respect to a metric to which a statistical model is fit) is
then determined [or any given session In the service group,
for example, under normal conditions where the nelwork is
lunctioning well, Similarly, a bascline failure rale/probabil -
ity for sessions under a particular CMTS mav be determined
by fitting metrics measured for sessions under the particular
CMTE (o statistical models.

Thus. statistical modeling can be performed al various
levels of granularity tor a network

In the examples described above, statistical models were
fit o each type of QoE metric. In some embodiments, an
aggregale metric, relerred o herein as a quality experience
score, 15 delermined, which is an aggregale of the various
QoE metrics collapsed into a single score (e.g., ah apgregate
composite score tor a session that is a function of the QoE
melrics [or the session). The score can be associaled with a
lailure threshold that defines what score indicates a session
lailure. A statistical model can be fit o overall scores
associated with various sessions. Using the score threshold
and the statistical modeling, the probability of a session
lailing with respect o the score may be delermined, as
deseribed above. Statistical modeling of the overall/com-
posite score can be determined at various levels of granu-
larity as described above,

The statistical modeling can also be performed tor session
data over a conligurable window ol (ime thal can span
dillerent ime scales {(e.g.. last weck, last month. last year,
ere.)

Fault detection engine 316 is configured 1o deterimine the
existence ol an issue or problem with content delivery. The
existence of an issue (c.g.. problematic 1P addresses) can be
determined by evalualing ingesled viewer experience dala
vsing the statistical models generated for metrics using
statistical modeling engine 314, as described above. Tech-
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nigues such as hyvpothesis testing and deduction can be used
1o determine whether nodes in the network topology (or
[actors putside ol the network topology) are problematic.
lor example, suppose that based on the statistical mod-
eling of historical video start failures observed from numer-
ous clients sessions, it is determined that the rate of video
slarl [ailures [or any scssion is Lypically only 1% il the
nelwork is perlorming normally (as delermined using the
statistical model fit o observed VSE metric data vsing
statistical modeling engine 314, as described above). How-
ever, recent video sessions for a particular 1P address are
observed Lo have lailed at a rate ol 3% n a relatively large
number of video sessions. This indicates that the Tailure rale
for this IP address is outside the normal failure rate (as
determined vsing the statistical model), and that there may
be a polential issue or problem with the IP address. As will
be deseribed in Turther detail, an analysis of IP addresses
determined (o be problemaltic can be used 10 isolate [aults.
For example, suppose that VSE failure rates are tvpically
evenly distributed across sessions. While, the problems with
4 problematic [P address may be due 10 home cable modem.
home wili, il it is observed (hat problematic [P addresses are
focused or clustered in a particular service group, (e.g., five
out of ten homes in the same service group are identified as
being problematic), then this deviation trom baseline or
expecled behavior may be indicative ol a polential faull or
issue with the particular service group (c.g.. it is unlikely
that five of the ten homes in the same service group would
be independently problematic, and thus, it can be inferred

that there is a problem at a higher level above the home 1P 3

addresses. such as al a higher level component in the
nelwork hicrarchy or outside the network).

For example, based on the distribution caleulated vsing
the statistical modeling described above, a baseline for

[ailure rates can be determined. The lurther away that 3

observed [ailure behavior deviales from the baseline. the
higher the likelihood that there is a problem. Conlidence
tervals (e.g., 95%, 97%, 99% etc.) can be vsed to deter-
mine whether there is a problem.

Faull isolation engine 318 is confligured (o isolate. in the
nelwork lopology, the location or source conlribuling o the
determined issue. As described above, end user experience
{mensured based on session (QoE metrics) can be mapped to
different paths (e.g., sets of components) inside a network.
The mapping can be used, along with statistical modeling, (o
perlorm a correlation of problems observed at client end
points with components in the network.

As will be described in further detail below, the viewer
experience data obtained rom client end points, as well as

the statistical modeling described above can be used o infer. s

deduce, or isolale the location ol laulis or issucs in the
network topology. For example, tault isolation engine 318 is
configured 1o statistically inter the likelihood of a particular
component (or components) in the nelwork having [ailed.

lor example. based on the statistical likelihood ol problems s

oecurring at IP addresses belonging to or included nnder the
component in a network topology (e.g., correlating problems
detected at IP addresses to components in a network topol-
ogy). Thus, problems can be identified and localized o0 the
source (¢.g.. speeilic component) of the problems.

Using the techniques described herein, faults can be
isolated at a network component level granularity. For
example. rather than determining that there appears o be
perlormance issucs with a portion ol a network associated
with a particular city, platform 302 can isolate [aulls or
issues at a mueh finer granularity, for example, determining
that there is an issue or tault with a particular service group
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ina CMTS in a hub in the city. For example, suppose that
it is observed that (hree IP addresses within the same service
group have sullered session [ailures within the same period
or window ol time. It can be determined that the probability
of three II* addresses within the same service group failing
at the same time independently is low (based on the statis-
lical modeling deseribed above). and thus, a problem at the
service group level {e.g. port on the CMTS o which the
service group belongs) can be interred. If it is inferred that

3 there is a problem with the service group (where the service

aroup can be labeled as being bad or having failed), the next
level of the network topology. CMTE. can be evalualed 1o
inler whether there is a problem with the CMTS (c.g.. by
determining whether there are problems with I’ addresses in
other service groups under the CMTS that deviates from
normal behavior). Problems with other components can be
probabilistically inlerred by moving up the levels inoa
network lopology.

Various tault isolation techniques can be vsed. In some

20 embodiments, favlt isolation includes vsing the diverse data

ingested [rom clients to isolale issucs. lor example, data
points for a subsel or sample of the clients can be selecled
from the population of diverse global client information and
partitioned in a manner such that all factors or attributes
associated with the selected data points are the same except
for one [actor that is being isolated [or analysis.

An example ol such a [aull isolation methodology or
technique is as follows.

First is a setup step. In this step, attributes that impact
experience are identified. lior cxample, sessions may be
associaled with various aliribules such as publisher, CIN,
device type. 1P address. The altribules can Turther include
network components or nodes 10 a service provider’s net-
work (identified based on session data 1o networl topology
correlation using 1P address, as described above). such ag
cable modem, service group, CMTE. hub, MAN, cle. in a
cable network. Any ol these allributes may impactl experi-
ence,

An attribute is selected for experimentation. Traflic (e.g.,
conlent playback scssions) s split or divided into control
and experiment group. where only the selected allribute is
allowed to change (i.e., values for a particular attribute nnder
analysis or experimentation are allowed to vary while the
values for all attributes are fixed). For example, suppose that
cach viewer expericnce dala summary lor a scssion i
associaled with the attribules ol publisher, CDN, device, and
service group. Suppose that the attribute that is isolated for
analysis is the service group. Clients that share the same
valucs lor all atiribuies excepl for the service group are
selected (e.g.. viewoer experience data lor sessions (hal share
the same publisher. CDN, and device. bul not service group).
As will be described in further detail below, in additional
iterations of fault isolation analysis, the selected experiment
altribuic can be evaluated for dillerent combinations ol fixed
altribule values.

In a second step, fault candidates are idenrified. For
example, QoE metrics are analvzed between the control and
experiment groups. In some embodiments, an alert is trig-
gered when a Qoll metric [or the experiment group is
substantially worse than the control group (e.g.. based on the
related statistical models).

In a third step, the tault alerts are apgregated and vali-
dated. This can include aggregaiing and ranking allribule
valucs by alerts. For example. allribule values can be
ageregaled and ranked based on the number of alerts that
were Ttggered when a metric tor the experiment group is
substantially worse than the metric for the control group. In
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some embodiments, the aggregation is performed along
different atiributes {c.g. aggregaling the alerls by CINs
only, or by combinations of CIDN. publisher. and device
combinalion. cle., and then ranking the aggregaled alerts Lo
identify which aggregations may be associated with more
alerts. In some embodiments, confidence intervals are cal-
culated o cnsure thal possible faults are identified with high
conlidence.

In some embodiments, the three steps above are repeated
for all attributes and valves. For example, for the same
experinentation attribute, another combination of fixed
allribute valucs are sclected (ie., controlling for another
combinaiion ol fixed atiribule values). This allows the
experiment atiribute 1o be evalvated for different combina-
tions of values tor the fixed (control) attributes. The fault
isolation process can be repealed [or dillerent experiment
allributes as well, in order to isolale the locations ol [aults.
Ixamples of Taull isolation are deseribed in lurther detail
below.

An example inplementation of the above fault isolation
methodology s as lollows.

lirst, problemalic paths within an ISP network are iden-
tified. This can include labeling each video session as
“good™ or “bad” based on the QoE metrics tor a given
session (e.g., video start failure, rebuffering ratio, bit rate,
ele.). For example, il a session could not play a conlent item
due o crrors. iU is marked as “bad.™ As another example. i[
a session bhad a high rebuffering ratio (e.g., 2%), then the
session is also marked as bad. In some embodiments, the

[ault 1solation analysis is perlormed according 1o a particular 3

metric. For example, failure 1s delermined according (o a
single selecled metric (e.g.. label “bad” based on [failure
according 1o joined/nonjoined). Session failure can also be
determined according to multiple metrics (e.g., using a

composile score as deseribed above thal is an aggregate ol 3

multiple metrics).

‘The labeling ol'a session as cither “bad” or “good™ (or not
bad) can be vsed 10 simulate a Bernoulli tdal, resulting in a
distribution of the percentage of bad session in a group that
lollows a binomial distribution. As a result of this st step.
candidate network nodes are deieeted, where the candidale
nodes include nodes that are on a “bad” path of components
in the network topology (e.g., network components or nodes
i1 a network topology which IP addresses associated with
had scssions [all under).

In a second slep, bad candidale nodes are sclected. For
example, based on the above modeling (e.g., of a binomial
distribution, as described above), a determination is made as
1 whether the observed pereentage or proportion ol bad

nodes is by chance (c.g.. random chance), or there is an s

actual or real issue with high confidence (e.g., 95% conli-

dence) with the candidate nodes. [n some embodiments, the

determination is made based on threshold probabilities.
lor example. suppose thal a parlicular service group is 4

candidate node (because il is along the path that leads (o an s

II* address that had a “bad™ session). Suppose that the
probability of a bad session oceurring independently in this
service group is 8%, In some embodiments, the tailure rate
is determined with respeet Lo the melric (or metries) used Lo
label sessioms as bad or good. Vor example. il the sessions
were labeled as “bad” or “good™ based on whether they
started up properly or not, then the probability of a session
in the particular service group being start up lailure is
obtained using the stalistical modeling deseribed above
(c.g.. where the lailure probability can be delermined at
various levels of the network topology, such as at the service
group level).
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The probability that a service group is bad, given that four
out of five sessions contained in the service group (where
sessions can be mapped 1o service group by 1P address) are
bad. is P(service group is bad)=9%9"%, while il 1 out of 3
sesgions is bad, then the probability that the service group is
bad is 78%. It' 95% probability (e.g., confidence level) is
vsed as a threshold, then for the first case, the service group
would be classificd as “bad.” while in the second casce, (he
service group would not be labeled as bad. Thus. as a resull
ol this second step in this example, candidale bad nodes in
the network topology are marked tor further analysis based
on the above described threshold.

In a third step, bad combinations of CDN, device, and
publisher {e.g., [aclors outside ol a nelwork) are identified.
lior example, lor cach combination. the scssions which
belong o the candidate nodes are removed. In some embaodi-
ments, this is 10 remove the influence of external factors on
the entities (e.g., network topology component nodes) that

2 are being examined. For example, suppose that from the

above sieps. i 1s known thal a particular combination of
CDN1. devicel. and publisherl are experiencing perlor-
mance issves, and one particular service group is being
examined, then all the sessions with the same combination
attributes of CDNI, devicel and publisherl will be removed
first. Then the conlidence of the service group being prob-
lematic using (he remaining sessions s caleulated. A one
example, combinations with confidence exceeding 93% are
considered “bad” combinations. This is one example
cmbodiment ol a conservative way 10 remove the extlemnal
lactors in analysing the entity (node), because it is possible
that both the external and intermnal Factors ol the entity (node)
being examined are atfecting the QoE of the sessions.

Thus, bad combinations of factors external 10 the network
can be idenlified. For example, while a node in a nelwork
may be marked as problemaltic because the observed [ailure
rale in the node signilicantly exceeded a haseline failure rale
for the node, the source of the problem may not be the node
itself, but a CDN, device, and/or publisher outside of the
network. In step 3, bad combinations oNCDN, device, andfor
publisher can be isolated.

In a fourth step, bad nodes are identified and sessions are
labeled with root cavses. For example, for each candidate
node in the network topology, the sessions corresponding 1o
bad combinations. as [obund in the above third siep, are
removed. The resulling sessions include those under the
node that were not affected by external factors (e.g,., external
tactors have been removed or eliminated as possible cavses
for poor Qol' lor sessions under the node). "The conlidence
ol cach candidate nodes is then caleulated using the remain-
ing sessions. Nodes wilh confidence exceeding 95% are
considered bad nodes (e.g., the node itself is determined 1o
be problematic). Each session is then labeled with a root
cause explaining why the sesslon was “bad™. where the rool
cause can be delermined using Fault identification engine
320, described in further detail below.

In the above, statistical inference was tsed 1o isolate faulks
to components in a network. As another example, compari-
son ol problematic [P addresses and their atiribules can be
used to deduce the location ol problems in a network. As
with the statistical interence technique described above, the
deduction described herein can also be used to determine
whether there are problems outside ol the ISP such as with
publishers. CINs. and certain device types. The aloremen-
tioned  statistical inference and the deduction described
below can be used together or separately when pertorming
tault isolation, are vsed separately.
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For example, as described above, suppose that from a
pool of observed dala, problematic IP addresses are deter-

mined. I is then determined whether the Taull of the prob-
lems can be deduced 1o be localized o the service group Lo
which the problematic II' addresses belongs.

In addition to QoE metrics, each video session can be
associaled with a selt of attribules, such as publisher (ol
content viewed during sessiom), C1IN (via which the content
was delivered), device type (ot end point playving back the
content), as well as network topology path (e.g., service
group, CMTS, hub, MAN, inside of the end points ISP
through which (he conlent traversed).

In order o deduce whether the fauli for the problematic 1P
addresses lies with a particular service group, sessions that
have all of the same attributes except for service group (the
allribute being evaluated) are oblained (i.c., sessioms that
have the same publisher. CDN, device type, CMTS, hub.
MAN. bul different service groups are oblained).

For each of the identified sessions, which vary only on
service group, the metrics for a given session are evalvated
(c.g.. according (0 a melric [ailure definiion. such as a
comparison against lailure thresholds, as described above).
It the session failed on any of the metrics (or some combi-
nation of the metrics, as applicable, according to a session
failure definition), then the session is labeled as “bad” (or
some olher representative label or designation). Scssions
that were successul are labeled as good.

For illustrative purposes, suppose, for example, that the
three below sessions with the following attribute valves,

metrics, and good/bad label are identified as described 3

above.
TABLE 1
Thevice  Hervice
Publisher  CDIN Type  Group  Metne 1 Metric 2 Label
Fl 1l 131 =1 ML MI12 Crood
Fl 1l 131 =1 M2 M22 Crood
Tl Cl D1 82 M3l 32 Dad
In the example table above, the three sessions diller only

on service group. Those sessions associated with 1P
addresses in service group 1 were all good, while only the
session associated with an IP address in service group 2 was
bad. Thus. when there are enough sessions [or service group
52 similar (0 the last row. and cnough sessioms belomg (o
other services groups similar to the first two rows, it can be
deduced that the problem or source of problems is with
service group 2. for example, again using (he stalistical

modeling and conlidence interval caleulation with selecled s

thresholds, as deseribed above o validate the analysis.

Thus, faults in components within and without the net-
work can be deduced while excluding all other factors, as
deseribed above.

Thus, the components in the network topology thal may s

have cavsed the problems ohserved in sessions at end points
(IP addresses) can be isolated or predicted. In some embodi-
ments, observed problems at end points can be classified
hased on the 1selated source ol the problem. lior example.
platlorm 302 can delermine the proportion or perecentage ol
problems that were caused by home networlks, the percent-
age of problems cavsed by service group, the percentage of
problems caused by CMTS, the percentage ol problems
causcd by C1INs, the percentage of problems caused by
publishers, cle.

Favulr identification engine 320 is configured 1o determine
a root cavse or explanation for the tault. For example, if' a

[

1

—
1

[
[y

40

45

.t

Gl

G5

16

specitic component inside a networlk is isolated vsing fault
isolation engine 318. low level nlormation aboutl the spe-
cillc component can be used 10 determine how and why the
component contributed 0 or resulted in the issue identified
vsing fault determination engine 316.

As one example, ah overload threshold can be determined
for a component. For example, suppose that a fauvlt is
isolated 10 a particular service group. While the service
group may be Munctioning (c.g.. it 1s nol down), it may be
that there was loo much traflic flowing (hrough the service
aroup, which atfected end vsers’ experience. The utilization
or capacity of the service group at the time of the issues with
the I addresses nnder the service group can be obtained
from the network service provider. This value can be used 1o
lacilitale determination ol an appropriaie overload threshold
for the service group.

For example, suppose that the network provider, without
insight into the impact of network components on end vser

2 experience, set the overload threshold for the service group

Lo be 90%,. Without the correlation ol end user experience 1o
network components deseribed herein. it would be challeng-
ing lor the network to delermine whether the 90%, overload
threshold is appropriate. Using the techniques described
herein, platform 302 can determine, for example, that prob-
lems emoerge lor [P addresses when the service group’s load
reaches 77% (problems are correlated with a load of 779%).
The network provider can then be recommended Lo sel or
change their overload threshold from 90% 10 77% in order
to improve end user experience. Thus, platform 302 can
determine whether problems experienced at end points are
associaled or correlated with high or low ulilization of
components such as shared inlrastructure (e.g., swilches,
links, cle.). 3y correlating low level node metrics with end
vser experience using the techniques described herein, net-
works can then be provided insights into how the operational
state of their network nodes wupacts end uvser experience.
Recommendations can also be provided lor how the I8P can
improve their network.

Ag another example, i the Tl of issuecs with IP
addresses is isolated to specific cable modems installed at
the homes of subscribers, intormation about the cable
modems, such as signal-to-noise ratio, can be used 1o
determine whether problems are correlated with low signal-
lo-noise raiio.

Temporal analysis can also be performed 1o determine
whether observed problems are correlated with peak or
normal hours. lior example. the information aboul cach
monitored session can also include a Gmestamp associaled
with the session. "The time of day indicaled by the limestamp
cal be used to determine whether issues (at various levels of
aranularity in a network topology) are correlated with peak
or non-peak hours.

Outpul engine 322 is conligured 10 provide outpul based
ol the analvsis pertormed nsing analysis engine 312, For
example, recommendations and alerts can be generated by
output engine 322,

Ag one example. recommendations or alerts can be gen-
craled based on the fault identification described above. lor
example, alerts can be generated by platform 302 and vsed
by network operators, where the alerts are generated based
on the Tow level measurements al various components in the
networks. Vor example, lor every port on a CMTS (where a
porl corresponds o a service group). bandwidth utilivation
can be monitored. If the utilization exceeds a threshold (as
described above), this may increase the probability of con-
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gestion of that port. An alert can be generated and provided
1o the network operalor based on the threshold having been
exceeded.

Similarly, signal o noise ratio of cach [iber node in a
network can be monitored. I the signal-to-noise ratio
exceeds a threshold (increasing the probability of a problem
for an end viewer), an alert indicating the poor signal-to-
noise ratio can be raised.

Ouiput engine 322 can also be configured 1o provide
competitive sludies or analysis ol network providers. For
example, suppose that multiple ISPs utilize the services
provided by platform 302 1o obtain insights into their
respective networks, Dlatform 302 can perform a competi-
tive analysis of the nelwork providers o delermine which
ISPy are providing betler end user expericnee. and which
ISPs need improvement {e.g.. relalive competitiveness ol
ISPs based on end user experience or identified faults in the
networks), The intormation provided to ISPs can be pro-
vided at different levels of granuvlarities. For example, sup-
pose thal based on a compelitive analysis. 101 delermined
that subscribers (o a [irst 18P can stream content at 2 Mbps
{Megabits per second) while subscribers on a second ISP can
stream content at 3 Mbps, Platform 302, vsing the tech-
niques described above, can indicate why the subscribers on
the [irst ISP are experiencing slower streaming speeds. lor
example. due 0 issues with capacily identified in specilic
components that are cavsing switching down of bitrates.

The reports provided to an ISP can provide various

insights into the 18P"s network. such as analysis of what 3

components are believed (o be alfecling end user cxperience.
the reason or cause lor poor end user experience {e.g., over
utilization), etc. Recommendations can be made at a com-
ponent level granularity for how the ISP can improve its

nelworks by identilying issues al various levels ol the I8P's 3

nelwork.

Asg deseribed above. Taulls can also be localized to pub-
lishers or CDNs, which can also be provided reports indi-
cating how they are impacting end user viewer experience.

Varlous examples ol dashboards and reports that can be
generated by outpul engine 322 will be deseribed in [urther
detail below,

In the above example embodiment of FIG. 3, network
components and session QoE metrics were correlated or
joined together based on 1P addresses [ound to be in com-
mon. In other embodiments. other types ol identifiers. such
as device identifiers (e.g., Media Access Control (MAC)
address, International Mobile Equipment Identifier (IMEI),
ele.y can be used (o correlale user experience with network
Lopology.

IIG. 4 is a [ow diagram illustrating an embodiment ol a
process for providing network insights. In some embodi-
ments, process 400 i3 executed by platform 302, The process
bheging al 402. when a mapping belween a client (c.g..

device) identifier and one or more nodes or components in 5

a network topology associated with a network service pro-
vider is obtained. For example, a network provider such as
an ISP provides a mapping of the relationship between 1P
addresses (which the network provider assigned o end
points) o the components in the network topology under
which those I addresses are included. Orther examples of
client device identifiers include Media Access Control
(MAC) addresses and Intermational Mobile Hguipment [den-
tifiers (IML1s). In some embodiments. the mapping is asso-
claled with a particular period ol time. The mapping may be
dynamic {e.g., when an ISP dynamically assigns new 1P
addresses to end-points on a time driven basis (e.g., peri-
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odically or with some frequency)) or static (or relatively
static il the mapping does not change lor long periods ol
lime).

AL, end user experience data associaled with the elient
device identifier is obtained. For example, QoE metrics
associated with content playvback sessions are obtained from
remole clients. "The experience data lor a session may also be
associaled with an identifier (e.g., [P address. MAC address,
IMEI, ete.) of the client on which a session was plaved. The

3 Qo metrics can include metrics relating join status of the

session, video start failures, butlering ratios, bit rate (e.g., bit
rales al which conlent was streamed or played, changes in
bitrate. cle).

At 406, based at least in part on the client device identifier,
at least some of the obtained end user experience data is
associaled with al least some of the one or more nodes in the
network wopology. As one example. the end user experience
data is mapped or correlated or joined 1o the network
topology by I address. For example, based on I address,

20 each session is matched 1o a set of components in the

network opology. where the components make up a path
through which content traversed inside the network 1o arrive
at the client that started the content playback session. This is
performed for example, by taking a session, obtaining the II*
address associated with the session, and vsing the session 1o
lookup. in the mapping provided by the nelwork provider,
the compeoments in the network that included the 1P address.
The session experience data is then joined 1o the correspond-
ing network components for the IP address found to be in
common between the two sets of data (end user experience
data and mapping of device end-points 1o network wopology
nodes). Correlation or joining ol end user experience with
network topology can be performed using other types of
identifiers, such as MAC addresses and IMEIs.

AL 408. processing is performed based al least in part on
the associalion. In some embodiments, the processing
includes performing stalistical modeling of the experience
data. The statistical modeling includes fitting statistical
model(g) 1o the session experience data. As described above,
cach type ol Qol: metric measured lor sesslons may be
associaled with a dillerent statistical model. "The statistical
modeling can be nsed to determine a distribution of data for
the metric. Based on a definition of failure tor a metric, a
baseline rate of failures for sessions according to a given
meltric can be determined. Lach melric may be associaled
with a corresponding  different  Tailure  delinition.  lior
example, for event-based metrics such as joining, a session
cal be defined as having failed it it did oot join. As another
cxample, lor another metric such as bullering ratio. a session
can be delined as having [ailed 11l experienced a bullering
ralio ol grealer than 2%. Bascline [ailure rates for cach Lype
of metric can be obtained from the distributions computed
for those metrics using the ditferent statistical models fit 10
the metrics (e.g., delermine [rom the distribution the prob-
abilily of a sesslon [ailing according lo the failure definition
for the metric). The statistical modeling can be performed at
specitic granularities within a network. For example, for a
cable networlk, statistical modeling can be performed on the
network as a whole, at the MAN node level. at the hub node
level, at the CMTS node level, al the service group level,
and/or the II* address node level by fitting statistical models
to metric data aggrepated to the level of interest (e.g., where
dillerent Tailure rates may be determined lor different levels
or nodes in the network lopology ). Statistical modeling can
also be performed across different windows or intervals of
time, for example, by agarepating data within a particular
petiod of time.
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In some embodiments, the processing performed at 408
includes perlorming faull isolation. For example, nodes in
the network lopology, or laclors external in the network
lopelogy. can be evaluated or analyzed lo delermine the
location of faults (that are cavsing content plavback sessions
1o fail). The source of a fault can be determined uvsing
statistical analysis such as the hypothesis testing described
herein, lincar regression, logistic regression, Bayesian nel-
waorks, ranking distribution comparison. or any other appro-
priate statistical analysis. The statistical analysis may rely on
the statistical modeling of metrics as described above. For
example, the statistical modeling can be used to determine
baseline distribution or failure rates at various levels of
granularity n (he network opology. A sample ol observed
session summary data can be oblained. "The distribution or
[ailure rate of the observed number of ailures in the sample
can be compared against the baseline distribution or baseline
failure rate. If the distribution of the sample or the prob-

ability of the sample failure rate deviates trom the baseline »

distribution or lailure rate by a threshold. then the node can
he delermined 1o be problemaltic. FPurther analysis ol such
nodes can be perlommed Lo determine whether the source or
cavse of the problems is the network node itselt, or some
combination of external factors such as in-home network
(t.g.. modem or wireless rouler In a home of a subscriber).
CION. device type. geolocation. andfor  publisher, as
deseribed above.

Ag described above, fault isolation may include vsing
diverse data, such as session summary data collected from
various client end points 1o isolate issues by vsing a large
amount of data. as well as by sclecling data points and
partitioning the data such that all laclors are same exeepl one
[actor that is isolaled for analysis.

For example, as described above, atributes impacting
experience (e.g., networlt nodes, publisher, CDN, device
Tvpe, geolocation, ete.) are identified. An attribute is selected
lor experimentation. Traflic {c.g.. session data) is split inlo
control and cxperiment groups, where only the atlribule
scleeted Tor experimentation is changed.

Favult candidates (e.g., candidate problematic nodes) are
then identified. QoE metrics between control and experi-
ment groups are analyzed. Alerts are triggered when a metric
lor the experiment group is substantially worse than the
control group, where (he determination ol how much worse
the metric is for the experiment group as compared 10 the
control group can be determined based on the statistical
modeling ol the meiric. as described above. For example.

alerts can be triggered when a lailure rate for a Qoll metric s

in the experiment group exceeds a bascline [ailure rate for
the metric in the control group.

Fault alerts are then aggregated and wvalidated. For
example. allribute values are aggregated and ranked by

alerts. Conlidence inlervals are calculated o make sure that s

possible faults are identified with high confidence.

At 410, output is provided based at least in part on the
processing. For example, recommendations or alerts can be
generated using low level information about the components
determined 10 be problematic. The low level information can
iclude node performance information, such as various
tvpes of resource wtilization intormation, sighal-to-noise
ratio inlormation. crror related inlormation associated with
the node, cle. As deseribed above. such node performance
information can be used 1o delermine why the node is
wpacting or affecting end user experience. Examples of
output are described in further detail below,

[
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Additional Details

Ixample Pault lsolation Scenario

The lollowing is an example scenario in which Taull
isolation is performed. In some embodiments, the tfault
isolation described below is performed vsing platform 302,
In the example below, evaluation ol a content delivery
process is performed. This includes evaluating the inside ol
an ISP's network, for example, finding bad paths in the ISP
and identitving bad nodes trom candidate nodes that are
potentially bad. Problems can also be isolated outside the
ISP network, such as isolaling problems caused by CIN,
device, publisher, etc. In the below example, a cable network
will be evaluated to determine network insights.

The process described in the Tollowing example includes:
identilying problematic candidate nodes in a network wopol -
ogy; selecting bad nodes from the candidate nodes; consid-
ering other tactors such as CDN, device, and publisher that
are pulside ol the network; nding [requent patterns: and
labeling nodes with a root causc.

Identifying Problematic Candidate Notes

I1G. 5A illustrates an example embodiment ol a porlion
of a networlk topology. At the top of the portion of the
hierarchy shown is a CMTS 502, Below the CMTS are SG
{service group) 504 and SG 506. In this example, SG 504
includes 1P addresses 508-512. and 86 506 includes IP
addresses 514-522. Sessions 524 represents content play-
back sessions associated with II* addresses S08-522 (e.p.,
sesgions plaved by client devices associated with I
addresses 508-522). In this example, platlorm 302 labels
cach session as a success or a [ailure based on metrics and/or
cvenls such as joinedmonjoined. bullering ratio, bitrate. cle.,
as described above.

FIG. 5B illustrates an example embodiment of problem-
atic candidale nodes being identified in the portion of the
network topelogy shown n UG SAL In the example shown,
1P addresses 308, 514, 516, 518. and 5320 arc identificd as
problematic candidate nodes (e.g., because the sessions
associated with the I addresses are determined to have been
lailures). Service groups 504 and 506, as well as CMTS 502
are also identilied as problemalic candidale nodes because
they are higher level nodes in the network topology under
which the problematic candidate [P addresses fall (e.g., any
of those nodes may be the source of the observed session
lailures).

115, 5C illustrates an example embodiment ol identilying
problematic candidate nodes. In this example, ignoring the
network strueture or topology, a pool of sessions 530 is
obtained [rom historical data. Suppose that cach session is
independent of cach other, and that the failure rate Tor any
session s 0.08 06 the network s good, where 0.08 1s a
baseline valve determined vsing the statistical models fit 10
metrics, as described above. In this example, the fault
isolation analysis 15 performed with respoct o a particular
type of metric. and the probability o 0.08 is a bascline
probability of a session failing according to the particular
type of metric. Faultisolation can also be pertormed to other
metrics (which may have different baseline probabilities of
lailures based on their respeetive statistical modeling). Mul-
liple melries can also be considered lor Faull analysis {(e.g.,
using composite metrics, as described above). The baseline
probability may also be with respect to a particular level of
interest in the network lopology (c.g.. particular node in the
network lopology), such as a probability ol [ilure [or a
session in a given [P address. a probability of [ailure lor a
sesgion 10 a given service group, a probability of failure for
a session in a given CMTS, hub, MAN, etc.
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In this example, suppose that a sample (532) of the pool
of sessions is oblained. "The sample is a sample ol 10
sessions assoclaled with one of 1P addresses S08 and 514-
5200 that have been identificd as being on the path of the
sample sessions (e.g., the sessions fall under a particular I
address, which is a node in the network topology). Suppose
that of the sample of 10 sessions under the IP address, 3
sessions are labeled as [ailures. In this example. an analysis
is perlormed, based on the sample. o determine whether the
IP address should be marked as a candidate problematic 1P
address (i.e., 1s the failure rate of the sessions nnder that 1T
address larger than 0.087). In this example, because each
session 1s labeled as a success or failure, the session suc-
cesses/[ailures can be modeled by using Bemoulli trials.
where the sessiom success/[ailure will converge (o a bino-
mial distribulion.

For a random variable that follows the binomial distribu-
tion, the probability of achieving x successes in n trials is
given by:

PLOZ( g™

where:

p=P{success) on a single trial

q lp

n mumber of trials

x=numbuer of successes

In this example. assuming a binomial distribution lor
session [allures, the probability of 3 [ailures independently
oecurring in 10 sessions (as observed in sample 532) can be
determined, where x 3, 0 10, and p 0.08.

Hypothesis testing for the binomial distribution 1s then
perlormed. In this example:

The null hypothesis is 11 p=0.08 (Lc.. the IP is not
problematic (better than average))

The alternative hypothesis H: p>0.08

Selling a probability threshold or signilicance level ol
a=0.05 {conlidence nterval ol 95%),

Pix<2) 0.96, which is =0.93 (confidence interval calcu-
lated as 1-¢)

Thus, the null hypothesis can be rejected with a 93% level
ol conflidence. Aliernatively the 1P address is problemalic
{bad) with 96% certainty.

Suppose, for example, that when performing hypothesis
testing for the binomial distribution, the sample of 10
sessions included O lailures. In this case, P(x=1) is null. and
the hypothesis lesting would not work. Instead, the [ollow-
ing can be caleulated:

The probability that p<0.08 is:

U
{ (11— plde

SO o - 008 = 2% e e = 1)
L= pra

ie., the II' address is determined tw be good with 20%
certainty.

FIG. 64 illustrates an example embodiment of sample
results Tor a CMTS node. In the example shown, lor cach
CMTS (602). the [ailure rale (604) ol the number of sessions
(606) under the CMTS is shown. CMTSes can be identified
using identifiers such as their corresponding 1P addresses.
Also shown lor cach CMTS node is a label (608) ol “good”
or “bad™ lor the node and a conlidence level (6107 lor the
labeling ol the node. In this example, CMTSes 612-620 are
identified or highlighted or marked as bad nodes, as the
probability of the observed number of failures vnder the
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node significantly deviates trom a baseline failure rate with
a high level of conlidence (c.g.. exceeding 95%).

I1G. 613 illustrales an example embodiment ol sample
resulls for Service Group nodes in a CMTS node. In this
example, information associated with service groups under
CMTS 614 is shown. In this example, fail rate, session
count, label, and confidence of the label for each service
group node are shown. As shown, service group nodes 632
and 634 have been marked as bad nodes since the probability
ol the observed number of [ailures significantly deviales
from a baseline probability with a confidence of 99% (e.z.,
areater than 93%).

FIG. 6C illustrates an example embodiment of a sample
resull for an 1P address in a service group node. Shown in
this cxample is an [P address (c.g.. [Pvd or [Pv6 address)
under service group node 632, In this example, [ail rale,
session count, label, and confidence of the label for the ID
address are shown. As shown, the IP address has been

2 marked or flagged as a bad node, since the probability of the

lailures observed for sessions under the 1P address exceeds
a bascline probability/lailure rate lor the 1P address by a
threshold with a high conlidence level of 99%,: (c.g.. greater
than 93%)).

Asg shown in the examples of FIGS. 6A-6C, using the
statistical analysis desceribed above, various nodes in a
network lopology can be identificd as bad nodes with a
certain level of conlidence.

Thus, candidate problematic nodes in g network topology
can be identified by first determining sessions that have
tailed and identitving the path of network nodes in an [SP’s
network associated with the sessions. Hach ol the nodes in
the paths are then [urther evaluated 1o determine whether the
probability of the number ol [ilures observed under a given
nodes deviates signhificantly trom a baseline. It so, then the
nade is identified as bad nodes.

Scleeting Bad Nodes rom Candidates

FIG. 7A illustrates an example embodiment of a network
structure, In this example, CMTS 502, service groups 504
and 506, and IP addresses 514-520 were identified as can-
didale problemalic nodes (e.g., because sessions under [P
addresses 514-520 were determined (o have Tailed on joined!
nonjoined. bullering ratio. bitrate. ele.. and nodes 502-506
are also candidate problematic nodes because they are in the
distribution path for those 1P addresses that experienced
session lailures).

In this example. 1 owt of 3 1P addresses (1.c.. [P address
S08) under service group 704 were [bund to be problematic.
The probability of service group 504 being problematic is
78% (e.g., based on statistical modeling of tailure rate with
respeel o one or more metrics al the service group level).
Because 78% docs nol exceed a (hreshold confidence ol
95%, service group 504 is not marked as “bad” or problem-
atic. Similarly, candidate problematic nodes 502 and 514-
520 were not selected as “bad™ or problematic.

lHowever, 4 oul of 3 [P addresses (i.c., [P addresses
514-520) under Service group 506 were lound o have
problems (session failures). The probability of service group
506 being problematic is 99%, which exceeds the confi-
denee level ol 953%,. Service group 306 is (herelore marked
as “bad” or problematic. In this example. [P address 508 is
also selected as a “bad” node.

FIG. 7B illustrates an example embodiment of results of
selection of bad nodes from candidates. For example, con-
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tinuing, from the example of FIG. 7A, nodes 506 and 508
have been identified as bad nodes based on the processing
deseribed above.

While bad or problemaltic nodes within a network lopol-
ooy have been identified, it is possible that other factors
outside of the network may have caused, or be the source of,
the detected problems. In various embodiments, other fac-
Lors include other nodes in the content delivery process. such
as publishers, CDNs. and devices.

Considering Other Factors

I'IG. 8A lusirales an example embodiment ol consider-
ing other laclors outside ol a network topology. In this
example shown, suppose that in addition to service group
506 and IP address, 508, another service gronp node 802 is
also selected as a bad node. In the example of FIG. 84,
CION. device, and publisher diversity are also considered lor
problematic nodes. In various embodiments, other types ol
factors can also be considered.

In the example shown, three combinations of parameters
ecluding CDN, device, and publisher are evaluated or
considered:

Combination 1 CDN: Amarson: Device: i08; Publisher:
“Home Movie Theater (HMT)”

Combination 2—CDN: SI; Device: Android; Publisher:
“Ilome Movie Thealer (TIMT)®

Combination 3 CIIN: [ovel3d; Device: Android: Pub-
lisher: “Sporls Network (SPR1LY”

In this example, the combinations that are chosen are
combinations that are observed to be common across the
sessions in the three “bad™ nodes. In the example shown, ol
the three combinations observed in (he three “bad™ nodes. it
is determined that sessions with the characteristics of com-

bination 3 are problemaric in all three “bad” network nodes

506, 508, and 802.

I'IGr. 813 lusirales an example embodiment ol consider-
ing CN. device, and publisher combinations for a “bad”
node. In this example, it is determined that the 1 out of 3
combinations have problems for service group node 506,
The probability of the scrvice group being problemalic is
determined to be 31%: {e.g., using the statistical modeling ol
Qol: metrics at the granularity ol the service group level
nsing the processing described above).

Iinding lirequent Palterns

FIG. 8C illustrates an example embodiment of determin-
ing a frequent pattern. In the example shown, intormation

aboul sessions for various combinations of CDN, device. -

and publisher are shown. As shown, [or cach combination.
the number of joined sessions is shown, Also shown is the
total number of sessions associated with a given combina-
tion of parameters (CDN, device, publisher). A failure rate

lor the sessions associaled with the given combination is -

also shown. Por example. aggregate session dala is deler-
mined for each combination if parameters shown. In this
example, failure rate is determined according 1o the metric
of whether a session was joined or non-joined (i.e., a session
is delined o have Tailed il it did not join). ere. the failure
rale is determined as:

. Lokl sossions — joinod scssions
fail rate =

total sessions
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A confidence that a given combination of parameters/
lactors is “bad™ also delermined (c.g. using hypothesis
lesting. as described above. where a baseline [ailure rate
according o a melric such as joinedmon-joined can be
determined for a particular combination of parameters by
fitting a statistical model, as described above, to session
experience data associated with the particular combinations
ol parameters). As one example. combinations with conli-
dence more than 95% are considered *bad”™ combinations.
The combinations that are determined to be “bad™ are shown
ar 822,

In some embodiments. the combination of any number ol
paramelers can be evaluated (e.g., nol only combinations ol
all 3 paramelers in this example. but combinations of two of
the parameters, or a parameter individually).

lLabeling Nodes with Rool Causes

FIG. 9 illustrates an example embodiment of labeling
nodes with root causes. In some embodiment, the intforma-
lion shown in the example ol VIG. 9 is provided as a reporl
generaled by outpul engine 322,

In this example, sessions in a parlicular service group are
shown, The sessions are associated with parameters such as
(DN, Device, and Publisher. The sessions are also associ-
aled with the metric “Joining™ (indicating whether the video
played). the value ol which can cither be “nonjoined”™
{indicating that the video did not play) or “joined (indicating
that the video plaved). If the session is nonjoined, then it has
tailed (i.e., inthis example, session failure/success is defined
by join [ailure/success). In this example. using the process
deseribed above, (he rool cause lor why a session in the
service gronp failed can be determined. As described above,
the root cause can be due 1o some combination of parameters
such as CDN, Device, and Publisher. The root cause can be
due to the combination o any number ol such parameters
{e.g.. due Lo just one parameler. due o a combination ol two
parameters, or the combination of all three parameters
shown). If factors external 10 the network are eliminated,
then the [ault is isolated (o the service group node itsell

Additional Details Reparding Joining on I Address

Asg described above, end user experience data can be

joined o network lopology inlormation using 1P addresses

thal arc commen o both sels of data. In some cases, a single
end point (eg., client device) may be associated with
multiple II addresses, such as both IPv6 and IPv4 addresses.
The end point may use cither or both prolocels © commu-
nicale. Platlorm 302 may then observe session summarics
and/or 1P address-lo-network lopology mappings that are
associated with different II' addresses, but may in fact
correspond to the same end point device. Platform 302 can
be conligured o infer (hat different IP addresses are corre-
lated with cach other.

As one example, an ISP can provide to plattorm 302 a
mapping of IPv6 to IPv4 addresses (which the ISP has
assigied 1o end points). If plattorm 302 observes a session
with an 1Pv4 address, platform 302 can alse assoclate the
session with a corresponding IPv6 address. or vice versa,
based on the mapping. As another example, it platform 302
observes sessions associated with IPv6 and IPv4 addresses,
platform 302 can use a nelwork lopology o delermine thal
the addresses are assoclaled with the same service group,
and that the sessioms with dilTerent 1P addresses belong lo the
same service group (e.g., correlating IP addresses by service
aroup or other component).
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In some cases, network providers may also provide
dynamic [P addresses (versus static [Ps), where the [P
address assigned 10 a device or end point by the network
may be lemporary, and change over time. Thus, over lime.
sessions from the same end point may be associated with
ditterent II* addresses as new 1P addresses are assigned 1o the
end point over lime by the network provider.

In some embodiments. platform 302 also obtlains (c.g..
from the network provider) a mapping of vpdated 1P
addresses indicating, the new II* address for an end point, the
previous [P address for the end point, as well as information
dboul when the new 1P address was dynamically assigned.
l'or example. the ISP can provide o platlorm 302 such a
mapping of old to new II” addresses whenever it dvnamically
updates [ addresses (e.g., on a periodic or time driven basis,
such as every two (o three wocks).

As one example, suppose that platlorm 302 has observed
three sessioms. The [irst two sesslons are associaled with [P
address 1, while the third session is associated with ID
address 2. The networl provider provides to platform 302 a
mapping indicaling (hat 1P address 1 was dynamically
updated to P address 2 when perlorming dynamic [P
address assignment. Thus, I address 1 and IP address 2 are
associated with the same end point. When performing analy-
sis of sessions and correlation 1o network topology, platform
302 can determine that the metrics [or those sessions are
associaled with the same device and belong o the same
lnetwork components in a network topology (e.g., same
home, same service group, CMTS, ete.).

In some cembodiments, platform 302 can delermine 3

whether a device is associaled with multiple IP addresses by
using a unigque device identifier. As one example, when a
content plaver (or monitoringy application or sottware is
istalled on a client end point, the client device can be

assigned a unique device identifier assigned by platlorm 3

302, In addition to an associaled 1P address, a scssion
summary can also be associaled with the unigue identifier
assigned to the device by plattorm 302, Thus, the history of
IP address changes tor an end point can be maintained, and
information about dillerent sessions across lime can be
correlated 1ogether.

Additional Example Network Topologies

The following are additional examples of network topolo-
gies tor other tvpes of service providers.

Ixample DS {Digital Subscriber |ine) Network ‘lopol-
ogy

FIG. 10A illustrates an embodiment of 8 network topol-
ogy. In this example, an embodiment of a network topology
or hicrarchy or organizational network structure for a D8],
nelwork provider is shown.

In the example shown. the 18] network includes a
number of Metropolitan Area Networks (MANs) (1002), At
the next level of the topology, each MAN has a number of
hubs (10047, 1ach hub has a number ol switches 1006, 1iach

swilch lurther has a number ol interfaces/VIANs (Virtual s

Local Area Networks) 1008. Each intertace/NLAN has a
number of fiber splitters 1010, which each include s number
of homes (IP addresses) 1012,

I'xample Cellular Network Topology

I'IGr. 13 illustrates an embodiment of a network lopol-
ogy. In this example, an embodiment of a network topology
or hierarchy or organizational network strueture for a cel-
Tular network provider is shown.

In the example shown. the ccllular network includes a
number of Metropolilan Arca Networks (MANs) (10523, AL
the next level of the topology, each MAN has a number of
hubs (1054). Each hub has a number of switches 1056, Each
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switch further has a number of cellular towers 1058, which
correspond o ports on the swilches. Tach cellular ower has
a number of devices (1P addresses) 1060,

Iixample Interlaces

Example Use Case 1

FIGS. 11A-14B illustrate example embodiment of inter-
taces used 1o provide network insights in a first example vse
case. In some embodiments, the example interlfaces ol IGS.
11A-1413 are provided by oulpul engine 322.

FIGE. 11A and 11 illustrate example embodiments ol
interfaces tor head-end engineering and capacity planning,.

FIG. 11A illustrates an example embodiment of an inter-
face for viewing end user experience by CMTS. In this
cxample the most impact CMTS(es) are indicated.

I1G. 1113 illustrales an example embodiment of an inter-
lace lor viewing end user expericnee by Service Group. In
some embodiments, the example interface of FIG. 11B is a
drill down of a service group from the CMTS view provided

2p in FIG, 11A. In this example, the most impacted service

group(s) arc shown.

F1G. 124 illustrates an example embodiment of an inter-
tace tor viewing CMTS fault isolation classification. In the
example shown, CMTS nodes are rank ordered by experi-
ence, providing prioritization guidance.

I1G. 1213 illustrates an example embodiment of an inter-
face for viewing CMTS [aull isolation drilldown. In the
example shown, comparison of problematic CMTS nodes
with nearby nodes indicates a need for capacity expansion.

I1G. 12C illustrates an example embodiment of an inter-
lace for viewing CMTS Taull solation classilication. In the
cxample shown, CMTS perlormance is [illered by device
type and CDN.

FIG. 12D illustrates an example embodiment of an inter-
lace [or viewing experience and utilization correlation. The
graph shown in this example shows the worst 5 percent of
bullering and bitrale by service group ulilization lor Hlinois
service groups.

FIG. 12E illustrates an example embodiment of an inter-
lace [or viewing experience and utilization correlation. The
graph shown in this example shows the worst 5 percent of
buffering and bitrate by service group utilization for Cali-
fornia service groups.

FIG. 13 illustrates an example embodiment of an intertace
for viewing overall experience at a service group level.
There may be several reasons as (o why video perlormance
may be poor at a service group level, such as high utilization,
plant-specific issues, such as fiber cuts, or high noise 1o
signal ratio [or some [iber nodes or [iber cables. ele. In the
cxample shown. the majority of scrvice groups are perlorm-
ing well. The data provided in this example allows Tor
identification of service groups with poorer internet video
performance. In this example, the performance of a service
group 15 indicated by a quality impact ratio (e.g., indicaling
the impact ol a service group on end user experience
quality). In some embodiments, platform 302 is configured
to supply data at a granularity of five minutes (or any other
appropriate time window) to map against service group
utilixation.

1G5, 14 A illustrates an example embodiment ol a nelwork
insights dashboard. In the example shown, each pie chart in
one of the geo locations (e.g,., states or major cities) shows
the high level breakdown ol issues {c.g., percentages ol
issues caused by service groups. or CDN peering points, or
in home nelworks. ele.).

FIG. 14B illustrates an example embodiment of'a network
insights dashboard. In this example, distributions of records
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{where each record can be of an individuval video session, or
an IP address) among devices, C1INs, and geolocations are
shown.

I'xample Use Case 2

FIGS. 15A-18 illustrate example embodiment of inter-
faces used to provide network insights in a first example use
case. [n some embodiments, the example interfaces of FIGS.
15A-18 are provided by oulpul engine 322,

I'IG. 15A-1513 illustrale example embodiments ol inler-
[aces Tor viewing device lype Mol isolation. In some
embodiments, the tault isolation shown in this example is
performed by fault isolation engine 318 of plattorm 302

FIG. 15A illustrates an example embodiment of a distri-
bution ol faulls by different device types. In this example, a
distribution of records over a window of lime (e.g., [rom a
slarl dale 1o an end date) are shown. In this example, there
are 327 instances of Android Tablets with faults. 252
instances of iPhone correlation with faults, and 141
instances of ilads with faults.

I'IG. 1513 illustrates an example embodiment of a device
instance corrclation. In this example, an instance ol iPad
correlation is shown. Information associated with a record
wvolving the iPad device type is also shown. In some
embodiments, the instance of iPad correlation shown is
associaled with the bar shown in the graph of PIG. 15A
corresponding (o iPad_TABLITL

FIG. 16 illustrates an example embodiment of an interface
for viewing device tvpe faulr isolation. In this example,

instances of iPad correlation on two other publishers is 3

shown al 1602 and 1604.

I'IG 17 illustrates an example embodiment ol an inlerlace
for viewing device type fault isolation. In this example, a
service group deill down is shown. In particular, a drill down

on 1602 (Calilornia, Oct. 31. 2015 4:00. Publisher €. 3

Amaron. iPad) is shown. The drill-down into service group
provides decper visibility inte iPad perlformance. such as
buffering ratios, as shown at 1702,

FIG. 18 illustrates an example embodiment of an interface
lor viewing device type faull isolation. In this example. 1P
address (c.g.. 1Pv4 of [Pv6 address) drill down is shown. In
this example, in order to rule out home network issues, a
further drill down is performed to determine that other
devices in the same home (with the same [I' address) did not
have bullering. This stromgly indicates an issue with the iPad
lablet device.

Example Use Case 3

FIGS. 19-20B illustrate example embodiment of inter-
[aces used Lo provide network insights in a first example use

case. [n some embodiments, the example interfaces ol PGS, s

19-2013 are provided by oulput engine 322.

FIG. 19 illustrates an example embodiment of an interface
for CDN fault isolation. In some embodiments, the fauk
isolation shown in this example is perlormed by [aull

isolation engine 318 of platlorm 302. In the example shown. s

analysis setup i1s performed. For example, the experiment
attribute is set as CDN (i.e., an experiment is being run to
deduce whether a particular CDN is at fault). This attribute
will be allowed o vary when identilying sessions lor
evaluation. The fixed altributes include Geo (c.g.. slale).
Time (e.g., hour), device, and publisher. The values for these
attributes will be fixed when identifving sessions for evalu-
alion. Thus. sesslons which vary only on the experiment
allribute ol CDN and share values Tor the fixed atiribules
will be identified.

FIG. 20A illustrates an example embodiment of an inter-
face for CDN faulr isolation. In this example, distribution of
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CDN among, records is shown. For example, the analysis has
found 77 incidents of Akamai corrclation.

1G5, 2013 illustrates an example embodiment of an inter-
face for CION faull isolation. In the example, shown, the
analysis indicates issues with Akamai, Limelight, and Edge-
Cast CDNs. In this example, session failures are determined
based on bullering ratio exceeding a threshold. Vor cach
combination ol fixed attribules (geolocation. time. publisher,
device tvpe) 1o obtained records/session experience data,
apgrepate metrics are determined by CDN. Agprepate ses-
sion failures by CDN are shown for different combinations
ol fixed attributes.

As one example, for the sessions thal have the fixed
atiributes of geolocation California, time Oet. 27, 2015
1:00, Publisher A, and device type  flash, there are three
CDN: Akamai. Amaron. and [evel3. For cach ol the three
CDNs lound in the sessions wilh those [ixed attribuics, the
number ol 1P addresses associaled with the CDN and their
average rebuffering ratios are determined. For example,

20 there are 16 II* addresses that obtained content. The average

bullering ratio Tor the sessions played by those 16 1P
addresses was 9.97. which exceeds a bullering ratio [ailure
threshold. Thus, a tault has been isolated to the CDN. Tlms,
in this example, a tfault has been isolated o a CDN that is
outside of an ISP"'s network.

Iixample Use Case 4

11(3. 21 llusirales an example embodiment of an interface
for viewing publisher fault isolation. In some embodiments,
the tault isolation shown in this example is performed by
laull isolation engine 318 ol platlorm 302, In some embaodi-
menis, the interface of I1G. 21 is provided by oulpul engine
322, In (he example shown, distributions ol end user expe-
rence quality (as measured by buffering ratio) for four
different publishers are shown. In this example, Publisher A
has 2 good distribution. Service groups are primarily
mapped (o higher quality buckets. In this example, Publisher
13 has a poor distribution of quality. Most service groups are
mapped 10 poor quality buckers.

Example Use Case §

1°1(3. 22 llusirales an example embodiment of an interface
for viewing competilive perlormance. In some embaodi-
ments, the intertace of FIG. 22 is provided by output engine
320. In the example shown, the performance of ACME
service provider in Hovston degrades at prime viewing time.
[Towever. the same pallern of perlormance degradaiion is
not visible. or 18 nol as pronounced for BIVTA service
provider in that same area.

Although the forepoing embodiments have Dbeen
deseribed in some detall Jor purposes of clarity of under-
standing, the invention is not limited (o the details provided.
There are many aliernative ways ol implementing the inven-
tion. The disclosed embodiments are illustrative and not
restrictive,

Whal is claimed is:

1. A syslem, comprising:

one or more processors configured to:

recerve a set of mappings of Internet Protocol (IP)
addresses 1o network commponents in a hetworls topol-
ogy assoclaled with a nelwork service provider:

receive, [rom a client device, end user experience data
associated with a viewing session during which
audiovisual content was plaved on the client device,
wherein the end user experience data associaled with
the viewing session is associated with an [P address
that is associated with the client device:

based at least in part on the IP address that is associated
with the client device and the set of mappings of I
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addresses to network components, join at least some
ol the end user experience dala associaled with the
viewing session with at least some ol the network
components in the network opology associaled with
the network service provider;

perform processing based at least in part on the joining
of the at least some of the end user experience data
assoclaled with the viewing session with the at Teast
some ol the network components in the network
topology associaled with the network service pro-
vider; and

provide output based at least in part on the processing;
and

a memory coupled 1o the one or more processors and

conligured 1o provide the one or more processors with
instructions.

2. The system of claim 1, wherein the end vser experience
data includes measurements of one or more quality of
experience (QoE) metrics associated with one or more
content playback sessions.

3. The syslem ol claim 2. wherein the processing includes
statistical modeling of at least some of the gquality of
experience metrics.

4. The system of ¢laim 3, wherein the processing includes
perlorming isolation ol a source ol a Taull based al least in
part on the statistical modeling.

5. The system of claim 4, wherein the isolation of the
source of the fault is based at least in part on a deviation of
a4 sample statistical distribution from a bascline stalistical
distribution.

6. ‘The system of claim 4, wherein the solation ol the
source of the fault is based at least in part on a deviation of
a sample failure rate from a baseline failure rate.

7. The system ol claim 4, wherein the source ol the Fault
is identificd as a particular nelwork component in the
nelwork (opology.

8. The swstem of claim 7, wherein the one or more
processors are turther configured to determine a root canse
[or the Tauli.

9."T'he system ol claim 8. wherein the determination ol the
root cause is based at least in part on network component
performance information,

10. The system of ¢claim 9 wherein the network compo-
nent perlormance information includes at least one ol
resource ulilization imformation. signal 10 noise ratio infor-
mation, and error-related information associated with the
identified networl component.

11. The system ol claim 4. wherein the source of the Faull
is identified as external w0 the network lopology.

12. The system of claim 1, wherein the exiernal source
of the tault comprises at least one of an in-home network, a
publisher, a content delivery network (CDN), a device type,
and a geolocation.

13. The system ol claim 12, wherein the in-home network s

includes at least one of a modem and a wireless router.

14. The system of ¢laim 1, wherein the set of mappings of
I* addresses 1o network components in the network topology
associaled with the network service provider corresponds Lo
4 parlicular period ol time.

15. The svstem of claim 1, wherein the processing is
performed for a particular interval of time.

16. The system reciled in claim 1 wherein a mapping in
the sel ol mappings speeifies. lora given [P address. a subset
ol nelwork components in the network topology through
which content is distributed 1o an end-point associated with
the given IP address.
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17. The system recited 10 ¢claim 1 wherein based at least
in part om the joining. the one or more processors are further
conligured 1o determine a subscl ol the network components
in the nelwork (opology through which the audiovisual
content plaved during the viewing session was distributed 1o
the client device.
18. A method. comprising:
receiving a sel ol mappings ol Internel Protocol (1P)
addresses 1o network components in a network topol-
ogy associated with a network service provider;

receiving, from a client device, end vser experience data
assoclaled with a viewing session during which audio-
visual content was played on the elient device, wherein
the end vser experience data associated with the view-
g session is associated with an [P address that is
assoclated with the client device:
hased at least In part on the 1P address that is associaled
wilh the client device and the sel o mappings ol IP
addresses to network components, joining at least some
of the end vser experience data associated with the
viewing session with al least some ol the network
components in the network lopology assoclaled with
the network service provider;
performing, vsing one or MOre processors, processing
based at least in part on the joining of the at least some
ol the end user experience data associated with the
vicwing scssion with the al least some ol the network
components 0 the network topology associated with
the network service provider; and
providing outpul based at least in parl on the processing.
19, The method ol ¢laim 18, wherein the end user
experience dala includes measurements ol one or more
quality of experience ((QoE) metrics associated with one or
more content plavback sessions.
20. A computer program product embodied in a2 non-
transitory compuler readable storage medium and compris-
ing compuler instructions lor:
receiving a set of mappings of Internet Protocol (IP)
addresses 1o network components in a network topol-
ogy assoclaled with a network service provider;

receiving, [rom a client device. end user experience data
associated with a viewing session during which andio-
visual content was plaved on the client device, wherein
the end vser experience data associated with the view-
ing session is associaled with an 1P address that is
assoclaled with the client device

based at least in part on the I address that is associated

with the client device and the set of mappings of II
addresses (o nelwork components, joining al least some
ol the end user experience data associated with the
viewing session with al least some ol the network
components 0 the network topology associated with
the network service provider;

perlorming. using one or More processors. processing

hased al least in part on the joining ol the at leasl some
of the end vser experience data associated with the
viewing session with the at least some of the nerwork
components 0 the network topology associated with
the network service provider: and

providing outpul based at least in parl on the processing.

21. The method of claim 18, wherein the end user
experience data includes measurements of one or more
quality of experience ((Qoll) melrics associaled with one or
more content playback sessions.

22, The method ol claim 21, wherein the processing
includes statistical modeling of at least some of the quality
of experience metrics.
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23. The method of claim 22, wherein the processing
includes performing isolation of a source ol a Taull based at
least in parl on the statistical modeling.

24. The method of claim 23, wherein the isolation of the
source of the fault is based at least in part on a deviation of
a sample statistical distribution from a baseline statistical
distribution.

25. "The method ol claim 23. wherein the isolation of the
source of the fault is based at least in part on a deviation of
a sample failure rate from a baseline failure rate.

26. The method of ¢laim 23. wherein the source ol the
[ault 1 identified as a particular network compeonent in the
nelwork (opology.

27. The method of claim 26, further comprising deter-
mining a oot cause for the faul,

28. The method of claim 27, wherein the determination ol
the root cause is based al least in part on network component
performance information,

29, The method of claim 28, wherein the network com-

ponent performance information includes at least one of 2

resource ulilization imformation. signal 10 noise ratio infor-
mation, and crror-related inlormation associated wilh the
identified networl component.

30. The method of claim 23, wherein the source of the
[ault 1s identified as external o the network wopology.

3

1

32

31. The method of claim 30, wherein the external source
ol the [aull comprises al least one ol an in-home network. a
publisher. a content delivery network (CDN). a device Lype,
and a geolocation.

32. The method of claim 31, wherein the in-home network
includes at least one of a modem and a wireless router.

33. The method of claim 18, wherein the set of mappings
ol IP addresses 1o network components in (the network
lopology associaled with the network service provider cor-
responds Lo a particular period ol time.

34. The method of claim 18, wherein the processing is
performed for a particular interval of time.

35, The method of claim 18 wherein a mapping in the set
ol mappings specilies, for a given [P address. a subsel of
network components in the network opology through which
content is distributed to an end-point associated with the
aiven 1P address.

36. The method ol claim 18 wherein based at Teast in part
on the joining, the one or more processors are [urther
conligured 1o determine a subscl ol the network components
in the network topology throvgh which the awvdiovisual
content plaved during the viewing session was distributed 1o
the client device.
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