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ABSTRACT

Custom traffic tagging on a control plane backend is dis-
closed. Information associated with a video session is
obtained. Based al least in part on at least some of the
obtained inlormaiion associaled with the video session,
additional metadata 1o associate with the video session is
determined. The additional metadata is determined from
metadala oblained [rom one or more disparate sources. The
video session is associaled with (he determined additional
meladata.
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=

Obtain information assoctated with a video session

)—402

Y

Determine, based at least in part on at least some of the obtained
information associated with the video session, additional metadata )‘404
to associate with the video session, wherein the additional
metadata is determined from metadata obtained from one or more
disparate sources

06
Associate the video session with the determined additional j
metadata

FIG. 4
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CUSTOM TRAFFIC TAGGING ON THE
CONTROL PLANLE BACKEND

CROSS REFERENCE: 10O (TR
APPLICATIONS

This application claims priority 1o U.S. Provisional Patent
Application No. 62/089,163 entitled CUSTOM TRALIC
TAGGING ON T CONTROL PLANLE BACKIND filed
Dec. 8, 2014 which is incorporated herein by reterence tor
all purposes.

BACKGROUND O TTIE INVENTION

Users are increasingly nsing networks such as the Internet
10 access content, such as video files and live streaming/
video on demand content, via client machines. As demand
lor such conlent inereases, there are challenges in distrib-
uting that content efficiently and with high quality. As one
example, existing techniques are limited in the intormation
that they are able to obtain about video plavhack.

BRIV DESCRIPTION OF TTIE DRAWINGS

Various embodiments of the invention are disclosed in the
lollowing detailed descriptiom and the accompanying draw-
ings.

FIG. 1A illustrates an example embodiment of an envi-
ronment in which metadata tagging is performed on a tratlic
generation source.

IIG. 11 illustrales an example embodiment ol an cnvi-
ronment in which metadata tagging s performed on a
control plane backend.

FIG. 24 illustrates an example embodiment of'a heartbeat
message.

IIG. 213 illustrates example embodiments ol meladata
processing rules.

FIG. 2C illustrates an example embodiment of a trans-
formed heartheat message.

I'IG. 3A illustrates an example embodiment of a heartbeat
MCSSAgL.

I'ICr. 313 illustrates an example embodiment of 2 metladata
processing rule.

FIG. 3C illustrates an example embodiment of a trans-
lormed hearlbeal moessage.

IIG. 4 is a [ow diagram illustrating an embodiment ol a
process for performing traffic tagging on a control plane
backend.

FIG. 5 illustrates an example embodiment of an environ-
menl in which metadata is distributed.

DETAILED DESCRIPTION

The invention can be implemented in numerous ways.

including as a process: an apparalus: a syslem: 4 composi- S

tion of matter; a computer program product embodied on a
computer readable storage medivm; and/or a processor, such
as a processor configured to execute wmstructions stored on
and/or provided by a memory coupled Lo the processor. In
this speciiication, these implementations. or any other lorm
that the invention may take, may be referred 10 as tech-
nigues. In general, the order of the steps of disclosed
processes may be allered within the scope of the invention.
Unless stated otherwise. a component such as 8 processor or
a memory deseribed as being conligured 1o perlorm a task
may be implemented as a general component that is tem-
porarily configured to perform the task at a given time or
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specitic component that is manutactured 1o pertorm the task.
As used herein, the lerm “processor’ relers 0 one or more
devices. cireuits. andior processing cores comligured 1o
process dala, such as computer program instructions.

A detailed description of one or more embodiments of the
invention is provided below along with accompanying fig-
ures that illustrale the principles of the invention. "The
invention is deseribed in connection with such embaodi-
ments, but the invention is not limited to any embodiment.
The scope of the invention is limited only by the claims and
the invention encompasses numerous alternatives, modifi-
calions and equivalents. Numerous specilic details are sel
forth in the lollowing description in order lo provide a
thorough vnderstanding of the invention. These details are
provided for the purpose of example and the invention may
be practiced according (o the claims withoul some or all of
these speeilic details. or the purpose ol clarity, technical
malerial that is known n the technical fields related 1o the
invention has not been described in detail so that the

20 invention is not unnecessarily obscured.

Conlent Distribution Overview

In distribuling content, client devices are used o access
content, such as avdiovisval content (e.2., movies, songs,
television shows, sporting events, games, images, ete.) that
is owned by content owners. Content is stored (or captured)
al origin servers. then distribuled via other servers. caches,
conlent delivery networks (CIINg), proxics. cle. (collee-
tively, “content sources™). Examples of CDNs iclude Aka-
mai, Limelight Networks, and Level 3 Communications.
Conlent sources cmploy a varicly ol lechnologies and
include TP Adobe Iash Media, and Microsoli Intemnel
Inlormation Service servers.

When requesting content, the client is directed to a
particular CDN and vltinately to a particular CDN node.
The client device then beging streaming content [rom the
CDN node, which is in tum rendered on the client device
{e.g.. via a Iash, Silverlight, or ITTMLS player il a web
browser application is being used). Examples of client
devices include personal computers, laptops, cellular
phemes/personal digital assistants. and other types ol inlor-
malion appliances such as scl-lop boxes. game consoles,
smart TVs, broadband routers, file servers, video servers,
and digital video recorders, as applicable.

Content distribution can be divided logically into two
plancs. the data plane and the control plane. When perlorm-
ing video streaming onling, the data plane. as used herein,
refers to a communication path tor actual video data (e.g.,
data bytes) that makes uvp video frames and vltimately
appears 48 Images moving on 4 screen. When streaming
video, a video (il is separated inlo discrele chunks, which
are delivered 1o clients via the dala plane. Various chunking
solutions are vsed, such as Apple® HLS (HTTD live stream-
ing), HDS, etc. The chunking solutions/protocols are used 10
segment a video [ile inlo smaller picees (1. chunks).
Dillerent protocols. such as ITTTP and RIMP based proto-
cols, may vse different chunk sizes ot different lengths (e.g.,
specitied in seconds), resolutions, ete. In some embodi-
ments, the data plane is provided by content sonrces such as
conlent delivery networks (CIINg), which push actual video
data to clients.

The control plane, as used herein, refers 1o a channel for
metadata information and additional control protocols that
deseribes and allects how the actual video dala is being
streamed. The metadata imformation included in control
plane traflic can include imformation associated with a view,
where a “view,” as used herein, refers to a streaming session
in which content was/is being plaved. Examples of metadata
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information associated with a view/session include metadata
associaled with a content item being played in the sesslon.
meladata associaled with the client, metadata associaled
with a user ol the client, clec. In some cmbodiments. a
backend provides a portionall of the control plane.

The tagging/labeling of views with metadata information
enables, for example, business-specific meaning to be
derived owt of [iltered views ol trallic analylics.

As will be described in further detail below. in the
example envirmment of FIG. 1A, the tags and labels
associated with views are penerated at traflic generation
sources, such as a video plavback device, tor example, at the
Time when a video session is created.

As will be described in further detail below. in the
example environment ol VG, 113, tagging 1s conligured (o
vccur al other points on the control plane other than the
plavback device, such as a control plane backend.

While example embodiments in a video streaming (e.g,.,
live and on-demand streaming) ecosvstem are described
below. the techniques deseribed herein can variously be
adapled (o accommodate any lype of mullimedia‘audiovi-
sval content distribution, as applicable.

Trathc Tagging on Traffic Generation Sources

FIG 1A illustrates an example embodiment of an envi-
ronment in which metadata tagging is performed on a trallic
generalion source.

In the example shown, client device 102 is an example of
a traflic generation source, and includes video player 106

and library 104. | ibrary 104 is conligured (o oblain metadala 3

and perlorm metladata lagging.

Suppose, lor example, that a user ol client 102 wishes Lo
watch a video using video plaver application 106. In some
embodiments, the plaver application is a dedicated applica-

tion. In other embodiments, the player application is pro- 3

vided by a web browser application. In the example shown.
the player application 106 resident on client device 102
connects to Content Management System (CHS) 108 (e.g.,
via one or more nerworks 110, such as the Internet) and
requests the comtent. The CMS 1s also relerred (o herein as
4 “headend.”

In this example, the client is directed (e.g., by CMS 108
andior control plane backend 112) 10 make a request 1o a
content source (e.g., CDN 120) and obtain video data (e.g.,
video manifest [ile andior video data chunks).

In this example. the CMS also sends 1o the elient metadata
associated with the asset/content being streamed by the
client. For example, the CMS sends metadata intormation
such as the assel name. the genre (g, [anlasy. aclion.

drama, sci-[i, cle.), the aclorsfactresses featlured in the con- 5

lent, cle.

In this example, library 104 is confipured to generate
control plane traffic 1o be provided to backend 112, For
example. when a video session is created, library 104 1s

conligured o generale a message that includes information s:

about the session, where the session is tagged/labeled with
metadata such as that obtained from/provided by the CMS
(e.g., content asset name, genre, actors/actresses, ete.).

In one cmbodiment, (he metadata informalion aboul the
session is included in a heartbeal message, where. in some
embodiments, a “heartheat” message refers 10 a package’
payload of information that is sent trom a client to a
backend. The heartbeat message s an example of control
plane traflic that is generated al the client (le. the trallic
generation source). The heartbeal messages can also include
tormation such video quality of experience (QoE) intor-
mation.

[
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The heartbeat message for the session that includes the
meladata injecled at the elient is then passed (o backend 112,
whoere il is received, [or example, by galeway 114, Backend
112 is conligured (o obtain heartbeal messages [tom numer-
ous clients. The metadata included in the session heartbeat
messages can then be further processed. As one example,
compulation engine 116 is configured (o perform analylics
ol the heartbeal message (or any other control plane trallic),
where, for example, business-specific meaning can be
derived out of filtered views of the trafhic analytics (where
filtering can be performed according 1o various metadata
allribules). lor example. computation engine 116 can be
confligured o delermine. based on genre meladala tags, the
nuber of people that have watched tantasy content. The
results of such computation can then be provided as output,
for example, in a dashboard or any olher reporl. as appro-
priate, using. for example, display engine 118.

Traflic Tagging on the Control Plane Backend

In the example environment of FIG. 1A, metadata col-

20 lection and tagging is performed at the client (control plane

trallic gencration source). There may be various challenges
associaled with perlorming lagging al a trallic gencralion
source such as a video playback client device.

As one example, there may be challenges with scalability.
Suppose, for example, that a large number of clients are
streaming the same episode ol a popular (clevision show.
The television show is associaled with a myriad variely of
metadata, such as asset name, genre, actors/actresses, elc., as
described above.

In the example environment ol FIG. 1A, CMS 108 sends
lo every client walching the same conlent the same meta-
data. Hach client, in lumn, generales a heartbeat including the
same metadata that is transmitted to backend 112. Thus,
large amounts of bandwidth may be utilized in sending
duplicate data over a network such as the Internol.

There may also be challenges relaled o privacy andfor
seeurily. As one example, supposc that the user walching the
content asset is a subscriber of content publisher Acme
Video, with which the CMS is associated. The user has a
subseriber identilior associated with their Aeme Video
accounl.

In some embodiments, the video streaming session, i
addition 1o being tagged with information about the content
asset being streamed/viewed, is also tagged with the sub-
seriber 1120 Information associaled with the subscriber 11D
may alse be included. such as the Inlemet Protocol (1P
address of the client device, the pricing tier of the subscriber
1D, etc.

Such metadata inlormation may be sent from the elient 1o
the backend via a public network. thus leading Lo potential
seeurily and privacy issucs. Thus. lor sceurity/privacy rea-
sons, it may be desirable to not send certain pieces of
identifving information from the client.

There may alse be challenges related (o the introduction
ol metadata [rom different sources. lor example, in the
example environment of FIG. 1A, the metadata with which
a session 18 tagged is provided by the CMS and funneled
through the client. This may limit the ability of other entities
o associale meladata with a video session.

Suppose. for example, that a client, lor cach session,
sends its [’ address 1o the backend. The vser is a subscriber
of an Internet Service Provider, Beta Internet. Now suppose
that 13eta Internet would like (o know whether the particular
IP address is associated with some particular network cle-
ment in Bela Inlemel’s nelwork  infrastructure. In this
example, Beta Internet would like to tfurther tag client
sessions with an identifier of the nerwork element based on
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clients” II' addresses. In the example of FIG. 1A, Beta
Internet does notl have aceess (o client 102, and would have
Lo request Acme Video to pass the desired metadala o the
client om behall of the ISP via the CMS 108, This may be
cumbersome. Thus, it may be challenging tor other entities!
sources of metadata to attacl/inject their metadata to client
SCESIONS.

Deseribed herein are lechniques [or perlorming lagging at
points on the control plane other than a plavback device,
such as a control plane backend.

Ag described herein, metadata tagging can be performed
on the client {e.g., where metadata is funneled through
clicnts through conlenl management systems associated
with content publishers), as well as performed on the control
plane backend (ie., tagging can be performed on clients/
trallic generation sources and/or the control plane backend).

In some embodiments, (the control plane backend is con-
figured 10 use exisling inlormation dboul a video session
(e.2., metadata added at a client that originates a heartbeat
message associated with the video session) 1o determine
what additional metadata information (which may be [rom a
varicly of disparale sources) should also be atlached Lo the
video session.

The metadata with which a video is tagged (either on the
client or on the control plane backend) can come from
various disparate sources. Por example, content publishers.
such as 1'V/studios. cable networks. ele. can provide content
related metadata for a video session, such as the asset name,
genre tvpe (e.g., tamily, comedy, fantasy, etc.), a description

ol a video assel being walched. aclors/actresses in the video. 3

dircetor. producer, cle. As another example, conlenl aggre-
galors can add additional metadala when they aggregale
video content, such as the content source, referring links
such as Universal Resource Locators (LTRLs) (e.g., when the

content can be accessible from many different outlets). cle. 3

The conlent aggregalors/content providers can also provide
metadata aboutl the viewer (c.g. il they operale on a sub-
scription model), such as a subscriber ID (or any appropriate
identifier (ID) that can be linked to a subscriber 1D}, As
another example, lor live sports related conlent. a meladala
service source (¢.g. sporls content provider) can provide
metadata such as the tvpe of sports content in a video session
(e.g., football, baseball, hockey, etc.), teams involved,
schedule, etc.

The client on which a session is established {(and [rom
which control plane trafllic such hearlbeals originale) can
also be a source of metadata with which a video session is
tagged. For example, a client can include metadata about the
platlorm used o play content (c.g.. iPadi, Xboxi One.

PlayStation® 4. cte.). which can be added by a library s

installed on the client. As another cxample, the client can
add its associated 1P address 1o the video session.

The control plane backend can also be a source of
metadata. For example. given the [P address ol the client that

initiated a video playback session. (he backend can [urther s

add geolocation metadata about the client (e.g., country,
state, city). In other embodiments, such geolocation intior-
mation can be added by a third-party service (e.g., peo-
lookup service). or by the clienl.

Internet service providers (ISPs) can also be sources ol
metadata vsed 1o tag video sessions at the control plane
backend. For example, vsing the techniques described
herein, an ISP can specily meladata o be associated with
video sessions based om client IP addresses. or example, the
service provider can provide Lo the control plane backend
instructions that cauvse network element identifiers to be
associated with the IP addresses of clients.
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Any other appropriate Type of entity (e.g., data services)
can conneet with the control plane backend  syslem
deseribed herein 1o provide metadata (o be used in lagging
video sessions.

As will be described in further detail below, a mechanism
is provided by which metadata can be added tlwough a
backend, without having 1o go through a client. In some
cmbodiments. the backend is conligured o add additional
metadata information based on existing inlormation about a
video session (which can be added at the client).

By pertorming dyvnamic tagging/labeling of tratfic on the
control plane backend, various benefits can be provided, and
challenges such as those described above can be addressed.

As will e described in [urther detail below, in some
cmbodiments. an inlerface can be opened by a control plane
backend 1o accepl metadata [rom various disparate sources.

In some embodiments, the metadata is provided in the
torm of a metadata file (also referred to herein as a “custom

2 lookup table™), which includes definitions of metadata pro-

cessing rules that indicale how additional metadata is (o be
altached o a video session. The rules can be delined in a
variety of different ways, tor example, based on matching
kev-value pairs of the existing client intformation. The rules
can also define what actions to take if' a match 10 a rule is
determined. Iintities can use the custom lookup tables 1o
define custom metadata that they would like (o associale
with video sessions.

In some embodiments, the “kev™ setin the kev-value pairs
included in the rules ol a custom lookup table conlains some
allribules expected 1o be available in or derivable lor incom-
ing control plane (raflic (c.g.. hearlbeal messages). The
“vglues” can contaln custom encodings (e.g., business-
specitic encodings). Custom lookup tables can be periodi-
cally transforred o the control plane backend.

Ixamples of meladata processing rules included in a
cusiom lookup lable/metadata [ile are deseribed below in
conjunction with FIGS. 2B and 3B.

In some embodiments, a backend system is contigured 10
use lhe custom lookup table for a subsel of all of the
incoming control plane traflic. For example, as heartbeal
messages are received and processed at the backend, “kev™
attiributes are looked up in the custom lookup table and the
“vglues” are tagged onto the hearthear messages.

In some embodiments, a dashboard is provided that
allows [lllcred views ol the trallic using, [or example, rules
based on the encodings available in custom lookup tables,

An example environment in which such a backend is vsed
lo perlorm traflie tagging is described below in conjunclion
with II¢r. 113,

1I1(3. 113 18 an cxample embodiment ol an environment in
which control plane tratlic tagging is performed at a control
plane backend. In this example, in contrast to the example
cnviromment of FIG. 1A, a portion ol meladala tagging is
performed at a control plane backend (in addition o, or
instead of, at a cliem device). As will be shown below,
tagaing at the control plane backend allows a streaming
sesgion initiated by a client to be tagged with metadata that
i not limited o that provided by a sowrce such as the CMS
in the example enviromment ol FIG. 1A {(where metadata
from the CMS is funneled through clients).

In this example, suppose that the content publisher Acme
Video, which operates headend/conlent management sysiem
{CMB) 158, would like 10 add additional metadata o video
sessions via control plane backend 162, Also supposc thal
the ISP Beta Internet would also like to add metadata to
video sessions via the control plane bhaclend.
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In this example, Acme Video and Beta Iuternet (which are
sources of meladata 178 and 180, respectively) use meladala
uploader 176 (o provide metadata 10 backend 162 (o be used
in performing lagging.

Metadata vploader 176 is configured to facilitate upload-
g of metadata files trom various, disparate sources to
hackend 162. In some embodiments, the metadata is
included in a metadata flefcustom lookup table. details ol
which are described herein. The metadata file is uploaded
via metadata uploader 176. The metadata file can be
uploaded in a variety of ways.

Ag one example. the metadata file can be uploaded Lo
bhackend 162 via a web interface provided by uploader 176.
For example, the web interface can be configured 1o allow
auser (e.g., associated with Acme Video or Beta Internet) to
speeily a URL. {or any other appropriate link) that is a
reflerence Lo a metadata (e o be uploaded. The metadata file
is then letched using the specilied URI .

Ag another example, metadata files can be pushed via an
application programming interface (AT} provided by
uploader 176. In some ecmbodiments, uploader 176 is a
portion of a front end that communicales with backend 162.
The uploader can also be inplemented as a standalone
application and/or a browser-based client application
executing oo a client device and communicating with back-
end 162.

In this example, (he uploaded metadata iiles [rom sources
178 and 180 are processed and converted 1o an nternal
storage svstem. For example, the contents of the metadata

flles [rom sources 178 and 180 are siored 10 metadata stores 3

182 and 184, respectively. In some embodiments, cach
metadata store is associaled with a corresponding metadala
source. The metadata store can be implemented as data-
bases. Each source can be associated with a logical metadata

store thal is separale [rom the meladata slores corresponding 3

1 other sources. In one example embodiment, meladala
stores 182 and 184 arc implemented using a database such
as Mongo DB, and a file syvstem such as GrdES.

As will be described in turther detail below, the metadata
in the metadata stores 1s used o perlorm lagging of control
plane trallic. In some embodiments, uploader 176 and mela-
data stores 182 and 184 are collocated on the backend. The
metadata stores can also be remote and accessed by the
backend over a network such as the Internet, for example,
vid a quory service. An example in which a backend queries
remole metadata stores 1s deseribed in Turther detail below
in conjunction with FIG. 5.

Thus, vsing metadata vploader 176, metadata can be
uploaded from various disparale sources and aggregated in

a centralived manner (o be used by a control plane backend s

o perform control plane trallic lagging.

As described above, in some embodiments, a custom
lookup table includes a definition of metadata processing
rules. which deline how meladata is o be added o a video

session {e.g.. using existing information aboul the video s

session provided by the client, for example, in a heartbeat).
Ag described above, key-value pairs can be used to deter-
mine a match with client information, with the metadata
processing rules delining what actions o perlorm in the
evenl ol a match 1o the rules.

In this example, suppose that Acme Video uploads a
custom lookup table that includes metadata processing rules
that include key-value pairs that correspond (o conlent name
values. An example ol a metadata processing rule based on
content name is rule 240 ol PIG. 213,

In the example shown, the metadata processing rule 240
includes key-value pair 242, The key is the name/identifier
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of the atiribute vsed to represent the content name, which in
this cxample is “assel d” The value for this attribule is
“Throne Games 80110277 As will be shown in Turther detail
below, il the existing information in a received heartbeal
message 1cludes a key with the identifier “asset 1d"” and a
corresponding value, then the asset name gpecified in the
heartheat message is vsed 1o perform a lookup of Acme
Video's custom lookup table o determine whether there is
a malch 1o any rules such as rule 244

IT the rule is malched, then action 244 is taken. As shown
in this example, an action 1o insert a set of'tags (e.2., genre,
actor values, etc.) into a received heartbest message is
defined. Thus, the rule specifies a mapping between attribute
values (e.g., content name) and additional metadata o be
inserted. such that additiomal metadata is associaled with a
video sesslon using exisling information about the video
session.

Asg another example, control plane traffic can be tagged

ap with subscriber attributes. For example, Acme Video can

upload a custom lookup table thal includes subscriber spe-
cille inlbrmaltion using obluscaled subscriber 11s as “keys.”™
lior example, Acme Video can upload a custom lookup table
that includes a list of obfuscated subscriber IDs and corre-
sponding metadata to attach for each obfuscated subscriber
113, This inlormaltion can then be appropriately used 1o label
4 subscriber’s scssion with other allributes thal are not
available on the session creating entity (e.g., clicnt 1523,
Thus, for example, subscriber information that is potentially
sensitive need not be sent over a network to clients from a
CMS, from a CMS 1o the backend, or sent over the network
lo a backend by the clients, where clients may provide
heartbeats (o the backend via public nelworks that may be
unsceured.

An example of a rule based on obtuscated subscriber
identifier values is rule 250 of FIG. 2B. In example rule 250,
the key is the “subscriber id™ attribute, and the correspond-
ing value for this particular rule is the subscriber 11D value
“1234567.7 which corresponds 0 an obluscated version of
the actual. unigue subscriber identifier value ol a subscriber.

It' a received heartbeat message for a video session at a
client 15 associated with obiuscated subscriber ID 1234367
{e.g., as provided 1o the client by a CMS and included by the
client in the heartbeal message thal il generates), then a
malich o rule 250 is deicrmined. Action 254 is then laken,
where subscriber 1234567 s subscriber tier is injected into
the received heartbeat message. In some embodiments,
cusiom lookup tablesimetadata [iles are uploaded in a seeure
manner, preserving sceurily and privacy of polentially sen-
sitive inlormalion.

In this example, Beta Internet also uploads 1o the backend
a custom lookup table. For example, Beta Internet, which
has detailed knowledge about their intemal network topol-
ogy. can cncode a map ol thelr nelwork wopoelogy inlo a
customr lookup table. When used with a backend such as
backend 162, the network topology can be overlaid upow, for
example, video QoE traffic obtained from clients. Such
lagging ol heartbeal messages provides Bela Internel uselul
troubleshooting insights that are custlomiyed o their nelwork
topology.

In this example, Beta Internet uploads a custom lookup
lable that includes rules lor adding additional metadata
based on viewers®/clients” 1P addresses. or example. 13ela
Internel can provide a custom lookup lable that includes
metadata processing rules that will add identifiers of net-
work elements associated with II” addresses of clients.
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An example of such a rule is rule 230 of FIG. 2B. In

example rule 230. the key 1s the “client ip™ attribute. and the
correspomding value for this particular rule is the [P address
value “108.248.127.78."

If a received heartbeat message for a video session at a
client is associated with the I address 108.248.127 .78 (as
lagged by the elient when generating the heartheal message).
then rule 230 is triggered (c.g.. based on a malch ol the
received client [I* address to the kev-value pair 232 of rule
230). Action 234 is then taken, in which the name of the ISP
and a network element associated with the II address
T108.248.127.78 arce injecled inte the received heartbeat
MCSSAgL.

In various embodiments, the metadata files are imple-
mented as JSON formatted files, XML tormatted files,
comma separated values (C8V) lormatted [iles. cle.

Suppose that a client 152 requests conlent lrom CMS 158,
which is assoclaled with Aeme Video. In some embodi-
ments, client 152 is an example of client 102 of FIG. 1A, and
library 154 and plaver 156 are examples of library 104 and
player 106 ol FIG. 1AL respectively. Similarly 10 as
deseribed in the example environment ol FIG. 1A, client 152
is directed (e.g., by CMS 158 and/or control plane backend
162) to make a request to a coutent source (e.g., CDN 174)
and obtain video data (e.g., video manitest file and/or video
dala chunks).

In this example. CMS 158 provides client 152 with the
name of the content asset being watched, as well as the
subscriber 1D of the user account being used to watch the

conlent. In some embodiments. ihe subscriber identifier is 3

obluscated. In this example, in contrast o the cxample
environment ol FIG. 1A, CMS 158 does not [unnel through
the client any other additional metadata about the content
{e.2., content genre, actors, directors, producers, ete.) or the

subscriber {c.g. pricing tier). Instead, such meladata 1s 3

instead provided by the CMS 1o backend 162 in metadata
files via uploader 176. as described above.

As will be described in turther detail below, backend 162
is configured to add such metadata to control plane tratlic
(t.g.. heartbeal messages) associaled with the subscriber’s
viewing session.

In some embodiments, upon initiating the video session in
which the requested content is to be streamed, library 154 of
client 152 is configured 10 generate a heartbeat message, The
heartbeal message includes control plane traflic that includes
information about the video session. An example ol the
heartbeat message generated by the client is heartbeat mes-
sage 200 of FIG. 24,

In this example, heartbeal message 200 includes session

identifier 202, asset name 204, (obluscated) subscriber iden- 5

tifier 206. and client 1P address 208, In some embodiments.
the asset name and subscriber identifier are provided to the
client by the CMS. The client then includes the asset name
and subscriber identifier in the heartbeal moessage thal it

generates when initiating a video playback session (which s s

assigned session identifier 202). The client also injects the IT
address into the generated heartbeat message. As shown,
each piece of metadata in the heartbeat message is repre-
senled using an altribule-value pairkey-value pair, where
the name of an attribule and a corresponding value lor the
attribute are specified. As will be described in further detail
below, the kev-value pairs of the heartheat message will be
used o perlorm a lookup of custom lookup lables Lo
determine whether there are any malching meladata pro-
cessing rules (e.g., by matching key-value pairs).

The heartbeat message is then transmitted to control plane
backend 162 over a network 160, such as the Internet. As

[
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will be described in further detail below, the existing infor-
mation included in the heartbeal message will be used by the
backend 1o determine whal additional metadata inlormaltion
{e.g.. provided by Acme Video and/or 3ela Intermel. as
described above) should be further associated with the video
sesgion (e.g., by injecting additional metadata into the
received heartbeal message).

In this example, the heartbeal message transmitled by
client 152 is received by pateway 164 of backend 162. The
heartheat message is then processed by metadata rules
engine 166 of gateway 164.

Rules engine 166 is conligured o process received heart -
beal messages and delermine what additional metadata
should be injected into the heartbeat messages. This can
include consolidating metadata relevant 1o a specific video
session from many different, disparate sources. such as
meladala sources 178 and 180,

l'or example, the backend is conligured o use exisling
information about a video session to determine what addi-

20 tional metadata with which the video session should be
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lagged. The exisling information can include the metadata
thal was allached o the session by the client in the heartbeal
message. Thus, using the techniques described herein, addi-
tional metadata can be associated with a video session
bevond what is added by a client.

In this example. the heartheat message 200 of FIG. 2A s
processed by rules engine 166. The existing key-value pair
metadata attributes (content name, obfiscated subscriber
identifier, and IP address) of the video session included in
the heartbeal message are exlracled.

Metadata lles/cuslom lookup tables are oblained {e.g.,
from metadala siores 182 and 184). 11 is (hen determined
whether the existing kev-value pairs extracted trom the
heartheat message mateh to the kev-value pairs of metadata
processing rules in the oblained metadata  (Tles/custom
lookup tables. Multiple metadata stores can be triggered lor
the same video session.

In some embodiments, the rules engine is configured 1o
match the existing session atiributes against a sequence of
meladata rules included in the custom lookup tables.

lor example, the key-value pair 204 in the heartbeal
message associated with the content name (with attribute
name “asset id”™ and value “Throne Games S01E027) is used
to perform a loolkup of the custom lookup table provided by
Acme Publisher. Rule 240 0l VIG. 213 is identified as a resull
ol the lookup. as the conlenl name extracted [rom the
heartheat message matches 1o the kev-value pair (242)
defined for the rule.

Similarly. a lookup ol the obluscated subscriber identifier
206 in a cuslom lookup table provided by Acme Video
relurns matching rule 250 o G 213 (e, by matching the
identifier 206 with kev-value pair 252 of rule 250). A lookup
of'the [P address 208 in the custom lookup table provided by
B3eta Internet returns maltching rule 230 ol PIG. 213 {eg.,
matching key-value pair 232 of rule 230).

Actions specified in the rules identified by performing the
lookup of the custom lookup tables using the existing
session information are then taken.

In this example. cach ol rules 230, 240. and 250 ol UG,
213 specifies 2 sel ol meladata 10 injectinsert inlo the
received heartbeat message 200, The injection actions are
pertormed in response to the rules having been triggered.
Thus, metadata from various disparale sources (hatl is deter-
mined (o be relevant/appropriale o a video sesslon can be
applicd/comsolidated into a single heartbeal message.

The result of the insertion of the additional metadata into
received heartbeat 200 is modified/transtormed/converted
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heartbeat message 280 of FIG. 2C. As shown, hearthear 280

includes the existing information received in the original
heartbeal 200, as well as the additional meladata thal was
inserled in response o rules 230, 240, and 250 having been
triggered based on the lookup uvsing the existing informa-
o0,

Ag shown. metadala [rom potentially disparale sources
that is determined 10 be relevant Lo a video session can be
consolidated and aligned for a specific single video session.

Allowing dynamic tagging/labeling of control plane trat-
fic at the backend provides various benefits, where, for
example. per-device changes are nol required, where lagging
can be perlormed al a centralived location such as backend
162, instead ot on each of the scores of potentially ditferent
video plaving devices, which may have technical and/or
logistical Timitations.

Additionally, in the example environment of FICG. 183, by
migraling the lagging ol the majorily of content publisher
metadata 1o the backend, transmission of duplicate metadata
1o clients from a CMS, and from clients to the backend can
be reduced. Vurther, by using obluscaled subscriber 11s.
actual unique subscriber identifiers need not be transmitied
thronghout a network such as the Internet between a CMS,
client, and/or backend, thereby preserving privacy and pro-
tecting potentially sensitive account/subscriber information.
Also. as shown in the example ol the environment ol G,
113, in which Bela Internet is alse able o conligure and
upload metadata 1o be tagged at the backend, other entities
can provide metadata for tagging, such that the sources from

which metadala is oblained need not be limited, for example. 3

10 a CME. Thus, additional metadata can be associated with
4 video session beyond what is added by a client.

Ag another example benefit, in addition to facilitating
computation (e.g., of metries), performing tagging of rathic

al the control plane backend allows [or streaming decisions 3

1 be made based on the latest metadata information. For
example. il the lagging is done al the client, it may be
difficult/challenging 1o improve/change control plane logic
that is based on metadata information. By doing such
lagging al the backend, flexibility can be added o the
decision making capability ol the control plane (c.g.. seloc-
tion by control plane of bitrates and/or CDNs for clients to
use when obtaining content).

In some embodiments, compound rules can be configured,
where actlons are taken in response o mulliple rules trig-
gering according lo logical expressions (e.g., using Boolean
logic to specify the relationships among rules). The condi-
tions for matching to a single rule can also be defined vsing
logical cxpressions. or example, multiple key-value pairs

can be logically combined using Boolean operators such as s

“ANDT and “OR,” where multiple key-value pairs in the
received heartbeat message must meet the condition speci-
fied by the logical expression tor the rule to be triggered and
a corresponding aclion taken. In some embodiments. rules

can be specilied [or aking action with respeet 1o meladala s

provided by two different sources (e.g., rules can be defined
across multiple metadata sources/stores). For example, a
rule can be specified that matches based on key-valve pairs
lor both assel name and [P address. with the corresponding
actiom delined o be the insertion o metadata [rom both
Acme Video and Beta Internet metadata stores.

The modified heartheat messages generated by metadata
rules engine 166 can then be [urther processed. For example.
the modified heartbeal messages can be stored Lo dalabase
172, which can be implemented as persisient slorage.

In some embodiments, the moditied heartbeat messages
are passed to computation engine 168, which is configured
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to use the modified heartbeat messages to perform compu-
lationsicaleulations. In some embodiments, computation
cngine 168 1s an example ol computation engine 116 ol I1IG.
1A

In some embodiments, display engine 170 is configured 1o
present (e.g., in a dashboard) as output the results of
calculations using the modified heartbeat messages. For
cxample, the caleulation resulls can be presented as oulpul
in a dashboard in a web inlerlace provided by the display
cngine. [n some embodiments, display engine 170 s an
example of display engine 118 of FIG. 1A,

In some embodiments, management of stored metadata is
performed. For example, version control of obtained meta-
data [iles/custom lookup ables stored o meladata stores is
performed (e, by moetadata uploader 176 or a separale
component managing the meladala stores). lior example,
metadata sources may upload multiple new versions of
customn lookup tables over time. Historical versions of

2 custom lookup tables can be preserved. In some embodi-

menis, when evalualing hearlbeal messages against mela-
data rules {(c.g.. in real-lime. as heartbeals lor a current
sesgion are received), the most recent version of the meta-
data files is applied. Version control can also be performed
in response 1o changes in a metadata file being made. In
some cmbodiments. cach version of a metadata (ile (hat is
uploaded 15 timestamped and logged.

As one example scenario in which version control is
performed, suppose that Beta Internet would like 1o monitor
network wopology changes. In a lirst version of a custom
lookup table uploaded by D3ela Inlernet, a subsel ol IP
addresses 1s associaled with metadala indicating network
element A"

At a subsequent time, Beta Internet makes a change 1o
their network lopology. where network clement “A™ s
swilched to nelwork clement “13.7 Beta Internet uploads a
new version of the custom lookup table so (hat video
sessions associated with the same subset of I addresses will
now be associated with the new network element “B.”

Both the previous version and the new version ol Bela
Internel’s cusiom lookup lable arc maintained. 13y maintain-
ing the various versions of the metadata files, diagnostic
checks, debugging, before-and-after comparisons, ete. can
be performed. For example, an operator-vser associated with
l3ela Internetl can evaluate. Tor example. how streaming
performance has changed Tor clients belore and alter the
switeh from network element “A” to network element “B.”
For example, the operator user can use a dashboard provided
by display cngine 170 1o [ilter sessions based on nelwork
clement. M a degradation in perlormance is delermined 1o
oceur. then Bela Intermet can revert back (0 using nelwork
element “A." and also revert 1o the previous version of the
custom lookup tables.

Conltrol plane backend 162 is illustrated as a single logical
device in UIG. 1130 In some embodiments, control plane
backend 162 comprises standard commercially available
server hardware (e.g., a molti-core processor, 4+ Gigabytes
of RAM, and one or more Gigabit network intertace adapt-
ors) and runs typical server-class operaling syslems (c.g.,
Linux). as well as Java [ TUTP server soliware stack. Control
plane backend 162 can also be implemented vsing a scal-
able, elastic architecture and may comprise several distrib-
uled compenents, including components provided by ome or
more third parties. Iurther, when control plane backend 162
i referred o herein as performing a task. such as sioring
data or processing data, it is 1o be uvnderstood that a
sub-component or multiple sub-components of control plane
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backend 162 (whether individvally or in cooperation with
third-parly components) may cooperale lo perform that lask.

In the above example rules of FIG. 213, the actions that
woere taken included inserting additional metadata. Other
actions can be defined as well. For example, riles can be
specified such that when triggered, the rules cause a meta-
dala override action o be (adken. An example ol such
metadata overriding/overwriling is deseribed in conjunction
with FIGS, 3A-C.

Suppose for example that heartbeat 300 of FIG. 3A is
received from a client, such as client 152 by gateway 164 of
bhackend 162, In this example. heartbeal 300 includes key-
value pair 302 associaled with the clienCs user agent.
kev-value pair 304 associated with the client’s operating
system, and keyv-value pair 306 associated with a browser
assoclated with the client.

The metadata tagskey-value pairs in hearlbeal 300 are
used by rules engine 166 10 perlorm a lookup ol metadala
file(s). In this example, rule 330 of F1G. 3B is identified as
a mateh, as the condition specified in rule 330 (the logical
combinalion ol key-value pair 332 AND (336) wilh key-
value pair 334) is met by both key-value pairs 302 and 304
having been included in heartbeat 300.

In response to identifving rule 330, action 338 defined in
rule 330 1s pertorimed. In this example, the action is 1o set the
browser lag 306 of the heartbeal message o “1E11.7 Thus.
hased on the action. the value lor the browser meladata at
306 is changed/overwritten from “IE10" 10 IE11,” resulting
in modified heartbeatr 340 of FIG. 3C. Thus, existing meta-
data in a received heartbeal can be overwriiten il a conflict-
ing valuc is oblained rom a metadata source.

IIG. 4 is a [ow diagram illustrating an embodiment ol a
process for metadata tagging. In some embodiments, process
400 iz executed by control plane backend 162 of FIG. 1B.

The process begins al 402 when information associated with 3

4 video session is oblained. As one example. a heartheat
moessage. a5 deseribed above, is received [rom a client that
initiated a video plavback session. The heartbeat message
includes metadata about the video session, such as intorma-
tion associaled with an assel (c.g., the name ol the content
assel being walched). The hearlbeal message can also
iclude information about a vser of a client vsed to play
content, such as a subscriber identifier. The subscriber
identifier can be an obfuscated subscriber identifier. In some
embodiments, the imformalion associailed with content and/f
or the subscriber identifier is provided to the client [rom a
content management syvstemy, where it is then tagged 1o the
video session (e.g. injected into the hearthear message
associaled with the video) by the client.

‘The heartbeal message can also include metadata about =

the elicnt. such as the client™s 1P address. the user agent ol
the client, the operating, system of the client, the device type,
brand, model, plattorm vsed to play the video, etc. In some
embodiments, the metadata in the heartbeal is stored as

key-value pairs. where a key indicales the namedidentificr ol s:

an atiribute, and the value is the corresponding value for the
attribute. Examples of heartbeat messages include heartbeat
message 200 of FIG. 2A and heartbeat message 300 of FIG.
3, described in luriher detail above.

AL 404, at least some ol the obtlained inlormation asso-
ciated with the video session is used to determine additional
metadata to associate with the video session. In some
embodiments, the additional metadata is determined [rom
metadata oblained from one or more disparale sources.

‘The disparale sources can include exlermnal sources (c.g..
that are remote to a backend such as control plane backend
162). A control plane backend can also be a source of
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metadata. In various embodiments, examples of disparate
meladata sources include content publishers. service provid-
ors {e.g., [8Ps). content aggregalors. meladata services, ele.
In some cmbodiments. metadata is oblained via uploading.
For example, metadata sources can upload metadata via a
web interface (e.g., using a URL or any other appropriate
relerence o metadata o be uploaded) or via an API, as
deseribed above. The metadala can be uploaded in the [orm
of metadata files/custom lookup tables, as described above,
The metadata can be uploaded or otherwise provided on a
recurring basis or on-demand.

As described above. in some embodiments, a metadata
lilefcustom lookup table includes a definition of metadata
processing rules, which define how metadata is 10 be added
to a video session. As described above, the metadata file can
include key-value pairs upon which rules matching 1s based
{c.g.. malching 10 existing heartbeal inlormation), as well as
4 corresponding action lo lake il the rule is triggered based
ol key-valve pair matching. The action can ineclude an

20 instruction 1o associate a video session with a particular set

ol metadata (c.g.. by inserting the metadata inle a received
heartbeat). Another example ol an aclion is o sol a meladata
to a patticular value, which can include overwriting existing
metadata values.

In some embodiments, the metadata files uploaded from
sources are stored 1o metadala stores, as described above. In
some embodiments, cach metadala siore 1s associaled with
a corresponding metadata source. Version control of meta-
data files can also be performed, where multiple versions of
metadata [iles {e.g., historical versions) are maintained. lior
cxample, metadata [iles. as they are uploaded, can be time-
stamped and logged.

In some embodiments, the determination of what addi-
tional information to associate with the video session is
made by using the existing inlormation that is oblained [rom
the client o perlorm a lookup of metadata (lles/custom
lookup tables o [ind malching metadata processing rules.

For example, kev-valve pairs in a received heartbeat are
matched to the kev-value pairs defined in metadata process-
ing rules. as described shove. "The key-value pair malching
can also be based on logical expressions. For example, rules
can be triggered hased on a logical condition nvolving
multiple kev-value pairs being satisfied. An example of
vsing Boolean logic 1o create a logical matching expression
using multiple key-value pairs is deseribed in conjunction
with rule 330 ol I'IG. 313,

In some embodiments, if a match is found, the matching
metadata processing rule is obtained, and an action defined
in the metadata rule 1s performed. As deseribed above, the
action can include an instruction 10 associale a particular sel
ol additional metadata with the video session. lior example,
as desecribed in the example environment of FIG. 1A, based
ol a match to a content name specified in a received
heartbeal, 2 rule malching (o (he conlenl name can be
identified that indicales that metadata such as genre, director,
producer, actors, ete. should be inserted into the heartbeat
message. As another example, an obfvscated subscriber
identifier injected at the client can be extracted from the
heartbeat and used o determine what additional metadata
associaled with the obluscated subscriber 11D (as indicated in
a metadata file including a list of obfuscated subscriber ids
and corresponding information) should be added. As another
cxample, a clicnt IP address exiracied [rom the received
heartbeat can be used o determine additional metadata (e.g.,
geolocation data, ISP network inlormation, cle.) 1o altach 1o
the video session. Examples of imetadata rules are described
in conjunction with FIGS. 2B and 3B.
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In some embodiments, determining additional metadata to
allachiassociale with a video session includes malching a
soquence ol meladala rules, and lor cach rule, inscrling
metadata as specilied by the matched rule.

At 406, the determined additional metadata is associated
with the video session. In some embodiments, the metadata
determined at 404 10 be relevantapplicable o the video
session (which s polentially across a plurality of disparale
sources) is aligned and consolidated into the heartbeat
message obtained at 402. This can include injecting the
additional metadata specified by triggered rules into the
original heartheal message. resulting in a trans[ormed heart-
heatl. In some embodimenis, other metadata related actions.
such as wetadata overwriting, as described above, can be
performed, and a received heartbeat message modified
accordingly.

In some embodiments, (he modilied heartbeal message
associaled with the video session 1s stored. or example, the
modified video session information is stored to a persistent
storage, where it can be nsed 1o perform analvtics. In some
embodiments, the modificd heartbeal message i used Lo
perlorm calculations/compulations. where the caleulations
can vse the injected metadata, for example, 10 sepment/filter
video sessions/views (e.g., 10 view the humber of sessions in
which fantasy content was watched). The results of the
caleulations/compulations can be provided as oulpul. lor
example. via a dashboard.

Scaling,

Ag described in the example environment of FIG. 1B,

clients such as client 152 communicale control plane traflic 2

o gateways such as galeway 164 of control planc backend
162. As clients can be al various remote locations (c.g..
around the world), in some embodiments, gatewayvs are
distributed globally to provide entry points 1o the varionsly
located clients. The gateways are conligured o perlorm
control plane trallic lagging. as described above.

Deseribed below is a scalable infrastruciure [or commu-
nication/publishing of metadata 1o distributed gateways to
be vsed 10 tagging control plane traftic. As will be shown
below. using the mechanisms deseribed herein, uploaded
metadata can be distributed 10 galeways in real-lime, allow-
g for metadata consistency 1o be maintained across dis-
tributed, remote gateways, and video sessions 1o be tagged
with metadata as new metadata processing rules are
uploaded.

IIG. 5 s an example embodiment ol an environment in
which vploaded metadata is published 1o distributed gate-
ways. [n this example, consider two geographic repions, a
luropean geographic reglon 502, and a North American
geographic region S04,

In (his cxample, meladata les/cusiom lookup lables
(which can be provided by varous disparate sources) are
uploaded to metadata stores 506 and 508, tor example, vsing
the uploading techniques deseribed above {c.g., using

uploader 176 of UIG. 113, where metadata is uploaded o 5

metadata stores such as metadata stores 182 and 184).

As shown, the metadata files stored in metadata stores 506
and 508 are pushed, published, or otherwise communicated!
distributed 1o local metadala stores/caches 510 and 512,
which are localed in geographic regions 502 and 504.
respectively.

Gatewayvs 514 and 516 are configured 1o obtain metadata
(tles/custom lookup tables [rom the local data slores residing
in their respective geolocations. or example, galeways 514
in the Huropean region 502 oblain metadata files from local
store 510, and gateways in 516 in the North American region
504 obtain metadata files from local store 512,
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In some embodiments, the gateways are confipured with
services o query the local metadata store in their geographic
region. 3y providing such local data stores and querying
capabilily, the metadata liles, which can be ol large volume
and size, need not be duplicated at every gateway. Thus,
duplication of data is reduced. Further, vsing local data
slores inereases the speed at which uploaded metadata files
can be distributed. where metadata does not need to be sent
to every gateway. This also facilitates maintenance of meta-
data consistency, as consistency of metadata need not be
checked on every single gateway. Instead, metadata consis-
leney can be checked between local dala stores and origi-
nating, centralized meladata slores (506 and 508). liurther,
the use of local caches facilitates scalability, where new
gateways that are brought online to accommodate new
clients can use query services 1o access thelr local data slore
and oblain (he most recent metadata files. [ocal meladata
stores can be added as necessary. providing scalable storage
metadata files. In one example embodiment, metadata stores
506 and 508, and local stores 510 and 512 are implemented
using 2 database such as Mongo 113, and a (ile system such
as (rridlis.

Asg shown, clients 518 and 520 communicate control
plane traflic, such as video session heartbeats described
above, to gateways in their geographic regions. The heart-
beals received by the galeways are then lagged with addi-
Llional metadata oblained [rom thelr local store, lor example,
using a query service as described above. Examples of
techniques for aligning relevant metadata across multiple
disparale sources and consolidating the meladala with a
video session (e.g.. imserling additional metadata informa-
tion into a heartheatl associated with a video sessiom) are
described above.

Although the forepoing embodiments have Dbeen
deseribed in some detall Jor purposes of clarity of under-
standing, the invention is not limited (o the details provided.
There are many aliernative ways ol implementing the inven-
tion. The disclosed embodiments are illustrative and not
restrictive.

Whal is claimed is:
1. A system, comprising:
one or more processors configured to:
recerve, from a remote client, a message comprising
inlormation associated wilh a video session initiated
by the remote client. wherein the received message
is generated by the remote client that initiated the
video session;
receive meladata rom one or more disparale, remole
sOUTCes;
hased al least in part on existing information included
in the received message generated by the remote
client that initiated the video session, identify at least
a portion of the metadata received [rom the one or
more digparate. remole sources as additional meta-
data to associate with the video session initiated by
the remote client;
modity the received message generated by the remote
client that initiated the video session al least part by
inserting, into the received message generaled by the
remote client that initiated the video session, the
identified additional metadata received from the one
or more disparale. remole sources: and
store the modificd message; and
a4 memory coupled (o the one or more processors and
configured to provide the one or more processors with
wstruetions.
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2. The system recited in claim 1, wherein the information
assoclated with the video session includes one or more
key-value pairs.

3. The system reciled in claim 2. wherein additional
metadata is determined at least in part by vsing the one or
more kev-value pairs to match 10 one or more metadata
processing rules.

4. The system reciled in claim 3. wherein the matched
metadata processing rules indicatle the additional metadala to
assoclale with the video session.

5. The swystem recited in claim 1, wherein the existing
tormation that is used to identity the additional metadata
ntormation 1o associate with the video session comprises at
least one ol an assel identifier and an [P address.

6. The system reciled in claim 1. wherein the one or more
disparale sources includes al least one of a content publisher
and an Internet Service Provider.

7. A method, comprising:

receiving. [rom a remote clienl, a4 message comprising

inlormation associated with a video session initiated by
the remote client, wherein the received message is
generated by the remote client;
receiving metadata trom one or more disparate, remote
BOUTCES,

hased al least in part on existing inlormation included in
the received message generated by the remote client
that initiated the video session, identitving, nsing one
or more processors. al least a portion of the meladala
received [rom the one or more disparale. remole
sources as additional meladata lo associale with the
video session initiated by the remote client;

modifying the received message generated by the remote
client (hat initiated the video session al least parl by

inserting, into the received message generated by the

remote client that initiated the video session, the iden-
tified additional metadata received from the one or
more digparate, remote sources; and

storing the modified message.

8. The method of claim 7. wherein the information
associated with the video session includes one or more
kev-value pairs.

9. "The method ol claim 8. wherein additional metadata is
determined at least in parl by using the one or more
key-value pairs Lo maleh (o one or more meladala processing
rules.

10. The method of claim 9, wherein the matched metadata
processing rules indicate the additional metadata o associale
with the video session.
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11. The method of claim 7, wherein the existing infor-
mation used 1o identily the additional metadata inlormation
lo associate with the video session comprises at least one ol
an asset identifier and an IP address.

12. The method of claim 7, wherein the one or more
disparale sources includes at least one ol a conlent publisher
and an Internet Service Provider.

13. A computer program product embodied in a non-
transitory computer readable storage medivm and compris-
ing compuler instructions lor:

receiving, rom a remole clienl. a message comprising

nformation associated with a video session initiated by
the remote client, wherein the received message is
generated by the remole clien,
receiving metadata [rom one or more disparale. remole
SOULCes;

based at least in part on existing intormation included in
the received message generaled by the remote client
that initiated the video session. identilying. using one
or more processors, al least a portion ol the metadata
received from the one or more disparate, remote
sources as additional metadata 1o associate with the
video sessiom initiated by the remote client;

modilying the received message gencraled by the remote
clicnt thal initlated the video session al least part by
iserting, into the received message generated by the
remote client that initiated the video session, the iden-
tificd additional metadata received rom (he one or
more disparale, remole sources; and

storing the moditied message,

14. The computer program product recited in ¢laim 13,
wherein the information associated with the video session
includes one or more key-value pairs.

15. "The compuler program product recited in claim 14,
wherein additional metadata is determined at least in part by
vsing the one or more kev-value pairs 10 mateh to one or
more meladata processing rules.

16. "The compuler program product recited in claim 15,
wherein the matched metadata processing rules indicate the
additional metadata to associate with the video session.

17. The computer program product recited in ¢laim 13,
wherein the exisling information that is used o identily the
additional metadata information Lo associale with the video
session comprises at least one ot an asset identifier and an I
address.

18. The computer program product recited in ¢laim 13,
wherein the one or more disparate sources includes al least
one ol 4 content publisher and an Intermetl Scervice Provider.
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