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MONITORING THE PERFORMANCE OF A
CONTENT PLAYER

CROSS REFERENCE: 10O (TR
APPLICATIONS

This application is a conrinuation of co-pending LS.
patent application Ser. No. 12/780,784 entitled MONITOR-
ING ITIE PERFORMANCE OFF A CONTENT PLAYILR
filled May 14, 2010. which 15 incorporaled herein by refler-
ence for all purposes, which is a continuation in part of
co-pending TS, patent application Ser. No. 11/897.957
entitled REASSIGNING SOURCE PEERS filed Auvg. 30,
2007. which 1s incorporaled herein by relerence [or all
purposes. which claims priorily 1o U8, Provisional Patent
Application No. 60/859.428 entitled CONTENT DISTRI-
BUTION filed Nowv, 15, 2006 which is also incorporated
herein by reference for all purposes. U.S. application Ser.
No. 12/780,784 also claims prority to U.S. Provisional
Patent Application No. 61/227,066 entitled REAL-TIMIE
THLEMITIRY FOR CONTENT filed Jul. 20, 2009 and (o
LL8. Provisiomal Palent Application No. 61/339.925 entitled
TELEMETRY FOR CONTENT filed Mar. 10, 2010, both of
which are incorporated herein by reference for all purposes.

BACKGROUND O TTIE INVENTION

Users are increasingly nsing networks such as the Internet
10 access content, such as video files and live streaming/
video on demand content. via client machines. Such content
is oflen large, time sensitive, or both, As demand lor such
content increases, there are challenges in distributing that
content efficiently and with high quality. As one example,

existing techniques for remotely determining intormation 3

dboul a player are limited in the information they are able lo
obtain aboul the player.

BRIEF DESCRIPTION OF THE DRAWINGS

Various embodiments of the invention are disclosed in ihe
following detailed description and the sccompanying draw-
ings.

FIG. 1 is an illvstration of an environment in which
conlent s distributed.

IFI¢T. 2A illustrates an ecmbodiment ol a client.

FIG. 2B illustrates an embodiment of a client.

FIG. 3 illustrates an example of a process for monitoring
the perlormance ol a conlent player.

I'IG. 4 illustrales an example of a process [or dynamically s

adjusting a heartbeal.

FIG. § is an illustration of an environment in which status
formation is received and processed.

I'IGr. 6 Mllustrates an example ol a process lor delecling a
problem in a conlent distribution.

FIG. 7 illustrates an example of a process for correcting
a problem in a content distribution.

FIG. 8 illustrates an example of an environment in which
content is distributed.

I'IG. 9 illustrales an embodiment of an inlerlace through
which content distribution monitoring data is exposed.

FIG. 10 illustrates an embodiment of an intertace through
which content distribulion monitoring data 1s exposed

I'IGr. 11 llusirales an embodiment of an interlace through
which content distribulion monitoring data 1s exposed

FIG. 12 illustrates an embodiment of an intertace through
which content distribution monitoring data is exposed.

[

1

3l

40

45

.t

Gl

2

FIG. 13 illustrates an embodiment of an intertace through
which content distribution monitoring dala is cxposed.

1G5, 14A is a graph illustrating the impact ol distribulion
qualily on a content ilem.

FIG. 14B is a graph illvstrating the impact of distribution
quality oL a content item.

FIG. 15 illustrates an example of a process for improving
a4 conlent player engagement.

DETAILED DESCRIPTION

The invention can be implemented in numerous ways,
including as a process; an apparalus; 2 syslom: 4 composi-
lion of mailer; a compuler program product embodied on a
compuier readable storage medium: andfor a processor. such
as a processor configured 10 execute instructions stored on
and/or provided by a memory coupled 1o the processor. In
this specification, these implementations, or any other form

o that the inveniion may lake. may be referred (o as tech-

nigucs. In general, the order ol the sleps ol disclosed
processes may be allered within the scope ol the invention.
Unless stated otherwise, a component such as a processor or
a memory described as being configured to perform a task

3 may be implemented as a general component that is tem-

porarily conligured to perlorm the task al a given tme or a
specilic component that is manulactured 1o perform the task.
As used herein, the term “processor” refers 1o one or more
devices, circuits, and/or processing cores configured 1o
process dala, such as computer program instructions.

A delailed description of one or more cmbodiments ol the
invention is provided below along with accompanying [ig-
vres that illustrate the principles of the invention. The
invention is described in connection with such embodi-
menis, but the invention is not limited 1o any embodiment.
The scope ol the invention is Timiled only by (he claims and
the invention encompasses numerous allernatives, modili-
cations and equivalents. Numerous specific details are set
forth in the following description in order to provide a
thorough understanding of the invention. These details are
provided [or the purpose ol example and the invention may
be practiced according to the claims without some or all of
these specific details. For the purpose of clarity, technical
material that is known in the technical fields related to the
invention has not heen deseribed in detail so that the
invention is not unnecessarily obscured.

FIG. 1 is an illustration of an environment in which
content is distributed. In the example shown, clients 170-184
are used Lo access content, such as audiovisual content (e.g.,
movies. songs. lelevision shows. sporling eventls. gamoes,
images. ete.y that is owned by conlent owners. The conlent
is stored (or captured) at origin servers 196-198, then
distributed via other servers, caches, content distribution
networks  (CDNs). proxics, cle. {collectively. “conlent
sources”). Conlent sources employ a variely ol technologics
and inclvde HTTP, Adobe Flash Media, and Microsoft
Internet Information Service servers. In some embodiments
content is also distributed by clients (e.2., using peer-to-peer
lechnigues).

Ixamples of clients include personal computers (1707,
laptops (182), cellular phones/personal digital assistants
(178), and other tvpes ot information appliances {(not shown)
such as scl-lop boxes. game consoles, broadband routers, [file
servers. video servers. and digital video recordoers, as appli-
cable. The clienis shown are used by subscribers o varlous
Internet service providers (ISDPs). For example, clients 170,
172, and 174 are subscribed 1o SP1 (122), while clients 176,



Us 10,009,241 Bl

3
178, and 180 are subscribed 1o SP2 (124), and clients 182
and 184 are subscribed 10 SP3 (126).

In the example shown, a movie studio (“Studio™) has
contracted with conlent distributor 142 (0 provide down-
loadable copies of its films in exchange for a tee. Similarly,
a television network (“XYZ™) has contracted with content
distributors 142-146 to provide viewers with access to live
streams of s broadeasis as well as streams of (clevision
show eplsodes and sporling cvents. In some cases. the
content distribulor is ownedi/operated by the content owner.

Content distributor 142 has a data center that is provided
with network access by backbone ISP 132, Though repre-
sented here by a single node (also referred to herein as a
“CDN node™), content distributor 142 may typically have
multiple data centers (not shown) and may make use ol
multiple backbome or other I8Ps. Content distributor 144 has
a data center that is provided with network access by
backbone ISP 134, Advertisements are served 1o various
clients via ad servers 150-152.

Suppose a user ol client 172 (hereinaller “Alice™) would
like 1o walch a live soceer game owned by XY /. Client 172
icludes a web browser application. Alice uvses the web
browser application o navigate to a portal owned by XYZ,
such as “hipe/xyzivnetwork.comilivegames.” Her request
lor the game is directled (o a CDN node that is closest (o her.
In this case, CIIN 146 1s the [ewest hops away from her
client. Her client then begins streaming the content from
CDN 146, which is in turn rendered in her browser (e.g., via
a Ulash or Silverlight player). Adverlisements. associated
with (he portal. are served o her by ad server 1350,

In addition o CION 146 and ad server 130, Alicc’s client
is also in communication with content distribution monitor
102, As will be described in more detail below, client 172

provides stalus inlommation (alse relerred Lo herein as a3

“heartbeal™). on a recurring basis, lo conlent distribution
monitor 2.

The status intormation includes a variety of telemetry data
such as information that captures the quality of the user
experience {e.g. video stream qualily), and information
pertaining o user behavior, xamples ol quality metrics
include: the length of time it takes tor the soccer game video
1o start plaving, the humber of buttering events (if any), the
length of buifering events, and the number of frames per
socomd rendered by the video player. Examples ol user
hehavior include: starting and stopping playing a video or
audio stream, seeking within the swream, switching the
plaver 1o tull screen mode, minimizing/restoring the plaver,
4 change in the volume level ol the player. and clicking on
an advertisement.

As other users of clients 170-184 request content, their
respective plavers similarly obtain content from content
sources such as CDN 144 and also communicate status
information (also relerred (o herein as (elemetry informa-

tion) o conlent distribution monitor 102, Such players may s

be browser-based as with Alice’s, or they may be standalone
applications, as applicable. In various embodiments, all
clients in the environment provide status information to
content distribution monitor 102,

As will be deseribed in more detall below. different clients
may provide content distribution monitor 102 with ditterent
levels of detail, and may also do so with differing frequency.
l'or example, client 178 is a smartphone with less powerlul
hardware than client 172 and more limited bandwidth. 1t is
conligured to provide less inlormation o contlent distribu-
tion monitor 102 than client 172 and also does so less
frequently than client 172,
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Content distrilwtion monitor 102 collects and processes
the informaiion received from Alice™s client along with other
clients. "The collected information is made available in
real-lime 10 control entitics/operators and can be used 1o
detect and remedy problems in the content distribution.
Examples of such problems include excessive bufering,
freezing, and [rame skipping. Addilional information per-
laining 1o delivery resources (c.g.. CDN 142) and nelwork
providers (e.g., ISP 126) is also made available, as is other
information pertaining to clients such as demographic infor-
mation.

In the example shown in FIG. 1. a single content distri-
bution monitor 102 is used. Portions ol content distribution
monitor 102 may be provided by and/or replicated across
various other modules or infrastructure depending, for
cxample, on [aclors such as scalability and availability
{reducing the likelithood of having a single point of [ailure),
and the lechnigues deseribed herein may be adapled accord-
ingly. In some embodiments content distribution monitor

20 102 is implemented across a set of machines distributed

among scveral dala centers. A Resilience Service |ayer
{REI.) can also be used 1o ensure that the moniloring service
is not disrupted when/if a subset of machines tail or a subset
of data centers hosting the content distribution monitor are
disconnected from the Internet.

Ixamples of Client Archilecture

In various embodiments. the collection of status informa-
tion and the reporting of that intormation to the content
distribution manager are performed by a “monitoring mod-
ule™ included in the client.

IFI1G. 2A illustrates an embodiment of a client. In the
cxample shown. clicnt 202 includes a conlent player appli-
cation 204 which in turn incorporates monitoring module
206. Content is received by the playver trom content source
208, Monitoring module 206 is in communication with
conlent distribution monitor 210,

In the example shown. module 206 is implemented in
ActionScript and deploved as an SWFE library that is
dvnamically loaded by plaver 204, In Flash, the Net-
Stream{ ) class is mainly responsible [or streaming. buller-
ing. and playing the video. The monitor is implemented as
an element in the content plaver which wraps the video
element, and provides the same interface as the video
element, as described in more detail below.

Module 206 can  also  implemented  using  other
approaches. such as in the NITL platlorm [or Silverlight and
deploved as a DLL library that is dvnamically loaded by
plaver application 204. [n Silverlight, the MediaElement( )
class is mainly responsible for streaming, bullering, and
playing the video. The monitor is implemented as an cle-
ment in the content player which wraps the video clement,
and provides the same interface as the video element, as
described in more detail below.

Iixamples ol some ol the information collected by moni-
loring module 206 include the [ollowing. cxpressed in
kev-value pairs:

(plaver_state, “buftering”): The stream is buffering.

(buffer_length, 5 s): The current butfer length is five

seconds.

(join_time, 3 s) The join time was 3 sce.

(frame_per_second, 30): The number of frames per sec-

ond is 30,
(player-mode. “liull Screen™): ‘The player is running in
[ull-sereen mode.

I1G. 213 illustrates an embodiment of a client. In the
example shown, client 252 includes a web browser appli-
cation which in turn incorporates monitoring module 256.
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Countent is received by the plaver trom content source 258,
Moniloring module 256 is in communication with content
distribution monitor 260. In the example shown. module 256
is implemented in JavaScripl. The monilor periodically
collects intormation about the current web page and the s
browser. Examples of some of the intormation collected by
moniloring module 256 include the ollowing. expressed in
key, value pairs:

(browser_minimized. “yes™): The browser window is

minimized. 10
(tab_visible, “1n0"): The tal containing the web page is not
visible.

(pointer_pos. “x, ¥} The position ol the pointer on the

weh page.

(banner_display™. “ACMICars™): The banner ad on the

web page is for ACME Cars.

Ag explained above, the monitoring module can be imple-
mented in a variety of ways. For example, the monitoring
module can be included in the client’s player by the author
of the player. The moniloring module can alse extend the
functionality of an existing plaver, such as by being imple-
mented as a plugin, library, or standalone application (e.g.,
a helper application). Various examples of techniques for
inlegrating a monitoring module with an existing player will
now be described.

In ome embodiment, the monitoring module is a wrapper
around the lowest level streamer module (e.g., “NetStream™
in Flash, or “MediaElement™ in Silverlight). The plaver uses
the wrapper. which provides the same or enhanced version 3
ol the AP provided by the streamer module. to stream video.
Logic in the wrapper captures the appropriate telemetry data.

25

[
[y

Example
35
“ConvivaNelSiream™ extends and wraps “NetStream™:
var ns:NetStream=new ComvivaNelSiream{ )
ns.play(<slream=Yy,
In a second embodiment. the monitoring module exists as 4,

a side attachment and is not present in the code path for
streaming, 1o oceur. The plaver passes the streamer module
10 the monitoring module either directly or through a proxy
module. The menitoring module reads propertics and listens
lor events [rom (he streamer module or proxy module Lo
collect data. The proxy module method prevents the moni-
toring module from interfering with the streaming.

45

lixample 1

var ns:NelStream=new NelStream( ),
ns.play(<slream=Yy,
Livelass.createMonitoring Session{ns);

Example 2

“NetStreamProxy”™ wraps “NetStream,” but prohibits any
calls thal may adversely impact “Net8tream”

var ns:NelStream=new NelStream( ), 6

var nsProxy:NetStreamProxy=new NetSireamProxy(ns):

ns.play(<slream=Yy,

LivePass. crealeMoniloringSession(msProxy ):

In a third embodiment, the monitoring module is built inte 65

the streamer module. The player uses the streamer module.

The monitoring module within collects data.

6

Example

var ns:NelSream=new NetStream( :
ns.play(<siream:):

Additional Statws Information Examples

A mentioned above. clients downloading/streaming con-
lent [rom conlent providers are also in communication with
content distribution monitor 102 on a recurring, time-driven
basis. Each heartbeat contains a snapshot of the session state
at the time the heartbear was sent out and a summary of the
cvenls and measurements since the Tast heartbeat or sinee the
starl of the session, as applicable. lixamples of inlormation
that can be imcluded in a heartbeal (though need not be
present in every heartbeat) include the tollowing:

version: The version of the heartbeat.

clientID): A unique identifier associated with the client’s

moniloring module (desceribed in more detail below)
when 1t is downloaded/installed om the client.
clientVersion: The version ol the monitoring module.
customerlD): An identifier associated with an entity such
as XY Z or Studio.

sessionID: A unique identifier associated with the content

vicwing scssion.
objeetIl): A unigue identifier associaled with the conltent
being streamed. In Alice’s case, this is the soccer game.

currentResource: The source from which the content is
currently being obtained. In Alice’s case. this 15 CION
146.

candiadateResourcel st A list ol polential sources [rom
which the player can obtain the content. In Alice’s case,
this could include CDN 144, CDN 142, cache 148, ete.
The “cwrrentResowed™ is one resource in the “candi-
dateResourcel st

resourcelsage: The number of bytles lToaded/streamed

since the start of the session.

currentBufterSize: The current butfer size.

minl3uller8ize: The minimum bufler sive during the pre-

vious hearthbeat interval.

maxBufferSize: The maximum bufter size during the

previous heartbeat interval.

numButterEmptyEvents: The number of butfering empry

evenls since previous hearibeal.

currentBitrate: The bitrate al which the content is cur-

rently streamed.

plavheadTime: For video-on-demand content (ie., not a

live eveni), this is the time offsel of the stream ile.
currentlyPlaying: lior live content, this is the time oflset
ol the stream since the player started.

joinTime: The amount of time that it took the plaver 1o

enter the plaver state for the session.

averagel'PB: The average rendering [rame per sccond

(I'PSY al which the content was rendered since the last
heartbeat.

encadedFD'S: The FI’S at which the content was encoded.

averagelFl’S: Can be lower than the “encodedFPS™ it the

client’s ("PU 1s unable 1o render the content al the
“encodedliPS™ or il the client cammol stream the content
fast enough.

totalPlavTime: The total play time since the beginning of

the session.

totall3ullering lime: The total bullering time since the

heginning of the session.

totalPauseTime: The total pavse time since the beginning

of the session.
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totalSleepTime: The total sleep time since the bepinning
ol the session. The client is in a sleep state i the client
is suspended.

sesgion lime: The lotal time clapsed since the session
started.

currentState: The state of the player when the heartbeat
was senl. lixamples of player states include: play.
pause, bullering. joining. and sceking.

mmRateSwitches: The number of bitrate switches since
the bepinning of the session.

mmRescurceSwitches: The number of resource switches
since the beginning ol the session.

raleBwitching] ivenl.lime: ‘The lime at which a bitrale
switch was attempted, measured from the start of the
session.

raleBwitching] ivent. [rom: “The bitrate of the stream at the
lime the switch was allempled.

raleBwitching] ivent.lo: “The target bitrale ol the swilch.

rateSwitchingBvent result: Indicates whether the switch
was successtul or not. For example, a switch may not
be succeed il the client cannol sustain the “rate8wilch-
ingliventresull™ bitrate.

resourceSwitchingEvent.time: The time at which a
resource switch was attempted, measured from the start
of the session.

resourceSwitchinglivent. from: The resource from which
the content was streamed al the time (he switch was
attempted.

resourceSwitchingEvent.to: The target resource for the
swilch.

resourceSwitchingliventresults:  Indicates whether the
swilch was success[ul or not.

errorList: A list of errors encountered from the start of the
session.

I'IGr. 3 llusirales an example of a process [or moniloring 3

the performance of a conlent player. In some embodiments
the process shown in UG 3 1s performed by a client such as
client 172. The process begins at 302 when intormation
relating 1o the state of a content plaver is obtained. For
example. al 302, client 172 collects varlous information
pertaining o the video player that Alice uses o walch the
streaming, soccer game. [nformation such as the amount of
time an advertisement took to load and which ad server
supplied the advertisement is also obtained. In some
embodiments, additional processing is performed in the
collected information. Ixamples include compuling aver-
ages, minimums, maximums, and the x* percentile over the
last few samples.

AL 304, al least a portion ol the oblained information is

reporied 1o a conlent distributlon monitoring server. For s

example. at 304, client 172 sends a heartbeal 10 content
distribution monitor 102, including some or all of the
information collected at 302, Intormation sent at 304 can
also include processed results such averages and minimums.
instead of or in addition 10 raw dala.

In varous embodiments, the process shown in FIG. 3
repeats throughout a content plaving session. The process
may repeat regularly (e.g., ooce every second), and may also
repeal with varying [requency.

The amount of dala reported by the client in a heartbeat
10 content distribution monitor 102 can attect the scalability
of the content distribution monitor. The amount of data
collected and reported by the client can also potentially
impact the perlormance of the client. IT the client is other-
wise resource constrained (e.g., due o other processes, or
due to hardware limitations), adjustments can be made to
how much intormation is collected and with what frequency.

[
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For example, suppose the bufter size is expected to be of size
three seconds. "The time period employed by the moniloring
madule can be sel o one sceond or a [ew hundred milli-
seconds. “The adjustment can be dynamically adjusted as
needed. The period can be decreased if the bufter grows and
increased if the bufter shrinks, thus minimizing overhead
while still heing able w0 detect a low buller size which can
impact the video quality.

The amount of data sent can be adjusted according to two
parameters: the heartbeat “period,” and the size of heart-
beats, both of which can be adaptively changed by either the
client or the content distribution monitor as needed. lor
cxample, 1[ the quality experienced by the client is accept-
able, the client may reduce the heartbeat frequency. This can
entail collecting state intormation less trequently and can
also cnlail sending collected information less requently. IT
the quality degrades, the client can increase the heartbeal
frequency accordingly. As one example. client 172 can
employ a rule that, as long as the buffering ratio is less than

20 or equal o 0.5%, the heartbeat period is 30 seconds. It the

bullering ratio is between (0.5% and 1% the heartbeal period
i adjusted Lo 20 sceonds. I the bullering ratio is cqual 1o or
areater than 1%, the lheartbeat period is adjusted to 10
seconds.

Content distribution monitor 102 can also direct client
172 (o merease or decrease the heartbeal [requency based on
lactors such as the current load on the content distribulion
monitor (or applicable component thereot). For example, it
the load on content distribution monitor 102 exceeds a
predefined threshold. clients are instructed to increase the
heartbeat interval and/or reduce the detail of the inlormaltion
sent in a heartbeal.

Asg one example, content distribution monitor 102 can
employ a rule that, if’ its resource ntilization exceeds 80%,
clients are instructed o double their respective hearlbeal
intervals. Monitor 102 can also sclectively send  such
instructions Lo clients. lor example, clients with periods
vider 30 seconds can be instructed to double their periods,
while clients with periods above 30 seconds are not sent
such instructions.

Ag another example, when monitor 102%s utlilization
exceeds 80%, it can instruct clients to reduce heartheat size
by sending less information. This can be less detailed
information (e.g., sending only the mumber of resource
swilches, nstead of the detailed information about these
swilches), or can include aggregale measurcments aboul
certain events instead of sending individual details. If the
client is already aggregating certain information, the mea-
surements can be aggregaled over a longer lime interval
{e.g.. 10 sceonds instead of 2 seconds). Additional examples
lollow.

Instead of sending every butlering event, send the aggre-
gate time the session spent i the bultering state since
the last heartbeal.

Instead ol sending every measurement ol the rendering
rate, send the average over the entire heartheat interval,

Instead of sending intormation about a switch event at the
time when the switch event happened, store the event
on the client and send it with the next heartbeal.

I"1(3. 4 illustrates an example of 4 process Lor dynamically
adjusting a heartheat. In some embodiments the process
shown in FIG. 4 is performed by a client such as client 172,
The process beging al 402 when an indication is received
that a change should be made o cither the collection. or
reporting ol statug inlormation (or both). As explained
above, the indication can be received as an instruction from
content distribution monitoring server 102, and can also be
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received as the result of a determination made by the client
itsell. AL 404, an adjusiment is made o the collection/
reporiing of status inlormation implicated by the indication
received at 402,

Inferring State Information

In some cases, the monitoring and reporting functionality
deseribed herein as being provided by a client 1s wholly
integrated with the player itselll lor example. Studie might
make available a custom plaver application that can be
stalled on a client by vsers that want to watch Studio films.
The customer plaver includes all of the necessary logic to
provide complele heartbeat inlormation, and also includes
logic [or communicaling with the content distribution moni-
tor, adjusting the trequency with which status intormation is
commmunicated to the content distribution monitor, and other
[unctionality deseribed herein. However, depending on the
player deployed on a client, not all ol the example heartheat
information described above may be direcily accessible for
collection and transmission. For example, the Flash plaver
plugin vsed by Alice to view the soccer game does not
provide direcl access Lo ils stale. Using the techniques
deseribed herein. content distribution monilor 102 can none-
theless be provided with the state of the plaver.

In some embodiments, a monitoring module is embedded
in the content plaver deploved on the client. For example,
when Alice dircets her browser Lo XY Zs websile. a custom
Ilash-based player is loaded. The custom player has direet
access to the APT of the video plugin. Possible states of the
plaver are as follows:

Playing: The player’s buller is not emply. and the player 3

renders frames on the sereen.

Bullering: The player's buller is cither cmply or is less
than a predefined threshold, making it impossible tor
the plaver to render new frames.

Joining: "The player has just connecled and has nol yel 3

accumulated cnough data in its buller to start rendering
lrames.

Pavse: The plaver is paused, usvally, as a result of a user
action. During the pavse state, no new frames are
rendered even il the buller is [wll.

Sleep: "The client 15 suspended.

In the case of the aforementioned Flash player, NetStatus
events provided by the plaver can be used 1o infer the state,
as described below:

Bullering: When one ol a NetStatus. Buller.] imply, Nel-
Stream. Play.8tart, or NeiStream. Play.Resel cvenls s
received, an inference is made that the plaver is bufi-
ering data and the video is not plaving, For live RTMD
streams. the mentiomed events might not be available.

In that case. il the playhead time has stopped moving s

and there is no dala in the conlent player buller, an
inference is made that the player is buttering data and
the video is not playing.

Playing: When a NetStatus.BullerPull event is received.

an inference is made that the player is playing video. 1 3

the plaver is currently in a Paused state and the play-
headTime starts to move, an inference is made that the
plaver is plaving video.

Paused: I the playheadlime docs nol progress [or 1.6
seeonds. an inflerence is made that the player s paused.

Sleep: If the amount of time that has elapsed between two
firings of a periodic one second timer is greater than 30
sceonds. an inlerence is made that the client has been
in a sleep mode since the last (iring of the limer.

Stopped: Vor TP streams, when a NetStatus. Play.Stop
event is received, an inference is made that the stream
has ended. For RTMP streams, when a NetStatus. Play-
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LComplete event is received, an interence is made that
the stream has ended. When a NetStatus. Play Stop is
received. an inference is made that the download has
(inished, but the stream s still playing.

Error: It the stream stavs in stopped state for fifteen
seconds at the start of a session, an interence is made
that it has [ailed 1o conneet.

In addition to the player stales described above, an

additional state can also be inferred:

Zombie state: An interence is made that the plaverisina
zombie state (3 non-operating state with no vser
aclively using 10 100t persists in a non-playing state lor
more (han a specificd time. Once the player is in a
zombie state, the transmission of heartbeats to content
distribution monitor 102 is halted. Reporting will
resume i the player relums 10 a playing stale. Non-
playing stales  include:  “Bullering”™  “Paused.™
“Stopped.” and “lirror.™

In addition to the plaver states, the monitoring module
monitors varous metries, including the number of bytes
downloaded/streamed since the session started. the bitrale of
the stream. and the rendering rate.

Some plavers, such as the Flash 9 plugin, do not provide
a direct AP from which the number of bytes streamed/
downloaded or the stream bitrate. Nonetheless, a variety of
lechnigues can be used 1o oblain or estimate the bitrale. As
one example, the devcloper of the player might expose the
bitrate throvgh an ATT call.

Another technique for obtaining a bitrate is to use meta-
data associaled wilth the contenl. For example. suppose
metadata is made available through a conliguration [ile
associaled (o the content. "The comfliguration resides on an
origin server such as origin server 198 and also includes
other intormation such as the title of the comrent, its genre,
and a list of CIINs where the content is available.

Yet another technique lor oblaining a bitrale is o examine
the content URI .. For example, a movie might be aceessible
at the URL htp:/fwww.CDN-C.conv/Studio/JaneEyvre300
Kbps. In this case, the bitrate of the content is likely 10 be
300 Kbps.

An estimation of the stream bilrale can also be made. "The
estimation, along with the amount of tine the plaver was in
the plaving state, and the size of the bufter, are used 10
estimate the number of bytes downloaded/streamed. As one
cxample, supposc a player streamed data at 400 Kbps, was
in a playing state [or 315 soconds. and at the ime ol 1aking
the measurement the butter size contained data for plaving
another 135 seconds. The total humber of bytes downloaded
ig: 400 Kbps*(315 sceonds+13 sceonds)=16 MI3.

In the event that the bitrate s available through mulliple
ol the #bove technigues. in various cmbodiments cach
applicable approach is used, in a specified order, vntil a valid
bitrate (e.g., greater than 0 and less than 10,000 Lkbps) is
oblained.

The number of byles downloaded can be estimaled as
(totalPlavingTime+bufferL ength)*bitrate. It  multiple
bitrates are used, in some embodiments the bytes down-
loaded is estimated as the sum of totalPlaving Time[bitrate]
*hit-ratc+buller] ength*currentBiirale.

Rendering quality is another example metrie that can be
obtained and provided to content distribution coordinator
102. Rendering quality is the ratio between the frames per
second (11PS) rendered by the player and the I'PS al which
the siream was encoded.

Some players do nol direetly provide the inlormalion
needed to compute the rendering quality. For example, Flash
9 has an AP that exposes rendered frames per second, but
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1ot encoded trames per second. One technique to compute
the cencoded I'PS. in such a sconario. is as [ollows. The
rendering P8 1s measured and an assumption is made that
the encoded I'PS s the maximum P8 observed over the
course of the session. Another technique is to estimate the
encoded FPS as the maximum of a tlree second sliding
average ol rendered I'PS sampled five times a second.

In order o ensure accurate accounting of the player stalus
over the course of the session, it is important to determine
the time intervals when the svstem is in sleep or suspend
mode. These intervals can be detected vsing notification
APIs provided by the syslem for this purpose. For systems
that do not provide such API {c.g.. llash Player, or Silver-
light}, the intervals can be estimated by sefting a timer to fire
at periodic intervals (e.g, every 1 second). At each firing of
the timer (he current syslem Ume is recorded. and the time
clapsed since the last firing is computed. ] the time clapsed
is grealer that a given threshold {e.g., 10 scconds). an
inference is made that the given elapsed tine interval was
spent in sleep or suspend mode.

Inferring Player Capability Information

‘The lollowing are example player capabilitics (hat impact
the quality of the video experience: processing speed, video
rendering capabilities, amount of memory available, and
amount of bandwidth available.

Processing speed: The monitloring module can use the API
ol the content player. or the underlying platlorm Lo read
the processing speed of the plaver. For example, if the
content plaver is implemented on the Silverlight plat-

form the monitor can use the nvironment. Processor- 3

Count o oblain the count of the processors available.
lor platlorms whose API does not provide direet reading
of processing speed capabilities, the monitoring module can
derive it by using a timer 1o measure the time required to
perlorm a lxed CPU-Intensive computation.
Video rendering capabililics: Some conlent players have
the abilily o use hardware aceeleration Lo render video.
The monitoring module can determine the speed at
which the content plaver can render video, either by
using the AP ol the conlent player or the underlying
platform. For example. a monitoring module using the
Flash platforn can vse the flash.system Capabilities. S-
creenResolutionX 1o determine the screen resolution.
Avgilable memory: The amount of available memory has
a direet influenee on how well the content player can
support rendering video while performing the compu-
tation required for monitoring and other user-interac-
tion tasks. The monitoring module can obtain the
amount ol available memory by using the AP of the

underlying platform. For example. a2 monitoring mod- 5

ule using the Lilash platform can use the API (lash.sys-
tem. System totalMemory  to termine how  much
memaory is available.

Available download bandwidth: The available download

bandwidth has a direet impact on the quality ol the s

video stream that can be downloaded and playved. The
menitoring module can infer the available bandwidth
by measuring the time interval it takes 1o download a
fixed sive file rom the server. Allematively, the under-
lying platform can provide API thal can be used Lo
determine the download bandwidth. For example, a
plaver using the Flash platform can vse the API flash.
net.NetStreamInfo.current Byles PerSecond.

IG5 i an illustration of an environment in which stalus
information is recelved and processed. In various embodi-
ments, the services provided by content distribution monitor
102 are implemented across a scalable infrastructure, par-
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ticularly in embodiments where telemetry data is received
from all clients. In the example shown. the clements con-
tained within dashed region 302 collectively provide the
lunctionality ol content disiribution monitor 102, Lach of
the lavers (e.g., dispatcher laver 520} is horizontally scalable
and their respective components can be implemented on
standard comuercially available server hardware (e.g., hav-
ing a mulli-core processor, 4G+ of RAM. and Gigabil
network interface adaplors) running a typical server-class
operating syslem (e.g., Linux).

Clients 504-512 each include a monitoring module that
collects status information. When the monitoring module on
a client is activated, the client is mapped 10 a dispatcher
server. As one example. when the monitoring module starts,
il reads a conliguration file that includes a list ol dispatcher
servers. The monitoring module selects a dispatcher server
at random trom the list.

A dispatcher server (514) includes two conceptual mod-
ules. The first module implements 2 communication inter-
lace lor receiving status information from clients. In some
embodiments the module is implemented vsing an off-the-
shelf’ web server, and allows clients to connect over the
ITI"TP protocol (and also allows clients o seeurcly commu-
nicale via 8813, Data received by the first module is passed
o the sceond module. The secomd module normalives the
data (10 a tormat suitable for further processing) and passes
the normalized data 10 a real-time stream processing com-
ponent (516).

The real-time stream processing (R8P) layer includes an
optimized sottware component that processes the telemetry
data that it receives from the dispatcher in real-time. A
dispatcher sends all heartbeats belonging 1o the same session
lo the same RSP component.

In some cmbodiments the REP component is imple-
mented as a contiwwously running service that reads and
processes the telemetry data received from dispatchers via
the network over TCP. The elemetry dala stream comprises
individual records. cach of which represents the telemetry
data sent by the monitoring module. The REP component
reads network data one record at a 1ime and parses the data
into a local data representation. The data received by the
REP component can be stored as in-memory hash tables ol
records allowing last excculion. and very high (hroughputs.
Since the RSP component does not require old information,
it can periodically purge the in-memory hash tables and
increase scalability accordingly. In other embodiments, opti-
mived in-memory databases are used.

A mapping function o map hearlbeals having a session
identifier “ID™ to a particular RSP component “i” as tollows:

{ sl Iimad e

where hash{ ) is a hash function and “m™ is the total
number ol REP components.

Once an RS8P compoment parses the dala records. it
performs two main tasks. First, it performs data filtering. A
filter is a logical expression and is installed at each RSD
component instance. As one example, the following filter
would identily viewers located in 8an Prancisco, connectled
o ISP SP1. streaming [rom CDN A, one of two particular
shows:

{city “San  Francisco”
CDN="CIDN A" AND
{show="SundayMagarinc™})

l'or ecach message of incoming telemetry data. the (key,
value) pairs in the record are matched against the filter. It the
filter is matched, the data is associated with the filter.

AND ISP “SP1”
{(show="NewsAL10™)

AND
OR
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The second task performed is to compute snapshots and
on-line statistics over the telemetry data malching cach (ilter.
One example of a snapshot is the number ol players that are
in a parlicular stale (c.g., “playing™). The R8P component
generates sequences of these snapshots (e.g., one every
second). Examples of statistics computed by the RSP com-
ponent include: the average number of bytes playved over all
video streams matching a liller over a given lime inlerval
(c.g. 10 scconds) and the minimum [rames per sccond
expericnced by a slrcam malching a (iller over a time
terval. Snapshots and statistics are vpdated continuously,
from new telemetry data received from clients.

The RSP component provides its computed snapshots and
slatistics 1o a real-lime global aggregation component (518).
The real-time global aggregation (RIGA) component aggre-
gales the information provided by the RSP component lor
each filter specified by a user (described in more detail
below).

Ag explained above, each RSI component (516) receives

(via a dispalcher) wlemetry data [rom a subset of the
moniloring modules and caleulales snapshotls and statistics
for all filters. Each RGA component instance is in turn
responsible for a sulset of the filters. Based on the identifier
of the filter, all RSP components send data for that filter to
4 single RGA component. The RGA component combines
the data from all RSP components lor the (Tlers that il is
responsible for, resulting in a global shapshot and statistics
based on information from all monitoring modules.
Iixamples ol aggregation operalions performed by an RGA
component include: counting the tolal number ol viewoers
thal malch a particular (ilier. delermining the percentage ol
viewers matching a given filter that are in buitering state, the
Jointime distribution experienced by viewers joining a given

stream, the cwrrent number of viewers in a given cily. the 3

rank ol the most popular live events. and so on.

In some embodiments an RGA component’s lunctionalily
is inplemented as a continuously running service. It reads
records sent by the RSPs asvochronously, thus achieving a
high throughput. The RGA component stores the records it
receives in in-memory hash lables allowing oplimived
access for real-time processing. Old intormation is periodi-
cally purged trom the hash tables to improve efficiency.

As shown in FIG. §, gateway 522 provides a web service
API 524 for accessing dala. Through the API, RGAs data is
available on a per-filier basis. In addition. 1t alse exposes
APIs 1o edit and install new filters and aggregation tune-
tions. In some embodiments gateway 522 is implemented
using an ofl-the shell web server (such as Apache) with

customized code 1o handle the various web service APl calls. =

The handlers return data for a given web AP call in various
data tormats including XML, JSON, SOAT, and HTML, as
applicable. The handlers serve as middleware tor querving
and interactively controlling the REPs and R(GGAs.

Galeway 522 also provides access controls and persis- s

tently stores the intormation regarding the ATI requests, data
access and presentation policies, and filter descriptions, The
intormation is maintained in a persistent database, such as
my8QI. or Oracle database.

Aulomatically Delecting and Resolving Conlent 1istri-
bution Problems

Ag explained above, content distribution monitor 102
aggregales lelemetry inlormation [rom all elicnts, processes
the information, and, as will be explained in more detail
below. allows users (eag., via a user interlace) 1o view the
muli-dimensional results in realtime. Examples of dimen-
sions include:

[
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Client properties: Including browser tvpe and version,
player type and version, operating system, CPL speed,
connection type. [P address. geographic location. lan-
guage. autonomous syslem, and ISP

Content properties: Including category, title, show, epi-
sode number, duration, encoding format, encoding
quality. and language.

Conlent source propertics: Including CDN, data center,
and clients served.

User properties: Including whether the user (of the client)
is a premivm or free vser, and returning or first-time
visitor.

Accordingly. using the teehniques herein, one is able 1o
track, in realtime, granular intformation such as the qualiry
experienced by viewers located in Denver, connected 1o
SI2, and streaming videos from CDN B, using Flash Player
10, Further, by aggregaling and corrclating the data it
receives [rom all clients. content distribution monilor 12
exposes, in realtime, the pertorimance of content sources and
network providers. (ISPs). Problems in content delivery can
be automalically detected by examining the resulls.

1G5, 6 illustrates an example of a process [or delecting a
problem in a conlent distribution. In some embodiments the
process shown in FIG. 61s performed by content distribution
monitor 102, The process begins when intormation associ-
aled with a first content player and a second content player
is received [rom a first client (602) and sccond client (6047,
respectively. For example, at 602, telemetry information is
received trom client 504 by dispatcher 514. At 604, telem-
elry intormation is received trom client 506 at dispatcher
526. Al 606, the received inlormalion as aggregated. lior
cxample, al 606. distribuled processing of the received data
is performed by the RSP and RGA lavers. Finally, at 608, a
determination is made trom the aggregate information that a
content distribution problem is indicated. For example, at
608, gateway 522 delermines that the CIDN rom which
client 504 is oblaining conlent is cxperiencing a problem.
Specific examples of analysis and diagnosis will now be
aiven.

lixample: Diagnosing Client Problems (Single

Client, Single CDN)

Suppose a coltent owner, such as Studio-A, distributes irs
conlent via a single CDN, such as CIIN C. Suppose that the
conlent is encoded al multiple bitrates 131 and 132 where
B1=B2. If a client A is able to sustain the download rate, but
detects problems rendering the frames, an interence can be
made that the client A likely has problems with its (CPL
utilization. An cxample ol perlorming such an inference
lollows.

Observe the client bulter size over a pedod of time T (e.g.,
T 10 seconds) when the client is streaming at bitrate B2,
Observe the rendering qualily measured using dropped
frames reporled by the player. I the client buller size is
areater than B_threshold (e.g.. B_threshold 0.5%B_max) at
all times during the period of observation, and the rendering
quality is less than R_threshold_1 (sav, R_threshold_1 0.6},
then a conclugion can be made that the client cannol susiain
displaying bit-ratc 132 duc 1o CPU issucs on the client.

Perform the same observation with the client plaving at
bit-rate B1. If the ¢lient butter size is greater than B_thresh-
old {c.g.. B3_threshold=0.5*13_max) at all times during the
period of observation, and the rendering quality is greater
than R_threshold_2 {e.g.. R_threshold_2=0.75Y, then a con-
clusion can be made that the client can sustain displaving
bit-rate B1.
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A numerical example is now provided. Consider a setting
where a client streams 2 | Mbps stream [or 10 seconds with
buller size varies between 9 and 10 seconds. Supposc that
13_max is 10 scconds and 13_threshold is 5 sceonds. Assume
that the rendering quality at 1 Mbps is 0.55 over this interval.
When the client plavs a 500 kbps stream instead, the butter
size is in the same range (9-10 seconds), but the rendering
quality is 0.9 instead. Then, assuming (hat R_thresh-
old_1=0.6 and R_threshold 1=0.75, a conclusion can be
made that the client can sustain 500 kbps but not 1 Mbps,

Iixample: Diagnosing CDN Problems (Single
Client, "Iwo CIONg)

Suppose a content owner, such as Studio-A, distributes its
content via two CDNs, such as CDN D and CDN E. If a
client A 15 able 1o sustain the download rate [rom CDN 1.
but not CDN 1% then the client can conclude that CDN 11 has
problems streaming to client A, An example of performing
such an inference follows.

Compule an aggregale quality metric () using various
measurements [rom the client over a time 'l {c.g.. T=60
soconds). lixamples of measurements which can be direelly
used as the metric Q across a group of clients over a time T
inelude:

bulfering ratio: “The total number ol sceconds the client

experienced bullering divided by the total playing time
of the clients during interval of time T.

join time: The average joining time over all clients doring

time T over a group of clients.

join [ailures: The lraction ol cases (across all allempls)

where the join [ailed during time 1.

If the quality Q is greater than a threshold T1 {eg.

T1 0.95) for CDN D, but lower than another threshold T2

{e.g., T2 0.50) for CDN E, then a conclusion can be made 3

that CDN 15 has problems streaming Lo client A.

One example remedial action (hat can be taken al the
client is 1o select CDN D tfor streaming the current stream,
or use it first for future streams.

A numerical example is provided. Consider a sclling
where a client M streams [rom CIDN D) and expericnees a
bullering ratio ol (.5 over K1 allempls and time "I, Also.
client M streamms from CDN E, and over K2 artempts and
time T2 experiences a butfering ratio of 0.02. In this case,
given that K1 and K2 are above a threshold (e.g., both
greater than 2, and '] and 12 are above a threshold {(e.g..
both are greater than 10 minutes ), a conclusion can be made
that CDN D has problems streaming to the client. A turther
refinement can be performed by computing the buifering

ratio [or cach of the K1 {or K27 streaming attempls from the 5

CIONs 1o the client. In this case. it can be staled that CDON
D has problems streaming to client M it more than 75% of
the attempts trom CDN D (out of the K1 attempts) have
bullering ratio greater than 0.5, and more than 75% of the
allempts rom CION 1 have bullering ratio less than 0L02.

Example: Two Clients in the Same Location Using
Different ISPs Both Streaming from a Single CDN

Suppose a content owner, such as Studio XY 7. distribules
irs content via a single CDN, such as CDN C. The CDN
comprises several geographically distributed servers. As
clients request content, they are assigned o a pariicular
server based on (heir geographical location. IT many clients
al the same geographical location, bul using dillerent [8Ps.
experience quality problems, an interence can be made that
the CDN servicing that geographical location is having a
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problem. Note that since XY Z also uses the services of CDN
(., the experiences ol clients oblaining XY s content [rom
the same location can be included in the analysis. One way
this analysis can be implemented on content distribulion
monitor 102 is as tollows.

First, obtain location and network information for all
clients. xamples of location information include city. stale,
country. DM/ code. and geographic coordinates. "he loca-
tion information can be obtained in a variety of ways, such
as by providing the client's II* address to a geo-location
service such as Quova. Also obtain network information
such as Aulonomous Syslem Number (ASN) inlormation
and ISP inlormation [or the client.

Second, group clients based on their ASN and one geo-

3 graphic attribute, such as DMZ code, city, or state. Let

G(ASNI, Geol) denole the set of clients connected 0 a
specilic ASN. ASNIL, which have the same geographic
allribule value. Geol.

Third, compute an aggregate quality ) for each group

20 G(ASN, Geo) over last T seconds. Denote this apgregate

quality by Q{G{AEN, Geo). lixamples ol quality metrics arc
provided above.

Finally, for each Geo atiribute value Geol, check whether
there are at least two group of clients connected via different
ASNs, If the aggregate quality of a certain fraction F of the
groups 1s greater than a threshold Bullering Threshold]. then
conclude that the CIIN is experiencing problems serving the
clients at location Geol. In some embodiments a minimum
aroup size is defined so that only groups having a number of
clients larger than a given threshold are considered. As one
cxample, the [raction 11 s sclocled belween (.75 and 1.

A numerical cxample is now provided. Consider a system
setting where BufferingThresholdl 0.1, MinGroup-
Size 200, and F 1.0. Based on an analysis of their I
addresses, 200000 viewers are determined 1o be located in
San lirancisco, commectled o CDN L and walching a new
release by Swudio. Assume 5,000 clients are conneeled 1o
ASNI belonging to 5P1; 5,000 clients are connected 1o
ASNZ belonging to 5P2; 0,900 clients are connected 1o
ASN3 belonging lo 8P3: and 100 clients are conneeled 1o
ASN4 which belongs 1o a wireless company. lour groups
exist: G(SF, ASN1), G(5F, ASN2), G(SF, ASN4), and G(SF,
ASN4), respectively.

Each client reports for each session (a) the total time it
spent in buflfering during every 10 sceond interval; and (b)
the total playing time during the same 10 sceond inlerval.
For example, suppose a user Charlie has the II' address
1.2.3 4 which belong to ASN1, and watches the stream with
the URL. rimp:fwww. CDNCLexample.com/12346/video. [y.
Charlic reports in a particular heartbeat that he has experi-
cneed 1 second ol bullering and 9 sceonds of playing lime.
Another vser, Bob, has the IP address 2.3.4.5 which belongs
to ASN3, and watches the stream with the same URL. Bob
reports in a parlicular heartbeat that he has experienced (0.5
seconds of bulfering and 5 sceonds ol playing time. Bob’s
plaver spent the remaining 5 seconds in pause state. The
pause time is not wsed in the computation of the huffering
ratio.

Conlent distribution monitor 102 compules over cach
interval of time T=5 minules, the aggregaie average buller-
ing ratio, defined as the (1) the total buttering time experi-
enced by all sessions in a group during T divided by (2) the
lotal playing time over all sessions in the group during the
same lime interval 1. The aggregale quality ratio lor cach ol
the Tour groups is as lollows:

Q(G(SF, ASN1)) 0.14, Q(G(SF, ASN2)) 0.21, Q(G(SF,
ASN3Y 0.18, QUG(SE, ASN4) 0.04.
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Since the mumber of clients in G{SF, ASN4) is less than

MinGroupSive. the diagnosis analysis ignores this group.
Also. since the bullering ratio ol all remaining groups 1s
greater than BulTering Ihresholdl. a conclusion is made that
CDN C experiences quality issues serving clients in San
Franeisco.

Suppose the above example is modified such that ASN4
has 1000 clicnts. and Q(GSL. ASNIN=0.02, Q(G(SL.
ASN2Y=0.21. Q(GESE, ASNIN=0.18, QG(SI. ASN4))=
0.04. In this case, an inference can be made that CDN C does
ot experience quality issves serving clients in San Fran-
cisco in general. The problem can then be narrowed down
[urther and smaller or dillerent sets of clients investigated.
such as clients that are connected o ASNT served by CDN

C.

lixample: Inlerring Problems in a Particular ASN
{Single C1IN)

Suppose a content owner, such as Studio XYZ, distributes 2

its content via a single CDN, such as CDN C. T the quality
ol clients at the same location but using dillerent 15Ps 1s very
different. an inference can be made that the quality problems
experienced by the clients are due to the ISP (and not due to
the CDN). One way this analysis can be implemented on
content distribution monitor 102 is as [ollows.

Perform the (irst three sleps ol the previeus diagnosis
{describing the diagnosis of CDN quality issues). As a final
step, let G{ASNI, Geol) be a group experiencing low
quality. It there is at least another group, G{ASN2, Geol) at
the same location expericneing high quality. then conclude
that ABNI is the cause ol quality issues. In particular, a
conclusion that ASN2 has quality issves is reached it, and
only if, Q(GIASN2, Geol))-(Q{G(ASN], Geol})>Butterin-
gRatioDiscrepancy.

Anumerical example is now provided. Congider a syslem
selling where  BulleringRatiol iscrepancy=0.1. Supposc
5,000 viewers are determined to be located in New York,
connected to ASNI, and streaming a baseball game from
CIIN . Another 4,000 viewers in New York are connecled
1 ASN2 and sircaming the same game from CION C.

lach elicnl reports for cach session (a) the lotal lime it
spent in buffering during every 10 second interval; and (b)
the total plaving time during the same 10 second interval.
The aggregale quality ratio lor cach group as computed by
content distribution monitor 102 15 QUGINY. ASN1DY)=D 14,
and (MGNY, ASN2)) 0.03, respectively.

Since QUG(SE, ASN1))—(HG(SF, ASN2))=BufterRatio-
Discrepancy, the guality issues are pinpointed as being
ASNIL

Example: Inferring Problems with a Particular
CDN (Multiple CDNs)

Suppose a conlenl owner. such as XY7Z. distribules ils s

content via multiple CDNs (e.g., CDN A, CDN B, and CDN
C). It clients at the same location and using the same ISP
experience significantly different quality when connected to
different CDNs. the difference in quality can be attributed o
CIONs. One way this analysis can be implemented on
content distribution monitor 102 is as follows.

First, obtain location and network information for all
clients. Sceond. classily cach client based on its ASN, the
CION it gets data [rom. and one of its geographic atiribules
(c.g. DMY code. city. or state). et GIASN,, CDNT. Geo,)
denote the set of clients connected to a specific ASN and a
geographic region (e, fori 1,2, 3, 4, 3), getting data from
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same CDN, CDNI1. One way of determining the particular
CDN rom which a client is receiving contenl is 1o extract il
from the URI. used by the client lo obtlain the conlent.

Third, compule an aggregale quality Q lor cach group
G{ASN, CDN, Geo) over the last T seconds. Denote this
aggrepate quality by (HGIASN, CDN, Geo)).

I'inally, check whether there are at least K pairs ol groups
thal share the same ASN and geo-location, but gel their data
from different C1ONs, and which expericnee dilferent qual-
ity. In particular, let G(ASNI, CDNi, Geol) and G{ASN],
CDNj, Geol) be one such pair of groups. Then i Q(G{ASNI,
CDONT. Geol )=(QUG{ASNL CIINZ. Geoi)y=Quality T hresh-
0ld2 lor greater than a [raction 1V of the K pairs, a conclusion
is made that CDN2 has problems serving clients in general

5 across a large set of regions. Alternatively, if this happens for

smaller than a fraction F but a non-zero set, then a conclu-
sion can be made that CDN2 has problems serving those
{ASN, Geo) combinations for which the difference in quality
exceeds the quality threshold.

In some embodiments, a minimum group size is defined
s that only groups having a number of clients larger than a
given threshold are considered.

A numerical example is provided. Content owner Char-
lie’s Stmdio nses CDNs A and B for delivering content. At
some point, there are 1100 streams from ISP-1 in San
lirancisco, 1200 streams from 18P-2 in Los Angeles, 1500
streams [rom [8P-3 in New York. 1050 streams [rom [8P-4
in Boston, 600 streams from [SP-1 in Denver, with exactly
halt the vsers in each group streaming trom CDN A and the
other halt' from CDN B. A minimum group size of 300 users
streaming [rom a particular (ASN. CIN. Geo) group 1s used,
and hence there are [our groups Lo consider. A requirement
of at least four pairs (K 4) exists, For CDN A, the bhuffering
ratios for users in San Francisco, Los Angeles, and Boston
is 0.3, and for uvsers in Denver it is 0.1, For CDN B, the
bullering ratio of all user groups is 0L05. The qualily
threshold 1o separale good and bad quality is 0.1, and the
fraction F required is 75%. This condition is satisfied, since
three out of the four groups have a quality difference
between CIDN A and CDN 13 as (.25, [lence, a conclusion
is made that CDN A is having problems streaming (o users.

Example: Multiple CDNs with CDN Optimization

Suppose a contenl owner, such as XY7, distribules ils
conlent via multiple CIINs (e.g.. CDN A, CION B, and C1ON
). Assume that it a client connected to CDN A experiences
butfering bevond a threshold, it switches 1o another CDN
{and stays there for al least a threshold interval of Gme).
13ased on the amount of swilching observed from a CDN, the
relative extent of quality problems the CDNs have can be
quantified. Oune way this analysis can be implemented on
content distribution monitor 102 is as follows.

l'or cach CIDNI [or a period . determine the number ol
clients Ni that start with C1INi, and the number of clients Mi
that start with CDNI and switch away from CDNi (i.e. count
ouly the first switch of a client). Compute the switch fraction
SWi Mi/Ni for all CDNs. If (SWi-ava(SW)=SW_Thresh-
old). A conclusion can be made that CONi has quality
problems in general. Similar analysis can also be performed
with respect 10 a geographic region or an ASN restriction.

A numerical example is provided. A content owner Char-
lie's Studios uses CDN A and CDN B3 o deliver content.
Over a 10-minute period, 10,000 users walch conlent slart-
ing streaming [rom CIIN AL and in the course ol viewing,
1000 users switch 10 CDN B based on client-based quality
detection algorithm. In the same period, 10,000 vsers watch
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the same content starting streaming from CDN B, and out of
these. 2,500 swilch 1o CIN 130 The switch fraction [or CHDN
Ads 001 and that Tor CION 13 18 0.2, Swilching threshold
SW_Threshold is 0.1, and a conclusion is made that CDN A
has quality problems in general.

Other content distribution problems can also be detected
using the lechnigues deseribed herein. or example. a prob-
lem with a content ilem itsell (e.g., a particular movie) can
be inferred if’ several clients, using different CDNs and
different ISDs, experience quality issues with the same
content. As another example, a problem with ad server 150
can be inferred 10 several clients report excessively long
advertisement load times or timeouts.

A numerical example is provided. A content owner pub-
lishes 100 clips daily using two CDNs: CDN A and CDN B.
One of the clips, clip X, has 100%, join lailurcs on both
CIONs. Using this inlormaltion. an inlerence can be made
that there is a problem in publishing clip X. Now assume that
there is 100% join failure for clients that join CDN A, but
<2% of the users have problems with CDN B. Then an
inference can be made that CDN A’s publishing path has
problems [or that clip (but CIIN 13°s does not).

Other content distribution problems can also be detected
nsing the techniques described herein. For example, a prob-
lem with a content item itself (e.g., a particular movie) can
be inlerred il several clients. using different CIDNs and
different I8Ps, experience qualily issues with the same
content. As another example, a problem with ad server 150
can be inferred if several clients report excessively long
advertisement load times or timeouts.

In various embodiments. when problems are detected by
content distribution monitor 102, correclive aclions are
automatically taken, either by a control module included in
content distribution monitor 102, or by a separate control

syslem, conligured o work in conjunction with content 3

distribution monitor 102,

I'IG. 7 illustrates an example of a process lor correcting
a problem in a content distribution. In some embodiments
the process shown in FIG. 7 is performed by content
distribution monilor. The process beging al 702 when a
determination is made that a problem in a content distribu-
Tion exists. In some embodiments the processing of portion
702 of FIG. 7 occurs in accordance with the process shown
in FIG. 6. At 704, a determination is made that at least one
selling of a client should be updated, and al 706. (he updaie
is sent 1o the client.

Asg ohe example, suppose content distribution monitor
102 continuously monitors the quality of clients” receipt of
content. Il this quality drops under a predefined threshold.

the control module (or control system) will try o localize the s

problem o one or more (CDN, city) pairs, as described
above, It successtul, the control module instructs clients in
each city to use a different CDN. As another example, the
content distribulion monilor can be configured to monilor

audience quality Tor triplets (CIN. cily. 18P), and based on s

the data infer whether a quality issue is due 10 a client’s
CDN, ISP, or both,

The communication between the control module and the
clicnts can be implemented in a variely of ways. In one
example. the control module updales a centrally maintained
configuration file that is periodically read by each client. In
another example, the control module opens a connection to
any clients implicated in the problem and sends commands
dircelly 1o those clients. In various embodiments, instead ol
speeifically instructing the client o make a change, a list of
alternatives or suggestions is instead provided to the client,
and the client is configured 1o perform some local decision
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making. As one example, suppose a client is experiencing
dillicultics oblaining adverlisements  [rom advertisement
server 150, 1T mulliple other adverlising servers exist. rather
than content distribution monitor 102 determining which
advertisement server the client should switch to vsing,
content distribution monitor 102 sends a list of three such
serves, and the client is tasked with selecting [rom the Tist.

IT the problem is determined o be CIN AL and CDN A
is the only CDN able to provide the content, in some
embodiments the control module instructs those clients
affected by CDN A’s problem to reduce the rate at which
they stream. [n addition, new clients joining CIIN A can e
instrucited to use a lower rale than they might otherwise usce.

It the problem is determined to be CDN A, and multiple
CDNs are able to provide the content, in some embodiments
the control module instructs those clients allecied by CION
A’s problem 1o swilch 1o another CDNL In addition, new
clients joining CION A can be instructed o avoid CION AL

It the problem is determined to be an ASN, in some

23 embodiments the control module instructs the clients con-
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neeled (o that ASN (o reduce the rale al which they are
streaming. In addition. newly clients joining from the ASN
can be instructed to use the lower rate.

It the problem is determined 1o be the client (e.g., the
client’s connection is congested or the CPLT is overloaded),
in some embodiments the control module instructs the client
lo reduce the rate at which U streams.

It the problem is determined 1o be an ad server, in some
embodiments the control module instructs all clients to cease
letehing or allempting o leteh advertisements [rom the ad
server. and instead (o leleh them from a dillerent ad server.

In various embodiments. clients include logic (o interprel
the control madule instructions and information. A client
makes the ultimate decision based on the instructions and
inlormation received rom control moedule information and?
or il own intermal state. The state can include both real-time
state as well as historical state. 1ixamples of stales include,
but are not limited to CPUT utilizations, rendering rate, and
whether the viewer watches full screen or not.

Scleeting a CDN 13ased on xternal Input

Supposc a conlent owner distribules 1ts conlent via mul-
tiple CDNs (CDN A and CDN B). Suppose also that the
content owner's desire is o use CDN A for clients in the
United States and CDN B for clients in Burope, When a
client connects (o the content owner’s websile 10 view a
stream. an entity on the server side determines the location
of the client and returns the CDN that the client should used
based on its location. This technique can also be used with
respeel o more sophisticated policies, such as ones based on
conlent being watched. or user class {e.g. premium versus
regular).

Selecting a CDN Based on External Input of Multiple
CDNs

I1(. 8 illusirales an example ol an environment in which
conlent 1s distributed. In the example shown, a conlent
owner distributes its content via multiple CDNs—CDN A
(808) and CDN B (810). Suppose the content owner’s policy
is to vse the CDN that provides the best quality for a client
al the current time. When client A (812) conneets 1o the
conlent owner's websile 1o view a stream, an entily al the
backend determines the CDN that is expected 10 provide the
best quality 1o client A. The backend entity (814) determines
this using performance information [rom other clients such
as clients 13 (816) and (818, "Ihe backend enlity sends the
list of CIINs o client A in the prelerred order based on the
expected performance tor client A. Client A then chooses the
CDN based on this ordered list and local state. In some
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embodiments the local state keeps a black list of CDNs
speeific o elient A based on atlempls made by client A (o
cach CHDN. One reason [or doing this is [or when a CION s
expecied o perlorm well Tor a client based on information
known to the backend entity, but does not perform well in
the particular case fora client. Once client A chooses a CDN,
it comneets and streams [rom that C1ON.

Selecting 13it Rale 13ased on lixiernal Inpul and [ocal
State

Suppose a content owner distributes its content using
multiple bitrates (e.g., 300 kbps, 700 kbps, 1500 kbps, and
2700 kbps). Supposc alse (hat the contenl owner wanls Lo
make all bitrates available lo ils premium customers in
country A, but only make the 300 kbps and 700 kbps bitrates
available 1o its regular customers in conntry A, n country B,
the content owner wants 0 implement similar rules. but not
provide the 2700 kbps bitrale lo any customer. lor sceurily
reasons, the knowledge o whether a customer is premium or
Lot is maintained at the content owner's servers rather than
at the client. One example of a premivm customer is one
who pays more [or a higher class ol service. When a client
connects to the content owner™s servers Lo stream the video.
an entity on the server side determines the set of bitrates
available to the client based on its location and service class
and returns this set. The client then selects one of the
available bitrates based on local stale on the highest bitrale
it can play withoul experiencing quality problems. This stale
can be maintained at the client based on previous viewings
of content on this site or different sites.

Placing an Advertisement on a Page 3ased on Ixlernal 3

Inpul

Suppose a conlenl owner wants o experiment with
whether placing an advertisement on the lett side of the page
or the right side of the page has a better chance of the nser

clicking on the advertisement. When a client conneets (o the 3

content owner’s websile, an enlily on the server side deler-
mines which side the client should place its ad. The client
places its ad in the specified location and reports back if the
ad was ever clicked.

Trealing Inputs from an External Lntity as Commands

Suppose a conlent owner distribules content via multiple
content distribution networks (CDN A and CDN B). Sup-
pose also that the content owner wants 1o tightly control the
traffic usage of the two CDNs and wants to change the usage
helween the CIDNs based on qualily and pricing in a con-
linuous manner. In an exireme scenario the conlent owner
may wish to turn off a CDN completely and migrate all users
1o the other CDN within a short period of tine (e.g. a few
minules). lo achieve this. the client periodically {c.g., every

minule) sends a request Lo the conlent owner’s websile. An s

enlity om the sever side delermines [or cach client the CDN
it should be connected to based on current policy settings.
On the response 10 the first request from a client, the client
will comnect wo the CIN provided. On subsequent responses.

il the client is connecied o a dillerent CDN than the one 3

returned, then it will immediately switch to the one returned.
Here the client treats the response as a command to make
sure the policies in the back end are enforced.

Trealing Inputs from an Lxternal Lntity as [ints

Suppose a content owner distributes conlentl using mul-
tiple content distribution networls (CDN A and CDN B) and
muliiple bitrates (300 kbps, 700 kbps, and 1500 Kkbps).
Suppose also that the player used by the conlenl owner
auwlomatically adjusts the bitrate 1o the highest bit rate that
the client can stream from the current CIIN bul does not
switch between CDNs if streaming is working well. With
this setup, it is possible that the client will get into the
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scenario where it plays the 700 kbps bitrate well on CDN A
but camol play the 1500 kbps on CIDN AL Now suppose that
the client could play at 1500 kbps at CDN 13, but the client
does not know (his. In various embodiments. a “hint™ [rom
an external entity that has knowledge of'this possibility (e.g.,
through interence based on other clients) can be sent 1o this
client letiing the client know that it may be able o play a
higher bil rate on CION 1. The client may choose Lo ignore
or take this hint based on local state such as vser settings.

Decision on CDN is Updated Periodically

Suppose a content owner distributes its content via mul-
liple CDNs (CIDN A and CDN 13). Suppose also thatl the
conlent owner's policy is 10 use the CDN that provides the
best quality for a client at the current time. When client A
connects 1o the content owner’s website 10 view a stream, an
entity al the backend determines the CIIN that is expected 1o
provide the best quality 1o client A, The backend entity
determines this using perlormance inlormation [rom other
clients (in this example clients B and C). The backend entity

20 sends the list of CDNs to client A in the preferred order

based on the expected perlormance lor client AL Client A
then chooses a CDN based on this ordered list and local
state, Once client A chooses a CDN, it connects 10 and
streams trom that CDN. Network and CDN performance
change over time and the CDN selection decision is updated
periodically accordingly. Client A periodically (c.g.. once
cvery one minule) requests a new 1ist ol CIONs [rom the
backend entity. If the backend entity determines that the
CDN currently being vsed by client A is no longer best
suiled lor client A, il will retum a list with a dillerent CION
as the most preferred CHDN. When elient A receives this new
list. it makes a decision using the new list and local stale on
whether to stay on the current CDN or switeh 1o the new one.
It it decides to switch, it will inmediately switch to the new
most prelerred CTIN.

Client Decision when Communication with Backend
lintity is Lost

Suppose a content owner distributes its content via mul-
tiple CDNs (CDN A and CDN B). Suppose also that the
conlent owner's policy is 10 use the CDN that provides the
best quality [or a client al the current time. When client A
connects 1o the content owner’s website 10 view a stream, an
entity at the backend determines the CDN that is expected 1o
provide the best quality 1o client A, The backend entity
determines this using perlormance inlormation [rom other
clients (in this example elients 13 and C). The backend entity
sends the list of CDNs to client A in the preferred order
based on the expected performance for client A, Client A
then chooses the CIIN based on this ordered list and local
stale. Onee client A chooses a CDN, it connects 10 and
streams [rom that CDN. During normal operation. il client
A detects a quality problem with the CDN it is streaming
from, it notifies the backend entity 1o get a different CDN.
[Towever. in the event it loses conneetivity with the backend
entity, the client uses the next CIIN in the most recent list
provided by the backend entity 10 select the next CDN to trv.

The control module can use the information collected
from the clients to determine the correlation berween the
viewer engagemoent and quality. Allermatively, an operator
can use the historical or real-lime inlormation Lo delermine
this correlation.

Quantitative Relationship between Video Quality and
Viewer |ingagement

Viewer scssions can be classified based on a sl of (N)
conlent altribules such as: (a) conlent lormat: (b)Y conlent
type; () content genre; (d) content length; and (e) content
publish time.
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Engagement difference can be computed for viewer ses-
slons viewing “similar” content. One delinition ol content
“similarity™ is cqualily ol a majority ol conlent atlribules
where (2) all (N} aliributes are equal;, (b) only (N-1)
attributes may be equal; (¢) only (N-2) atiributes may be
equal; ete.

I3y computing and comparing engagement dillerences for
content with similar attribules (where a majority of altribules
are similar), the impact of content itselt on engagement can
be reduced, thus highliphting the impact of video quality on
viewer experience.

lixample 1

Consider a live sporting event of duration D {eg., D 2
hours). et the number of viewers joining o walch the event
in the [irst minuie be N=10.000. 1ot the average video
quality and corresponding viewer engagement of various
viewers be as follows:

TARLIT L

Viewer

Murrber lingagement.

of (Viewing
Calemy Yiewers Viewers ¥ideo Qualiy IDiraricn)
el ¥l N o= doin Lime = 1 see, 121 =1 hr
VA0 3000 Duffering Ratio = 1, 113 1m1ins
Rendering Qualily =
100%%
c2 Vaool ... N2 = Join Time = 4 secs, D=1l
Y000 A0 Bulliring Ralie = 3%,
Renderng CQuality =
93%
3 VIO 0 NE = doin Lime = 4 sees, 123 =
TLO000 3000 Duffering Ratio = 6%, 40 mins

Rendering Qualiny =
0%

Ag shown In TADBLL 1. viewers have been classified by
video quality inte three calegorics. Viewers wilh poorer
video quality watched the video for fewer mimites. The net
loss of viewer engagement for viewers with poor video
quality can be computed as: [N2x|131=12] [+ N3x[1)3=
D1 ]=4000x 1043000x30=13,000 minulcs.

Example 2

Consider a wobsile where the viewer can view multiple
videos on demand. After viewing a video, the viewer is
presented the same interface 1o optionally continue watching
more videos. Let there be a sel of K videos with similar

allributes {genre="action”. lormal="cpisode”. duration="30 s

minsg™). Let the number of viewers who have warched at
least one of these videos in a given month be N 10,000, Let
the average number of videos walched by viewers with
varying video qualily be as [ollows:

TABLE 2
Viewer
Engagement
{Average
Number of
Number Videos
of Wéalched
Carepory Viewers  Viewers Video Quality in & Month)
el ¥l Nl = doin Lime = 1 see, 121 = 3.5
Y3000 3000 Bullering Rarie = 0,

Renderng CQuality =
10085
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TABLE 2-continmed

Yiower
Engagement
[AveTgEe
Number of
Number Videas
al’ Witlihed
Categary Viewers  Viewers Video Quality in a Manth;
c2 VI, .. N2= Jain Time = 4 secs. D=3
VT000 4000 Bulering Ratio = 3%,
Rendering Cuality =
Q5%
3 VTO0L ... NI = doin lime = 4 sees, =2
V10000 D Duffering Ratio = 6%.

Rendering Quality =
ity

Ag shown in TAIBLL 2. viewers have been classified by
video qualily inlo three calegorics. Viewers with poorer
video qualily watched a fewer number of videos. "The nel
loss of viewer engagement for viewers with poor video
quality can be computed as [N2x[D1-D2]]+[N3x[D3-
D1M]x({duration of episode) (4000x0.543000x1.5)x30 193,
000 minutes.

Visualization Tools and Manual Diagnosis ol Problems

In addition 10 automatically detecting content distribution
problems, content distribution monitor 102 is configured 1o
make available visvalization tools to human operators,
Using the wols. such operators can quickly identify prob-
lems. The inlerface creates visualizations [or them based on
qualily meirics such as the pereentage ol viewers in a
butfering state, the amount of time needed to start playing a
video stream as perceived by the viewers, etc. Other users,
such as business and marketing executives can also use the
lools o examine dala trends in general, and without needing
a speeilic purpose ol problem detection. The inlerlace cre-
ales visualizations [or them based on meltrics (that are cor-
related with revenue and brand. Examples include the con-
current nummber of viewers, the percentage of viewers
dropping because ol quality problems, the number of adver-
lising clicks. cle. Interactive controls are provided o allow
both operators and other users 1o view virtually any slice of
the multidimensional data captured by content distribution
monitor 102.

IF1GS. 9-13 illustrate embodiments ol an interface through
which content distribution monitoring data is exposed. In
various embodiments, the interfaces are provided by content
distribution monitor 102, such as through gateway laver 526.

The interface shown in PIG. 9 includes [our plots. “The
“Audience Size™ plot (upper-lel) shows the total number
viewers versus Lime. The “Resource Ultilization™ plot (upper-
right) shows the total bandwidih delivered by each CDN.
The “Audience Quality™ plot (hottom-lett) shows the aggre-
gate qualily experienced by all viewers. The “Audience
Geolocation” plot (botlom-right) shows the location ol the
viewers on a world map. Each plot shows data in realtime,
and changes are retlected through frequent refreshes of the
interface.

Suppose an operator sees audience qualily dropping, as
shown in PIG. 10, This drop in quality correlates with a drop
in the total number of viewers, and a drop of the bandwidth
delivered by CDN A, Based on this data, the operator
hypothesizes that CON A s likely part ol the problem.

The operalor can verily this hypothesis by crealing (wo
new plots. as shown in FIG. 11, The upper-right plot shows
the audience quality ranked by CDNs, while the bottom-left
plot shows the avdience quality ranked by city. Since, in
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both of these plots, CDN A and cities in the Seattle region
are the only ones Lo perlorm poorly, the operator [urther
hypothesizes that the problem is localived (o the viewers in
the Secatlle region streaming from CIDN AL

To verity this new hypothesis, the operator adds a new
plot showing the quality of viewers in Seattle ranked by
CION. as shown in the bottom-right plot in I'1¢G. 12, This plot
show thal, indeed. only the Seattle viewers who stream [rom
CION A see quality 1ssucs: viewers [rom Scallle streaming
from other CDNs see no quality degradation. As a result, the
operator concludes that the hypothesis was correct, i.e., that
the problem 1s localized o the viewoers in the Scatlle region
streaming [rom CDN AL

The operator can take actions to improve the viewer
quality in the Seattle region. Examples of such actions
ineclude calling CDN A 1o fix the problem, orfand pushing
new configuration [files 10 the players. Such conliguration
file can, ¢.g.. specily thal il the player is in the Scattle region.

it should use a CDN other than CDN AL

In addition 1o diagnosing widespread problems, operators 2

can also use the visualizalion tools provided by content
distribution monitor 102 1o diagnose qualily issues experi-
enced by particular clients.

Suppose a vser who reports quality issues to a customer
service organization in charge with overseeing the delivery
ol the content. The user provides the service operator with
the 1P address or other unigue identifier (e.g., ITTTP cookic.
user login) 1o help the operator identity the user’s end-host.

The operator vses this identifier to see in real-time a

summary of the information associated with the vser’s 3

client. (5. 13 shows an example in which the quality of the
client with the 1P address 123.456.7.8 is only 10%, (uppoer-
lett plot). In addition, the intertace indicates that the client
is located in Seattle and streams data from CDN A

To determine the root cause the problem the operator nses

the inlerlace 10 show (a) the audience quality ol viewoers
using CDN A (upper-right plot). and (b) the audicncee qualily
of all viewers in Seattle ranked by CDN (bottom-left plot).

Based on the second plot that shows that only the viewers
in Scallle which stream [rom CIIN A experience qualily
issues. the operalor concludes that likely the problem expe-
ricniced by the client 1s due o CDN AL To (ix this problem.
the operator configures the client remotely (e.g., via a
configuration file) to nse another CDN.

Additional l'mbodiments

Multivariate Testing,
‘The techniques deseribed herein can be used [or a variely

ol purposes in addition o detecling and remedying content s

distribution problems. As one example, contenl owners (or
other appropriate parties) can perform multivariate testing
and, based on the results, make adjustment to content
distribution scllings.

I'IGS. 14 A and 1413 are graphs illustrating the impact ol s:

distribution quality on a content item. Specifically, FIG. 144
indicates that, for a first content item (e.g., a feature length
film), clients which experience a pood experience tend to
walch the ilem approximately twice as long as those with a
poor experience. U1, 1413 indicates that. for a sccond
content item (e.g., a breaking news report), the length of
Time a particular client streams the content is largely unim-
pacied by the quality of the experience.

I'IGr. 15 illustrates an example of a process [or improving
a comtent player engagement. The process begins at 1402
when an engagement of a first content plaver with respect to
a first content item being downloaded by the first client is
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measured. As one example, the amount of time a particular
client, such as client 176. views a particular leatlure length
[m is determined. At 1404, heartbeal information s
received lrom the client. In some embodiments the process-
ing of 1402 and 1404 is combined, as applicable. At 1406,
a determination is made as 10 the quantitative relationship
between the engagement and the performance information.
In various embodiments, the processing ol 1402 and 1404 is
also performed with respeel o other clients that are alse
accessing the same conlenl. and the resulling information is
vsed at 1406. At 1408, a setting of a second plaver with
respect to the same content is adjusted. As one example, it
a determination is made that the content can be provided, at
reduced quality, withoul incurring 4 significant reduction in
cngagement, the content owner may instruct content distri-
bution monitor M2 1o send instructions o other clients
receiving, the content to obtain the content at a lower bitrate,
Similarly, if' a determination is made that changes in quality
significantly change engagement, instructions 1o devote
more bandwidth 1o clients expericneing poor perlormance
might be provided to content distribution memitor 102.

I'nloreing Policies

Invarious embaodiments, content owners and other appro-
priate parties are granted access to a policy engine that
allows them to conligure and revise a list ol policies.
Policies provided by the customer are based on the lollow-
ing pallern:

1. matching rule A: action A

2. matching rule B: action B

3. matching rule C: action C

The matching rule determines the subscel of the viewers on
which the policy 13 10 be applicd. In addition, multiple
maltching rules can be provided for certain policies accord-
ing to a specified priority order. When the policy engine
needs to decide an action tor a viewer, it iterates through the
ordered list and based on the first match selects the appro-
priate action.

The malching rules are composed of predicates on several
dimensions that identily the viewers. xample dimensions
include:

1. Location of the viewer (e.g., Country, State, City, Zip
code).

2. The ISP and A8 through which the viewoer is conmecling
o the Internet.

3. Technographics of the viewer (e.g., browser, OS5, net-
work speed)

4. Comtent being walched by the viewer (e.g., name of
video, play list name, ele.)

Iixample actions include:

1. Maintain uninterrupted viewing by switching between
an ordered list of resources (e.g., Data centers, CDNS) via
which the viewer downloads (he video. This provides high
availability ol the connection of the viewer o the content.

2. Maintain high quality viewing by switching in accor-
dance with an ordered list of resources via which the viewer
downloads the video. This provides a glitch thee viewing
experience {(e.g., minimives the impact of overloaded deliv-
ory servers. or nelwork path congestion).

3. Optimize video resolution by switching the bitrate of
the video. This allows the download bandwidth of the
viewer Lo provide the highest resolution possible.

4. Optimive video viewing quality given limited band-
widlh available 1o the user by using a lower bitrale video.
This provides consistent delivery of content even if the
bandwidth available to the user is low.
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5. Minimize cost of delivery by switching the viewer to
lower delivery cost resource 16 the guality ol download
oflered by the lower cost resource is consislent.

6. Maintain load balance between a lisl ol available
resources. The load balancing is done based on priority
weights associated with each resource in the list.

7. linforce a usage limitl on a resource by lorcing viewoers
1o swilch away aller a bandwidth or downloaded byie
threshold is met.

As mentioned above, in various embodiments, content
distribution menitor 102 includes a control module or works
in conjunclion with a separale control system. "The control
syslem is conligured o enforce policies specilied via the
policy engine. As one example, i some embodiments
whenever an initial client request is made for content, the
control system determines an appropriale comlent source lor
the client based on the policies and also based on telemeltry
information made available via content distribution monitor
102.

Althovgh  the foregoing embodiments have been
deseribed in some detail Tor purposes ol clarity ol under-
standing. (he invention is not limited to the details provided.
There are many alternative ways of implementing the inven-
tion. The disclosed embodiments are illustrative and not
restrictive,

What is claimed is:
1. A svstem, including:
a monitoring module included in a client, the monitoring
module conligured (o, using a set ol one or more
Processors:
colleet inlormation relaling 10 a stale ol a conlent
plaver deploved on the client, wherein the collecting
of the intformation is dvnamically adjustable;

reporl, [rom the client, and via a communications
interface. al least a portion of (he inlormation col-
lected by the monitoring module included in the
client to a remote content distribution monitoring
server, wherein the reporting is dvnamically adjust-
able; and

in response o a change in 2 measurement associated
with a content plaver buiter of the content plaver,
dynamically adjust at least one of the collecting and
the reporting; and

a memory coupled (o the sel ol one or more processors
and conligured 1o provide the set ol one or more
processors with instructions.

2. The system of claim 1 wherein the monitoring module

is comligured (o dynamically adjust al least one o an amount

of information collected and a frequency of information s

collection.

3. The svstem of claim 1 wherein the monitoring module
is configured to dvhamically adjust the collecting of the
information based al least in parl on resource constraints.

4. The system of claim 1 wherein the monitoring module s

is configured to dvhamically adjust the collecting of the
tormation based at least in part on an experienced quality.

5. The svstem of claim 1 wherein the monitoring module
is comligured (o dynamically adjust al least one o an amount
ol information reporled and a lrequency ol the reporting.

6. The svstem of claim 1 wherein the monitoring module
is configured 10 dvnamically adjust the reporting based at
least in parl on an cxperienced quality.

7. The system of claim 1 wherein the monitoring module
is comligured o dynamically adjust the reporling based at
least in part on an instruction provided by the remote content
distribution monitoring server.
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8. The svstem of claim 7 wherein the remote content
distribution monitoring server is conligured (o provide the
instruction based al least in part on a resource utilivation rule
associaled with the remole content distribution monitoring
server.

9. The system of claim 1 wherein the monitoring module
is configured o dynamically adjust an amount of detail
reported.

10. The svstem of claim 1 wherein the monitoring module
is configured to dyvnamically adjust the at least one of the
collecting and the reporting in response 1o a change in an
amouni ol content in the content player buller.

11. The system of claim 10 wherein the moniloring
module is configured 1o dvnamically decrease a time period
associated with the at least one of the collecting and the
reporling in response Lo an inerease in the amount ol conlent
in the content player buller.

12. The syslem ol claim 10 wherein the moniloring
module is configured 1o dynamically increase a time period
associated with the at least one of the collecting and the
reporting in response o a deercase in the amount of conlent
in the content player buller.

13. The svstem of claim 1 wherein the monitoring module
is configured to dyvnamically adjust the at least one of the
collecting and the reporting in response to a change in a
bullering ratio that is determined based at least in part on an
amount of time that the client experienced bullering and a
plaving time of the client.

14. A method, comprising:

collecting, by a monitoring module included in a client

and using a sel of one or more processors. inlormalion
relaling Lo a stale ol a content player deployed on the
client, wherein the collecting of the intormation is
dyvnamically adjustable;

reporling, from the client, and via a communications

interlace. at least a portion of the information collected
by the monitoring module included in the client o a
remote content distribution monitoring server, wherein
the reporting is dvnamically adjustable; and

in response o a change in a measurement assoclated with

a content player buller ol the content player, dynami-
cally adjusting at least one of the collecting and the
reporting.

15. The method of claim 14 wherein the adjusting
includes dynamically adjusting al least one of an amount ol
inlormation collected and a frequency of information col-
lection.

16. The method of claim 14 wherein the adjusting
includes dynamically adjusting al least one of an amount ol
inlormation reporled and a frequency of the reporting.

17. A compuler program product embodied in a non-
transitory computer readable storage medivm and compris-
ing computer instructions for:

collecting, by a monitoring module included in a client

and using a sel of one or more processors. inlormalion
relating 10 a state of a content plaver deploved on the
client, wherein the collecting of the intormation is
dyvnamically adjustable;

reporl, [rom the client. and via a communications inler-

[ace, al least a portion of the inlormation collected by
the monitoring module included in the client to a
conitent distribution monitoring server, wherein the
reporting 1s dynamically adjustable: and

in response o a change in a measurement assoclated with

a content player buller ol the content player, dynami-
cally adjusting at least one of the collecting and the
reporting.
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18. The computer program product of claim 17 wherein
the adjusting includes dynamically adjusting at least one ol
an amount of information collected and a lrequency ol
information collection.

19. The computer program product of claim 18 wherein
the adjusting includes dyvnamically adjusting at least one of
an amourl ol inlormation reported and a frequency of the
reporling.

hl
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